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Abstract: Patient-generated health data (PGHD) have great potential to improve clinical outcomes.
As providers consider whether and how to incorporate PGHD into their clinical workflows, platforms
by Apple and Amazon stand to fundamentally alter the landscape. With the aim to examine the
conditions under which providers would adopt PGHD and possibly sign on with a platform, we
analyzed the incentives and optimal strategies of two healthcare providers, a monopoly platform, and
consumers using stylized game-theoretic models and solve for potential equilibria. We found that
consumer surplus always increased with PGHD adoption, but social welfare may drop. The larger
provider had more incentive to adopt PGHD than the smaller provider, but these incentives were
reversed in the case of platform adoption. Accordingly, the platform enrolled the smaller provider
first and possibly both providers. The emergence of the platform raised provider surplus, potentially
at the expense of the consumers, despite offering its service to them for free. These results illustrate
the importance of economic incentives regarding whether and how PGHD could be incorporated
into our current healthcare system.
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1. Introduction

Wearable devices with continuous data collection, real-time analytics, and presentation
of actionable health insights provide unprecedented opportunities for revolutionizing care
in clinical and hospital settings. A typical fitness band monitors activity data, including
the number of steps taken, floors climbed, calories burnt, heart rate, and sleeping patterns.
Some of the measurable parameters also include blood pressure, pulse rate, muscle activity,
perspiration level, glucose level, ECG, core temperature, oxygen saturation, stress levels,
and eating habits. These patient-generated health data (PGHD) can serve to supplement
clinical records to develop a longitudinal profile of patient health, as well as promote
care coordination. Moreover, the COVID-19 pandemic demonstrated the importance of
collecting and tracking PGHD via telemetry-enhanced smart technologies [1,2], especially
for the older generation [3]. Clinical use of the data collected by wearable devices would
present a more compelling value proposition for consumers, which is needed to ensure
their sustained usage [4].

Empirical evidence shows that at least for some conditions, such as diabetes and
high blood pressure, collecting and acting on PGHD improve clinical outcomes in cost-
effective ways [5]. For example, health professionals at Cedars-Sinai Hospital use wearable
technologies to track and improve recovery times for post-operative patients. The program
includes patients who receive a fitness tracker after undergoing major surgery in order to
track their physical activity. The tracker not only helps physicians measure the patient’s
steps, but it also motivates users while improving the recovery process [6].

Surveys report substantial interest by both healthcare providers and consumers in
incorporating PGHD into clinical care. According to the 2022 HIMMS Future of Healthcare

J. Theor. Appl. Electron. Commer. Res. 2024, 19, 315–339. https://doi.org/10.3390/jtaer19010017 https://www.mdpi.com/journal/jtaer

https://doi.org/10.3390/jtaer19010017
https://doi.org/10.3390/jtaer19010017
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/jtaer
https://www.mdpi.com
https://orcid.org/0000-0003-3982-4720
https://orcid.org/0000-0001-6276-264X
https://doi.org/10.3390/jtaer19010017
https://www.mdpi.com/journal/jtaer
https://www.mdpi.com/article/10.3390/jtaer19010017?type=check_update&version=2


J. Theor. Appl. Electron. Commer. Res. 2024, 19 316

Report, the majority of consumers, in the USA and globally, are willing to share their
smartwatch and fitness tracker app data with their healthcare providers. In addition,
health app usage to manage specific conditions is estimated to grow by 33% or more in
the next three to five years [7]. HIMMS further noted that 79 percent of physicians would
like to have more data about patients in between encounters, 72 percent agree that they
need PGHD to make good decisions on chronic disease management, and 90 percent
of the physicians incorporating wearable devices into the clinical workflow say that the
technology can positively impact chronic care [8]. This would be a welcome change for
consumers who increasingly demand a better digital experience, given that as high as
78 percent of tech-savvy consumers say the healthcare digital customer experience needs
improvement, and half of them say they would leave their current physician for a better
digital customer experience [9].

Federal and industry initiatives emphasize the seamless sharing of patient data for
clinical care. The 21st Century Cures Act, which was signed into law in 2016, includes
provisions on data sharing and interoperability to encourage the access, exchange, or use
of electronic health data [10]. A proposed rule from the Centers for Medicare and Medicaid
Services requires healthcare facilities to implement technologies that support open applica-
tion programming interfaces that allow for real-time bidirectional data exchange between
patients and providers [11]. These regulations are designed to accelerate the development of
mobile health technologies that are compliant with PGHD interoperability standards [12].
Unfortunately, the electronic integration of PGHD into existing systems is still widely
considered an important but largely unmet need [13] and simply an “aspiration” [14].

Big tech companies see the opportunity and have ramped up their efforts to fill the
void. Apple embraced healthcare as the next big battleground in the tech world and has
been aggressive with its Health initiative, as well as its very successful Apple Watch, which
has increasingly become a health-oriented product. Google acquired Fitbit for $2.1 billion
in 2019. Amazon recently entered the space with a new fitness band and health service
known as Halo, which is designed to seamlessly integrate with Cerner’s electronic health
record (EHR) software. Such integration enables users to feed health data, like body fat
percentage, activity, and sleep data, directly to the EHR systems of their physicians. Sharp
HealthCare, which is a San Diego-based provider and Cerner client, was the first health
system to implement Halo in a clinical setting [15]. Accordingly, PGHD may be the perfect
“Trojan horse” for the big platforms (i.e., Google, Apple, and Amazon) to expand their
power to the healthcare sector at the expense of health care providers and possibly the
consumers at large [16].

Against this backdrop, we took an analytical approach and asked the following
research questions: Does a larger healthcare provider have more incentive to adopt PGHD
than a smaller provider? What is the impact of the adoption of PGHD on consumer surplus
and social welfare? What type of provider, large or small, would have more incentive
to join a PGHD platform? What is the impact of the platform on provider profits and
consumer surplus?

We took a game-theoretic approach to investigating these research questions. The
analysis of our stylized models revealed that the consumer surplus always increases with
PGHD adoption, but social welfare may drop. While the larger provider has more incentive
to adopt PGHD than the smaller provider, these incentives are reversed in the case of
platform adoption. Accordingly, the platform either enrolls just the smaller provider or
both providers. The emergence of the platform raises the provider surplus, potentially at
the expense of consumers, despite offering its service to them for free. Therefore, unless
regulated and carefully monitored, platforms may expand their reach to the healthcare
sector, further strengthening their already established monopolistic powers across many
other industries [16].

Section 2 presents a brief review of the related literature. Section 3 presents game-
theoretic models and their solutions with no PGHD, with PGHD, and with a PGHD
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platform, in that order. Section 4 provides a discussion of our findings and contributions to
the literature. Section 5 presents the concluding remarks and limitations of this study.

2. Literature Review

The importance of the integration of healthcare data across providers was recognized
by past information systems research [17,18]. What distinguishes this study is that we
considered the integration of health data collected by consumers with healthcare data
collected by providers. In this light, several research streams are relevant to this study.
We believe the research on the adoption of wearable devices is the most relevant because
PGHD are created and potentially streamed by such devices. Research on the privacy
impacts of PGHD is also important because the sharing of such data, especially with a
platform, has the potential to seriously elevate privacy concerns. Additionally, providers’
adoption of health information exchanges (HIEs) is a decision similar to the adoption of
PGHD in that in both cases, healthcare providers consider sharing their patient data with a
third party. In what follows, we briefly discuss some of the representative work in these
domains and their relevance to the current study.

The information systems literature on the adoption of wearable devices is nascent
but quickly growing. Healthcare is the predominant context for the studies in this re-
search stream. From a methodological perspective, the most commonly used theories
and frameworks in this domain are the technology acceptance model, diffusion of inno-
vation theory, unified theory of acceptance and use of technology, and privacy calculus
theory [19]. Using the technology acceptance model, Huarng et al. [20] found that the key
factors that influence the intention to use wearable medical devices include economic cost,
data privacy, perceived ease of use, and perceived usefulness. Pancar and Yildirim [21]
used the unified theory of acceptance and use of technology to show that goal clarity and
technology compatibility are determinants of behavioral intention to use wearable devices
for health-tracking purposes. Using the same theory, Wang et al. [22] demonstrated that
performance expectancy, effort expectancy, facilitating conditions, social influence, and
task–technology fit positively affect consumers’ behavioral intention to use healthcare
wearable devices. Binyamin and Hoque [23] used a similar methodology and found that
performance expectancy, social influence, facilitating conditions, hedonic motivation, and
habit significantly impact users’ behavioral intention to adopt wearable health monitoring
technology. Zhang et al. [24] reported that the intention to adopt healthcare wearable
technology is influenced by technical attributes, health attributes, and consumer attributes
simultaneously. Li et al. [25] found that individuals adopt healthcare wearable devices
if the perceived benefits are greater than the perceived costs—the perceived privacy risk
in particular. Studies in this line of research use empirical methods and aim mainly to
understand the factors that drive adoption among patients. In contrast, in this study, we
used analytical methods to examine not just patients’ but also providers’ incentives to
adopt PGHD.

Among analytical work, Wu et al. [26] investigated whether wearable device firms
should employ a big data and analytics strategy and how much they should invest in
such an initiative. They characterized the conditions under which firms would employ a
conservative strategy versus an expansive strategy depending on the prevailing consumer
density in the market. Wu et al. [27] examined the role of network externality on competition
in the wearable device market and found a negative impact on firm profits, which is similar
to our result that provider profits may drop as a result of PGHD adoption. Tarakci et al. [28]
investigated the role of wearable devices in managing chronic conditions and found that
their use in a clinical setting may increase the overall health conditions of patients, even
when healthcare providers do not always utilize the most advanced technology. Wu
et al. [29] examined the adoption of big data and analytics in the mobile healthcare market
using a stylized two-dimensional product differentiation framework and they found that it
is not optimal for all firms in the market to adopt these technologies, even though doing
so improves social welfare. Similar to these studies, we confirmed that the incentive to
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adopt PGHD can vary, and not all firms (providers) may adopt it in equilibrium. On the
flip side, this may not be all that bad because the adoption of PGHD by all parties may in
fact reduce social welfare (see Proposition 2). In addition, we also found conditions under
which all providers adopt PGHD and find themselves in a Prisoner’s dilemma (i.e., they are
all worse off with PGHD and yet adopt it anyway given that others adopt). Furthermore,
we also investigated the effect of a PGHD platform on provider profits, as well as consumer
surplus, and found that the overall impact was positive, whereas the impact on consumer
surplus was mixed.

Privacy risks and costs are an important theme among studies on the adoption of
wearable devices for healthcare [30]. For example, Fox and Connoly [31] highlighted that
the mobile health digital divide is deepening due to older adults’ perceived inability to
adopt the technology and their unwillingness to adopt stemming from mistrust, high risk
perceptions, and a strong desire for privacy. Becker et al. [32] developed a taxonomy that
reveals that the most relevant dimensions of privacy risks regarding consumer health
wearables are perceived data sensitivity, perceived data variety, and perceived tracking
activity. Marakhimov and Joo [33] also found that consumers’ health and privacy concerns
significantly impact the challenge and threat appraisals in the infusion of wearable devices
for healthcare. Finally, Gabel et al. [34] showed, through a randomized controlled field ex-
periment, that privacy concerns mediate individuals’ decisions to adopt personal electronic
health records (one would expect this result to hold for PGHD as well).

The commonality of the studies on the adoption of wearable devices is that there are
cost and benefit implications for consumers. Privacy costs loom large, especially in the
healthcare context. Similarly, this study took into account a utility increase for consumers
due to the improved monitoring of their condition by their providers, as well as a potential
privacy cost. In addition, we considered the adoption cost that healthcare providers incur.
All of these factors enter the consumers’ and providers’ decision mechanisms.

One notable aspect of this study was that it focused on the adoption decision of
providers, whereas the extant research almost exclusively focused on the adoption of wear-
ables by individuals, despite the fact that the providers’ perspectives are just as important, if
not more. For wearable devices to make a true impact in the healthcare space, providers
have to get on board. And for this to happen, it is essential that their economic incentives
are accounted for. In this study, providers decide whether to integrate the PGHD being
streamed from their patients’ devices into their EHR systems for monitoring purposes.

A few studies on the adoption of health information exchanges (HIEs) considered
healthcare providers’ economic incentives. In this context, the HIE is the external party
that providers decide whether to share their patients’ data with. Since HIEs are established
mainly for medical purposes, sharing patient data with them does not trigger consumers’
privacy concerns in the same manner as it does with a third party, such as Google, which is
purely driven by profit. Using a game-theoretic approach, Demirezen et al. [35] developed
models to study the sustainability of HIEs and participation levels in these networks. They
examined how heterogeneity among healthcare providers affects their participation in HIEs
and found that the benefit the providers can get from the HIE might decrease the number of
providers that want to join the HIE in a competitive equilibrium. Martinez et al. [36] noted
that competition between hospitals, coupled with volume-based payment systems, creates
no incentives for smaller hospitals to exchange data with competitors. They developed
game-theoretic models to estimate the willingness of healthcare organizations to join an
HIE network, and they found that a proposed federal penalty of up to USD 2,000,000
has a higher impact on increasing HIE adoption than current federal monetary incentives.
Similar to these studies, this research emphasizes the importance of getting the provider
incentives aligned with what improves social welfare (i.e., sharing patient data to improve
health outcomes). Whereas these studies were concerned with the sharing of clinical data
with a (typically) nonprofit HIE, this study focused on the sharing of patient-generated
health data with a for-profit online platform. Furthermore, while these studies assumed
the existence of digitized patient data on healthcare providers’ premises, we started from a
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baseline where PGHD are not shared with the providers at all and investigated whether
the providers would be interested in storing this data on their premises. The question
of whether such data should then be shared with a PGHD platform was examined after
this initial analysis, assuming that the providers would adopt PGHD in the absence of
a platform.

3. Models and Analyses

In this section, we present and then analyze a stylized game-theoretic model of a
market with heterogeneous healthcare providers that allowed us to examine the optimal
PGHD- and platform-adoption strategies in a competitive equilibrium. As is customary
in game-theoretic analyses, each player maximized either a utility function (in the case of
consumers) or a profit function (in the case of providers), while taking into account the best
response of other players to the decisions that they make. An outcome that arises from a
specific set of decisions made by the participating players is said to be an “equilibrium”
when no player has an incentive to deviate from their decision. As we analyzed the
potential equilibria, we also checked the impact of PGHD adoption on social welfare, which
was the total aggregate surplus (utility and profit) in the market.

For comparison purposes, we first started with the case with no PGHD.

3.1. Benchmark Case: No PGHD

The market is composed of three types of players: providers, consumers, and a
monopolist platform. There are two profit-maximizing providers (denoted with P0 and P1)
who are differentiated with respect to their effectiveness in delivering healthcare. Factors
such as past experience and available technology and resources may allow a provider to
outperform others. Consequently, consumers derive different gross utilities when they
receive care from the providers. We denote the gross utilities of receiving care from P0 and
P1 by r0 and r1, respectively, where r0 > r1 without loss of generality.

In addition to effectiveness, the providers are also distinguished by the number of
consumers for whom they have medical and health records on file. In what follows, we
refer to the totality of medical and health records about a consumer as “digital records.”
Each consumer starts the game as having been assigned to one of the providers. Hence, each
consumer’s complete digital history is held by one of the two providers. We denote the
proportion of digital consumer health records that P0 has on file by α.

Furthermore, the start of the game is characterized by a random “disturbance” to
the consumers’ provider preferences. Such disturbances can arise because of changes
in preferences, attitudes, situational conditions, etc. Healthcare is a service that can be
considered as an experience good, and experiences affect and refine preferences. There
can be a host of reasons as to why a consumer may want to end an established medical
relationship with a provider. For example, preferences may change when a consumer
relocates to a new area. The possibility of switching providers arising from the exogenous
change in preferences at the outset of the game reflects the common phenomenon of patients
who, for various reasons, consider obtaining healthcare from a different provider.

To characterize the change in consumer preferences at the beginning of the game,
we assumed a randomly assigned and uniformly distributed disutility associated with
each consumer. In other words, each consumer is randomly placed on a Hotelling-style
linear city [0,1], regardless of their previously established provider relationship, while
the providers were located at the two ends of the city (it is conceivable that in reality, a
provider will have fewer patients who do not particularly favor them than those who
do. The conceptualization could be generalized by assuming that the density of patients
whose records reside with P0 uniformly drop from α at point 0 to β at point 1, where α > β.
Although such a conceptualization is arguably closer to reality, it significantly complicates
the analysis without adding any new insights). Accordingly, when a consumer receives care
from a provider, they incur a utility loss equivalent to the distance on the linear city between
her location and that of the provider due to this change in consumer preferences. We further
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assumed for simplicity and ease of exposition that the two segments of consumers (those
who have their records with P0 and P1) are also uniformly distributed in the linear city. In
doing so, we took the view that the disturbance to the consumer utility is independent of
the likelihood of having digital records with a certain healthcare provider.

The process of seeking care from a new provider entails providing authorizations;
establishing a medical and health history through transferring records from the previous
provider to the new provider; filling out online forms at the new provider’s website; and
repeating certain tests in case the previous test results are missing, incomplete, or simply
deemed uninformative or unacceptable by the new provider. These tasks involve both
pecuniary and non-pecuniary costs to the consumer. Especially in the case of emergencies
during travel, these tasks may not be easily performed, in which case the patient may
incur certain utility losses due to not getting the best treatment in the absence of pertinent
information. We denote the expected cost of these tasks and situations to the consumer by
s and henceforth call it the “switching cost.” As we will see later, the switching cost can
drop when providers can electronically share documents. In the analyses that follow, the
consumers who consider receiving care from a new provider weigh the utility gain from
switching to the new provider on the one hand and the associated cost of the process on
the other. The sequence of events is illustrated in Figure 1.
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It is worth noting that taking as exogenous (1) the pre-existing provider–patient
relationships and (2) the subsequent changes in consumer preferences allow for the charac-
terization of a market with consumer switching behavior in equilibrium in a static model.
An alternative approach would have been to set up a dynamic model where each pe-
riod would be characterized by a new disturbance to consumer preferences. The static
model presented here captures the essence of all the strategic elements that are needed
to answer the research questions presented in Section 1 while maintaining simplicity and
analytical tractability. When we introduce the availability of PGHD in Section 3, we com-
pare the consumers’ switching behavior in that case versus the benchmark case presented
here. That comparison is based solely on the impact of the adoption of PGHD on the
equilibrium outcomes.

Solution and analysis: In order to find the market shares of each provider, we needed
to determine the precise utility change (i.e., locations) of consumers who are indifferent
between working with their established provider and switching to a new one.

For consumers whose health records are initially maintained by P0, the utility of
obtaining care from the same provider is r0 − y, where y is the patient’s distance from the
provider. Alternatively, these consumers can incur the cost s to switch to P1 and obtain
the utility r1 − (1 − y)− s. Taking into account the prices charged by these providers, the
location of the indifferent consumer who has an established relationship with P0 satisfies

r0 − p0 − y = r1 − p1 − (1 − y)− s. (1)

Similarly, for consumers whose records are initially maintained by P1, the location of
the indifferent consumer (denoted with x) satisfies

r1 − p1 − (1 − x) = r0 − p0 − x − s. (2)
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Recall that the size of the first segment of consumers is α. In the first segment, y
proportion of consumers continue to work with P0, while the rest switch to P1. In the
second segment, x proportion of consumers switch to P0, while the rest continue to work
with P1. We assumed that there exists at least one consumer who switches from P0 to P1
and from P1 to P0 in equilibrium: 0 < x < y < 1. Thus, the providers’ profits are given as

π0 = (αy + (1 − α)x)p0 (3)

π1 = (α(1 − y) + (1 − α)(1 − x))p1. (4)

Solving for x and y and the profit-maximizing prices, we found the optimal profits to
be the following, where the superscript b represents the benchmark case. Here, as well as
later, all second-order conditions hold.

πb
0 =

(3 + r0 − r1 + s(2α − 1))2

18
and πb

1 =
(3 + r1 − r0 − s(2α − 1))2

18
(5)

Note that the switching cost has opposite effects on the profits of the two providers.
The provider that maintains fewer medical records at the beginning of the game benefits
from a drop in the switching cost, while the other provider is harmed by it. This is because
∂πb

0
∂s > 0 and ∂πb

1
∂s < 0 for α > 1

2 , and vice versa, assuming a positive market share for
both providers in equilibrium. We also found that the number of patients that switch to
P0 and P1 are (1−α)(3+r0−r1−s−4αs)

6 and α(3+r1−r0−5s+4αs)
6 , respectively. The rate of switching

increases with the difference in utility that one provider offers with respect to the other and
decreases with the cost of switching. The consumer surplus is calculated as follows:

CSb = α

 y∫
0

(r0 − p0 − z)dz +
1∫

y

(r1 − p1 − (1 − z)− s)dz

+ (1 − α)

 x∫
0

(r0 − p0 − z − s)dz +
1∫

x

(r1 − p1 − (1 − z))dz

 (6)

3.2. The Availability and Providers’ Adoption of Patient-Generated Health Data

Much like the emergence of the genome, the proteome, and the microbiome, telemedicine
and electronic health records are leading the emergence of the digitome—how patients’
digital records are used for diagnostic predictions and how patients respond to their
therapies [37]. In our context, the providers have the option to integrate and aggregate
their patients’ PGHD on their EHR systems and monitor them at a cost denoted with F. We
call this option the “adoption of PGHD on-premise.” This service benefits the patients of
the adopting provider and increases their gross utility of receiving care there. The service
is costly to the provider because, in addition to any necessary investment needed for the
existing EHR infrastructure to handle the new data, there is also a need to develop stringent
quality, supervision, and training programs to manage patient- and provider-specific risks
associated with the storage and usage of PGHD. In particular, patients may pose a barrier
to healthcare providers’ participation in PGHD due to various concerns, including issues
related to trust, privacy, security, and identity (we thank an anonymous referee for this
insightful comment) [38].

The increase in utility depends on the nature of the provider–patient relationship. The
utility increases more if the service is obtained from the established provider (δh) than
when it is obtained from a new provider (δl), where δh > δl , unless the patient transfers
any existing PGHD from the previous provider to the new provider. If both providers
offer the PGHD service and the patient switches providers, then they may transfer any
existing PGHD from the previous provider to the new provider at a cost denoted with
sw ≥ 0 (this is in addition to the cost s associated with switching providers). In other
words, the adoption of PGHD increases the switching cost for patients since additional
data need to be transferred to the EHR system of the new provider for the patient to receive
a similar service there. Subject to such a transfer, which we assumed to increase the utility
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(δh − δl > sw), the patient obtains the full utility increase (δh) with the new provider’s
PGHD service.

Solution and analysis: Each provider decides whether to adopt PGHD, resulting
in a total of four potential outcome combinations. Thus, there are three new scenarios to
consider. The solution methodologies for these scenarios are similar to the one provided
above. For example, when only P0 adopts PGHD, equations (1) and (2) above become

r0 + δh − p0 − y = r1 − p1 − (1 − y)− s (7)

r0 + δl − p0 − x − s = r1 − p1 − (1 − x) (8)

In Equation (7), the left-hand side of the equation has the additional utility δh because
the established patients of P0 benefit more from PGHD adoption compared with the patients
who recently switched from P1 and get the additional utility δl shown on the left-hand side
of Equation (8).

The case where only P1 adopts PGHD is symmetric to the above, and in the case where
both providers adopt PGHD, these equations become

r0 + δh − p0 − y = r1 + δh − p1 − (1 − y)− s − sw (9)

r0 + δh − p0 − x − s − sw = r1 + δh − p1 − (1 − x) (10)

The optimal outcomes for the providers in all these cases are presented in Table 1,
where ∆ = r0 − r1 + s(2α − 1). ∆ denotes the advantage P0 has over P1 due to offering a
more valuable service and having a larger established clientele by s(2α − 1). The upper
and lower expressions in each cell are the profits of P0 and P1, respectively. As can be seen,
the adopting provider potentially increases its profit subject to the implementation cost (F)
being low enough.

Table 1. Provider profits for various PGHD adoption scenarios.

P1

Does Not Adopt PGHD Adopts PGHD

P0

Does not adopt PGHD

(
(3+∆)2

18
(3−∆)2

18

) (
(3+∆−δh+α(δh−δl))

2

18
(3−∆+δh−α(δh−δl))

2

18 − F

)

Adopts PGHD

(
(3+∆+δl+α(δh−δl))

2

18 − F
(3−∆−δl−α(δh−δl))

2

18

) (
(3+∆+sw(2α−1))2

18 − F
(3−∆−sw(2α−1))2

18 − F

)

We now investigate the providers’ incentives to aggregate their patients’ PGHD, which,
as we will see, may indeed occur in equilibrium. However, we would like to first introduce a
lemma that suggests that a provider’s decision to adopt PGHD may be negatively impacted
by its competitor’s adoption. In other words, if a provider has the incentive to adopt PGHD
when its competitor also adopts them, the provider will continue to have the incentive to
adopt PGHD when its competitor does not adopt them.

Lemma 1. The incentive to aggregate and monitor PGHD is smaller when the competing provider
adopts PGHD than when it does not.

Lemma 2 outlines which of the two providers is likely to have a larger incentive to
adopt PGHD. The larger the market share, the easier it is for a provider to recoup the cost
of aggregating and monitoring their patients’ PGHD. Since the provider that offers more
utility to its patients is guaranteed to command a larger share of the market if it starts the
game with a larger base of patients, it will also have a larger incentive to adopt PGHD than
its competitor.
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Lemma 2. The better/larger provider (P0) has a larger incentive to aggregate and monitor PGHD.

For ease of exposition, we henceforth consider the more realistic case where α > 1/2
(since the services of a better provider will be utilized more). Let ∆ = r0 − r1 + s(2α − 1),
which is always positive. ∆ is a measure of the advantage P1 has over P0 due to offering a
more valuable service (r0 − r1) and having a larger established clientele (s(2α − 1)). Also,
let δ(α) = δl +α(δh − δl), where δ(0) = δl and δ(1) = δh. δ(α) is a measure of the weighted
average utility gain for P0’s patients when it adopts PGHD. The larger the established
clientele for P0, the larger the weighted average utility gain.

Proposition 1. If δ(α)(6 + 2∆ + δ(α)) < 18F, then neither provider adopts PGHD. If
(δ(α)−sw(2α − 1))(6 − 2∆ − sw(2α − 1) + δ(α)) < 18F < δ(α)(6 + 2∆ + δ(α)), then only
P0 adopts PGHD. If 18F < (δ(α)−sw(2α − 1))(6 − 2∆ − sw(2α − 1) + δ(α)), then both providers
adopt PGHD.

As expected, the adoption of PGHD is more likely with a small implementation cost
and a large incremental surplus for consumers due to adoption. We also observed that
adoption by both providers is facilitated by a lower cost of transferring PGHD and a lower
level of differentiation between providers in terms of taste, quality, and market share.

Note also that the providers make the same profit when they both adopt PGHD
and when neither adopts them, but in the former case, providers incur the additional
implementation cost. In other words, the adoption of PGHD puts the providers in a
worse situation than the benchmark case. Using economic terminology, this represents a
Prisoner’s dilemma for the providers—either would be better off not adopting PGHD, but
competitive pressures force them to do so regardless. The benefits of PGHD adoption are
completely absorbed by the consumers.

Proposition 2. The adoption of PGHD always raises the consumer surplus. However, when the
PGHD adoption cost (F) is high, the utility of the new service to the patients (δh) is low, and when
the cost to transfer PGHD between providers is low, social welfare may drop with the adoption
of PGHD.

The consumer surplus increases with the utility coming from the improved service (δh),
while provider surplus decreases with the cost of PGHD implementation (F). Comparing
the benchmark case and the case where both providers adopt PGHD, all consumers get
the additional δh utility after adoption. P0’s patients pay sw(2α − 1)/3 extra, while P1’s
patients pay sw(2α − 1)/3 less in equilibrium with PGHD compared with the benchmark
case. Also, consumers who switch providers incur the extra switching cost sw. Given that
sw < δh, the net benefit to consumers (δh less a fraction of sw) is positive. The optimal prices
are provided in Appendix A in Equations (A5) through (A10).

We also found that the provider surplus increases with the cost of transferring PGHD
(sw). This is because P1’s profit decreases with sw, while P0’s profit increases with it.
Comparing the profits in Table 1 when neither provider adopts PGHD and when they
both adopt, P0’s profit increases more than that of P1 with respect to their profits in the
benchmark case. The difference in differences of profits compared with the case with

no PGHD adoption
((

πPGHD
0 − π

b
0

)
−
(

πPGHD
1 − π

b
1

))
equals 2(2α−1)sw

3 , suggesting that
higher values of sw benefits P0 more than it sets P1 back from a competitive perspective.

Social welfare is the sum of consumer surplus and provider profits, and it may drop
for high values of F and low values of δh and sw. We calculated the consumer surplus using
Equation (6) for the benchmark case and similarly for other cases.

3.3. The PGHD Platform

We introduce the emergence of a platform in this section while keeping the possibility
of providers integrating PGHD into their EHR systems themselves. Similar to Amazon
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Halo, a PGHD platform (henceforth referred to as “the platform”) offers an online data
aggregation service to patients and providers. The data is encrypted and stored in the
cloud in a format that readily integrates with the providers’ EHR systems. The main
benefit of this service is that it provides patients with up-to-date online and secure access
to their complete PGHD collected from various devices, wearable or otherwise. However,
the online storage of health records, especially by a platform, may exacerbate consumers’
privacy concerns [39], and we denote the associated cost with f . Granted, consumers
may also experience a privacy loss when they share their PGHD with only their provider.
However, because a platform can easily develop and offer value-added services using
consumer health data, with or without the use of third parties, the privacy loss is typically
greater than that in the case of sharing PGHD with a healthcare provider. When it comes
to consumer psychology, it does not always matter what the platform can or cannot do
legally; what really matters is what the platform can do with consumer health data in the
presence of perceived ineffective or incomplete governmental regulation and/or potential
noncompliance. Accordingly, we assumed that the utility loss in the latter case is zero.

To offer patients this value-added service, each provider should first sign up with
the platform by paying the fee pp. A fixed fee implies that the platform does not price
discriminate between providers. We later relaxed this assumption and allowed for price dis-
crimination, which is equivalent to charging a price as a function of provider characteristics,
including the number of patients being cared for.

After paying the platform fee, consumers can then establish an account with the
platform and start aggregating their data in the cloud, knowing that their provider will
have access to their data. Because this is a value-added service, we assumed that individuals
derive a net utility benefit from the PGHD adoption and, therefore, always accept the service
whenever their provider makes it available, despite the privacy loss (i.e., f is sufficiently
small). By strategically positioning itself between patients and providers, the platform can
act as the intermediary as far as PGHD are concerned.

The platform takes on the responsibility of developing the technological infrastructure
that enables the automatic transfer of patients’ PGHD from the cloud to the providers’ EHR
systems. Having a platform account eliminates the cost a patient incurs when transferring
their PGHD to a new provider (sw) when both providers are on the platform. All the patient
needs to do in this case is to grant appropriate access rights to the new provider. If the new
provider has not joined the platform, they can download the records and email them to the
provider or bring physical copies in person. We assume that the cost of transferring records
in this fashion is still sw.

Assuming that the providers handle PGHD integrations themselves in the absence of
a platform, the sequence of events is as follows. In the first stage, consumers are assigned
to their providers with an associated disutility. In the second stage, the platform announces
the price that it charges to providers for its service (pp). In the third stage, providers
simultaneously decide whether to aggregate their patients’ PGHD themselves or whether
to join the platform. They then announce their prices (p0 and p1) for delivering healthcare.
Finally, given the switching costs and PGHD strategies of the providers, consumers decide
which provider to work with and transfer their records if necessary. These stages are
illustrated in Figure 2.
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Figure 2. The sequence of events with PGHD and a PGHD platform.
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Solution and analysis: A provider would either join the platform or handle the
integration itself; it would not do both. The benchmark case in this section is the one where
both providers handle PGHD integrations themselves, for which we have established
provider profits (see Table 1):

π0(NJ, NJ) =
(3 + ∆ + sw(2α − 1))2

18
− F and π1(NJ, NJ) =

(3 − ∆ − sw(2α − 1))2

18
− F,

where the arguments of the profit expressions indicate the platform adoption decisions of
providers (J for “join” and NJ for “do not join”; the first argument is for P0 and the second
one is for P1). Since both providers adopt and monitor PGHD, all consumers receive the
full associated utility increase (δh). As we have seen in Proposition 1, the providers find
themselves in this equilibrium when F is sufficiently small. Even if PGHD integration costs
are not sufficiently small to lead to such an equilibrium today, we expect that Moore’s
law will all but guarantee it in the not-too-distant future. We later compare the platform’s
impact with the case when the providers’ benchmark decision is not to adopt PGHD at all.

The platform knows that it should structure its service in an attractive way to the
providers. When a provider joins the platform, it gains access to the PGHD of its patients
stored in the cloud and can then monitor patients remotely, thereby improving clinical
outcomes and the value of its service as perceived by the patients. When both providers
join the platform, then the sharing of PGHD between providers becomes seamless (sw = 0).
Since providers will join the platform as long as doing so will improve their bottom line,
and because they still have the option to integrate PGHD into their EHR systems, the
platform has to make sure that providers are better off with the platform than without
it in pricing its service. The platform charges pp to providers and offers its service to
consumers free of charge. This is in line with the freely available services, such as Apple’s
Health app. The alternative would require the platform to charge both the providers and
consumers, which would limit the providers’ ability to raise their prices in return for their
platform adoption.

There are three possibilities regarding who joins the platform: (i) only P0, (ii) only
P1, and (iii) both P0 and P1. Recall that P0 has more incentive to monitor PGHD than P1
according to Lemma 2. The ability to offer the value-added service of monitoring PGHD to a
larger group of patients means a larger economic incentive to make such an investment. We
have seen that this is due to P0 offering a more valuable service to a larger patient segment.
It may be tempting to think that P0 should have more incentive to join the platform than P1
as well since the same incentive structure should be in play regardless of whether PGHD
integration is executed on-premise or acquired through a platform. This was also our initial
expectation. However, we will see that this is not necessarily true.

Suppose that only P0 and its patients join the platform. Recall that these patients incur
the privacy cost f . Among the consumers whose records are initially maintained by P0, the
location of the one (denoted with y) who is indifferent between continuing with P0 and
switching to P1 satisfies

r0 + δh − f − p0 − y = r1 − p1 + δh − (1 − y)− s − sw. (11)

For consumers whose records are initially maintained by P1, the location of the con-
sumer (denoted with x) who is indifferent between continuing with P1 and switching to
P0 satisfies

r1 + δh − p1 − (1 − x) = r0 + δh − f − p0 − x − s − sw (12)

The profit expressions are the same as in Equations (3) and (4). Solving for x and y
and the profit-maximizing prices, we found the optimal profits to be the following:

π0(J, NJ) =
(3 + ∆ + sw(2α − 1)− f )2

18
− pp(J, NJ) (13)
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π1(J, NJ) =
(3 − ∆ − sw(2α − 1) + f )2

18
− F (14)

where pp(J, NJ) is the price the platform charges for its service.
The case when only P1 and its patients join the platform is symmetric and leads to the

following profit expressions:

π0(NJ, J) =
(3 + ∆ + sw(2α − 1) + f )2

18
− F (15)

π1(NJ, J) =
(3 − ∆ − sw(2α − 1)− f )2

18
− pp(NJ, J) (16)

The platform’s optimal prices in these outcomes
(

p∗p(J, NJ) and p∗p(NJ, J)
)

is derived
in the proof of Lemma 3 in Appendix A.

Suppose now that both providers and all patients join the platform. This time, patients
who switch their providers no longer incur the cost sw in transferring their PGHD. They
simply log in to their PGHD account and give the new provider access to their data. This
allows any switching patient to obtain the full additional utility of δh with the new provider.
Among the consumers whose records are initially maintained by P0, the location of the one
(denoted by y) who is indifferent between continuing with P0 and switching to P1 satisfies

r0 + δh − f − p0 − y = r1 + δh − f − p1 − (1 − y)− s. (17)

The location of the indifferent consumer (denoted by x) among those whose records
are initially maintained by P1 satisfies

r1 + δh − f − p1 − (1 − x) = r0 + δh − f − p0 − x − s (18)

Once again, the profit expressions are the same as in Equations (3) and (4). Solving for
x and y and the profit-maximizing prices, we found the optimal profits to be the following:

π0(J, J) =
(3 + ∆)2

18
− pp(J, J) (19)

π1(J, J) =
(3 − ∆)2

18
− pp(J, J) (20)

The platform’s optimal price in this outcome
(

p∗p(J, J)
)

is derived in the proof of
Lemma 3, which is available in Appendix A.

Lemma 3. Given the option to integrate PGHD into EHR systems when not joining the platform,
the smaller provider (P1) has a larger incentive to join the platform than the larger provider (P0).

The intuition is that since the platform does not accrue any additional benefit to the
consumers because their PGHD will be monitored anyway, the provider with the larger
patient base stands to lose more from the privacy concerns originating from the aggregation
of PGHD by the platform. While both providers benefit from any cost advantages of joining
the platform versus implementing the PGHD themselves, such benefits are mitigated by
privacy costs, which are cumulatively higher for the larger provider.

Note that this result is predicated on our choice of benchmark. The larger provider
would have a higher incentive to join the platform if we were to take the “No PGHD” as our
comparison benchmark (see the top-left cell in Table 1) due to the cost of PGHD integration
(F) being too high or this option being unavailable altogether. The larger provider would
then have a larger incentive to join the platform because it would benefit more from an
increase in its service value due to having a larger customer base. Note that since the
platform does not raise switching costs for patients, the larger provider does not benefit
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from a higher switching cost regime, unlike the case when both providers integrate PGHD
into their EHR systems (which is our benchmark in this section). Accordingly, while the
larger provider would have a larger incentive to join the platform in the absence of the
in-house PGHD integration option, such an incentive would not be as strong as what we
characterized in Lemma 2.

Now that we have established that P1 would be the first to join the platform in the
absence of price discrimination, we can state the possible equilibrium outcomes.

Proposition 3. In the absence of price discrimination, the following occurs:

a. If p∗p(NJ, J) > 2p∗p(J, J), the platform charges p∗p(NJ, J) = F− f
18(6− 2∆− 2sw(2α− 1)− f )

and works with P1 and its patients only.
b. Otherwise, the platform charges p∗p(J, J) = F − 1

18(sw(2α− 1)+ f)(6+ 2∆+ sw(2α− 1)+ f)
and works with both providers and all patients.

The platform’s price is set in reference to the providers’ cost savings (F), as well as
their incentives associated with improving their service with respect to their competition.
Since P1 has a larger incentive to join the platform (see Lemma 3), the platform can charge
a relatively high price to enroll P1 only. Alternatively, it can lower its price and work with
both providers. Since higher cost savings (F) mean a higher revenue from each provider,
the platform is more likely to work with both providers when the cost of adopting PGHD
is high. A lower privacy cost ( f ) and a lower switching cost (sw) allows the platform to
charge a higher price and increases the likelihood of working with both providers and all
patients (see the proof of Lemma 3 and Proposition 3 in Appendix A). Accordingly, publicly
emphasizing and promoting strong data and privacy protection policies is essential for
today’s platforms. Early indications suggest that this is indeed taking place. For example,
Amazon’s Halo service encrypts any health data it collects in transit and in the cloud. It
deletes body scan images and voice snippets automatically after processing. Consumers
are able to delete all other data. Amazon also pledged to never sell consumers’ PGHD
to any third party or to correlate them with any other data for product recommendation
purposes or otherwise [15].

Another implication of Proposition 3 is that a low PGHD transfer cost makes P0 more
likely to join the platform. Since P0 is the second to join and has inherent incentives to
keep switching costs high due to its larger established clientele, a drop in transfer costs
makes P0 more likely to join the platform. Accordingly, platforms have the economic
incentive to invest in the interoperability of PGHD across various EHR systems. The ability
to seamlessly transfer PGHD from the platform to the EHR system of a new provider who
is not yet on the platform would increase that provider’s incentive to also join.

Proposition 4. The larger provider is always better off with the emergence of the platform. The
smaller provider is indifferent when it is the only provider on the platform and better off when
the competing provider also joins. Accordingly, the platform raises provider surplus. Consumers
are worse off when only the smaller provider joins the platform; they may or may not be better off
when both providers join. These comparisons are all with respect to the benchmark case where both
providers integrate PGHD into their EHR systems when they do not join the platform.

Comparing π0(NJ, J) in Equation (15) with the one in the benchmark case (π0(NJ, NJ)),
we found that the larger provider benefits from the partnership between the platform and
its competitor, mainly due to the elevated privacy concerns of P1’s patients. In the equi-
librium when only P1 joins the platform, all of P1’s patients incur the privacy cost f . P1’s
patients pay f /3 less than the amount they pay in the benchmark case, and thus, P1’s
patients are cumulatively worse off by 2 f /3 with the platform. P0’s patients pay f /3 more
in this equilibrium than the amount they pay in the benchmark case, and thus, P0’s patients
are also worse off with the emergence of the platform.
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In the equilibrium when both providers join the platform, all patients incur the privacy
cost f . P0’s patients pay sw(2α− 1)/3 more than the amount they pay in the benchmark
case, while P1’s patients pay sw(2α− 1)/3 less. Also, patients who switch providers no
longer incur sw. Therefore, the overall impact of both providers’ joining the platform on
consumer surplus is not clear cut.

We found that the larger provider benefits from its competitor having more interest in
joining the platform. The platform gives P0 an advantage when it enrolls P1 only since P1’s
patients now incur the privacy cost. The optimal price that is attractive enough for P0 to
join the platform makes both providers better off. As a result, P1 benefits from P0’s muted
interest when the platform’s optimal strategy is to enroll both of them. Interestingly, every
consumer is worse off when only P1 joins the platform. P1’s patients are worse off because
they incur the privacy cost, and the improvement in the provider’s price does not make
up for the privacy loss. P0’s patients are worse off as well, as this provider finds it optimal
to raise its price given the privacy loss of the competing provider’s patients, although the
negative impact of P0’s higher price for them is less than the privacy-related utility loss that
P1’s patients experience.

So far, we have assumed that the providers would integrate PGHD into their EHR
systems when they do not join the platform and referred to this outcome as the “benchmark
case” of this section. We previously established that this outcome represented a Prisoner’s
dilemma for the providers since their profits drop after adopting PGHD (see Proposition 1),
and we took this outcome as given when analyzing the optimal strategies in the presence
of the platform. It is in the context of this “new” benchmark case that producer surplus
rises with the emergence of the platform. Since the platform does not face the PGHD
implementation cost structure that providers do, it can reduce its price as necessary in
order to make its service attractive to the providers. Similar to Lemma 2 and contrary to
Lemma 3, when the on-premise implementation of PGHD is not a viable option for the
providers for whatever reason, P0 has a larger incentive to join the platform than P1, and
the platform would price its service accordingly. Since providers are more likely to join
the platform than to implement PGHD themselves due to the platform’s cost advantage, a
Prisoner’s dilemma (i.e., a drop in equilibrium profits) is now more likely. However, given
what we found in Proposition 4 regarding the provider surplus, such a dilemma is less
unfavorable for the providers than the one in which they implement PGHD themselves.

Propositions 3 and 4 assume that the platform charges the same price to both providers.
We noted earlier that we would relax this assumption and allow for price discrimination.
Charging a price as a function of provider characteristics, including the number of patients
being cared for, can be possible. Our last proposition outlines the impact of the platform’s
ability to price discriminate on providers’ profits. Please note that when we allow for
price discrimination, the platform charges a separate price to each provider by taking
into account each provider’s characteristics, such as perceived quality and the number
of patients.

Proposition 5. The larger provider is indifferent to price discrimination. The smaller provider
benefits from price discrimination when the platform’s optimal strategy is to work with the smaller
provider only in the absence of price discrimination, and it is worse off otherwise.

The platform is strictly better off as it either enrolls the larger provider that it would
not otherwise or by charging a higher price to the smaller provider (when working with
both providers). Due to having a smaller incentive to join the platform than P1, P0 is
always indifferent to joining the platform—with or without price discrimination. The
potentially interesting finding is that P1 can be better off with price discrimination when the
platform’s optimal strategy is to work with P1 only in the absence of price discrimination,
in which case P1 is indifferent to joining the platform (it makes the same profit as in the
benchmark case). This is because the platform works with both providers when it can price
discriminate, and the highest price it can charge P1 is what makes P1 indifferent to joining
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when P0 is on the platform. Since P1 makes more profit when only P0 joins (in which case
P0’s patients incur the privacy cost while P1’s patients do not) compared with its profit in
the benchmark case where neither provider joins the platform, P1 is better off with price
discrimination under these conditions.

We established earlier that a low PGHD implementation cost (F), a high privacy
cost ( f ), and a high PGHD transfer cost (sw) are associated with the optimal platform
strategy of working with the smaller provider only in the absence of price discrimination.
Therefore, these are also the same conditions that render the platform’s price discrimination
a Pareto-optimal scenario for the market participants.

4. Discussion

Past research on the adoption of PGHD has predominantly focused on the consumers’
perspective rather than that of providers. Accordingly, our main contribution to this
research stream was a focus on the PGHD adoption of providers, as well as their incentive
to join a PGHD platform. In doing so, we took a game-theoretic perspective with the
intention to characterize the optimal conditions for providers’ adoption in competitive
equilibria, both in the absence and presence of a PGHD platform. We found that providers
with a larger patient base are less likely to join a platform than smaller providers after
having adopted PGHD themselves. Accordingly, we expect large providers to possibly
show an interest in joining a platform when they would not adopt PGHD on their own and
when the platform reduces the technical and process-related costs of monitoring PGHD. On
the flip side, small providers are more likely to join a platform, even after having adopted
PGHD themselves.

The main implication for a PGHD platform is that their entry point to this space is
likely to be via small healthcare providers. While high-profile partnerships with large
healthcare systems can provide visibility to a platform, they should seek initial growth
in the small business segment. Given that the concentration of PGHD within a single
platform would make it easier for patients to switch providers and that large providers
have more to lose from such a prospect, these providers would likely be especially wary of
signing on with the largest platform. Conversely, the platform that can entice the largest
providers should be able to attract smaller providers with greater ease, potentially leading
to a winner-take-all dynamic.

Our results should be of particular interest to major EHR software vendors. A recent
review of the literature on the integration of PGHD into EHRs found that more than half of
the articles reported existing integrations being with Epic’s EHR [40], which has the largest
U.S. hospital market share, while Cerner comes second [41], although it has been losing
ground to Epic [42]. The latest PGHD encroachment by the tech giants, which collectively
invested USD 3.6 billion in health-related deals in 2021 alone [43], raises an eyebrow and
must be worrisome to large EHR vendors, such as Epic and Cerner. Numerous reports
highlight the fact that if they are not properly regulated, we risk perpetuating a power
imbalance that will need to be recalibrated in the interests of the individuals and smaller
players [44]. In our analysis, we assumed an exogenous fixed cost (F) for the adoption of
PGHD by the providers. In reality, vendors like Epic and Cerner control this cost. Therefore,
rather than leaving the field to big tech, they can work together to mitigate or eliminate the
technological and financial barriers before the providers’ PGHD adoption by collaborating
on new interoperability standards and standardized APIs to simplify integration, as well
as developing their own apps and platforms that store PGHD that readily integrate with
doctors’ EHRs. If big tech’s threat is too great to ignore, which we believe it is, then these
traditional competitors of EHR software may want to collaborate in coming up with a
consortium and a PGHD platform of their own. While our model does not speak to any
of these issues, it does present the possibility of a platform to become the source of all
PGHD in the future. Whatever its final form, such a platform will also need to handle the
many data quality issues that may arise as healthcare providers integrate PGHD into their
workflow. Cho et al. [45] identified several such intrinsic data quality challenges that may
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compromise the reliability and utility of these data. Such challenges are best dealt with by
a PGHD platform.

From a public policy standpoint, our results contribute to the debate on the sharing
of patients’ records between providers. Introducing PGHD into the clinical setting so that
clinicians can make use of these data is an essential issue. However, PGHD currently
appear to be seldomly incorporated into clinical care, and practices on how to incorporate
PGHD into clinical workflows are not yet available [40]. An important concern regarding
the incorporation of PGHD into clinical workflows is that there is little clinical guidance on
how mobile apps should be utilized to add value to patient care. As aptly pointed out by
Rowland et al. [46], patients are often not involved in the development of mobile health
guidelines, and professionals’ views regarding high-quality health apps may not reflect
patients’ views. Furthermore, data security and privacy is a major concern for patients
when using mobile health apps [20]. These challenges will need to be addressed for PGHD
to impact clinical outcomes in a meaningful way.

Interestingly, our results show that platforms may extend their already established mo-
nopolistic powers into the healthcare sector, potentially at the expense of consumer welfare.
These findings provide further support for the need for regulations [47] and safeguarding
the platforms’ control over consumers’ health data [48]. At the federal level, the Federal
Trade Commission should take enforcement action against any entity that falsely claims
that they would not share health data with third parties without users’ consent. The Office
for Civil Rights at the Department of Health and Human Services should inform HIPAA-
covered healthcare organizations regarding the security and privacy risks associated with
third-party tracking technologies given the inherent risks of sharing identifiable health
information with big tech firms, after which all control of that information is lost [49]. At
the state level, legislatures can regulate what health data is collected, how it is used without
patient consent, and how it should be protected. They can also add or supplant consent
requirements to any existing data privacy legislation.

Last but not least, there are important ethical considerations regarding the entrance
of big tech companies into the healthcare field. While technological prowess can help the
medical field in developing new drugs, devices, and algorithms, protecting patient privacy
and confidentiality may be impossible given all the other data that they have accumulated
on the vast majority of people. Indeed, researchers have found that it is possible to correctly
identify 99.98% of Americans in de-identified data sets using 15 demographic attributes [50].
One has to wonder how the big tech companies will monetize the billions of dollars that they
pour into their healthcare initiatives. A healthcare provider has to be HIPAA-compliant to
serve patients and has no incentive to make money off of their medical records other than
making their services sticky for their patients, but a platform such as Amazon Comprehend
Medical can remain HIPAA-eligible, thereby relieving itself from the responsibility of
complying with patient privacy regulations to [51]. In the absence of clear incentives and
regulatory oversight, the platforms that belong to big tech will have a hard time gaining
consumers’ trust, which is equivalent to the high privacy cost ( f ) we have in our models
in this paper. Technical competence is never enough by itself to make things happen at
the practical level, since there is also a need to build and develop trust into a shared and
enduring state of systemic trustworthiness [52].

5. Conclusions and Limitations

In this research, we showed that providers with a larger patient base stand to gain
more from adopting PGHD, as this raises the value of their services for a larger clientele.
We also found that PGHD adoption always raises consumer surplus, but social welfare may
drop depending on the cost of monitoring such data for the providers. Furthermore, given
that larger providers are more likely to adopt PGHD in the absence of a platform, they
would not have as much of an incentive as a smaller provider to join the platform when
that option becomes available. This is because platform adoption raises privacy concerns
that cumulatively put a larger provider at a disadvantage with respect to a smaller provider.
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On the flip side, large providers benefit more from the emergence of a platform relative to
smaller providers, and consumers can be worse off if their providers adopt PGHD anyway
in the absence of a platform.

As is customary in any analytical modeling exercise, we have made several simplifying
assumptions for the purpose of tractability. No model can do complete justice to a healthcare
system as complex as the one in the USA, and it is instructive to mention some of the
important issues that our analysis does not address. For example, we have not explicitly
considered the possibility of a patient working with multiple providers simultaneously
who may or may not collaborate for the benefit of the patient, potentially using PGHD.
Also, we assumed that the platform was a monopoly when in reality multiple platforms
are currently competing for market share. We chose to do this simplification on the basis
that we are still in the very early days of PGHD adoption and that any preliminary or
existing collaboration between major platforms and providers has so far been completely
disjointed events. Obviously, this does not preclude the possibility of serious competition
between the major PGHD platforms of the future. It is just that platform competition has
not materialized yet in this context.

Another implicit assumption was that the two providers could not exchange digital
records with one another via an HIE. Relatedly, PGHD is only one type of patient-oriented
digital investment by providers. The presence/absence of a patient-oriented technology,
such as a patient portal, may have a complementary effect and be a differentiator for
providers. There may be other technologies that are relevant. We ignored any such technol-
ogy in order to focus on the impact of the adoption of PGHD on the equilibrium outcomes.

An extension of this research could consider the competition between for-profit and
possibly not-for-profit platforms and more advanced uses of telemedicine. For example,
it may be possible to virtually visit physicians and perform medical tests at home with
the help of new applications and technological infrastructure, such as 5G. Already, recent
advances in augmented reality headgear, delivery drones, visual imaging devices, and
operation-performing robots have the potential to turn our homes into advanced healthcare
facilities [53]. These new applications, along with the aggregation of PGHD in the cloud in a
sharable format, have the potential to benefit medical research immensely. Anonymous and
confidential use of PGHD may contribute greatly to our defense against future pandemics
as well.

Future research may also investigate the best form of government regulation from a
social welfare standpoint. As we have shown in this paper, the consumer surplus may drop
with the emergence of the platform, with a potentially negative impact on social welfare as
well. Given the socially important nature of the healthcare sector, outlining the optimal
policy that the government should pursue is likely to be a valuable research avenue.
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Appendix A

Sketch of Solutions for the Profit Expressions in Table 1

First, we solved for the indifferent consumer between 0 and 1. Recall that there are
two segments of consumers based on pre-established provider–patient relationships. The
pre-established patient of P0 who is indifferent to switching to P1 is located at y, where

r0 − p0 − y = r1 − p1 − (1 − y)− s. (A1)

Similarly, the pre-established patient of P1 who is indifferent to switching to P0 is
located at x, where

r1 − p1 − (1 − x) = r0 − p0 − x − s. (A2)

Solving for the indifferent consumer locations, we have y = r0−r1+p1−p0+s+1
2 and

x = r0−r1+p0−p1−s+1
2 . The providers’ profits are

π0 = (αy + (1 − α)x)p0 (A3)

π1 = (α(1 − y) + (1 − α)(1 − x))p1 (A4)

Solving for x and y, the first derivatives are
dπb

0
dp0

= −p0 +
p1+1+r0−r1+s(2α−1)

2 and dπb
1

dp1
= −p0 +

p1+1−(r0−r1)−s(2α−1)
2 .

The second derivatives are all negative. Thus, solving them simultaneously, we obtain
the profit expressions for the benchmark case with no PGHD:

πb
0 = (3+r0−r1+s(2α−1))2

18 and πb
1 = (3+r1−r0−s(2α−1))2

18 .
The optimal prices are

pb
o =

3 + r0 − r1 + s(2α − 1)
3

(A5)

pb
1 =

3 − (r0 − r1)− s(2α − 1)
3

(A6)

The indifferent consumers are located at yb = 3+r0−r1+s(5−4α)
6 and xb = 3+r0−r1−s(4α+1)

6 .
Let ∆ = r0 − r1 + s(2α − 1). The prices can then be expressed as

pb
o =

3 + ∆
3

(A7)

pb
1 =

3 − ∆
3

(A8)

Denote the case when both firms adopt PGHD with the superscript bb (this case is
considered the benchmark case after the emergence of the platform). Using the same
solution methodology as in the previous case, we found the optimal prices to be

pbb
o =

3 + r0 − r1 + (s+sw)(2α − 1)
3

(A9)

pbb
1 =

3 − (r0 − r1)− (s + sw)(2α − 1)
3

. (A10)

The indifferent customers are located at ybb = 3+r0−r1+(s+sw)(5−4α)
6 and

xbb = 3+r0−r1−(s+sw)(4α+1)
6 . The optimal prices are

pbb
o =

3 + ∆ + sw(2α − 1)
3

(A11)

pbb
1 =

3 − ∆ − sw(2α − 1)
3

. (A12)
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The respective profits are provided in Table 1.

Proof of Lemma 1. Comparing the profits of the providers in Table 1, we found that P0
prefers to adopt PGHD when P1 does not adopt if

(δl + α(δh − δl))(6 + 2∆ + δl + α(δh − δl)) > 18F. (A13)

Similarly, P0 prefers to adopt PGHD when P1 does adopt if

(sw(2α − 1) + δh − α(δh − δl))(6 + 2∆ + sw(2α − 1)− δh + α(δh − δl)) > 18F. (A14)

Comparing the first terms in both inequalities, we have (δl + α(δh − δl)) >
(sw(2α − 1) + δh − α(δh − δl)) since the difference equals (2α − 1)(−sw + δh − δl), α > 1/2,
and sw < δh − δl . A comparison of the second terms shows that (6+ 2∆ + δl +α(δh − δl)) >
(6+ 2∆ + sw(2α − 1)− δh +α(δh − δl)) since the difference equals −sw(2α − 1) + δh + δl.
Thus, the latter condition is stricter than the former one given α > 1/2 and sw < δh − δl ,
indicating that the incentive to adopt PGHD is smaller for P0 when P1 adopts them as well.
P1 prefers to adopt PGHD when P0 does not adopt if

(δh − α(δh − δl))(6 − 2∆ + δh − α(δh − δl)) > 18F (A15)

P1 prefers to adopt PGHD when P0 does adopt if

(δl + α(δh − δl)−sw(2α − 1))(6 − 2∆ − sw(2α − 1)− δl − α(δh − δl)) > 18F (A16)

Comparing the first terms, we have (δh − α(δh − δl)) > (δl + α(δh − δl)−sw(2α − 1))
since the difference equals sw(2α − 1) + δh + δl > 0. Comparing the second terms,
(6− 2∆+ δh −α(δh − δl))− (6− 2∆− sw(2α− 1)− δl −α(δh − δl)) = δh + δl + sw(2α− 1) >
0. Again, the incentive to adopt PGHD is smaller when the other provider also adopts them
given α > 1/2 and sw < δh − δl . □

Proof of Lemma 2. The incentives of P0 and P1 to adopt PGHD when the other does or does
not adopt are provided in the proof of Lemma 1. Using a similar approach that compares
the terms in the respective Equations (A13) with (A15) and (A14) with (A16), the proof
follows from the observation that P0’s incentives are higher than P1’s incentives provided
that α > 1/2, r0 > r1, and δh > δl . □

Proof of Proposition 1. Following the arguments in the proof of Lemma 1, neither
provider adopts PGHD if the condition in Equation (A13) does not hold and
(δl + α(δh − δl))(6 + 2∆ + δl + α(δh − δl)) < 18F. P0 prefers adopting PGHD if
(δl + α(δh − δl))(6 + 2∆ + δl + α(δh − δl)) > 18F given that P1 does not adopt, and P1 does
not adopt PGHD if (δl + α(δh − δl)−sw(2α − 1))(6 − 2∆ − sw(2α − 1)− δl − α(δh − δl)) <
18F given that P0 does adopt; see Equation (A16). Thus, P0 and P1 do not have an incentive
to deviate from these adoption strategies when these two conditions hold. □

In contrast, if the condition in equation (A16) holds, and (δl + α(δh − δl)
−sw(2α − 1))(6 − 2∆ − sw(2α − 1)− δl − α(δh − δl)) > 18F, then P1 prefers to adopt
PGHD. Given Lemma 2, P0 has a larger incentive to adopt PGHD than P1, and thus,
P0 also does not have an incentive to deviate in an equilibrium where both adopt PGHD
since the condition in Equation (A14) should also hold.

Proof of Proposition 2. Comparing the benchmark case and the case where both providers
adopt PGHD, all consumers get an additional δh utility with PGHD. P0’s patients pay
sw(2α − 1)/3 extra, while P1’s patients pay sw(2α − 1)/3 less in equilibrium with PGHD
compared with the benchmark; see Equations (A7) and (A8) in comparison with
Equations (A11) and (A12). Also, consumers who switch providers (only) incur the ex-
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tra switching cost sw. Given sw < δh, the net benefit to consumers (δh less a fraction of sw)
is positive.

The social welfare is the total surplus, which is the sum of consumer surplus and
provider profits. We calculated the consumer surplus using Equation (6) for the benchmark
case and similarly for other cases. We found that social welfare drops when both providers
adopt PGHD compared with the benchmark case if

36(F − 2δh) > sw

[
18 +

(
5 + 16α − 16α2

)
(2s + sw) + 10(2α − 1)(r0 − r1)

]
.

Clearly, consumer surplus increases with the utility coming from the improved service
improvement (δh), and the provider surplus decreases with the cost of PGHD implementa-
tion (F). Also, the provider surplus increases with the cost of transferring PGHD between
patients (sw). While P1’s profit decreases with sw, P0’s profit increases more with it. Ac-
cordingly, the social surplus may drop for high values of F and low values of δh and sw.
□

Sketch of the Solution with the Platform: We take the adoption of PGHD by both
providers as the benchmark case, where Equations (A9) and (A10) provide the respective
prices. We refer to this case as (NJ, NJ).

When only P0 joins the platform, the solutions of Equations (11) and (12) yield
y = r0−r1+p1−p0+s+sw−f+1

2 and x = r0−r1+r1+p0−p1−s−sw−f+1
2 . Utilizing these in the re-

spective profit expressions, we found the profit-maximizing prices to be

p0(J, NJ) =
3 + ∆ + sw(2α − 1)− f

3
(A17)

p1(J, NJ) =
3 − ∆ − sw(2α − 1) + f

3
(A18)

and the corresponding optimal profits to be

π0(J, NJ) =
(3 + ∆ + sw(2α − 1)− f )2

18
− pp(J, NJ) (A19)

π1(J, NJ) =
(3 − ∆ − sw(2α − 1) + f )2

18
− F (A20)

where pp(J, NJ) is the price the platform charges for its service and, as before, ∆ = r0 −
r1 + s(2α − 1).

When P1 joins while P0 does not join the platform, we have the following profit-
maximizing prices:

p0(NJ, J) =
3 + ∆ + sw(2α − 1) + f

3
(A21)

p1(NJ, J) =
3 − ∆ − sw(2α − 1)− f

3
(A22)

and profits:

π0(NJ, J) =
(3 + ∆ + sw(2α − 1) + f )2

18
− F (A23)

π1(NJ, J) =
(3 − ∆ − sw(2α − 1)− f )2

18
− pp(NJ, J) (A24)

When both providers join the platform, we have the following profit-maximizing
prices:

p0(J, J) =
3 + ∆

3
(A25)

p1(J, J) =
3 − ∆

3
(A26)
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and profits:

π0(J, J) =
(3 + ∆)2

18
− pp(J, J) (A27)

π1(J, J) =
(3 − ∆)2

18
− pp(J, J) (A28)

□

Proof of Lemma 3. We needed to compare the incentive to join the platform while taking
into account whether the competing provider also joins. We first made the comparison
when the competing provider does not join the platform.

Comparing the profits of P0 with and without platform adoption (see Equation (A19)),
P0 joins the platform if

π0(J, NJ)− π0(NJ, NJ) = − f
18

(6 + 2∆ + 2sw(2α − 1)− f ) + F − pp ≥ 0 (A29)

With the platform being a monopoly, it can therefore charge a price as high as

p∗p(J, NJ) = F − f
18

(6 + 2∆ + 2sw(2α − 1)− f ) (A30)

in this outcome and still guarantee P0’s participation. At such a price, P0 makes the same
profit with and without joining the platform:

π0(J, NJ) = π0(NJ, NJ) =
(3 + ∆ + sw(2α − 1))2

18
− F (A31)

Following a similar procedure and using the profit expressions derived in the preced-
ing sketch, we can show that the platform can charge as high as

p∗p(NJ, J) = F − f
18

(6 − 2∆ − 2sw(2α − 1)− f ) (A32)

when only P1 joins the platform.
Since p∗p(NJ, J) > p∗p(J, NJ), P1 has more incentive to join the platform than P0 when

the competing provider is not on the platform. Note that P0 does not have an incentive to
deviate from this equilibrium by joining the platform at this price since doing so makes P0
worse off:

π0(J, J) =
(3 + ∆)2

18
− p∗p(NJ, J) < π0(NJ, J) =

(3 + ∆ + sw(2α − 1) + f )2

18
− F

Next, we look at the incentives when the competing provider also joins the platform.
Comparing the profit expressions in Equations (15) and (19), P0 prefers to join the platform
given that P1 is on the platform if

π0(J, J)− π0(NJ, J) = − 1
18

(sw(2α − 1) + f )(6 + 2∆ + sw(2α − 1) + f ) + F − pp ≥ 0 (A33)

Thus, the highest price the platform can charge P0 while ensuring its participation is

pp(J, J) = F − 1
18

(sw(2α − 1) + f )(6 + 2∆ + sw(2α − 1) + f ). (A34)

Comparing the profit expressions in Equations (16) and (20), P1 prefers to stay with
the platform when P0 also joins if

π1(J, J)− π1(J, NJ) =
1

18
(sw(2α − 1) + f )(6 − 2∆ − sw(2α − 1)− f ) + F − pp ≥ 0 (A35)
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The highest price the platform can charge P1 while ensuring its participation is
pp(J, J) = F + 1

18 (sw(2α − 1) + f )(6 − 2∆ − sw(2α − 1)− f ), which is higher than the cor-
responding price for P0 (see above). This means that P1 has more incentive to join the
platform than P0 when the competing provider is also on the platform. P0 is more likely to
deviate from this equilibrium. Accordingly, the platform has to satisfy the price condition
for P0 and can, therefore, charge as high as the price given in Equation (A34). □

Proof of Proposition 3. Given Lemma 3, P1 is the first provider to join the platform and
is the only one when the platform charges p*

p(NJ, J) = F − f
18 (6 − 2∆ − 2sw(2α− 1)− f).

This price is also the platform’s total revenue.
Lemma 3 also shows that both providers join the platform when it charges the price in

Equation (A34). The platform’s revenue is twice this amount. Comparing the two revenues,
working with P1 only is preferable for the platform when p∗p(NJ, J) > 2p∗p(J, J):

18F < 2(sw(2α − 1) + f )(18 + 2∆ + sw(2α − 1) + f )− f (6 − 2∆ − 2sw(2α − 1)− f ) (A36)

This condition is more likely to be satisfied for lower values of F, higher values of f ,
and higher values of sw given the following:

∂
[

p∗p(NJ, J)− 2p∗p(J, J)
]

∂F
= 18 > 0

∂
[

p∗p(NJ, J)− 2p∗p(J, J)
]

∂ f
= 6(5 + ∆ + sw(2α − 1) + f ) < 0

∂
[

p∗p(NJ, J)− 2p∗p(J, J)
]

∂sw
= 4(2α − 1)(9 + ∆ + sw(2α − 1) + f ) < 0

□

Proof of Proposition 4. Provider surplus:
P1 is indifferent between the benchmark case and joining the platform (when the

platform charges p∗p(NJ, J) = F − f
18 (6 − 2∆ − 2sw(2α − 1)− f )

)
:

π1(NJ, J) = π1(NJ, NJ) =
(3 − ∆ − sw(2α − 1))2

18
− F (A37)

However, P0 is better off as its profit rises compared with the benchmark case (see
Equations (15) and (A23)):

π0(NJ, J) =
(3 + ∆ + sw(2α − 1) + f )2

18
− F > π0(NJ, NJ) =

(3 + ∆ + sw(2α − 1))2

18
− F

When both providers join the platform, they have no incentive to deviate from that
equilibrium since comparing Equations (A23) and (A20) with the benchmark profits pro-
duces the following:

π0(J, J) = π0(NJ, J) =
(3 + ∆ + sw(2α − 1) + f )2

18
− F> π0(NJ, NJ) =

(3 + ∆ + sw(2α − 1))2

18
− F

π1(J, J) > π1(J, NJ)=
(3 − ∆ − sw(2α − 1) + f )2

18
− F > π1(NJ, NJ) =

(3 − ∆ − sw(2α − 1))2

18
− F

The platform reduces the price to the point that makes P0 indifferent to joining the
platform. This price is lower than the point that makes P1 indifferent to joining given
its larger incentive to join than that of P0 (see Lemma 3). Therefore, π1(J, J) > π1(J, NJ).
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Accordingly, both providers are better off when they both join the platform compared with
the benchmark case.

Consumer surplus:
In the equilibrium when only P1 joins the platform, all of P1’s patients incur the

privacy cost f . Comparing Equations (A11) and (A12) with (A21) and (A22), P1’s patients
pay f/3 less than the amount they pay in the benchmark case, and thus, P1’s patients
are cumulatively worse off by 2f/3 with the platform. P0’s patients pay f/3 more in this
equilibrium than the amount they pay in the benchmark case, and thus, P0’s patients are
also worse off with the platform.

In the equilibrium when both providers join the platform, all patients incur the privacy
cost f . P0’s patients pay sw(2α− 1)/3 more than the amount they pay in the benchmark
case, while P1’s patients pay sw(2α− 1)/3 less. Also, patients who switch providers no
longer incur sw. The overall impact of both providers’ joining the platform on consumer
surplus is, therefore, not clear cut. □

Proof of Proposition 5. When the platform cannot price discriminate, there can be an
equilibrium outcome where only one provider joins the platform. In contrast, this does
not happen when the platform can price discriminate. Both providers join the platform in
equilibrium while paying the following maximum prices (based on the incentives derived
in Lemma 3):

p0∗
p (J, J) = F − 1

18
(sw(2α − 1) + f )(6 + 2∆ + sw(2α − 1) + f ) (A38)

p1∗
p (J, J) = F − 1

18
(sw(2α − 1) + f )(6 − 2∆ − sw(2α − 1) + f ) (A39)

At these prices, the providers’ profits are

πd
0(J, J) = π0(NJ, J) =

(3 + ∆ + sw(2α − 1) + f )2

18
− F (A40)

πd
1(J, J) = π1(J, NJ) =

(3 − ∆ − sw(2α − 1) + f )2

18
− F (A41)

where the superscript d represents “discrimination.” Both of these expressions are greater
than their counterparts for the benchmark case.

First, consider the case when the platform’s optimal strategy is to work with P1 only (no
price discrimination). We see in the Proof of Proposition 4 that π1(NJ, J) = π1(NJ, NJ) =
(3−∆−sw(2α−1))2

18 − F, which is less than πd
1(J, J). We also know from Equation (15) that

π0(NJ, J) = (3+∆+sw(2α−1)+ f )2

18 − F, which is the same as πd
0(J, J). Accordingly, P1 is better

off with price discrimination, while P0 is indifferent to it, when the platform’s optimal
strategy is to work with P1 only in the absence of price discrimination.

Next, consider the case when the platform’s optimal strategy is to work with both
providers (no price discrimination). We see in the Proof of Proposition 4 that

π0(J, J) = π0(NJ, J) = (3+∆+sw(2α−1)+ f )2

18 − F, which is the same as πd
0(J, J), and thus,

P0 is indifferent to price discrimination. We see in Proof of Proposition 4 that π1(J, J) >
(3−∆−sw(2α−1)+ f )2

18 − F = πd
0(J, J). Accordingly, P1 is worse off with price discrimination. □
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