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Abstract: This paper addresses the problem of fault detection in DC microgrids in the presence of
denial-of-service (DoS) attacks. To deal with the nonlinear term in DC microgrids, a Takagi-Sugeno
(T-S) model is employed. In contrast to the conventional approach of utilizing current sampling
data in the traditional event-triggered mechanism (ETM), a novel integrated ETM employs historical
information from measured data. This innovative strategy mitigates the generation of additional
triggering packets resulting from random perturbations, thus reducing redundant transmission data.
Under the assumption of faults occurring within a finite-frequency domain, a resilient event-based
H_ /He fault detection filter (FDF) is designed to withstand DoS attacks. The exponential stability
conditions are derived in the form of linear matrix inequalities to ensure the performance of fault
detected systems. Finally, the simulation results are presented, demonstrating that the designed
FDF effectively detects finite-frequency faults in time even under DoS attacks. Furthermore, the
FDF exhibits superior fault detection sensitivity compared to the conventional H method, thus
confirming the efficacy of the proposed approach. Additionally, it is observed that a trade-off exists
between fault detection performance and the data releasing rate (DRR).

Keywords: DC microgrids; T-S fuzzy model; fault detection; DoS attacks; integrated event-triggered

mechanism

1. Introduction

With the development of renewable energy, DC microgrids have attracted increas-
ing attention due to the advantage of enabling customers to maintain electrical service
independently of the main grid [1]. Renewable energy sources are effectively utilized in
a DC microgrid through some structural devices, such as solar panels, wind turbines, and
batteries for energy storage. Such microgrids, therefore, can offer flexibility to operate
autonomously or in tandem with the main electrical grid, facilitating localized power
generation and distribution. Compared with traditional AC microgrids, DC microgrids
have many distinct merits, such as enhanced efficiency, seamless integration, and improved
compatibility with consumer electronics [2,3].

It is well known that constant power loads (CPLs) play a significant role in DC
microgrids because of the adverse effects on the nonlinearity degree and stability of the
overall system [4,5]. The nonlinear dynamics and negative incremental impedance of CPLs
may contribute to the deterioration of system performance and even system paralysis. To
address this, scholars have explored various methods, among which the T-S fuzzy method
can effectively approximate nonlinearities by a convex sum of local linear systems [6,7],
facilitating quantities of interesting research on CPLs of DC microgrids [8,9]. Regional
nonlinear methods are also used for system stability analysis [10,11]. In addition, as the
environment changes or the fault occurs, the system sometimes enters different modes as
in [12]; therefore, a fuzzy switching model is required to describe this behavior [13,14].

Owing to the low impedance characteristic of DC microgrid systems, the capacitive
filters linked with the converters swiftly discharge during a fault occurrence, leading to
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significant current surges within a short duration. If the fault cannot be solved promptly
and is not isolated from the microgrid systems, it may contribute to system instability or
even damage to the converter. Consequently, a fault detection filter (FDF) is designed to
capture changes in the system behavior by using measured outputs [15,16]. Note that
faults often occur within specific limited frequency bands in practical applications [17], and
to the best of the authors” knowledge, little attention has been paid to the fault detection
problem for DC microgrids in the finite-frequency domain, which motivates this research.

The dispersed components in DC microgrids typically interact via a communication
network [18]. Even though the introduction of a communication network brings low cost
and high reliability, network resources are limited. Therefore, developing a suitable data
communication scheme is necessary to improve resource utilization without compromising
the system performance of DC microgrids. The event-triggered mechanism (ETM) has
been widely employed in the study of DC microgrids. Under an ETM, only the measure-
ments meeting a certain triggering condition can be released, thus reducing the amount
of transmission data. Applying such a communication scheme, the distributed secondary
control problem of DC microgrids with a single bus was solved in [19]. In [20], a distributed
self-triggered algorithm was developed for islanded microgrids, which greatly reduced
the computation costs. A memory-based ETM that included historical discrete sampling
data was investigated for intelligent vehicle transportation systems in [21]. Event-triggered
data-driven control was proposed for unknown interconnected systems in [22].

The openness and sharing of communication networks results in potential challenges,
such as data packet loss, network-introduced time delay, and malicious cyber-attacks.
Cyber attacks, such as deception attacks and DoS attacks, can compromise the electric
quality of microgrid systems or even lead to system collapse. DoS attackers launch an attack
by occupying the bandwidth of the communication network, thus interrupting signal
transmission. In this case, it leads to system stability or even paralysis. Consequently,
a large amount of research has been conducted on mitigating the impacts of DoS attacks.
For instance, event-based control strategies were developed for DC microgrids in the
presence of intermittent DoS attacks, as demonstrated in [23]. Studies in [24] explored the
consensus control of multi-agent systems against DoS attacks with specific constraints on
frequency and duration. The authors in [25] further investigated control systems under DoS
attacks, specifically focusing on scenarios where the end of DoS attacks does not coincide
with sampling times. Resilient control strategies were developed for nonlinear multi-agent
systems to mitigate the affect of DoS attacks in [26].

This paper focuses on finite-frequency fault detection for event-triggered DC micro-
grids using T-S fuzzy rules, considering DoS attacks. The main contributions of this work
are outlined below:

(1) Anovel integrated ETM is proposed for DC microgrids, under which historical state
information is utilized to design the triggering condition. This ETM generates fewer
events compared to the traditional event-triggered mechanism (traditional ETM),
while ensuring the performance of fault detection for DC microgrids.

(2) Anintegrated event-triggered fault detection filter (FDF) is designed for DC microgrids
under DoS attacks. In contrast to existing fault detection methods for DC microgrids,
the frequency band of fault occurrence is considered in the proposed FDF, which
reduces the constructiveness of the filter design.

The remainder of this paper is organized as follows: Section 2 gives the problem
formulation. Section 3 presents the H_ /H FDF design method, along with sufficient con-
ditions. In Section 4, convincing simulation results are presented. Our work is concluded
in Section 5.

2. Problem Formulation
2.1. System Modeling

Figure 1 shows the typical circuit diagram of a DC microgrid, which consists of
multiple subsystems with N CPLs and one energy storage system (ESS) connected with the
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direct current source V.. For convenience, all the relevant physical variables in this paper
are denoted similarly to [23,27]. Define x;(t) = [if Uc,k]T, where i} ; denotes the current
of the inductor, and v¢ is the voltage of the capacitor. Then, one can obtain the following
state function of the kth CPL:

X () = e (1) + Qv (xe (b)) + Agsxs (), ke {1,2,--- N}, D

where

A =

Sys.S =N +1

Figure 1. Circuit diagram of DC microgrids.

Assume that all the CPLs are ideal, i.e., the power P, remains unchanged, and the DC
microgrid has been stabilized by the energy storage current i.s(f). Then, we can obtain

N
xs(t) == Q/[st(t) + bsvdc + bgsies(t) + Z lxk(t), (2)
k=1
where

QlS:

2 1 1
L 0 0 1 0

L L _ — | L _

1S 1, L= |: 1 :|/ bs = |: S:|r bes = |: l:|'
e 0 ] - 0 s 0 es -&

Using the method of shifting the equilibrium point as in [5], the DC microgrid with N
CPLs and one ESS can be formulated as

%(t) = AR(t) + DH(X(t)) + Besies (1), )



Sensors 2024, 24, 2677

40f17

where 7. (t) is designed by 7,; = K%(t) with a preset control gain K, and

X(t) = col{x1(t), %a(t) - - - En (), T ()} = x(t) — xe,
H(%) = col{vy (%1 (t)),va(%2(t)),- - ,un(EN(t))}, Bes = col{0,- - ,0,bes},

X
24 0 0 i g1 o -- 0
0 5212 0 9[25 0 & 0
A= | o, D=
0 0 - Ay Ans 0 o .- N
l T l Asg o o --- 0

wherein vi (% (t)) = Fcx/veox(Fck + Veox); Xe and vy denote the equilibrium point of
DC microgrids and v, x, respectively.
As demonstrated in [28], the multiple CPLs in a DC microgrid can be transformed into
only one equivalent CPL. Therefore, only one CPL is considered in this study.
Inspired by [27], assume the nonlinear term vy /% 1 is bounded by Vi, < v1/%c1 < Vinax
for a given local region Ry ; = {%| —wy1 <ip1 < w1, —wy1 < J.1 < wy1}, where
1 1

Vinin = p Vmax = = . (4)
" v (W21 4+ ve01)” V00,1 (—W2,1 + Vc0,1)

Applying the sector nonlinearity approach, v1 /3¢ 1 is expressed by

Ic,1

L = Mlvmin + MZVmax (5)
Mi+ My =1 ’

where M7 and M are normalized membership functions.
Choose 11 /3¢ as the premise variable 6(t), and define the membership functions as
@i(0(t))(i € {1,2}). By solving (5), we have

vmax 0 -
{ P1(60(t) = =it

V1 —=Vmin0c1 : (6)

4)2 (6 (t) ) = (Vmavamin)ﬁC,l
Taking the external disturbance p(t) € £5[0, +00) and actuator fault f(t) into account,

the ith fuzzy rule is given by:
Rule i: If 64 (t) is Fyq, - - -, 6,(¢) is F;;, then

, (7)

{ (t) = HE(t) + Brip(t) + By f (1)
y(t) = Gix(1)

where 2A; = 2o; + BesK; which is Hurwitz; y(t) denotes the measurable system output;
K;,%B1;,B,;, and C; are all known real constant matrices with appropriate dimensions and

L 1 1 L1 1 1
R om0 on
1 1
a | & &V 00 | & EVmax 0 0
01 — 0 0 1 1| 02 — 0 0 1 1
1 i Ls 1 i Ls
e 0 c 0 - 0 c 0

S
=
=
2
=
+
R
=

=
+
R
N

™

2
by
B . ®)
Z . .
=1
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Moreover, according to [29], the finite-frequency fault f(t) can be described as:
@ :={w €| T(w—w1)(w—wy) <0}, )

where w is the frequency of f(t), which can be categorized into the following cases:
(1) T=1, —w; = wy, f(t) occurs in the low-frequency band.

(2) 7=1,0<wy—wy <27, f(t) occurs in the middle-frequency band.

(3) T=-1, —w;1 = wy, f(t) occurs in the high-frequency band.

Remark 1. Unlike general fault detection approaches of DC microgrids, the fault occurrence in the
finite-frequency domain is considered in this paper, reducing conservativeness in the filter design.

Before designing the fuzzy FDF for DC microgrids, a new premise variable §(t) is
needed since the premise variable between the system and the FDF is actually asynchronous,
which is assumed to satisfy ¢; — kj; > 0(0 < «; < 1) [30]. For brevity, ¢;(6(t)) and ¢;(6(t))
are denoted by ¢; and ¢;, respectively. Then, similarly to (8), the FDF is represented by

&>
—~
=

Il
gl

@i[Afix(t) + Brys(t)]
! , (10)

-
I

<
—~
~
~—
I
(agls

]

) @;[Cri2(t) + Dyjyf(t)]

where £(t) is the filter state vector; y¢(t) is the filter input; r(t) is the generated resid-
ual signal; 2y, B, Cr; and Dy; are the filter gain matrices with proper dimensions to
be designed.

2.2. DoS Attacks and the ETM Design
In this study, a general model of DoS attacks with a fixed period T is considered [31]:

1, te[nT,nT+ Ty(n
S — { [ oif (1)) an

0, tenT+Ty(n),nT+T),

where Ty (n) is lower-bounded by Tgf‘fi“ due to power constraints. The whole attack period

includes a sleeping period [nT, nT + Ty (1)) and an active period [nT + Tyg(n), nT +T). By
defining k, = sup{k € N|nT + Tog(n) > tyn}, In = sup{l € N|nT + Tog(n) > ty,, + 11},
and considering the historical information, the integrated ETM can be obtained:

[ (b + 1) = Gon (b)) QT (b + 1) = T (b )]
> 891{1(tk,1’l + lh>ng(tk,7’l + lh)’ k € {0/ 1/ e /kn}l Z € {1/2/ e /ln}/ (12)

where t; , denotes the real transmitted instant, and 7 (t ,) denotes the output of the event
generator averaged by the integral, which is defined as

1 'tk,n

Tnltin) = |, " v(s)ds. (13)

Adopting Simpson’s rule in [32], one has

1 [ten 1 2 T 1
Ty gyt + 3yl = 3)+ gyt = T), (14)

where 7T is a preset integral period.
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Combining (12) and (13) yields the actual input of the FDF with the proposed inte-
grated ETM:

yf(t) — ym(tk,n)r t S Hkﬂ’l ﬁ "gl,ﬂ (15)
0, te ZZ,YL/

where Hy, = [tin, ter1n); 4,0 and 2, stand for [nT, nT + Toge(n)) and [nT + Toge(1), nT +T),
respectively.

Remark 2. In (13), when the integral period T sets to be zero, the proposed integrated ETM
becomes a normal traditional ETM, as in [33,34].

2.3. T-S Fuzzy Switched Residual System

For technical convenience, define the following continuous intervals:

FO [tk ns tkn + h)
FL= [t + lh, tyy + Th+ 1),
Fylzn = [tk,n +1Iyh,nT + Toff( ))

Then, for t € .4 ,, the following definition is presented:

t—tn, teF?
Nien(t) = § t—ty, —1h, tEF]
t—tyn—Inh, t€ F,l{’
0, t € F?
ekn = Y(tin) —y(tin +1h), tEF,
Y(ten) — Y(ten + 1uh), e Er.

For t € % ,,, DoS attacks are active; in this case, 77 ,, () = ey, = 0.

Define 77, (t) = €, and T, = (§ — 1) Toge(n) + nT (g = 1,2) for brevity. Based on the
above discussion, denote ¥(t) = col{%(t),%(t)}, O(t) = col{p(t),f(t)}, and
re(t) = r(t) — f(t); then, one can derive the following switched augmented system: for
te [Tg,n/ 737g,n+g71)/

w% HMN

0 g 00y 20,9 (1) + B (= €) + BO(E) + Ef e (1)
ll’

(t—e—F)+2f 9t —e—T)]
re(t) = Z Z Qi@j[Ca,p(t) + C5p(t — €) + HO(t) + E3 jepn(t)

i=1i=1

+C5y(t—e— ) +Cp(t—e—T)]

, (16)

A0 0 0 -
Qll,ij = |: l ]:|/ Qltli-‘rl,ij = [”d%fjci 0:| (d = 1/ 2/ 3)/ % = [%l %2]/

B, 0
E,j=Dg, H=1[0 —I], 2,,,;=Cl;=FEp=Ep=0
1
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In order to detect the occurrence of actuator faults, the following evaluation function
X (t) is constructed:

t
x() = [ ers)as, 17)
0
with the threshold x;;, chosen as

Xm= sup  x(), (18)
p(HEL f(1)=0

and the fault is detected by

{ x(t) > xu = faulty (19)

x(t) < xm = fault free.

In this article, the main purpose of this paper is to design an H_ /H FDF such that

1. When 9(t) = 0, the system (16) achieves exponential stability.
2. Under zero initial conditions, when p(t) = 0, f(t) # 0, the H_ fault sensitivity
condition

| nar = g [ Tt (20)

holds for all solutions of (16) satisfying

7 wlorp(e) + j90) @wap(t) + jgo)de <o, 1)

where the asterisk * denotes the conjugate transpose.
3. Under zero initial conditions, when f(t) = 0, p(t) # 0, the system (16) is Ho, bounded by

[T <2 [~ o wpwar (22)
In what follows, some crucial lemmas are presented to help obtain the main results.

g
R
vector function % : [—d,0] — R", the following inequality

Lemma 1 ([35]). If there exist a matrix M = [7*3 } >0,R >0,scalars 0 < d(t) < d,anda

—d /'tde(s)Rx(s)ds < OT(HZO(H) 23)
Jt—
holds with

Of(t) = [x"(t) x"(t—d(t)) x'(t—d)]
-R R-G g
* [G-R]s R—-G
* * —R

Z:

Lemma 2 ([36]). Suppose f(t) € R is integrable, then

+oo +0c0
[ T nonpar = o [ 1RG) | @9

holds, where F(jw) is the Fourier transform of f(t).
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Lemma 3 ([36]). If X is a complex Hermitian matrix, X < 0 is equivalent to

Re(X) Im(X)

“im(X) Re(x)| <° 25)

3. Main Results

Theorem 1. For given positive constants T, (), ng’éf”, h < ng’;f”, ey, B ki (i=1,2), and
ng > 1(g = 1,2), the switched system (16) is exponentially stable with an Heo attenuation level
and an ‘H_ index B, if positive symmetric matrices Q]I?, Pq, Qems Rgm, Gem (m =0,1,2), and

matrices M‘fr (r=1,2), Ui, B, Cf]-, Dy; (j = 1,2) with proper dimensions exist, such that the
following inequalities hold:

I <0, kI + kI + M+ M <0 (i <)), (26)
R
[ fm %gm:| >0, (27)
gm
Py < p3-gP3
Rem < #3—gR(3—g)m
where
- T
c1>§].r A;?;. :f*fj
gr _ 8" _ 8" gr
‘Yif “ | x —“Rg 0} Hi]' *Tif - My
L * * -1
1 1 1 1 1
rlil’ij rl;i]' rlg rlii rlg] r2r . r27 . r27’ I"Zr )
% rlr i r1r 0 0 11ij 12ij 13 14i
1y ST y_ | v TH TH 0
i = | * Ip 0 0, PF= 2r ’
* * * l"}lfl 0 * * F33 g
* * * T4
S * * * ) 44

A= % 0 B Ej, AF=[R0; 0 0 By
=l 5 7l =2 7
‘:‘ij = [Cl,j Cz] 0 H EZ,jL ‘:‘ij = [Cl,j 0 0 'HL
8 _ 8T § T 8§ T g1 _ 82 H
Aij = [hOAij H RgO hlAij H Rgl thij H RgZ]/ rllij = rllij — wrw2 Qf ,
2
8" 1,87 gr 8" §2 H —ahy, pH
I = [”o,ij 1 ij nz,ij]’ 7y = aPg + [PeAg,ijls + Z(:)[ng — ¢ R,
iz

r§y = [e~hoglh emmgll gl TEL = [Py — jwo QB T5y; = PeBy,

Tis; = [P1— jwoQf |EY;,  T13 = PiEy;, T3 = diag{J§, Jt, T3}
Joi  emClOC  en3CrOC;
F%Ei =| % jll,i sn%@iTQC_,- , F% = diag{dg,dg1,dg2},
* * ‘-721i

Fgg = diag{reo, 701,752}, Fﬁ = —pI, Fﬁ =9I, hy =h+05mT,
”fnl,ij = [Pg — jwo Q?]mﬁwz,zj e [Rgm - g?m}' dom = e~ [ngqm - ggn]
”512,1‘]‘ = Pgﬁiﬂij + ¢~ 0 [Rim — Gemlr Tom = —e W [Qfn + Rh]
T =e " M(gH — R | +n2 eCTOC,  T5 = e (GH, — RS,

Of = HTOM, Rij, = H RemH, Qg = H' QemH, Gy = H' GemH,

Cij=1C; Cay Cigl A=Ay Ay, Al Re = diag{Re, Reo, Rea},

H=[ 0, CG=[c 0
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Proof. Choose a piecewise Lyapunov function as follows:
Vo(t) = Vo (8) + VE(1) + Vg (1), (29)
with
Ve(b) = wT( HPgp(t),
=3 [ e 0 Qe

- Z hm/t ) / a5 T (1) RH, g (£)dsdo,
m=0 m
Differentiating Ve (t) in (29) yields:
Ve () = 2" () Pgip(t),

2
V2(t) = —aV2(t) Z (1= e ™y (¢ — hy) QL (t — ),

Vo(t) < —aVy(t)

2 t )
R?mlp th ./t_h tpT(t)Rgmlp(t)ds. (30)

HMN\

To analyze the H_ fault sensitivity condition § and H performance level v, define

J1(t) and Jo(t) as
Ti(t) = BFIOf(8) =1 (Dre(t), (31)
Ja(t) = rg (re(t) — 770" (1)p(t). (32)

Assume that the fault occurs in the middle-frequency domain, and using Lemma 2, it
follows that

= / [(crp(e) + j(6)) (wrp(t) + j(6)) 1t
= o [l — @)@ — ) 2 () 27 (@), 3)

where 2" denotes the Fourier transform. According to (9), it is obvious that T&/ < 0 holds
for all solutions of (16), which is equivalent to (21). Note that Q}{ > 0; then, we have

tr(U Q}{ ) < 0. Similar to the trace operations in [29], one can obtain that

QH
tr{TfHe[(am/J(t) + 79 (1) (w2p(t) + jp(£)) "]}
= T (D12 QY () + 9T (1) jwo QF p(t) — 9T (1)jwo QF (1) + ¢ (1) Qf (1) <0, (39)

with wy = 1/2((4)1 + CUQ).

For t € Hy, N L, define @1(t) = col{y(t), p(t —e),p(t —e— L), p(t—e—T),
(it —h),p(t—h—T),9(t—h—T),0(t),ex,(t)}. Combining (12), (27), (30)~(34), and
Lemma 1 yields that

2 2
Vi) +aVi(t) + J(t) < Y Y of (D} @i (1), (35)
i=1j=1

S Bl Pl 1p-1A1T | =171
w1thCI>l-jr—CIJZ-]T—I—AI-]-R1 Al + & i i
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Note that the membership functions satisfies
2 2 oo
Y. Y 9i(¢j— ¢j)@; (t)cp}jr@(t) =0. (36)
i=1j=1
Combining (36) and ¢; > k;¢;, it follows that
2

2
Z pipj@] (H)d} @ quo ki(®FF — MIT) + My (1)
i=1j= i=1j=1

+ Z Y- gigjeaf () [ki (D — M[") + MJ"+ k(D) — MJ") + M@ (1), (37)

i=1i<j

Using the Schur complement to (26), it is easy to derive that CTD}]T < 0.

Likewise, for t € [T, T1n+1), defining @, (t) = col{y(t), p(t —e), P(t —e — 7%),

p(t—e—T),p(t—h),p(t—h—T),p(t—h—T),0(t)}, it holds that
Va(t) + aVa(t) + T (t) < @3 (D @a(t), (38)

with & = @2 4+ AZR; A2 + 22 =2
Let (t) =0, and con51der1ng the arbitrary of k, one has

Vol(t) < e ™) Vo(Ten), VEE [Tom, Tognig—1)- (39)
Combining (28) and (39), we can obtain

Vg(Tg,n) < V3*gv3*g(Tg;n)‘ (40)

Based on the above discussion, adopting the similar recursive process in [37] yields

J
Vi (0)es— 11, t € [T Ton)
V(1) €9 1 a(r—Tminy oy v D
) Lyt off e~ T'Vy (0) te [Tz,n/ Tl,n-l-l)/
which implies
V() < e H14(0), (42)

Tmm

with 71 = max{e, (1/p)e¥ T Tek")}, 6 = aT — In(pyp2) > 0.
Recalling the definition of V( ), and denoting || 4o Hh =max{|[y(to+s)|, [[¥(to+s)| }
fors € [—h,0), then, it is easy to obtain that

0) < &|lyol;, 43)

V() > allw(n)|’

with &1 = min{Amin (Pg) }.8a = max{)\maX(Pg) + Z%HZO{ (h% /Z)AmaX(Rgm) + Ammax ( ng) }
Combining (42) and (43) yields that

lp®l < \/ 2 ol

which indicates that the system (16) is exponentially stable with the decay rate 6 /2T.
In the following, the H_ fault sensitivity and H norm bound of the proposed sys-
tem (16) will be proved, respectively.

(44)
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For p(t) = 0 under zero initial conditions, it is obvious that [J1(t) < 0 is equivalent
to the H_ condition in (20). Considering the fact that Vg (+00) > 0, V,(0) = 0, integrating
J1(t) from 0 to +o9, it follows that

i +oo . +o0
/0 jl(t)dt:/o [m(t)+vg(t)+an(t)]dt—Vg(+oo)+Vg(0)—/0 w Ve (t)dt

< /Ooo[jg(t) + Ve (f) + aVe(1)]dt <0, (45)

which implies the system (16) satisfies the H_ condition in (20).

For f(t) = 0 under zero initial conditions, employing a similar method, we have that
if 7>(t) < 0holds, the Ho performance objective in (22) is satisfied. By the same analysis
as J1 (), one can obtain

| vat < [T170) + Ve + avi(ar <o, (46)
which means that the system (16) has an He norm bound « in (22). This ends the proof. [

Theorem 2. For given positive constants T, T:j};”, h < TC’;JZ”, & v, & B, ki, and pg > 1, the
system (16) is exponentially stable with an He norm bound -y while also sensitive to the finite-
frequency faults, if positive symmetric matrices Q iz 75g, Qem, Rgm, O, W, and matrices Q_lfj, B Fis

(ffj, @f]», ./\/igr, Gem exist with 758 — W > 0, such that

18" 18" nel g7 g7 P
[T <0, kiHij +k]-Hjl. + N +N]. <0 (i<j), (47)
R g
gm  Ygm
[ b Rgm] >0, (48)
Py < u3—gP3—g
Qgm < #3-3Qa—gym + «T —In(pipz) >0, (49)
Rem =< H3—gR—g)m
where
T
S A8 w8 Re(FEL gl
_ _ e(Ye. Im(Ye. _ _
T?;r _ ;] —’Rl,g (1)] ) Hl%l _ ( —l]gz (—(lg]1> _.N’igl, H;g;z _ ‘I,I%Z _A/-igzl
P . 1 —Im(‘{’ij ) Re(‘fij )
el plr Pl r  §l BT
i Ty Ty T T By E % I T I%
* 1_'22]- 1_'231»] 0 WB; By N F%E f%?, 0 WS,
T T 1
o B N I S A
4 * * « Ih 0 0 K . y :3 1—,%‘} 0
% * % * rir 0 4
55 * " * x T2
| * * * * * —Q_ 55
Al=2 0 0 0 B; 0, A2=[A 0 0 0 B,
1

[z

N _ - _ _
i]:[o Cri Cij 0 H Dy, aij:[O Csi 0 0 #H],

_ _ ol _ ol —_oT —ol — 02
Af = (oA Reo mAf Ryt oAf Reo], T =TF, —wiwaQy,
2
=02 ~ ~ _ _ -
I$, = aPy + [Peli]s + ;)[ng —e M Rey], T = aW + Ay,
1=
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F%z] = [_g,ij ”fq ﬁgq] 5y =[Gy e MGy e MGy, T, = BB,
I85 = [Py — jwoQy]B, I3 = oW +[Rgls, To = [foy fing iz,
\701,1- Wwo,i Wi,
Thi= |+ T wyil, wyi=n5 1eCIQC;, T =diag{dy,dg,dy},
* * ‘721
I3 = diag{J5, Jt, T3}, T4, = diag{ry, 7,73}, Ta = —p°L, T =—L,
i = Timij e R — Geml, fimij = nu1BiCi, Ty = =" [Qom + Rgm],
Ti =€ (G — Ramls + 1y 16w, T = € (G — Rl
Moreover, the filter gains are given by
Wi =AW, By =By, C=CW ", Dp =Dy, (50)

Proof. Suppose Py = Fzg ;},and define. 7, = {[, X2~V I,1,1,1,1,1}, % = {I, X271,

I,1,1,1,1}. Pre- and post-multiplying ‘Y;gjr with #¢ and its transpose yields ‘T’;«g}r, with new
variables denoted as follows:

3 _ -1 T % _ _ -1 T
Upj= AALZ AT, By = XBy;, W=XEZ X
5 -1 4T ) _

Csj=Cj27&°, Dy = Dyj.

Similarly to (36), it holds that
Z Y. 997 — 9 (I + NF') =0. (51)

Combining (47), (51), and ¢; > k;@;j, it follows that

2 2 2 2

L Y oy + ) < 15 L gkt + A

:1]: :] =1
2 S il T =137 T

+ Z;Zq)l(p] kT + N+ I+ V] < 0. (52)
1=li1<y

By Lemma 3 and (52), we have ‘T’lg].r < 0, which is equivalent to ‘I’f}r < 0. Then,
it holds that CTD‘;?].Y < 0 by the Schur complement. In addition, P, > 0 is equivalent to
75g —xZ21xT >0, 1e, 75g — W > 0. Therefore, by following the similar proof process in
Theorem 1, the exponential stability of the system (16) can be obtained, along with the Heo
attenuation level v and the H _ sensitivity condition .

Using the similar approach in [32], the FDF gains can be calculated as in (50). This
ends the proof. O

4. Simulation

A DC microgrid with one CPL is presented in this section, where the circuit parameters
are set as: rp; = 0.8Q), rs = 040, L1 = 40 mH, C; = 1 mf, Ly = 17.3 mH, C; = 1.05 mf,
Py =450 W, V;c = 200 V. Choose the reference voltage v, 1 as 300 V, and @, 1 as 100 V. The
fuzzy membership functions are given by:

{ pr(t) =2— 300f22,1(t)

53
P2(t) = 1= ¢1(t) Y
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Choose the system controller K; as K; = K, = [—0.0389 —0.0002 0.0016 —0.0007].The
initial states of the DC microgrids and the FDF are given by x7(0) = [—0.003 0.283 0.28
0.28], and £7(0) = [0 00 0], respectively.

The external disturbance p(t) and the finite-frequency fault f(t) are given by:

10e=7sin(50t), t € [0,1]

t) = , 54
o(t) {O, otherwise, )
£() = 10e~OYsin(87t), t € [0.2,0.5] (55)

N 0, otherwise.

Setow = 0.4,y = pp = 1.02, T = 0.1s, THH™ = 0.0255,h = 0.001 s, & = 0.05, k; = k; = 0.5,
w; =3s1w,=5s1, 7T =0.001s, v = 10, B = 1.225. By solving Theorem 2, the gain
matrices of the proposed FDF and the event-triggered matrix (2 are obtained:

[ 0.0001 —0.1445 —0.0001 0.0004 7

A — 104 x 0.0012 —0.1434 0.0000  —0.0005
h —0.0001 —0.0021 0.0001 —0.0007 |’

|—0.0006 —0.0021 0.0003 —0.0009

[ 0.0001 —0.1290 —0.0001 0.0003 ]

Ay, = 104 x 0.0008 —0.1298 0.0000 —0.0004
2 —0.0001 —0.0019 0.0001 —0.0006|"

| —0.0005 —0.0019 0.0003 —0.0008

B, = [0.0065 —0.0012 0.0038 0.0007]",

B, = [0.0084 —0.0015 0.0049 0.0009]",

Cr, =107 x [-0.0401 —0.3097 —0.0399 —0.0477],
Cr, =107% x [-0.0242 —0.1873 —0.0242 —0.0288],
Dp = —0.0062, Dp = —0.0231, Q= 0.0027.

Figure 2 illustrates the output behavior of the DC microgrid under two conditions:
without and with the fault f(t) described in (55). The comparison reveals a significant
impact of the fault on the system dynamics. Utilizing such output for control feedback
poses challenges in achieving system stability. Hence, prompt detection of this fault is
imperative to prevent damage from the DC microgrid system. Moreover, note that the
generated signal r(t) changes greatly when the fault occurs at t = 0.2s, which is helpful for
the fault detection.

(1) with 7 (1)
N — — —y(t) without f(¢)| |

r(t)

0.005

—0.01 H

) L L L L L L L L L —0.015 L L L L L L L L L
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1 0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Time (s) Time (s)

(a) System output y(t) (b) The residual signal (f)

Figure 2. Impacts of f(t) on the system output y(¢) and the residual signal r(t).
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Figure 3 displays the release instants and releasing intervals of the system under the
proposed integrated ETM and the traditional ETM, respectively. Table 1 records the data
releasing rate under the above two ETMs. It can be observed that the data releasing rate
under our proposed integrated ETM is 14.4%, which is much less than the one under the
traditional ETM, thus saving the limited network resource.

0.1 T T T T T T T T T 0.05

0.09 - 1 0.045

0.08 - 1 0.04 - X Q
0.07 1 0.035

0.025

Release instants
Release instants

0.02 -
0015
0.01r

0.005 [

YW P b W G s,
0.9 1 0 0.1 02 03 04 05 06 07 08 09 1

Time (s)
(a) Under the proposed integrated ETM (b) Under the traditional ETM
Figure 3. Release instants under different triggering mechanisms.
Table 1. The DRR under differents ETMs.
Cases Traditional ETM Our Integrated ETM
Total sampling 1000 1000
Total releasing 297 144
DRR 29.7% 14.4%

Figure 4 depicts the fault detection performance with different triggering mechanisms,
from which we can observe that by the proposed ETM, the fault is detected at t = 0.223 s,
which is slower than the traditional ETM (t = 0.214 s), indicating that although our inte-
grated ETM can further reduce the resource utilization of the network, there still exists
a trade-off between the fault detection performance and the amount of releasing data.

5 x10°* i 5 x10~% i

2.8
= 0 X 0.223 , =l

151 e 1 151
2.8
1h 4 1h
| Dos

Faulty
05 ; — — — Threshold | 0.5
0.215 0.22 0225 |— — — Fault free

278 X0.214

2| = == = === -
274
272 Dos

———————————— Faulty
97 — — — Threshold |
0208 021 0212 0214 0216 |— — —Fault free

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1 0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Time (s) Time (s)

(a) Under the proposed integrated ETM (b) Under the traditional ETM

Figure 4. Fault detection performance under different triggering mechanisms.

From Figure 5, it is observed that the general H, FDF detects the fault until t = 0.226 s,
which is slower than the proposed method for the fault detection in Figure 4 (t = 0.223 s).
The proposed FDF method in this study is designed for the fault occurring within a specified
frequency band, thereby exhibiting less conservatism compared to general H, methods
designed to detect faults across the entire frequency.
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Figure 5. Fault detection performance using He, method.

5. Conclusions

A resilient event-based H _ / Ho FDF for DC microgrids against DoS attacks has been
designed in this paper, where the actuator fault is assumed to occur in a finite-frequency
domain, reducing more conservatism in the FDF design. The T-S fuzzy model is used
to handle nonlinear CPLs in DC microgrids, and a novel integrated ETM is proposed to
further decrease the unnecessary triggering events compared to the traditional ETM. By
constructing the switched residual system based on fuzzy rules, sufficient conditions of
exponential stability are obtained, along with the H, attenuation bound and H _ sensitive
condition. The simulation results demonstrate the FDF’s ability to rapidly detect finite-
frequency faults, even in the presence of a DoS attack. Notably, its superior performance
compared to the conventional H method underscores the effectiveness of the proposed
approach. For future research, fault detection against hybrid attacks for DC microgrids
requires deeper investigation.
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