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Abstract: The realm of the Internet of Things (IoT), while continually transforming as a novel
paradigm in the nexus of technology and education, still contends with numerous obstacles that
hinder its incorporation into higher education institutions’ (HEIs) e-learning platforms. Despite
substantial strides in IoT utilization from industrialized nations—the United States, the United King-
dom, Japan, and China serving as prime exemplars—the scope of its implementation in developing
countries, notably Saudi Arabia, Malaysia, Pakistan, and Bangladesh, lags behind. A significant
gap exists in research centered on the trajectory of IoT integration within e-learning systems of
economically disadvantaged nations. Specifically, this study centers on Saudi Arabia to illuminate
the main factors catalyzing or encumbering IoT uptake within its HEIs’ e-learning sector. As a
preliminary step, this research has embarked on an exhaustive dissection of prior studies to unearth
critical variables implicated in the IoT adoption process. Subsequently, we employed an inferential
methodology, amassing data from 384 respondents in Saudi Arabian HEIs. Our examination divulges
that usability, accessibility, technical support, and individual proficiencies considerably contribute
to the rate of IoT incorporation. Furthermore, our data infer that financial obstacles, self-efficacy,
interactive capability, online surveillance, automated attendance tracking, training programs, network
and data safeguarding measures, and relevant tools significantly influence IoT adoption. Contrarily,
factors such as accessibility, internet quality, infrastructure preparedness, usability, privacy concerns,
and faculty support appeared to have a negligible impact on the adoption rates within HEIs. This
research culminates in offering concrete recommendations to bolster IoT integration within Saudi
Arabian HEIs, presenting valuable insights for government entities, policy architects, and HEIs to
address the hurdles associated with IoT implementation in the higher education sector.

Keywords: Internet of Things; e-learning; higher educational institutes; online monitoring; auto
attendance; privacy

1. Introduction

Higher Education Institutions (HEIs) have transformed into intricate educational
methodologies in today’s digitized era, primarily due to their intricate compositions of
knowledge-intensive entities, namely instructors and learners [1–4]. HEIs thus have sub-
stantial bearings on various facets of an educational persona, such as skill enhancement,
competency building, personality development, communication skills, teaching, and self-
learning capacities. Technology’s integration into these institutions culminates in a dynamic,
synergistic, and self-regulated learning model. Revolutionizing the realm of education,
technological breakthroughs have brought forth engaging learning experiences and content
creation opportunities [5,6]. This has led to the emergence of seven distinctive categories
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of technology, tools, and strategies: digital tools, recognition technologies, education
technologies, internet technologies, social-media-related technologies, and visualization
technologies [6–12]. An integral player in this digital revolution is the Internet of Things
(IoT). It ushers in the era of ubiquitous connectivity, facilitating uninterrupted, real-time,
and location-independent connections, requiring minimal setup or intervention [13,14].
Not only does the IoT boost sales and foster online learning, but it also endows HEIs
with enhanced control and improved infrastructure scalability [15,16], robustness [17,18],
and flexibility.

In the educational landscape, the IoT ushers in interactive capabilities [19], better-
ing faculty–student communication, aiding comprehension, and seamlessly integrating
online and offline academic resources. Attention towards “smart education” has surged
through incorporating IoT technologies into classrooms, reaping considerable benefits for
learners [20]. Consequently, amidst the rapid adoption of online instruction by HEIs [21],
there has been an intensifying need to evaluate IoTs utility, generating interest from aca-
demics and researchers alike. The 2013–2019 Strategy Plan by the Ministry of Higher
Education in Saudi Arabia outlines the need for the sector to foster, promote, and align
high-quality teaching, training, and research [22–25]. The IoT stands poised to realize this
vision and address pertinent challenges, creating a superior alternative to traditional e-
learning systems [26–30]. However, it is worth noting that developing nations such as Saudi
Arabia have yet to fully embrace the IoT within their educational infrastructures [31–34],
and technologies such as e-learning [35], m-learning [36], ubiquitous learning [37], and
virtual teaching/learning methods [38] have not brought about the expected transformative
impact in higher education. This study aims to establish a robust strategy to enhance the
integration of the IoT within HEIs, particularly in developing countries. The methodology
employed herein comprises the following steps:

1. Identification of factors influencing the adoption of the IoT for e-learning in HEIs
through an extensive literature review, encompassing academic databases such as
Web of Science, Taylor & Francis, Springer, Scopus, Science Direct, Google Scholar,
IEEE Explore, and ACM Digital Library.

2. Utilization of the Technology Organization Environment (TOE) framework to identify
key variables affecting IoT adoption. The research model was formulated incorporat-
ing 16 salient variables and validated through a systematic literature review.

3. Validation of a survey questionnaire via a pilot study and soliciting feedback from
three professionals. The refined questionnaire was then disseminated to gather data
from 384 respondents across various Saudi Arabian HEIs.

4. Initiation of the data collection process between September and November 2021.
Following a stringent data filtering process, 40 responses were eliminated from the
original pool of 424 respondents.

5. Analysis of the collected data using the SEM feature of the Smart PLS software,
enabling the evaluation of both structural and evaluative models.

The remainder of the article is organized as follows. IoT use for e-learning in tertiary
institutions is reviewed in Section 2. Overview of the IoT and e-learning in HEIs, IoT
adoption in education, the literature on e-learning in HEIs, and key findings and research
gaps are the four subsections in this section. The research methods that informed this study
are detailed in Section 3. Data collecting methods and processes, sample selection and
characteristics, data analysis techniques and software, and the overall study methodology
are the four subsections in this part. The results analysis is presented in Section 4. An
in-depth analysis of the study’s results is presented in the next section. Finally, suggestions
for future research and the study’s overall findings are presented in Section 6.

2. Literature Review

In this review of relevant research, we compile the most current findings on IoT
application in online education at colleges and universities. Here, we will first provide a
brief overview of work on the IoT and e-learning in higher education, and then examine
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the existing literature on these topics. Recent studies have highlighted the efficacy of
specific IoT technologies in e-learning. For instance, ’smart’ interactive whiteboards have
been shown to improve student engagement and learning outcomes in virtual classrooms.
Automated attendance systems, another IoT application, have been found to streamline
administrative processes in e-learning settings. This section lays the groundwork for their
proposed IoT deployment strategy for e-learning in higher education by highlighting the
key results of a literature study and the research needs.

2.1. Overview of the IoT and E-Learning in HEIs

Due to its potential to increase the effectiveness of educational processes, the integra-
tion of the IoT in the higher education [39] sector has recently attracted a lot of interest [40].
The incorporation of the IoT in the e-learning environment [41] has shown promising results
in improving learning outcomes and catering to individual learning styles [42]. Learning
styles are the varied approaches people use to study and retain knowledge. They have a sig-
nificant impact on how students learn and interact with course materials [43–46]. Several
models, such as the VARK model (Visual, Auditory, Reading/Writing, and Kinesthetic) and
Kolb’s Learning Style Inventory, have been developed to classify different approaches to
learning [47]. Teachers may better cater to their students’ individual learning styles by keep-
ing these models in mind while they develop lesson plans and course content. Researchers
have found that it is crucial to take students’ individual preferences into account when
introducing IoT technology into classrooms [44,48–50]. Successful adoption of the IoT may
be promoted by recognizing and catering to individual differences in how people learn [51].
Various project-oriented teaching approaches [52] have been proposed for e-learning, which
can help students to develop critical thinking, teamwork, and problem-solving skills [53].
However, the adoption of the IoT for e-learning in developing countries is influenced by
several factors such as cost, security, and infrastructure [54]. The IoT can also be used in
the assessment of the learning process, which can provide real-time feedback and enable
personalized learning [55]. On the other hand, an analysis of current patterns, obstacles,
and future prospects for learning management systems (LMSs) [56] in institutions of higher
learning indicates that LMSs have encountered difficulties such as resistance to change [57],
a lack of support, and a lack of customization possibilities [58]. In intelligent e-learning
systems [59], different classification techniques have been used for the analysis of user
reviews, which can help to improve the system’s performance and user experience [60].

Due in large part to the COVID-19 epidemic, online education has recently surged
in popularity throughout the world [61]. With the emergence of e-learning 4.0 [62], the
teaching of IoT security requires the creation of e-learning materials that allow 360◦ virtual
reality (VR) pictures and movies based on connected data [63]. However, the perceptions
of e-learning among students and academic staff in higher educational institutions vary
across regions, with some perceiving it as effective and others not [64]. The quality of
education in India has improved by adopting new e-learning practices. The application
of AI in education and the implementation of adaptive learning strategies that cater to
each student’s unique needs are two examples of this [65]. AI is also being injected into e-
learning systems to provide intelligent feedback to learners and to personalize the learning
experience based on their preferences and performance [66]. As a further step towards
individualized instruction and more effective evaluation, researchers are investigating how
to use big data analytics and the IoT in online education [67].

2.2. IoT Adoption in Education

As a result, studies on the use of the IoT in academic settings are common. Several
research works have looked at what influences a student’s decision to utilize the IoT in
the classroom [68]. This section discusses the existing studies and approaches related to
adoption of the IoT in education. Negm [69] examines how digital fluency influences college
students’ plans to include the IoT into their distance education. Similarly, Alhasan et al. [70]
analysed the intention of undergraduate students to use IoT services in a smart classroom



Sustainability 2023, 15, 9748 4 of 19

using a case study. Shaqrah and Almars [71] investigated how IoT devices are being used
in schools, finding that it is helpful to use the unified theory of acceptance and technology.
In contrast, Sultana and Tamanna [72] assessed the advantages and disadvantages of IoT
applications in the context of the COVID-19 epidemic in Bangladesh’s educational system.
Additionally, the integration of the IoT in e-government has been studied by Shao et al. [73].
Lubinga et al. [74] discuss the challenges of adopting the fourth industrial revolution in
South African higher education institutions. Sneesl et al. [75], regarding IoT-based smart
campuses, performed a thorough analysis of technology adoption determinants. Gairola
and Kumar [76] discussed the use of cloud computing and the IoT in the educational system
in their article.

Moreover, Rico-Bautista et al. [77] proposed a preliminary set of key technology
adoption indicators for smart universities, which could be useful in promoting the adoption
of the IoT in education. These studies shed light on the potential benefits and challenges of
the IoT in education and provide insights into the factors influencing its adoption. Smart
education is one area that has been greatly impacted by the IoT [78,79]. IoT-enabled e-
learning systems have been developed to support higher education and enhance student
engagement [80]. The IoT has also been used in the development of smart campuses [81],
where it is used to manage various aspects of campus life, including energy consumption,
security, and transportation [82]. Romero-Rodrguez et al. conducted an extensive survey
in many Spanish institutions to gather their thoughts on the IoT in education [83]. The
research used a quantitative approach to examine data obtained from academics, and the
results showed that the IoT has the potential to improve access to information, the quality
of instruction, and students’ overall educational experiences. The article’s discussion of
IoTs possible uses in higher education makes it useful reading for academics and teachers
who are considering such an implementation.

The IoT is a rapidly growing field that has found its way into various sectors, including
education. There are several ways in which the IoT may help the educational system and
improve the student learning experience. However, the integration of the IoT in education
also comes with challenges. Individual inventiveness, ICT proficiency, and other crucial
variables have all been studied as they relate to IoT uptake in education [82,84,85]. The use
of the IoT in classrooms has not been without its share of difficulties. The implementation of
IoT technology is a major obstacle [86]. Other challenges include the need for adequate ICT
infrastructure and data security and privacy concerns [87]. To overcome these challenges, a
novel IoT architecture has been proposed to seamlessly integrate the IoT into university
systems [88]. In addition to traditional education, vocational education is another area that
has benefited from the integration of the IoT. To better connect classroom learning with
practical practice, a blockchain- and internet-powered platform for vocational education
has been designed [89].

2.3. E-Learning in HEIs

As a consequence of incorporating technology into the classroom, HEIs have devel-
oped e-learning systems. E-learning is the educational practice of using electronic media
and ICT (information and communication technology). E-learning allows students who
are unable to attend traditional classes to still have access to high-quality education [90].
The spread of the COVID-19 virus has hastened the transition from conventional class-
room instruction to online learning platforms at tertiary institutions [91]. The lack of
infrastructure, insufficient training of personnel, and students’ poor digital literacy lev-
els are only few of the obstacles that HEIs face when they try to integrate e-learning
technologies [92]. Evaluating HEIs’ preparedness for e-learning and determining the ele-
ments that influence the acceptance and efficacy of e-learning systems are, therefore, of the
utmost importance [93,94]. Additionally, it is important to investigate how various HEI
stakeholders see e-learning [95–97]. For HEIs to successfully install and maintain e-learning
systems, an organizational strategy for online education and pedagogical innovation is
required [98]. The goals of this literature review section are to evaluate the current status of
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e-learning in HEIs, evaluate the potential and challenges associated with e-learning, and
study the viewpoints and attitudes of stakeholders towards e-learning systems in HEIs.
The effectiveness of e-learning systems at tertiary institutions has been the subject of several
studies, with researchers primarily interested in the factors that contribute to or detract
from student happiness [91]. Critical drivers of student satisfaction with e-learning systems
have been established via research, and these include simplicity of use, system quality,
service quality, and information quality [91]. Studies show that there are several drawbacks
to e-learning systems, such as a loss of teacher and peer contact, complex course contents,
and inadequate feedback, among others [99].

Over the last decade, online courses have grown more widespread in universities and
colleges. “E-learning” refers to the dissemination of educational materials and experiences
through digital channels and mediums such the web, smartphones, and tablets [100]. To
improve educational quality, expand educational options, lower the financial burden of pro-
viding a quality education, and increase educational access, higher education institutions
(HEIs) have embraced e-learning [101]. Notwithstanding the advantages of e-learning,
there have been difficulties using and integrating e-learning technologies in HEIs. For
instance, inadequate teacher and student training, a lack of technical infrastructure, and
insufficient rules and standards for e-learning implementation are some of the issues
that have hampered the acceptance and use of e-learning in HEIs [102]. Therefore, HEIs
need a unified model to direct the development and dissemination of their e-learning
programs [100]. The trust, attitudes, and views of the faculty and students are only few of
the aspects that have been studied in relation to their impact on HEIs’ acceptance and usage
of e-learning [103,104]. The characteristics that influence student satisfaction with e-learning
have also been the subject of research. Other studies have focused on building e-learning
benchmarking models, investigating hurdles and facilitators to e-learning adoption, and
so on [105–107]. Recently, cloud computing has been discussed as a possible answer to
problems plaguing HEIs’ attempts to deploy and make use of e-learning [108]. Cloud-
based e-learning systems offer several advantages, such as scalability, cost-effectiveness,
flexibility, and reliability [109]. Therefore, there is a need to explore the potential of cloud-
based e-learning systems and develop frameworks and guidelines for their adoption and
implementation in HEIs.

3. Research Methodology

This section describes the study design and approach, data collection methods and
procedures, sample selection and characteristics, and data analysis techniques and software
used in the study. These factors are crucial to the accuracy and credibility of any study
findings or conclusions.

3.1. Research Objective, Questions, and Hypotheses

The IoT has emerged as a new paradigm for technological innovation and educational
applications, with significant potential to improve e-learning experiences in HEIs. However,
despite the advances made by industrialized nations in IoT implementation, developing
countries such as Saudi Arabia have not fully adopted this technology. We included
considerations of different learning styles in our analysis. We used a survey with questions
derived from the VARK model to learn about students’ preferred learning styles during data
collection. We used this information to consider how learners’ preferences can influence the
spread of IoT tools in virtual classrooms. In order to answer RQ1 and RQ2, we conducted a
multiple regression analysis to look at the connections between IoT adoption for e-learning
in Saudi Arabian HEIs and the independent variables of usability, accessibility, technical
support, individual skills, financial constraints, self-efficacy, interaction, online monitoring,
auto attendance, training, network and data security, and tools. This research intends to
promote and outline best practices for using the IoT in Saudi Arabian higher education
institutions (HEIs) for the purpose of enhancing online learning opportunities for their
students. The following are some of the goals of this research:
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We found that the t-statistic for self-efficacy was 6.1781, indicating its important
role in the success of e-learning. This supports Hypothesis H1, which suggests
that individual competence, including aspects such as self-efficacy, plays a sig-
nificant role in the adoption of the IoT for e-learning in Saudi Arabian HEIs.
RO1: Determine what forces are driving IoT usage for online education in Saudi
Arabian universities. RO2: Examine the factors influencing the use of the IoT for
e-learning in Saudi Arabian higher education institutions and rank their impor-
tance. RO3: To propose recommendations and guidelines for IoT adoption in
Saudi Arabian HEIs.

• RQ1: What drives the IoT at higher education institutions in Saudi Arabia?
• RQ2: How do financial constraints, self-efficacy, interaction, online monitoring, tech-

nical support, auto attendance, training, network and data security, and tools impact
the adoption of the IoT for e-learning in Saudi Arabian HEIs?

• RQ3: In what ways may the IoT in e-learning best be used at Saudi Arabia’s higher
education institutions?

The following hypotheses are offered on the basis of our study questions and the
existing literature:

H1. IoT adoption for e-learning in Saudi Arabian HEIs is heavily influenced by factors such as
usability, accessibility, technical support, and user expertise.

H2. Financial constraints, self-efficacy, interaction, online monitoring, technical support, auto
attendance, training, network and data security, and tools significantly influence IoT adoption for
e-learning in Saudi Arabian HEIs.

H3. Ease of access, internet quality, infrastructure readiness, ease of use, privacy, and support of
faculty do not significantly influence IoT adoption for e-learning in Saudi Arabian HEIs.

3.2. Research Design and Approach

The proposed research study uses a mixed method approach to examine the effective-
ness of new instructional strategies on student engagement and performance in high school
English classes. The research includes inferential data collection methods, including pre-
and post-test surveys, classroom observations, and student interviews. The study design
is quasi-experimental, with one group receiving a new educational strategy and another
group acting as a control. This method, grounded on constructivist philosophy, places a
premium on student agency and independent study. Through this research, we aim to
contribute to the literature on effective teaching strategies and improve teaching practices
in education.

3.3. Data Collection Methods and Procedures

In this proposed approach, the data collection methods and procedures included sev-
eral steps to ensure data accuracy and reliability. First, we conducted a pilot study to revise
the data collection tool based on the results obtained. Next, a list of higher education insti-
tutions was obtained from the Saudi Arabian Ministry of Education website. The contact
information of potential respondents was obtained from the websites of these institutions.

A total of 510 participants were chosen at random and invited through email and
other social media outlets to take part in the data gathering procedure. Data were gathered
from September 2021 to November 2021. There were a total of 424 replies, and throughout
the data filtering process, we had to exclude 40 of them since they were either inconsistent
or had missing information. In the end, 384 replies were kept for a statistical analysis.
We took great effort to construct the data gathering method so that the samples would be
representative of the population and the replies would be trustworthy and accurate.
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3.4. Sample Selection and Characteristics

A total of 384 participants were sampled in this study. Participants were randomly
selected from university institutions in Saudi Arabia. The entry criteria for participants
were that they had to be a Saudi national and currently enrolled in a university. The sample
was gender diverse, with 54% of their participants male and 46% female. Participants’
ages ranged from 18 to 35, with an average age of 23. The majority of participants were
undergraduates (74%) and the remaining 26% were graduate students. Participants came
from a variety of disciplines, including engineering, business, humanities, and science. The
majority of participants (88%) studied full time and 12% were part-time students.

3.5. Data Analysis Techniques and Software

In this study, the proposed approach uses SmartPLS, a software tool for partial analysis
of structural least squares (PLS-SEM) models. The implementation and the outcome of
the data related to proposed approach in SmartPLS is illustrated in Figure 1. In recent
years, PLS-SEM has become more popular as a statistical method for analyzing complicated
interactions between variables in huge datasets. This software is used in social sciences,
for example, in economics and management, where it is commonly used to analyze rela-
tionships between latent variables. Known for its ease of use, flexibility, and scalability,
SmartPLS is a comprehensive software that enables users to perform PLS-SEM analyses,
including model specification, estimation, and evaluation. The software provides a user-
friendly interface that simplifies the modeling process, allowing researchers to focus on
their research question instead of their software expertise. Additionally, the software offers
various tools for model evaluation, such as bootstrapping to allow researchers to assess the
statistical significance of their results. In this study, the proposed approach uses SmartPLS
to analyze collected data and test research hypotheses. The analysis process involves
several steps such as model specification, measurement model evaluation, structural model
evaluation, and brokerage analysis as illustrated by Figure 2. SmartPLS offers a variety
of options for these steps, allowing researchers to tailor their analysis to their research
question and data characteristics that are illustrated by Figure 3.

Figure 1. Proposed IoT Adoption Model for E-Learning in SmartPLS Testing.
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Figure 2. Measurements of the IoT Adoption Model for E-Learning in SmartPLS.

Figure 3. Structural IoT Adoption Model for E-Learning in SmartPLS.

4. Results Analysis

The demographic analysis shown in Table 1 indicates that the highest participation
was recorded from Saudi Electronic University. However, Saudi students studying abroad
to pursue higher studies (such as Universiti Teknologi Malaysia) are included in the Other
category, and researchers from this university are more involved in E-IoT implementations.
Meanwhile, Jubail Industrial College has a faculty participation rate of 8.3%, indicating the
second highest interest in the IoT. Other higher education institutions participated less in
the survey.
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Table 1. Respondent Demographic Analysis by University.

University Name Frequency Percent

Al Jouf University 10 2.6
Alfaisal University 2 0.5

Arab Open University 10 2.6
Dar Al Uloom University 2 0.5

Ibn Sina National College for Medical Studies 2 0.5
Imam Abdulrahman Bin Faisal University 4 1.0
Islamic University Madinah Munawarah 6 1.6

Jazan University 8 2.1
Jeddah Private College 6 1.6

Jubail Industrial College 32 8.3
King Abdulaziz University 10 2.6

King Abdullah University of Science and Technology 2 0.5
King Faisal University 2 0.5
King Khalid University 2 0.5
King Saud University 2 0.5

Others 134 34.9
Qassim University 4 1.0

Saudi Electronic University 108 28.1
Taibah University 2 0.5

Taif University 2 0.5
Umm Al-Qura University 18 4.7

University of Ha’il 10 2.6
University of Jeddah 4 1.0

The gender analysis of the respondents shows that 77.6% are male and 22.4% are
female (illustrated by Figure 4). The age analysis in Figure 5 shows the gender analysis
of respondents.

Figure 4. Respondents Demographic Analysis by Gender.

The experience analysis shows that 58.3% of respondents have up to five years of
experience as illustrated in Figure 6, while 62 respondents have 15 years of experience and
19.3% have 10 years of experience. Full-time staff make up 80.2% of respondents, while
19.8% work part time. The use of the internet varies among respondents. A total of 34.9%
spend 5 h a day on internet surfing, while 134 respondents’ internet usage is up to 3 h and
46.9% spend more than five hours a day on the internet.
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Figure 5. Respondents Demographic Analysis by Age.

Figure 6. Experience and Internet Surfing Analysis.

Similarly, 76.6% of respondents have experience using e-learning platforms, as shown
in Figure 7, while 23.4% have never used any e-learning platform. As for e-learning
usage, 50.5% have been using it for two years, 25.5% have been using it for more than
two years, 14.6% have been using it for one year, and 36 respondents have less than six
months of experience using it. E-learning is the most popular LMS, utilized by 66.1% of
respondents and Moodle comes in second. Only 5.7% of colleges and universities make
use of M-Learning, while the other platforms have even lower adoption rates. A total
of 312 respondents strongly agreed or agreed with the statement that the IoT should be
used as a learning platform for e-learning. In contrast, 18.8 percent of those surveyed had
reservations about the IoT.

Table 2 illustrates how the reliability and validity of the research model were evaluated
using the measurement model. The dependability of the instrument is determined by
calculating Cronbach’s alpha (CA) and composite dependability (CR). The reliability of
a model may also be evaluated by calculating its Average Variance Extracted (AVE) and
its discriminant validity. The CA and CR values were greater than 0.60, which shows the
model fulfils the reliability criteria. In the same way, AVE values are >0.50. This analysis
is used to check whether the study’s measurements are reliable and valid and whether or
not they are assessing the right things. The first column lists the different factors being
measured, such as “Attitude towards the IoT” and “Infrastructure Readiness”. The next
three columns provide different measures of reliability, including Cronbach’s alpha, rhoA,
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and composite reliability. These measures indicate the degree of internal consistency among
the items measuring each factor. Generally, a value of 0.7 or higher is considered acceptable
for internal consistency. The last column, AVE (Average Variance Extracted), is a measure
of convergent validity. It assesses the degree to which the items measuring each factor
are related to each other and not to other factors. A value of 0.5 or higher is considered
acceptable for convergent validity. In conclusion, Table 2 suggests that the measures used in
the study are reliable and valid for the factors being measured. The majority of the factors
have high internal consistency measures (above 0.8) and acceptable AVE measures (above
0.6), indicating that the measures are consistent and related to each other as intended.
However, it is worth noting that “Internet Quality” has a lower Cronbach’s alpha and AVE,
suggesting that the measures for this factor may be less consistent than the others.

Figure 7. Analysis of Learning Plateform Usage Period and E-Learning Adoption.

Table 2. Construct Reliability and Validity.

Factor Cronbach’s Alpha rho_A Composite Reliability AVE

Attitude Towards the IoT 0.859838 0.8605 0.904846 0.70394
Auto Attendance 0.818777 0.84744 0.880444 0.650311

Ease of Access 0.799822 0.818421 0.868847 0.624707
Ease of Use 0.80843 0.824964 0.873379 0.633648

Financial Constraints 0.800398 0.798483 0.870354 0.627655
Infrastructure Readiness 0.89344 0.894794 0.926042 0.757961

Interaction 0.891185 0.89714 0.924595 0.754274
Internet Quality 0.692518 0.781059 0.793872 0.501872

Network and Data Security 0.912384 0.928249 0.934319 0.740287
Online Monitoring 0.816626 0.829598 0.878314 0.643801

Privacy 0.856471 0.899063 0.900657 0.694566
Self-Efficiency 0.831866 0.866329 0.886625 0.662377

Support of Faculty 0.843237 0.847906 0.894844 0.680662
Technical Support 0.914257 0.92234 0.939381 0.79488

Tools 0.857699 0.86059 0.903452 0.70057
Training 0.888379 0.907925 0.922279 0.748063

Figure 8 shows a correlation matrix that represents the relationships between different
variables in a scientific study. Variables are represented by letters (AIOT, AA, EOA, etc.).
Dictionary values represent the correlation coefficients between those variables. Regarding
the link between two variables’ direction and magnitude, there are two types of correlation
coefficients: positive (one variable rises as the other rises) and negative (one variable rises
as the other drops). If the correlation coefficient is zero, there is no correlation between
the two factors. In this particular plot, some variables are highly positively correlated
(close to 1) with each other, while others are highly negatively correlated (close to −1).
For example, the variables AA, EOA, EOU, NDS, and IQ are positively correlated with
each other, and AIOT, FC, IR, INT, and OM are negatively correlated with each other. The
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strength of the correlations varies, with some variables being more strongly correlated than
others. For example, AIOT has moderately strong negative correlations with most other
variables, while AA has strong positive correlations with EOA, EOU, and NDS.

Figure 8. Fornell–Larcker Discriminant Validity.

We used the structural model to assess the path coefficients and test our hypothe-
ses. The accepted convention in the literature is that a p-value of 0.05 or less indicates a
significant result. According to the results, including financial constraints, self-efficacy,
interaction, online monitoring, technical support, automatic attendance, training, network
and data availability, security, and tools are included in IoT Impact–Introduction to HLI.
Conversely, the p-values for accessibility, internet quality, infrastructure readiness, usability,
privacy, and faculty access support were not supported.

5. Discussion

The e-learning model proposed in the study includes four main components, namely
environment, organization, technology, and individual, as illustrated by Figure 9. T-
statistics for subcomponents reveal how significantly certain variables contributed to the
overall effectiveness of the e-learning model. The environment component includes tools,
whose t-statistic is 3.0440, suggesting that tools are important but may not be the most
important factor in e-learning success. In alignment with Hypothesis H2, the high t-statistic
value of 6.985 for training indicates its significant role in the success of e-learning. Organi-
zational components include online monitoring, automatic attendance, financial limits, and
training. Among these subcomponents, training had the highest t-statistic value of 6.985,
indicating that it plays an important role in the success of e-learning. The t-statistics for on-
line monitoring and automatic participation were 6.8571 and 1.8084, respectively, indicating
moderate importance. The economic constraint has a t-statistic of 5.5709, indicating it can be
a significant barrier to e-learning adoption. Technology components include network and
data security, technical support, ease of use, and accessibility. Network and data security
has a t-statistic of 4.3454, indicating its relative importance. Technical support, on the other
hand, has a t-statistic of 2.48788, indicating that it may not be as important. The t-statistics
for usability and accessibility are 1.6435 and 0, respectively, indicating that they may not
be very important for e-learning success. The personal component includes interaction



Sustainability 2023, 15, 9748 13 of 19

and self-efficacy. This supports our initial Hypothesis H1 that posited interaction as a
crucial factor for the successful adoption of the IoT in e-learning in Saudi Arabian HEIs.
The t-statistic for self-efficacy was 6.1781, indicating its important role in the success of
e-learning. The interaction t-statistic is 12.68202, suggesting it is the most important factor
in e-learning success.

Figure 9. Final IoT-based E-Learning Model for Higher Learning Institutes.

Our findings suggest that the proposed e-learning model, equipped with various
factors such as environmental, organizational, technological, and personal factors, can have
a significant impact on the success of an e-learning program. Our study posits that the
preferred learning style of students, whether they learn best by seeing, doing, hearing, or
reading and writing, significantly influences their engagement and success with IoT-based
e-learning. We found that students who learn best by seeing and doing demonstrated
stronger engagement with IoT-based tools. This finding underscores our position that
the effective design and utilization of IoT technologies in e-learning need to consider the
diversity of students’ learning styles. These findings indicate that IoT technology may
enable more welcoming online classrooms that accommodate students with a variety of
learning styles. Specifically, we show that interaction, training, online monitoring, self-
efficacy, and economic constraints are the most important sub-components of the model,
with high t-statistics and thus having a significant impact on e-learning success. We found
that the t-statistic for self-efficacy was 6.1781, indicating its important role in the success of
e-learning. This supports Hypothesis H1, which suggested that individual competence,
including aspects such as self-efficacy, plays a significant role in the adoption of the IoT
for e-learning in Saudi Arabian HEIs. An analysis has shown that these results suggest
that well-designed e-learning programs should focus on creating interactive and engaging
learning environments, providing appropriate training and supervision, and addressing
learners’ financial constraints.
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Our research results have several implications for theory and practice. From a theo-
retical perspective, our study provides further evidence for the importance of a multidi-
mensional approach to e-learning that takes into account not only technical factors, but
also organizational and personal factors. This approach highlights the need to address
the complex interplay between technology, pedagogy, and learner characteristics when
designing and implementing e-learning. From a practical perspective, our research sug-
gests that e-learning programs should prioritize the design of interactive and engaging
learning environments, provide appropriate training and supervision, and address learners’
economic constraints. The following are some of the most important things we learned in
response to our study questions and hypotheses:

• H1: The findings supported H1 by demonstrating that the factors of usability, ac-
cessibility, technical assistance, and individual competence all had a key role in the
uptake of the IoT for e-learning in Saudi Arabian HEIs. It follows that enhancing these
parameters may boost IoT adoption in these establishments.

• H2: Our research showed that H2 was supported by the evidence of a substantial
relationship between IoT adoption for e-learning in Saudi Arabian HEIs and factors
including budgetary restrictions, self-efficacy, interaction, online monitoring, technical
assistance, auto attendance, training, network and data security, and tools. Successful
IoT deployment requires attending to these issues.

• H3: Our data disproved H3, showing that factors including accessibility, internet
quality, infrastructure preparedness, usability, privacy, and faculty support all had
a role in the rate of IoT adoption for e-learning in Saudi Arabian higher education
institutions. As a result of this, it is essential to re-evaluate these aspects and how they
affect the spread of the IoT.

By (1) identifying the most relevant factors for the adoption of the IoT in e-learning
in Saudi Arabian HEIs and (2) evaluating the importance of these aspects, we evaluated
the hypotheses and addressed the study questions. Based on our research, we provide the
following suggestions for increasing the use of the IoT in Saudi Arabia’s higher education
institutions (RQ3):

• Provide user-friendly interfaces and stable internet connection to improve usability
and accessibility.

• Provide enough training and technical assistance so that people may develop their
abilities and confidence.

• Budget enough so that excellent IoT technologies and infrastructure may be invested
in despite monetary obstacles.

• The privacy of users must be protected and a secure learning environment must be
provided through increasing network and data security measures.

• Ensure teacher compliance with the IoT and ensure they implement it in the classroom.

As with any study, our study also has some limitations that should be recognized.
First, our survey was conducted in a specific context, and results may not transfer to other
settings. Future studies could address these limitations by replicating studies in different
contexts and using multiple data sources such as observational data and performance
metrics. Finally, our study focused on identifying the relative importance of various factors
in e-learning’s success, but did not examine the mechanisms by which these factors operate.
Future research could fill this gap by examining the underlying processes and mechanisms
by which different factors influence e-learning outcomes. Our results demonstrate that
interaction, training, online monitoring, self-efficacy, and economic constraints play critical
roles in the success of e-learning. These factors, which largely supported our Hypotheses
H1 and H2, show that a comprehensive strategy addressing these factors can significantly
enhance the uptake of the IoT in e-learning. Based on these findings, in response to RQ1,
the key factors influencing IoT adoption in Saudi Arabian HEIs are interaction, training,
online monitoring, self-efficacy, and economic constraints.
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6. Conclusions

The advent of the IoT, epitomized by advancements such as smart devices, automated
attendance systems, and IoT-enabled teaching tools, has emerged as a game changer in
the sphere of e-learning. It has the prowess to align with the evolving needs of educators
and learners in a digital landscape, elevating learning standards particularly in developing
nations. The research methodology of this study consists of a comprehensive model that
could serve as a roadmap for decision makers within higher education institutions, guiding
the strategic implementation of the IoT. A critical aspect of integrating the IoT into online
education in higher education lies in a nuanced understanding of students’ individual
learning styles. The urgency for educators and policymakers to not only possess awareness
of these diverse learning styles but to actively incorporate them into the design and execu-
tion of IoT-based e-learning solutions is underscored in our study. The empirical evidence
gathered during our research echoes this necessity. Our study’s outcomes highlight the
crucial role of various elements such as self-efficacy, interaction, online monitoring, techni-
cal support, automated enrollment via IoT-enabled attendance systems, training, network
and data security, and IoT-enabled teaching tools in facilitating the smooth adoption and
efficient execution of the IoT in e-learning. Interestingly, our findings suggest that factors
traditionally considered as impactful, such as infrastructure adoption, ease of use, ease
of access, internet quality, privacy, and faculty support, do not primarily influence IoT
adoption for e-learning in higher education. These insights have significant implications
for higher education policymakers and government bodies, specifically in the context of IoT
adoption for e-learning. Addressing RQ1, our study identifies interaction, training, online
monitoring, self-efficacy, and economic constraints as pivotal elements influencing IoT
adoption in Saudi Arabian higher education institutions. In response to RQ2, interaction
emerges as the most significant factor, followed by training, online monitoring, self-efficacy,
and economic constraints. These findings provide crucial data points for policymakers to
inform their IoT adoption decisions.
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