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Abstract: (k, 1) threshold progressive secret image sharing (PSIS) has become an important issue in
recent years. In (k, n) PSIS, a secret image is encrypted into n shadows such that k to # shadows can
gradually reconstruct the secret image. Since an image can usually be divided into different regions in
such a way that each region includes information with different importance levels, region-based PSIS
has also been proposed where the reconstruction of different regions requires different thresholds
on the shadow numbers. In this work, we propose new region-based (k, 1) PSIS that achieves a
novel reconstruction model, where all regions possess the property of (k, 1) threshold progressive
reconstruction, but the same number of shadows recovers a lower proportion of information in regions
with a higher importance level. This new reconstruction model can further complete the application
of region-based PSIS, where each region has an equal minimum threshold for reconstruction, and the
difference in importance levels between regions can be reflected in the proportion of the recovered
image using the same number of shadows. A theoretical analysis proves the correctness of the
proposed scheme, and the experimental results from four secret images also show the practicality
and effectiveness of the proposed scheme.

Keywords: secret image sharing; progressive reconstruction; region; proportion

1. Introduction

The (k, n) secret image sharing (SIS) scheme has become a popular issue in the field
of image security in recent years. It provides a way of protecting secret images among
multiple participants. In a (k, ) SIS scheme, a secret image is encrypted into n shadows in
such a way that it satisfies the following two rules: (1) no information is reconstructed at all
when there are less than k shadows and (2) the image can be reconstructed with k or more
shadows. Different from traditional image encryption and image-based information hiding,
which are another two issues in the field of image security, SIS is an image protection
solution that is established between multiple participants. It can solve security problems
such as the tampering and leakage of secret images during transmission and storage,
and it is fault-tolerant. In addition, there is no need to consider the key distribution and
computational complexity of encryption and decryption in traditional image encryption.
There are mainly two approaches to achieving (k, 1) SIS schemes. For instance, the works
in [1-5] were visual cryptography-based SIS schemes, and the SIS schemes in [6-9] were
based on Lagrange interpolation polynomials.

Recently, a new decoding model in (k, 1) SIS schemes, which is called progressive
decoding, was proposed. This new decoding model satisfies the following rules: (1) no
information of the secret image is reconstructed when there are less than k shadows and
(2) k to n shadows can progressively reconstruct the image. Since the idea of progressive
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decoding was introduced, many (k, n) SIS schemes that satisfy progressive decoding models
have been proposed. Some of these can satisfy the general (k, 1) threshold, some can satisfy
the property of smooth progressive reconstruction, some of these focus on reducing shadow
size, and some of these are based on visual cryptography and other approaches. This novel
decoding model in PSIS can not only solve the problem of the single-image reconstruction
mode in the previous solution but also further expand the application scenarios of SIS
schemes. For instance, the authors of [10] provided a PSIS scheme for traffic surveillance
image management, the authors of [11] combined the Internet of Things with PSIS and
proposed a secret image sharing scheme with a key information hiding function, and the
authors of [12] applied PSIS to the industrial Internet.

In most previous (k, 1) PSIS schemes, the feature of image reconstruction is that the
entire image can be progressively reconstructed from k to n shadows, and more information
can be reconstructed from more participating shadows. Although this feature of progres-
sive reconstruction is improved from the traditional (k,7) threshold reconstruction, the
strategy of image reconstruction can still be further improved. In this work, we constructed
a (k,n) PSIS scheme with a new image reconstruction strategy such that one secret image
can be segmented into different regions with different importance levels, and different re-
construction strategies are applied for different regions. The theoretical analysis proves the
correctness of the proposed scheme, and the experimental results also show the practicality
and effectiveness of the proposed scheme. With the new image reconstruction strategy in
our scheme, PSIS schemes can be further carried out in more complicated applications.

The rest of this paper is organized as follows. Section 2 provides some related works,
which include the formal definition of (k, 1) PSIS and some results of PSIS schemes. In
Section 3, we describe the proposed (k, n) PSIS with the new progressive decoding model,
and a theoretical analysis is used to show the correctness of our scheme. Section 4 presents
the experimental results of the proposed scheme, and a comparison between the proposed
scheme and other PSIS schemes is also shown in this section. Section 5 provides the
conclusions of our work at the end.

2. Related Works

In this part, we provide the definition of a (k, n) PSIS scheme and list some related
results on existing PSIS schemes.

2.1. Definition of PSIS

Traditional (k, n) SIS schemes encode a secret image into n shadows and satisfy the
following two conditions: (1) k or more shadows can decode the entire image and (2) no
information about the image at all is reconstructed when there is less than k shadows. (k, 1)
PSIS schemes can also encode secret images into n shadows but satisfy a different decoding
model, called the progressive decoding model, which is as follows:

1.  Atless than k shadows, no information about the image is reconstructed.
2. kton shadows can gradually decode the image. Let the symbol R; be the proportion
of recovered information to the entire image using t shadows; we then have 0 < Ry <
Ryy1 < .. <Ry_1 <Ry=1
In PSIS schemes, more participating shadows are able to recover more information
about the secret image, which is reasonable in many conditions. Thus, PSIS can improve
the application value of SIS.

2.2. Previous Results on PSIS

In the first polynomial-based PSIS scheme [13], 2 to n shadows can gradually decode
a secret image. However, the scheme in [13] does not meet the general (k, 1) threshold.
Later, Yang et al. [14] proposed a polynomial-based generalized (k, ) PSIS, and the shadow
size was reduced to % of the image. Later, Yang et al. introduced another two (k,n)
PSIS schemes [15,16], where the progressive decoding model satisfies a smooth decoding
property. The difference between the schemes [15,16] is that an equal number of shadows
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decode the same regions using the scheme in [15] but decode different regions using that
in [16] when the shadows change. The scheme in [17] proposed a way to further reduce
shadow size in previous PSIS schemes. The PSIS schemes in [13,18] are based on visual
cryptography. Besides interpolation polynomial and visual cryptography, there are also
other approaches for PSIS: the scheme in [19] is based on error correction codes, and the
scheme in [20] is based on a GEMD data-hiding algorithm.

The main idea of previous PSIS schemes can be concluded as follows: a secret image
is first segmented into multiple regions; each region is encoded into n sub-shadows using
different (¢, 1) thresholds where ¢ can be chosen from the set {k,k+1,k+2,...,n}. The
shadow for each participant is combined with a sub-shadow from each region; thus, the
entire image can be progressively decoded from an increasing number of shadows. In
fact, these PSIS schemes have been combined with multiple-threshold SIS schemes for
each region, and the decoding model for each region uses the (t, n) threshold, where the
parameter f is unchangeable. In this work, we constructed a (k, ) PSIS scheme with a
different progressive decoding model, where each region of the secret image satisfies a
(k, n) progressive decoding model, and when ¢ shadows are involved in image decoding,
the proportion of decoded information from each region is different according to the
region’s importance level. The same number of shadows can recover lower proportions
of information in regions with higher importance levels. This new progressive decoding
model could further the applications of PSIS, such as in important applications where all
regions have an equal minimum requirement for starting reconstruction, and the difference
in the importance level of a region can also be reflected in the different proportions of
recovered information.

3. Proposed Scheme

In this part, we construct a new (k,n) PSIS scheme that satisfies the progressive
reconstruction model, but it is different from previous PSIS schemes. The motivation of our
work is described in Section 3.1, and the proposed scheme is then introduced in Section 3.2.

3.1. Motivation

All previous (k,n) PSIS schemes can gradually decode secret images from k to n
shadows. The approaches of these schemes can be summarized as follows:

1.  The secret image O is segmented into multiple regions 01, 0y, ..., 0;.

2. Eachregion is encoded into n sub-shadows using (m, n) threshold approaches, where
m is chosen from the set {k,k+ 1, ..., n} according to the importance level of the
corresponding region.

3. The shadow is a combination of all / sub-shadows that come from different / regions.

Basically, these PSIS schemes are a combination of multiple (m,n) threshold SIS
schemes where m € {k,k+1,..,n}. One characteristic in these schemes is that a group
of shadows can reconstruct some regions losslessly but cannot obtain any information
about other regions at all. However, some applications segment one secret image into
multiple regions, and the minimum reconstruction thresholds for all regions are equal.
In other words, each of these regions satisfies a (k, 1) progressive reconstruction model,
which is different from previous PSIS schemes. The difference in importance level between
different regions can be reflected by the proportion of reconstructed information using the
same number of shadows in different regions. For example, if region 07 is more important
than 0y, both 0; and 0, can be gradually reconstructed from k to n shadows, but any m
shadows, k < m < n, can recover a larger proportion of information in 0y than in o;.
This new progressive reconstruction model is suitable in many situations. For instance,
a traffic image O consists of three regions 01,07, and 03 that include information on the
road, vehicle, and person. Any k to n authorized participants can gradually reconstruct
the image, while k participants can reconstruct rough information about the type of road,
the category of vehicle, and the number of persons; k 4 1 participants can reconstruct the
road’s width, the brand of vehicle, the sex of the persons, and so on. Since the importance
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(0)

m)

levels satisfy Lo, > Lo, > L,,, the proportion Pro, /. of recovered information on region o

using m shadows satisfies Progz;)) > ProEf;)) > Proézf)) forany m € {k,k+1,..,n —1}.

We can summarize the differences in reconstruction strategies between previous PSIS
schemes and our proposed PSIS scheme as follows:

1. Previous PSIS schemes applied the same (k, 1) progressive reconstruction strategy on
the entire secret image.

2. Our PSIS scheme first segments a secret image into different regions, where each
region contains information with different importance levels, and then different (k, n)
progressive reconstruction strategies are applied to different regions.

3.2. Proposed (k,n) PSIS Scheme

In this part, we describe a new (k, n) PSIS scheme that is consistent with the motivation
and then present a theoretical analysis. Before describing our scheme, we propose a new
algorithm for generating n shadow pixels of one pixel. A definition of a k-group distribution
vector is also proposed together with this algorithm below.

For example, let (k,n) = (3,5) and pixel p = v1 @ vp @ v3. Then, (s1,52,53,54,55) =
(v2,v3,v1,v3,01) is a group of five shadow pixels of p, since V = (V1,V,, V3) = (2,1,2).
Here, we define the concept of Difference on the set V, denoted as Def(y). Defy) can
be computed as Def(y) = Max(V; — V;). For example, if V = (2,1,2), Defyy = 1; if
V = (3,1,1), Def(y) = 2.

Based on Algorithm 1, the proposed scheme is introduced in Scheme 1.

Algorithm 1 n shadow pixels for one pixel

Input: one pixel p; output: n shadow-pixels s1, s, ..., 5.

1 Randomly generate k pixels v1,v, ..., vk such that p = v; ® vy @ ... ® vy, where ©
denotes the XOR operation.

2 Randomly select n pixels sq,sy,...,5y from the set {vy,v,...,v}. Let the vector
V = (V1,Va,..., Vi), where V; is the number of shadow v; in the set {sq, sy, ..., 55 }-

3 51,52, ..., 5y is a group of n shadow-pixels of p, when V; > 1,i = 1,2, .., k.

Scheme 1: Proposed (k, n) PSIS scheme.
Shadow Generation phase: Input: image O; Output n shadows Sy, Sy, ..., Su.

1 Theimage O is segmented into multiple regions 01, 0, ..., 0; with different importance
levels. We use the symbol L; to denote the importance level of o;; without loss of
generality, let L} < Lp < ... < L.

2 Generate k-dimensional vectors V(1), V2, V() that satisfy De f(V(U) < De f(v(z)) <

.ee < Def(v([)).
3 For each region o0;,i = 1,2, ...,1, which consists of w; pixels 0; = p;

il |-+ 1Piw;s

1) Generate a group of n shadow pixels sg’j , s;'j , ...,s;’j for each pixel Pij ] =
1,2,..,w; using Algorithm 1. All these w; groups of n shadow pixels use
the same k-dimensional vector V*. ‘

(2)  The n sub-shadows for region 0;,i = 1,2,...,l are s;; = s;/1||s
1,2,..,n.

4 The n shadows for image O are §; = 51

Lw; .

2
2| |IsE,

j

S

52,]' ...||Sl,]',j = 1,2,...,1’1.

Image Reconstruction phase: Input: m shadows (k < m < n); output: partial image O"*".

1 Suppose that the m shadows are Sy, Sy, ..., Si. Each shadow Sj is a combination of |

sub-shadows on all / regions, S; = sy Par

$2,j[---|[s1,j- Reconstruct the partial image o

using the equation of’” =5;1DSi2 D ... DSy
2 The reconstructed partial image OF" is OP*" = P |[o%"]|...||o]"".
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Next, we use theoretical analysis to explain the properties of the progressive (k, 1) recon-
struction in the proposed scheme. The following Theorem 1 is the basis for Theorems 2 and 3.
Theorem 2 shows that the entire secret image O can be gradually reconstructed from k to n
shadows, and Theorem 3 proves that when the same number of shadows are involved in the
image decoding, a larger proportion of information can be reconstructed in the region with a
lower importance level.

Theorem 1. Suppose a region o is encoded into n sub-shadows under the k-dimensional vector

V = (v1,vy, ..., vk), then the proportion of reconstructed information on o using m sub-shadows
(nq+ng+,..,fnp=m) , _ny ~ny 1y
(m) _ ZviZnizl,i:l,L,..,k (Coy Cog - Cop))

V) G

(k <m <mn)is Pro

Proof. According to Algorithm 1 and Scheme 1, a region o is encoded into n sub-shadows
under the k-dimensional vector V = (v1, vy, ..., v ), which means that each pixel p included
in 0 is encoded into n shadow pixels sy, sy, ..., s, from the set of k shadow pixels {1, 92, ..., gk }
under the same k-dimensional vector V = (v1,v3,...,v¢). When randomly choosing m
shadow pixels, the pixel can be decoded correctly only when at least one shadow pixel
on each g1, g, ..., gx is included in these m selected shadow pixels. The total number for

this situations is Zz(]n;:";;rﬁfr an:km) (Czr,'l1 ngz, . Cglf), and the number of selected shadow
PRy By L e A4

pixels m out of n is C}; therefore, the probability of correctly decoding pixel p from
(nq+ny+,.., +nk:m) (Cnl Cn2 an)
. . ; ; i= v Vp s, . . .
random m shadow pixels is —2=4="1% JZ:’" L 27"k Since the region o consists of

multiple pixels, the proportion of reconstructed information of o equals the probability
of correctly decoding each pixel. Thus, the proportion of reconstructed information of

region o from random m sub-shadows under a k-dimensional vector V = (vq, vy, ..., v¢) is
by _ Dutn i s (.. )
1o, = —i=li= .
(V) cr

O

Using the conclusion in Theorem 1, we describe Theorem 2 to analyze the progressive
reconstruction property of the proposed scheme.

Theorem 2. Our scheme satisfies the (k, n) progressive reconstruction model, where k to n shadows
can gradually reconstruct the secret image.

Proof. In our scheme, the secret image O is first segmented into ! regions 01,01, ..., 0;; each
region o; generates 1 sub-shadows s; 1, 8,2, ..., $; », and the shadow §; is a combination of /
sub-shadows that comes from each region, S; = sy ;s |...|[s; ;. In order to prove the (k, n)
progress reconstruction model on secret image O, we only need to prove that each region o;
satisfies the (k, n) progress reconstruction model on these n sub-shadows s; 1,5;2, ..., ; -
According to the conclusion of Theorem 1, any m sub-shadows can reconstruct a

: (m)
proportion of Pro(v)

on the corresponding region o;. In order to prove the (k, n) progressive

§;‘1/1)+1) > Prog’;;?. In fact,

reconstruction property on the region o;, we only need to prove Pro

! / !
n n n
(Cof CoZ.Cof )] (m+1)

(m+1) [

Pro i

(V) o 1<n; <v;,i€[1,k] . . e

) T T . For each combination of n;,i = 1,2,...,k
0y) [Zlgnigvi,ie[l,k] (Co; Cog -Cop ) (n—m)

satisfying ny 4 np+, ..., +1n, = m, there exist up to k different combinations n;,i =1,2,...k
satisfying n/1 +n;+,...,+n;< =m+1 (n; =n+1,i¢€ [1,k},n; = nj,j # i). Then, we

ro /

n n n

Cpl Cp2...Cyk

btain that 1<n] <vi€[1K] (Coy Cog--Cop )]

can obtain a (nq+npy+,.,Anp=m
lgniﬁvi,ie[l,k]

> 1. Thus, we have proven that Pr’(”VJS1 > Pr'(”v). In addition, it is easy to prove that

Prog/)) = 1and ProE$§ = 0 when m < k. Thus, each region o; in O satisfies the (k, 1)

e ~ k. Generally, m > k > Z; then, we have
102 A%
(chlc2..cb)

m+1
n—m
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progressive reconstruction property, and the entire image O = 01||0z]|...||0; satisfies the
(k, n) progressive reconstruction property as a result. [

Theorem 2 explain that our proposed scheme satisfies the (k, n) progressive recon-
struction property, which is the same as other progressive (k, n) SIS schemes, and it also
shows the difference from other schemes in that each region in the entire image also satis-
fies the (k, ) progressive reconstruction property. The regions have different importance
levels, and previous PSIS schemes adopted different thresholds for different regions. In
contrast, in our scheme, for all regions subject to (k, n) progressive reconstruction, the
different important levels of regions can be reflected from the proportions of reconstructed
information using the same number of shadows on different regions. In the following,
Theorem 3 provides the proof accordingly.

Theorem 3. In our scheme, m shadows (k < m < n) can reconstruct a larger proportion of
information about a region with a lower importance level.

Proof. In our scheme, suppose two regions 0 and o0, are segmented from secret image O,
where the importance levels satisfy L1 < L. According to Scheme 1, sub-shadows on 01 and
07 are generated using two k-dimensional vectors V(1) and V@ with De f(v<1>) < De f(V(z)).
The proportions of the reconstructed information on 07 and 0, using any m shadows are

Pro("é)) and Pro('@), respectively. Here, we are going to prove Prol™ > pro™)

v v (V<1) V()Z) )
Ny +ny—+,..,+1np=m n
I (ol Yol W ey 5
: . (m) v; > 1 >1,i=12,..k v Uk
According to Theorem 1, these two proportions are Pro(ve) = o ,

ny+no+,...,+np=m
e = 1,2. Thus, we only need to compare the two numerators H® = Zz()eljnf{ i_f zk . )
i=hiZL,i=1,...,

(C”e1 c"2, ... Ck ),e = 1,2. Without loss of generality, we consider the case where k = 2
'Ul '02 Uk y

and v{ > ©5; then, H® = ZS)?QETQM(CZ% ngz),e = 1,2. The following three situations

are considered separately: (1) m < 05, (2) v5 < m < v{, and (3) m > v{. For case

(1), H* = C! — (Clt +CIt). If we regard o] as a variable x, then H is the function
1 2

f(x) =CI"— (C* +C" ). In order to prove H' > H?2, we only need to explain that f(x)
is a decreasing function, since De f(V<1>) < De f(V(Z))' which means that the variable x is

larger in H? than in H'. For simplicity, we use the special case that m = 2, and thus, f(x) =
C2 — (x(x — 1)+ (n— x)(n — x — 1)). The first derivative of f(x) is f’(x) = 2(n — 2x).
Because x = v{,n —x = ©v5, n —2x < 0 can be deduced from v{ > v5. Therefore, as
f'(x) <0, f(x) is a decreasing function, and thus, H' > H?. For case (2), H® = CI' — Z’J’%

Since CZ{ < Cgé, we can obtain that H' > H?. For case (3), H! = H?> = C!". From the

1 1
analysis of the three cases, we can obtain the conclusion that in our proposed scheme, m
shadows (k < m < n) can reconstruct a larger proportion of information about a region
with a lower importance level. [

4. Experimental Results and Comparisons

In this part, we present two experiments to show the performance of the proposed
scheme. In experiment 1, two (k, n) = (3,6) PSIS schemes are used on an original image.
One of them is a previous PSIS scheme, where the whole image is encrypted into n = 6
shadows; 3 to 6 shadows can gradually reconstruct the image. The other is our proposed
PSIS scheme, where the original image is first segmented into three regions with different
importance levels, and then n = 6 shadows are generated using our approach. During
image reconstruction, each region can be gradually reconstructed from 3 to 6 shadows, but
the same number of shadows can recover less information about a region with a higher
importance level. Figures 1 and 2 show the results of the image reconstruction using
the previous PSIS and proposed PSIS schemes, respectively, and the percentages of the
recovered image and each recovered region are listed in Table 1. From this experiment, we
could see that, compared to the previous PSIS scheme, our proposed scheme can employ
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different (k, n) progressive reconstruction models on different regions from one secret
image, where each region contains information with different important levels. Therefore,
our scheme can provide a more complicated (k, 1) progressive reconstruction model than
previous PSIS schemes. This feature allows our solution to be applied to more scenarios.

() 5 shadows (d) 6 shadows

Figure 1. Image reconstruction using previous (3,6) PSIS scheme.

(c) 5 shadows (d) 6 shadows

Figure 2. Image reconstruction using proposed (3, 6) PSIS scheme.

Table 1. Percentages of recovered image from two (3, 6) PSIS schemes.

Proposed PSIS
Number of Shadows Previous PSIS - - -
Region 1 Region 2 Region 3
3 50% 41% 27% 21%
4 67% 78% 62% 39%
5 83% 100% 83% 66%
6 100% 100% 100% 100%
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In experiment 2, two (k, n) = (4,8) PSIS schemes were used, a previous PSIS scheme
and our proposed PSIS scheme. In both schemes, the original image was encrypted into
n = 6 shadows; 3 to 6 shadows can gradually reconstruct the image using the previous
PSIS scheme. In our proposed PSIS scheme, the original image is first segmented into four
regions with different importance levels, and then n = 8 shadows are generated using our
approach. During image reconstruction, each region can be gradually reconstructed from 4
to 8 shadows, but the same number of shadows can recover less information about a region
with a higher importance level. Figures 3 and 4 show the results of the image reconstruction
using the previous PSIS and proposed PSIS schemes, respectively, and the percentages of
the recovered image and each recovered region are listed in Table 2. Normally, the selection
of parameters k and n depends on the specific application scenarios of secret image sharing.
The parameter 7 is determined based on the number of users, and the parameter k is half
or a little more than half of 7, which matches the majority principle. In the experiments of
this work, the images are simple, and we assume that there are few participants. However,
in some large-scale application scenarios, the parameters of k and # can be in the hundreds
or even larger than that.

(a) 4 shadows (b) 5 shadows (c) 6 shadows

(d) 7 shadows (e) 8 shadows

Figure 3. Image reconstruction using previous (4, 8) PSIS scheme.

(a) 4 shadows

(d) 7 shadows (e) 8 shadows

Figure 4. Image reconstruction using proposed (4, 8) PSIS scheme.
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Table 2. Percentages of recovered image using two (4, 8) PSIS schemes.

Proposed PSIS
Number of Shadows Previous PSIS - - - -
Region1 Region2 Region3 Region4
4 50% 23% 17% 13% 11%
5 63% 57% 43% 32% 28%
6 75% 86% 68% 53% 48%
7 88% 100% 88% 75% 72%
8 100% 100% 100% 100% 100%

5. Conclusions

In (k, n) PSIS schemes, an image can be gradually reconstructed from k to # shadows.
Some PSIS schemes segment secret images into multiple regions with different importance
levels, where more shadows can recover regions with higher importance levels. Such re-
construction models have a property ensuring that the regions can be either fully recovered
or not recovered at all. In this work, we introduced a new reconstruction model for region-
based (k, n) PSIS, where each region can be gradually reconstructed from k to n shadows,
and the same number of shadows can reconstruct a lower proportion of information about
a region with a higher importance level. The theoretical analysis and experimental results
prove the effectiveness of the proposed scheme. This novel reconstruction model can
expand the utilization of PSIS to more applications.
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