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Abstract: With the increasing awareness of architectural heritage conservation and the development
of digital technology, there is an urgent need in the field of architectural heritage restoration for a novel
solution that can enhance data security, collaboration efficiency, and file management capabilities.
This study proposes an Architectural Heritage Restoration Distributed Common Data Environment
(AHR-DCDE) framework based on blockchain and IPFS technologies to address the above challenges.
The AHR-DCDE framework significantly improves data security and collaborative efficiency in
architectural heritage restoration projects by creating a decentralized collaborative design process
that achieves data immutability, traceability, and efficient large-scale file processing capabilities.
The AHR-DCDE framework significantly improves data security and collaborative efficiency in
architectural heritage restoration projects by creating a decentralized collaborative design process
that achieves data immutability, traceability, and efficient large-scale file processing capabilities. In
this study, the practicality and effectiveness of the AHR-DCDE framework is verified by taking
the heritage restoration design project of Pinghe Packing Factory in Wuhan, Hubei Province, as an
example. Evaluation of the framework’s network latency, throughput, and storage costs indicates
that AHR-DCDE can meet the requirements of architectural heritage restoration projects, possessing
efficient capabilities for handling and sharing project data. Furthermore, the implementation of
the AHR-DCDE framework also facilitates efficient collaboration among interdisciplinary teams,
providing robust technical support for the protection and restoration of architectural heritage.

Keywords: blockchain; collaborative design; HBIM; IPFS; smart contract

1. Introduction

International organizations, such as the International Council on Monuments and
Sites (ICOMOS), the International Centre for the Study of the Preservation and Restora-
tion of Cultural Property (ICCROM), and the United Nations Educational, Scientific and
Cultural Organization (UNESCO), have issued a series of charters and conventions aimed
at protecting architectural heritage [1-3]. The Venice Charter, issued in 1964, emphasizes
the role of historical monuments as carriers of past information, which are precious and
vivid witnesses for us [4]. As global recognition of shared human values grows, architec-
tural heritage is increasingly viewed as a common treasure of all humanity. This further
strengthens the awareness of our shared responsibility to protect these cultural heritage
sites for future generations [5]. Therefore, how to restore and conserve these architectural
heritages in a scientific and rational manner has become a problem that needs to be solved
through extensive research and practice.

Historical Building Information Modeling (HBIM) is the application of Building In-
formation Modeling (BIM) technology to cultural heritage conservation and restoration
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projects [6-8]. It enables team members, including restorers of historic buildings, to col-
laborate by sharing design attributes, changes, and issues. Currently, more and more
academics and industry members are developing HBIM collaborative design methods and
platforms. The concept of a Common Data Environment (CDE) has been introduced in
the latest ISO 19650 [9,10] standard, which provides a single source of information for
the entire project team to centrally collect, manage, and disseminate project-related docu-
ments, graphical models (BIM models), and non-graphical data (project documentation) [9].
The Common Data Environment (CDE), by defining standardized workflows, segments
the project data lifecycle into four stages: Work in Progress (WIP), Shared, Publish, and
Archived, offering clear definitions of data states and robust version control capabilities.
This approach not only enhances the reusability of data but also significantly improves the
efficiency of design collaboration, making the HBIM-based design collaboration process
more streamlined [9,10].

The Common Data Environment (CDE) for architectural heritage restoration is specif-
ically designed and developed to support architectural heritage restoration projects. Al-
though existing CDE systems have made some advancements in BIM model conversion [11],
collaboration, real-time synchronization [12], and efficient data access, these systems are
primarily aimed at conventional BIM model design and not specifically developed for
handling complex Historical Building Information Models (HBIMs). Furthermore, these
systems generally utilize a central design structure, rendering them highly vulnerable to
concerns related to data protection, notably regarding the manipulation of design informa-
tion and susceptibility to denial-of-service (DoS) attacks. Even though protective strategies
such as firewalls [13] and controls on database access [14] are employed to guard against
threats from outside, these precautions frequently fail to completely safeguard against
internal risks, particularly the alteration of data by ill-intentioned insiders [15]. Therefore,
developing a secure, HBIM-based Common Data Environment (CDE) for architectural
heritage restoration that can effectively address both internal and external security threats,
ensuring data security and integrity, has become an urgent and important issue to resolve.

Blockchain is a novel application model that combines the uniqueness and inno-
vation of computing technologies, such as distributed data storage, decentralized and
independent peer-to-peer transactions, automatic and intelligent consensus mechanisms,
a programmable smart contract, and dynamic encryption algorithms [16]. The Economist
compares the blockchain with the “trust machine” and predicts that “the blockchain will
redefine the world”. Exploring the adoption of distributed technologies, such as the
blockchain, to enhance data security and transparency in CDE is a promising direction.
Blockchain technology, as an innovative and promising solution, offers a decentralized,
unchangeable, and traceable new approach to data storage and management [17]. Unlike
traditional centralized systems, blockchain technology adopts a decentralized architecture,
forming a peer-to-peer network [18]. In this network, each participating node can maintain
a complete ledger. Through advanced technologies such as cryptographic algorithms, dis-
tributed ledgers, and consensus mechanisms, blockchain can ensure the irreversibility and
authenticity of data transactions [19]. Currently, blockchain technology has been widely ap-
plied in the construction industry, such as in building quality information management [20],
supply chain management, and payment management, among various fields [21]. Particu-
larly noteworthy is the combination of blockchain with Historical Building Information
Modeling (HBIM) technology, which is valued for its ability to provide a reliable source for
HBIM data [22]. In the blockchain, the immutability and traceability of data make it an ideal
platform for protecting HBIM data. While blockchain technology exhibits considerable
promise for mitigating cybersecurity threats in collaborative projects using Heritage Build-
ing Information Modeling (HBIM), its integration into Common Data Environment (CDE)
management for the restoration of architectural heritage encounters various obstacles. One
major challenge is the uniqueness and complexity of historical buildings, which often leads
to large and complex HBIM models. Additionally, the inherent block size limitations of the
blockchain also pose a challenge for storing large-scale data, such as HBIM models and



Buildings 2024, 14, 1431

30f26

CAD files. Attempting to directly store large HBIM models on the blockchain could lead to
network delays and congestion.

The InterPlanetary File System (IPFS) is an innovative, peer-to-peer distributed file
system, providing an ideal technological complement to the blockchain for securely storing
and distributing large files [23]. Upon uploading a file to the IPFS, it assigns a unique
and immutable cryptographic hash, known as the Content Identifier (CID), which is
derived from the file’s content. This mechanism allows recipients to access and verify the
authenticity of files using the CID. Compared to storing large HBIM model files directly
on the blockchain, a CID, as a mere 256-bit length string, can be easily distributed on
the blockchain, thus facilitating data integrity verification and access control without
consuming significant network resources. By integrating blockchain technology with the
IPFS, HBIM models and architectural restoration-related files can be stored in a distributed
manner, addressing the challenge of storing large-scale data files directly on the blockchain.
This integrated approach not only optimizes the efficiency and reliability of data storage
but also enhances data security and accessibility. Utilizing the IPFS, large HBIM model files
are broken down into smaller blocks and stored across multiple nodes, while the blockchain
records the CIDs of these files, ensuring data immutability and permanence.

Using blockchain and IPFS integration can effectively solve the data security issues in
the traditional HBIM model storage and central design structure, as well the data storage
challenges of combining HBIM and blockchain technologies. This novel blockchain-IPFS in-
tegration solution provides an efficient, secure, and decentralized approach for the storage,
distribution, and verification of Historical Building Information Models (HBIM). Through
this method, architectural heritage restoration projects can more effectively manage and
share critical historical architectural data, while ensuring data security and integrity. To
this end, this paper proposes the Architectural Heritage Restoration Distributed Common
Data Environment (AHR-DCDE) framework, aimed at solving the problem of storing large
files in blockchain-based secure collaborative design applications using HBIM. The three
research objectives of this study are summarized as:

1.  Develop an Architectural Heritage Restoration Distributed Common Data Environ-
ment (AHR-DCDE) framework that integrates the blockchain and IPFS.

2. Develop technical components that support the functionality of the AHR-DCDE.

3. Evaluate the performance of the AHR-DCDE.

The rest of the paper is organized as follows: Section 2 describes the technology
development process through a literature review and highlights the research gaps. Section 3
details the development process of the AHR-DCDE framework. Section 4 validates the
feasibility of the AHR-DCDE framework through a case study of Pinghe Packaging Plant.
Section 5 discusses the innovativeness, potential impacts, and limitations of the AHR-DCDE
framework. Finally, Section 6 presents conclusions and perspectives for future work.

2. Literature Review
2.1. HBIM-Based Collaborative Workflow

The decision-making process for the conservation and restoration of architectural
heritage depends on interdisciplinary data, such as historical, diagnostic, and documentary
information [24]. The application of BIM technology to the field of historic buildings,
known as HBIM, greatly aids in information management, data exchange, and enhancing
data accessibility [25]. In 2009, researchers such as Murphy first introduced the concept of
“HBIM”, aimed at clearly positioning its application within historical contexts, defining
HBIM as a parametric object library concerning historical building data [25]. As research on
related technologies deepened, HBIM has gone beyond the scope of traditional modeling,
extending to the entire lifecycle management of historic buildings. The interdisciplinary na-
ture of this field has attracted the attention of an increasing number of scholars and experts
who have begun to focus on the application of HBIM in collaborative workflows. Scholars
such as Ziyi Zhang further developed the definition of HBIM, viewing it as “a collaborative
method based on digital technology [26]”. Meanwhile, Jordan-Palomar and others focused
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on the application of HBIM in management, particularly in terms of multidisciplinary
participation, monitoring, and forecasting, as well as information transmission, collection,
and data standardization [27]. Nieto-Julian and colleagues developed a set of collaborative
processes for identifying and classifying architectural components in architectural heritage
based on cultural heritage restoration and conservation projects [28]. These studies not
only enhanced the work efficiency of HBIM collaborative processes but also promoted
ongoing collaborative communication. However, despite these collaborative methods
significantly improving efficiency, issues such as complex workflows, poor model version
management, and data redundancy and rework still persist in practice. This indicates
that although HBIM provides significant support for architectural heritage restoration,
the collaborative workflow still needs further optimization to improve the efficiency and
outcomes of projects.

2.2. Common Data Environment for Architectural Heritage Restoration

To enhance the efficiency of BIM-based collaboration, the ISO 19650 [9] standard
recommends the use of a Common Data Environment (CDE) for BIM project management.
The CDE provides a structured framework for project management and collaboration,
particularly important in the application to architectural heritage restoration projects. As
shown in Figure 1, the Common Data Environment for architectural heritage restoration is
composed of four main information containers: Work in Progress (WIP), Shared, Publish,
and Archive. In the Work in Progress (WIP) container, the heritage restoration team uses
specific domain software to develop models before and after restoration. At this stage, the
data is in development and can only be accessed and edited by the internal project team.
Subsequently, in the Shared stage, data verified through multidisciplinary collaboration
by the team becomes shareable. At this point, data can be accessed but not edited, to
ensure the accuracy of the information transmitted. The data in the Publish container
is authorized by the client and ready for construction use, prepared to be released to
project stakeholders. Finally, the Archive container holds a log of all published and shared
information throughout the project, providing a complete historical record for the project. In
the Common Data Environment (CDE), files circulated within each container must undergo
review and confirmation by the client or project leader to ensure the accuracy and reliability
of data. The CDE also specifies the definition of data states, rules for file naming, and
regulations for version control, which are used to achieve efficient collaborative design [29].
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Figure 1. Common Data Environment (CDE) workflow.

The Common Data Environment (CDE) for architectural heritage restoration can be
realized through various toolsets, including cloud servers, local databases, and file-based
retrieval systems [30]. This flexibility permits project teams to choose the most appropriate
technological platform to support their workflows, tailored to their specific needs and
conditions. Researchers such as Cornelius Preidel [30] developed a cloud-based CDE
repository, named the BIM Integration Framework (BIF), to enhance the convenience for
project members in accessing and sharing BIM models. The development of this framework
allowed project members to access and update BIM models in real-time, thus improving
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work efficiency. Stefan Mordue [31] proposed a CDE framework for HVAC design and
engineering that, by optimizing the inspection, version control, and publication processes
of information, reduced the time wasted in reissuing information, thereby enhancing the
collaborative capabilities of the project team. Commercial Common Data Environment
(CDE) solutions, such as BIM360 [13] and BIM cloud [32], facilitate the consolidation of
models within a unified, cloud-based setting. This enables design teams to collaborate using
the most current models, thereby demonstrating the practical benefits of CDE technology
in the management of construction projects.

Although the introduction of the Common Data Environment (CDE) has played
a key role in improving the efficiency of BIM-based construction project collaboration,
its application in the field of architectural heritage restoration design has encountered
specific challenges. Due to the uniqueness of architectural heritage restoration design,
the CDE models developed for standard BIM projects do not fully meet its requirements.
Furthermore, most existing CDE models are based on cloud servers or centralized databases,
which to some extent increases network security risks, such as tampering with design
data or the denial of access to data. Researchers such as Parn [33] have analyzed the
network security threats facing the CDE, highlighting the importance of data throughout
the building project lifecycle and the impact of data security on project success. Although
measures such as firewalls or access controls have been implemented to reduce external
threats, internal project personnel might exploit their access rights to the CDE database for
data tampering, thus revealing potential network security vulnerabilities associated with
relying on a single data source. Therefore, addressing the network security vulnerabilities
associated with the use of a single data source in secure collaborative design for HBIM-
based architectural heritage restoration projects has become an urgent issue. This requires
the development of new CDE models or the enhancement of the security of existing models
to ensure the integrity of data and the security of project information. This could include
the introduction of more advanced data encryption technologies; the implementation of
stricter access control mechanisms; the adoption of distributed data storage solutions to
reduce the risks of centralized storage; or the exploration of emerging technologies, such as
the blockchain, to provide immutable data records and enhanced security.

2.3. Blockchain in the Construction Industry

Blockchain technology, as a decentralized and distributed ledger technology (DLT), has
been widely adopted in the Architecture, Engineering, and Construction (AEC) industry
due to its traceability, immutability, transparency, and accountability. These characteristics
help enhance transparency, improve information sharing, and solve trust issues [34]. For
instance, Wang [20] and colleagues developed a blockchain-based framework for managing
information in the prefabrication supply chain, which enhanced the traceability of the
supply chain; Chin-Lin HSU [35] and others proposed a blockchain-based parametric
machine learning approach that facilitated knowledge sharing in BIM collaboration; and
Tao [36] and colleagues explored a blockchain-based confidentiality framework aimed
at promoting design coordination and information confidentiality. Although there has
been some research on the application of the blockchain in BIM design collaboration, its
application in the collaborative design of Historical Building Information Modeling (HBIM)
has been relatively scarce. This is mainly because the file size of HBIM is typically much
larger than that of traditional BIM files, and the inherent limitation of the blockchain
being suited for storing smaller files makes it unsuitable for directly storing large files.
Therefore, methods for utilizing blockchain technology to protect HBIM files (before and
after restoration) and project process files have not yet been widely developed in the
construction industry.

The combination of blockchain technology with the InterPlanetary File System (IPFS)
offers an innovative solution to the issue of the blockchain’s inability to directly store large
files. The IPFS is a distributed, peer-to-peer file system that allows for the storage of large
files without relying on centralized servers. By storing these large files on an IPFS and
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uploading the resulting Content Identifiers (CIDs) to the blockchain network, it is possible
not only to achieve storage, traceability, and authenticity verification of large datasets
but also to ensure the security and integrity of the data. This method has been applied
in fields such as medical data management and video storage. For example, Sun [37]
and others combined blockchain and IPFS technologies to propose an encryption scheme
that effectively achieves secure storage and querying of medical data, demonstrating
the strong potential of this combined method in handling sensitive data. Yu [38] and
colleagues introduced a digital rights management system based on blockchain and IPFS
technologies, addressing the issue that the blockchain cannot directly store large files such
as videos and audio. In the Architecture, Engineering and Construction (AEC) industry,
this convergence of technologies also shows great promise for application. Tao [39] et al.
propose a new solution for BIM co-design by combining blockchain and IPFS technologies.
This innovation not only provides an effective solution path for large file storage, but also
brings new possibilities for project management and team collaboration by ensuring data
security and integrity.

Although the combination of blockchain and IPFS has shown great potential in other
industries, such as AEC, application research in the field of architectural heritage restora-
tion is relatively scarce, especially regarding how this integrated method can be applied
to the Common Data Environment (CDE) for architectural heritage restoration, which
remains a challenge. Therefore, this paper proposes an Architectural Heritage Restoration
Distributed Common Data Environment (AHR-DCDE) framework, aiming to address the
aforementioned issues.

3. The Development of the Architectural Heritage Restoration Distributed Common
Data Environment (AHR-DCDE) Framework

The development of the Architectural Heritage Rehabilitation Distributed Common
Data Environment (AHR-DCDE) faces three key challenges: (1) it needs to be clarified
how to integrate the Architectural Heritage Rehabilitation CDE with blockchain and IPFS
technologies in order to build a logical framework that can support a secure collaborative
design process; (2) in order to support the AHR-DCDE functionality, a CDE-compliant
transaction data model must be developed; (3) a corresponding smart contract needs to be
written to support the AHR-DCDE functionality. Figure 2 shows the methodology of the
AHR-DCDE framework development.

In Step 1, this research needs to propose the AHR-DCDE framework (introduced
in Section 3.1). A detailed explanation is needed in this stage of how the logical problem
of file storage in the architectural heritage restoration process and how multidisciplinary
professionals can collaborate in a distributed CDE through an integrated blockchain-IPFS
approach, resulting in a workflow, can be solved. Additionally, it is necessary to explain
how the AHR-DCDE framework can ensure data security in the architectural heritage
restoration process through distributed storage technology. Step 1 focuses on outlining
the concept of the AHR-DCDE framework, and the technical components supporting the
AHR-DCDE framework (transaction data models and smart contracts) will be detailed in
Steps 2 and 3.

In Step 2, this study requires the development of transaction data models for recording
the architectural heritage restoration process (as described in Section 3.2). The blockchain
transaction data model mainly includes two requirements. First, it is necessary to consider
the data model requirements of the blockchain platform. Second, it is necessary to meet the
data model requirements for architectural heritage restoration collaborative design in the
CDE standards. Transaction data models are developed based on these requirements to
record architectural heritage restoration data within the AHR-DCDE framework.

In Step 3, this study requires the development of smart contracts for recording the
sharing of architectural heritage restoration data files (as detailed in Section 3.3). The
functionality of the smart contracts is determined based on the activities in the architectural
heritage restoration process within the AHR-DCDE framework. The development of smart
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Figure 2. Methodology of AHR-DCDE framework development.

3.1. Subsection Architectural Heritage Restoration Distributed Common Data Environment
(AHR-DCDE) Framework

During the development of the Architectural Heritage Restoration Distributed Com-
mon Data Environment (AHR-DCDE), a series of steps was taken to establish an efficient
and secure collaborative design process. This process, as depicted in Figure 3, begins with
the uploading of pre-restoration related documents, involving key project team members
such as architects, structural engineers, and conservators. Based on preliminary measure-
ments and the data collected from documents, professional software tools are utilized
to create HBIM models, structural analysis reports, and architectural assessment reports.
Once approved by the team leader, these documents are uploaded to the IPFS network by
the project members to facilitate further collaboration. Subsequently, IPFS automatically
generates a unique Content Identifier (CID) for the uploaded files, making them indexable
and retrievable within the network. Project members then use smart contracts to submit a
special transaction to the blockchain network that includes key collaboration information,
such as the file’s CID, version number, and ownership information. This step ensures the se-
curity and reliability of the file-sharing process because the immutability of the blockchain
guarantees the authenticity of the data. Project team members, such as historic building
restorers and structural engineers, can download the materials they need from the IPFS
network using the provided CID. Once they download a file, they become a secondary
provider of that file, increasing its availability within the network. This demonstrates the
advantages of decentralized storage, ensuring that project members can easily access data
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regardless of which node it is stored on in the network. When project members, such as
structural engineers or clients, need to make suggestions for structural reinforcement or
design modifications, they can download the required files from any provider using the
same process. After making suggestions, they follow the steps previously described to
upload feedback to the IPFS and record the transaction on the blockchain. This cyclical
process, linked through CIDs in the IPFS and blockchain network, creates a distributed
“shared” container that supports ongoing project collaboration. Upon completion of the
design phase and final approval from the client, the status of the design documents is
updated from “Shared” to “Publish”, indicating that the files have been officially confirmed
and are ready for use in the next phase of the project. This not only reflects an integrated
collaborative design process but also shows how blockchain and IPFS technologies together
provide a secure and reliable management model for architectural heritage restoration
projects.
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Figure 4 displays the architecture of the AHR-DCDE, which consists of five main
layers: User Layer, Work in Progress (WIP) Layer, Smart Contract Layer, Blockchain
Network Layer, and Database Layer. In the User and WIP layers, project members utilize
their local working environment to build various documents for the project, including
pre- and post-restoration HBIM models, architectural inspection reports, and structural
inspection reports. These documents support the design collaboration for the project,
providing a platform for team members to update and share information in real time. The
Smart Contract Layer provides functionalities for smart contracts and mechanisms for
consensus, enabling participants in the project to execute various functions for uploading
or retrieving transaction data. The introduction of consensus mechanisms ensures that all
members receive transaction information in the same order, which is crucial for maintaining
data consistency and accuracy. The Network Layer provides project members with the
ability to register on the blockchain and IPFS platforms, serving as a key component of
the architecture by connecting all project participants and providing them with access and
a channel to share information. The Database Layer forms the core of the AHR-DCDE
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architecture, equipping each project member with a blockchain ledger and an IPFS database.
At this level, the blockchain is responsible for recording transaction information, ensuring
data immutability, while the IPFS database is used for storing and sharing large design files
such as HBIM models and reports. Through this setup, the Database Layer becomes the
centralized management point for project data, supporting secure sharing and persistent
storage of data, ensuring that all members can efficiently access the information they need.
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Figure 4. Architecture of AHR-DCDE framework.

Figure 5 illustrates the application of the AHR-DCDE architecture in addressing
data security issues in collaborative design for architectural heritage restoration based
on HBIM. Traditional approaches present data security risks in two main aspects: First,
there are security issues with data changes in traditional HBIM architectural heritage
restoration designs. Due to the complexity of the design process, traditional methods fail to
comprehensively record every design change, leading to unclear responsibility attribution
when designs that do not meet requirements emerge. Second, there are issues with data
access denial. Traditional storage methods centralize data on a single server, which, if
subjected to a cyber-attack, could result in data being altered or lost.

In contrast, the AHR-DCDE architecture effectively resolves these issues through
the use of blockchain technology. Regarding the security issues associated with data
alterations, all records of architectural heritage restoration designs that utilize Heritage
Building Information Modeling (HBIM), referred to as transactions, are securely stored
on the blockchain ledger. This ledger is both unchangeable and trackable, ensuring the
integrity of the data. Furthermore, architectural heritage restoration data files encrypted
with Content Identifiers (CIDs) generate a different CID, with every modification to the
file content enhancing data security. Regarding the issue of data access denial, in the
blockchain network, each node retains a complete set of architectural heritage restoration
design records. Every node is equally important, eliminating the reliance on a single data
storage point and thereby enhancing data security.
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equivalent, and procedures are

provided by multiple files

Figure 5. Proposed AHR-DCDE solution, ending data security issues.

3.2. Blockchain Transaction Data Model Development

Blockchain transactions serve as the medium for sharing and recording necessary
information on the ledger within the blockchain network. For the implementation of the
AHR-DCDE architecture, developing a transaction data model suitable for architectural
heritage restoration data exchange is a primary task. This study proposes a preliminary
transaction data model, specifically designed for design collaboration based on HBIM,
constructed around three core principles: compatibility, integrity, and interoperability.

To fulfill compatibility criteria, the transaction data model needs to be congruent with
the selected blockchain infrastructure. For this investigation, the private blockchain network
Hyperledger Fabric was selected as the foundational platform, primarily for its strengths in
privacy safeguards, modular design, scalability, compatibility with various programming
languages, and established practicality within industrial settings. The private nature and
authorization mechanisms of Hyperledger Fabric are particularly suited for handling
sensitive architectural heritage restoration data, ensuring data security and privacy [40]. Its
modular design allows for customization according to project needs, meeting the specific
requirements of the construction industry in collaborative design and architectural heritage
restoration [41]. The support for multiple programming languages (Go, Java, and Node.js)
simplifies the development process [42], making Hyperledger Fabric a flexible and user-
friendly blockchain solution [43,44]. Given that Hyperledger Fabric primarily supports
transactions in a key-value data model, we have developed a transaction processing method
in a key-value format. For example, when a historic building restorer identifies a building
component of special historical value that needs to be preserved, they can submit a problem
request report to the AHR-DCDE. Figure 6 shows the information of the problem request
report, with the key (file ID) being ISU003 and the value (attributes) including name,
version, CID, etc.

To ensure integrity, the design of the transaction data model must guarantee that
all necessary information is provided to project members throughout the architectural
heritage restoration design process. For instance, a report on a specific historical building
component that needs preservation should be closely linked with its related BIM model
versions and supplementary materials, as shown in Figure 6. The concept of “dependent
files” introduced here aims to clearly record the specific models and version information
that the target report refers to. This method significantly improves the accuracy and
efficiency of the collaborative design process.

To satisfy interoperability, the transaction data within the CDE utilizes formats that are
compatible and easy to understand and exchange, adhering to the ISO 19650 [9,10] standard
for data version management and status definitions. Table 1 ensures data consistency and
interoperability by clearly defining the attributes in the transaction data model and their
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corresponding values, ensuring that data are effectively managed and communicated
within the CDE workflow.

Key of a request issue

[ATTRONITES _[VALUE

1D 1SU003

IName PHDBC-ARCH-M3-REQUEST
Version PO

Ownership CONSERVATOR

From to CONSERVATOR to ARCH

Status code S3

Hash QmXnnyl IBMxwRQsccXHnm2rjz9nZ

value(CID) i BCRURCOY
Dependent file |PHOBC-POI
Dependent file |Om7z3r90XINW4zK4X7v52/YyL2GE
hash(CID) MIGIXDSiMbkvde5P8T
ime 20-10-2U18

For completeness of information,a
"Dependent file' line has been added
to indicate which modelnumberthe
"ISU003" file is associated with.

Figure 6. Illustration of the developed blockchain transaction data model.

Table 1. Explanation of transaction data model.

Attributes Value

The file ID functions as both the transaction key and a unique identifier for files, allowing project
participants to access the current status of files within the blockchain network in real time. It is
consistently used and remains unchanged throughout the collaborative design process of
architectural heritage restoration. Unlike the Content Identifier (CID), which updates with changes to
the file content, the file ID remains fixed, ensuring the consistency of file identity and the reliability of
tracking.

ID

The ISO 19650 [9,10] standard provides conventions and optional fields for file naming, allowing
project teams to construct file names based on project requirements, such as project name, originator,
file type, etc. For example, in Figure 6, “PHDBC-ARCH-M3" represents a 3D (M3) model file in the
architectural domain of the Pinghe Packing Factory Conservation project. The file
“PHDBC-ARCH-M3-REQUEST” indicates that this is a request document regarding an architectural
component issue.

Name

The ISO 19650 [9,10] standard establishes methods for data version control within a Common Data
Environment (CDE). Modifications made to data within the Work in Progress (WIP) container are

Version marked by minor version increments, for instance, transitioning from P01 to P01.1. Subsequent
updates that move data to the Shared (SHARED) container necessitate an adjustment in the revision
code to signify a major revision, such as altering from P01 to P02.

Ownership of information in a CDE is defined in the ISO 19650 [9,10] standard as belonging to the

Ownership creator of that information.

From to Senders and recipients of documents.

Status codes are defined in the ISO 19650 [9,10] standard to describe the metadata for the content
applicability of information containers. Several codes that will be used in this study are listed: in
SHARED containers.

S1: Suitability for coordination. The document can be shared with other disciplines.

S3: Suitable for internal review and comment. The document is used to relay questions and requests.
S4: Suitable for construction. The document is suitable for seeking client approval to proceed with
construction in a PUBLISH container.

A: Suitable for construction. The document is suitable for construction.

Hash value (CID) CID returned by the IPFS network

Status code

Dependent file Name of subsidiary document
Dependent file hash (CID)  CID of the attached file returned by the IPFS network

Time Trading time
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3.3. Smart Contract Development

Smart contracts, as computational programs capable of automatically executing the
terms of agreements or contracts through software code and computational infrastructure,
enable transactions to be carried out automatically without the need for intermediaries and
to interact with a ledger or distributed ledger. Based on predetermined rules and conditions
within the contract, smart contracts automatically trigger various operations, such as data
updates or the broadcasting of new transactions. In this study, the development of smart
contracts requires a clear understanding of the key collaborative design tasks in architec-
tural heritage restoration under the AHR-DCDE architecture in order to determine the
functionalities that need to be defined in the contract. This approach ensures that the smart
contracts facilitate efficient and secure collaboration among project participants, aligning
with the specific requirements and workflows of architectural heritage restoration projects.

Table 2 lists five main activities within the AHR-DCDE, four of which (numbered
1 to 4) require sharing the Content Identifier (CID) of files in the blockchain network.
Therefore, the design of smart contracts includes an “UPLOAD” function to facilitate the
smooth broadcasting of transactions. For the fifth activity, which requires querying existing
transactions in the blockchain, the smart contract also includes an “INQUIRE” function for
convenient information retrieval. This setup ensures that all necessary interactions with the
blockchain, whether uploading new data or retrieving existing information, are efficiently
managed through the smart contract’s functionalities, thereby supporting the seamless
execution of architectural heritage restoration projects within the AHR-DCDE framework.

Table 2. Based on the smart contract function for identifying architectural heritage restoration
activities in the AHR-DCDE.

Number

Collaborative Design Activities Function in Smart
in the AHR-DCDE

Explanation Contract

Pre-restoration HBIM modeling
and related file sharing

The sharing of Content Identifiers (CIDs) for HBIM

models, structural inspection reports and building

appraisal reports prior to the restoration of a building’s

heritage in a blockchain network enables project team UPLOAD
members to access these key documents in order to

carry out the design of structural reinforcement or to

identify building components to be protected.

Disseminating transactions that include the Content
Identifier (CID) of an amended or updated Heritage

2 HBIM model version update Building Information Modeling (HBIM) model through UPLOAD

the blockchain network grants every participant access
to the most recent version of the model.

Issue files cover BIM Collaboration Format (BCF)
change files, Request for Information (RFI) files, and
new design requirements files, among others, and the
transactions contained in the issue file Content

3 Issue file sharing UPLOAD

Identifiers (CIDs) are shared on the blockchain network.
This approach allows other project members to have a
clear picture of what changes were made, where they
were made, and what new requirements were proposed.

When collaborating in a CDE, an updated contract
needs to be shared between project members.

4 Sharing of contractual documents The CID containing the contract will be shared across UPLOAD

the blockchain network so that members are aware of
the new contract terms.

All transactions can be queried in the blockchain

5 Information enquiry network, which is used to prevent disputes UPLOAD

from occurring.
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Figure 7 illustrates how the developed smart contracts facilitate the secure storage

and convenient querying of architectural restoration transactions. When project members,
such as architectural designers, wish to share the CID of a pre-restoration HBIM model
of architectural heritage, they utilize the “UPLOAD” function of the smart contract. The
process is divided into the following six steps:

Project peers
TRANSACTION 7 S 7 ( ,
" = (&) (V] Y]
hash(CID) e
Arch Time 21-10-2018 i
®Sending notification - Conserv Client
documents
" ® Validate
SMART CONTRACT @ Signed Transaction _  Ordering the block
(Upload function) documents ” service opee
local ledger

@Propose transaction to

ety @Verify the transaction

@ Generate a new blockl
and return with signature

verifytransaction legality Blockchain | (
o HH b , {

Pre-execution peers
T @ Get the appropriate file in the blockchain
t , SMAR'_I' CONTBACT <— Key ] i
| ) (Inquire function)
SE Conserv Client A | ‘
@Check the file name and Key Arch

Figure 7. Implementing a shared and query transaction smart contract workflow in AHR-DCDE.

1.  Upload Request: Project members initiate an upload request to share a CID. The smart
contract receives and processes this request.

2. Pre-execution Verification: In the first step, the smart contract transmits the transac-
tion to pre-execution members who review the transaction to verify its legitimacy.
Transactions containing illegal parameters will be rejected.

3. Signing and Confirmation: Once verified, project members sign the transaction and
return it to the smart contract.

4. Ordering and Broadcasting: The smart contract sends the signed transaction to the
ordering service. The ordering service collects multiple transactions over a period,
forms a new block, and broadcasts it to the blockchain network.

5. Validation and Recording: Other project members validate the block in the broadcast
and record it in their local ledger, ensuring the transaction’s legality and consistency.

6.  Transaction Success Notification: The smart contract sends a notification to the trans-

action initiator, confirming the successful sharing and storage of the transaction.

When project members need to query a file on the blockchain, they simply call the

query function, inputting the file name and its KEY. The smart contract independently
confirms whether the input key is present in the blockchain ledger; if the key is found, it then
retrieves and returns the results of the query. In summary, the smart contracts developed
in this paper possess the functionalities required for the architectural heritage restoration
field. These include uploading architectural heritage BIM files, structural analysis report
files, and architectural historical materials, feedback on issue records, document sharing,
and information querying. Participants in the project can partake in the design activities
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for architectural heritage restoration by activating various functions of the smart contract,
thereby enabling a thorough and streamlined collaborative effort.

4. AHR-DCDE Applied Research

To verify the feasibility of the AHR-DCDE in collaborative design for architectural
heritage restoration, this study selected the Pinghe Packing Factory heritage restoration
design project located in Wuhan, Hubei Province, as a case study. The Pinghe Packing
Factory, situated at No. 10 Qingdao Road in Wuhan, spans an area of 32,808 square meters
(see Figure 8). It was constructed in 1905 by the Han Xie Sheng Construction Factory,
marking it as one of the early significant industrial buildings. In 1993, the building was
recognized as an excellent historical building in Wuhan, elevated to a Wuhan cultural relics
protection unit in 2011, and further classified as Grade I industrial heritage in 2012. The
Pinghe Packing Factory not only has a special place in history but, because of its long history,
it has been repeatedly restored throughout its history. The huge amount of restoration data
relating to the building has been lost or changed due to data storage, resulting in the need
for re-measurement and revision of many parts of its restoration process which could not
fully rely on existing data. This further highlights the importance of data security in the
restoration process. Considering its age and the complexities involved in the design and
collaboration process, as well as the need for long-term data security, the project decided
to adopt the AHR-DCDE methodology for architectural heritage restoration co-design in
order to address the collaborative difficulties and data security needs of the project.

Figure 8. Photos of the site after rehabilitation of the Pinghe Packing Factory.
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4.1. Preliminary Preparation

To ensure the successful application of the AHR-DCDE architecture in the Pinghe
Packing Factory project in Wuhan, the project team must carry out several key prepa-
rations: setting up the blockchain and IPFS networks, standardizing file formats, and
becoming proficient in HBIM-related tools.

Firstly, by setting up the Hyperledger Fabric network and incorporating teams from
architectural design, structural engineering, historic building restoration, and the client
side, team members can upload documents through the IPFS desktop application, utilizing
the generated Content Identifiers (CIDs) to achieve efficient file sharing. Secondly, the
project adopts point cloud scanning and Revit 2020 software to develop HBIM models
before and after restoration. By introducing the Industry Foundation Class (IFC) format
and BIM Collaboration Format (BCF), file standardization is achieved. This not only
facilitates information exchange between different software applications but also allows
for precise issue localization through detailed problem descriptions in BCF files, including
type, location, photos, and more. Lastly, project members need to become proficient in
HBIM-related software. In this project, architects use Recap software to process radar
scan data and employ BIM360 to import into Revit, constructing the pre-restoration HBIM
model. Through BIM collab Zoom, team members can view the model and effectively
communicate and resolve issues using the BCF issue functionality and Revit’s BCF plugin.

4.2. Project Applications

In this project, the application of the AHR-DCDE architecture is divided into three
stages. In the initial stage, project team members shared existing architectural models,
structural analysis reports, and historical materials by submitting transactions containing
the Content Identifiers (CIDs) of these files to the blockchain network. Subsequently, the
team entered a collaborative design stage based on HBIM, where they meticulously planned
unchangeable architectural components and locations requiring reinforcement and repair
by proposing and responding to BCF issues, in combination with historical documents and
HBIM models. This allowed for precise adjustments and optimization of the design. Finally,
after several rounds of iteration and approval, the client submitted approval documents,
and the architect subsequently updated the HBIM model status to “PUBLISHED”, marking
the successful conclusion of the collaborative design stage of the architectural heritage
restoration project. This process not only demonstrated the effectiveness of the AHR-DCDE
architecture in promoting team collaboration but also ensured the precise implementation
and efficient management of the heritage restoration design.

4.2.1. Sharing Information to Begin Collaborative Design of Architectural Heritage

In this stage, two steps are involved. First, the architect submits a transaction request
to the AHR-DCDE network via smart contracts. Then, the system automatically verifies the
execution of the smart contract to ensure all project members receive the new transaction
information. As shown in Figure 9, the architect and project members upload relevant
pre-restoration files of the Pinghe Packing Factory to IPFS, obtain the CID, and prepare
the transaction request, with the status code being S1, indicating that the file is suitable for
sharing with other project members. Subsequently, this information is uploaded through
smart contracts, and the newly generated block is passed to all project members, allowing
them to verify the transaction in the blockchain ledger and download the relevant files via
CID. This process effectively promotes secure file sharing and collaborative work within
the project team.

The results in Figure 10 demonstrate that the block containing transaction information
has been successfully passed to every member of the project. Project members are able
to review the transaction data in the blockchain ledger and use the Content Identifier
(CID) stored within the block to download the required files. This process confirms the
effective connectivity and application potential of the proposed AHR-DCDE framework in
real projects.
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Figure 9. Stage 1 flowchart: sharing models and preliminary information to begin collaborative
design.

4.2.2. HBIM-Based Collaborative Design for Architectural Heritage Restoration

The purpose of this stage is to facilitate information exchange, model revisions, and
communication across disciplines, ensuring efficient collaboration among project team
members. The flowchart presented in Figure 11 details the specific steps taken to achieve
this objective within the Pinghe Packing Factory heritage restoration project.

Firstly, the structural engineer conducted a detailed analysis of the downloaded
PHDBC-P01 model and the structural analysis report, identifying key nodes that required
structural reinforcement. Necessary structural reinforcement designs were executed in the
HBIM model, and a request for approval was submitted to the architect through an issue
file (ISU001-P01). To share this information, the structural team created a new transaction,
including the Content Identifier (CID) of the issue file and the related BIM model’s CID,
while also designating the issue file’s status code as S3, indicating its purpose for internal
review. The call to the smart contract ensured that all project members received this
transaction notification and a corresponding block was generated in the blockchain.

Following this, the client suggested changes in line with the restoration design needs,
such as altering the door types. They pinpointed the exact location and drafted a request
issue in BCF format, thereby generating a new transaction that encompassed the CID of
the issue file along with the associated model. This transaction was disseminated among
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all project participants through smart contracts, leading to the creation of a corresponding
block on the blockchain.

STRUCTURAL ENGINGER

Transaction Information for PHDBC-P01 Transaction Information for REP001-P01 Transaction Information for REP002-P01

Figure 10. Transactions in stage 1 have been successfully shared.

Similarly, based on the architectural appraisal report and professional analysis, the
historic building restorer marked locations requiring special protection and prepared a
request issue in BCF format. By creating a new transaction that included the CID of the
issue file and the related model’s CID and calling the smart contract to share this transaction,
the historic building restorer ensured that all project members were promptly notified and
the corresponding block was generated in the blockchain.

Upon obtaining insights from the structural engineer, the architect retrieved the BCF
file (ISU001-P01) from the IPFS network and accessed it through the BCF Manager plugin
within Revit. This tool helped the architect quickly and accurately locate the nodes that
needed structural reinforcement. The architect responded to the issue file (ISU001-P01), and,
after approval, a new version of the issue file with the architect’s approval (ISU001-P02)
was generated. The architect then created transaction information containing the updated
issue file’s CID and shared this transaction through the smart contract, ensuring real-time
updates and information sharing among all members of the project.

When addressing the client’s request for a change in door type, the architect updated
the door type from Single-Flush0101 to Single-Flush0205 and responded to the issue file
(ISU002-P01), indicating that the requirement had been met. A new transaction was then
generated, containing the CID of the revised model (PHDBC-P02) and the updated request
issue file (ISU002-P02). Through the call of the smart contract, this transaction was shared
with all project members to notify them of the latest change in door type within the HBIM
model.

In response to the requirements posed by conservator experts, the architect locked the
components marked for special protection within the BIM model and confirmed that the
requirements had been met through the issue file (ISU003-P01). This series of communica-
tion and update processes, efficiently implemented through the AHR-DCDE architecture,
significantly improved the efficiency of project collaboration. It ensured rapid responses to
design changes and strengthened communication and collaborative work among project
team members.

Figure 12 shows that at this stage, all transactions have been successfully shared,
meaning new blocks (or transactions) have been smoothly delivered to every project
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member. This allows the project team to review transaction information in their respective
blockchain ledgers, thereby confirming that the AHR-DCDE framework can provide a
secure and transparent communication channel and collaborative design environment
for architectural heritage restoration projects. This mechanism not only enhances the
efficiency and accuracy of project information management but also significantly improves
the reliability and effectiveness of cross-disciplinary team collaboration.
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Figure 11. Stage 2 flowchart: multi-team collaborative design based on HBIM.

4.2.3. Change HBIM Model Status from SHARED to PUBLISH

After the architectural heritage restoration design within the AHR-DCDE framework
is completed, it needs to be officially published by migrating the design files from the
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Activity sequence

“SHARED” container to the “PUBLISH” container, and this requires authorization from
the client. Figure 13 illustrates this process. After multiple rounds of design iterations, the
restoration plan is ready for submission for review. At this time, the architect initiates a
new transaction containing the CID of the final HBIM model, which is version P21. The
status code 54 indicates that the file is ready for publication. Through smart contracts, the
architect shares this transaction with the project team, notifying them that the PHDBC-P21

model is prepared to move into the next stage.
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Figure 12. Transactions in stage 2 have been successfully shared.
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Figure 13. Stage 3 flowchart: change model status from SHARED to PUBLISH.

Blockchain Ledger in the AHR-DCDE
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After reviewing the PHDBC-P21 model, the client team agreed to the architect’s
request. The client then initiated a new transaction containing the CID of the approval
document (ISU024-P01) and the related HBIM model’s CID (AHR001-P21), and shared
this transaction through smart contracts. With the completion of this transaction, all
project members received notification of the new block, indicating that the publication file’s
status code was updated to A, signifying that the relevant information had been officially
permitted to move to the “PUBLISH” container, ready for the subsequent construction
phase. Figure 14 clearly shows the successful sharing of two key transactions within this
stage, thereby verifying the application of the AHR-DCDE framework in ensuring the
architectural heritage restoration project.

DASHBOARD NETWORK BLOCKS CHAINCODES  CHANNELS oo P

Current file status in the blockchain ledger

.
‘ A Y
h Transaction Details B Transaction Details '
'
'
' Transaction ID: 150024 @ Transaction ID: PHOBC @ :
: Name: PHOBC-ARCH-M3-APPROVE Name: PHOBC-ARCH-M3 1
' Version: 01 Version: P21 :
: Ownership: ARCH Ownership: ARCH '
| From tor CUENT to ARCH Fromtox ARCH to CLIENT :
'
1 Status code: A Status code: “ '
1 (cID): Q 3B :
'
. Dependent file: PHOBC-P21 Dependent fie: NuLL '
'
' iLssur Dependent file hash(@D):  NULL 3
'
1 Time: 2008/11/24 Time: 2008/11/23 :
v 1
: 1
1 1
. '
. '
. '
'
y 1
: 1
' 1
'

Transaction Information for 1ISU024-P01

Transaction Information for PHDBC-P21

Figure 14. Transactions in stage 3 have been successfully shared.

4.3. Subsection Framework Performance Evaluation

To quantitatively evaluate the performance of the AHR-DCDE framework, the study es-
tablished specific testing conditions to measure three main performance indicators: network
latency, throughput, and storage costs [45]. The specific conditions are as follows:

1.  Development Environment: The AHR-DCDE framework was developed based on
Hyperledger Fabric v1.4 and deployed on the Ubuntu 16.04 (Linux) operating system.

2. Design Team Simulation: Considering the project involves four design teams, four vir-
tual machines (or Docker containers) were used to simulate these teams. Each virtual
machine was configured with an Intel(R) Core(TM) i5-12600H CPU and 8 GB RAM.

3. Performance Evaluation: Hyperledger Tape (HT), a streamlined benchmark tool, was
employed to assess the latency and throughput of the Hyperledger Fabric blockchain
network. The assessment unfolded over ten rounds, during each of which five blocks
were produced, with every block encapsulating ten transactions.

4. Storage Cost Evaluation: To estimate storage costs, it was assumed that a project could
generate 500 design change transactions in a day. The AHR-DCDE architecture was
configured to process ten transactions per second.
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4.3.1. Latency and Throughput

In this study, we measured the latency from sending a request to the blockchain to
receiving confirmation. The operations for uploading and querying transactions were
executed by automatically invoking the smart contracts developed in Section 3.3 using the
HT tool to test latency times. Based on the results of ten rounds of testing (as shown in
Figure 15), the average latency time for uploading transactions was 156 milliseconds, and
the average latency time for querying transactions was 137 milliseconds. These latency
times are very short, at the millisecond level, and therefore the impact on performance is
negligible.

200
k=
S 150 156
Q 137
L2
E 100
>
2
g 50
©
-l
0

Testl Test2 Test3 Test4d Test5 Test6 Test7 Test8 Test9 Test10

Number of test

Latency of upload tranasaction Latency of inquire tranasaction

Average latency of upload Average latency of inquire

Figure 15. Latency of uploading and inquiring design transactions in the AHR-DCDE.

In this study, we measured the transactions per second (TPS) and queries per second
(QPS) to evaluate the AHR-DCDE architecture’s capability to process upload and query
transactions per second. Based on the test results shown in Figure 16, the architecture can
upload an average of 65 transactions per second and query an average of 64 transactions
per second. This indicates that the AHR-DCDE architecture can meet the needs of the vast
majority of collaborative design work for architectural heritage restoration. It is important
to note that performance (in terms of latency and throughput) may vary with different
network configurations.
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Figure 16. Throughput of AHR-DCDE.
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4.3.2. Storage Cost

In this study, we calculated the average size of transaction data to be 187 bytes (as
shown in Table 3). Since each block contains ten transactions, the size of a single transaction
data expands to 1870 bytes. According to existing research, some elements in the blockchain
structure, such as the block header and Merkle tree, have a fixed size. Figure 17 shows
the structure of the Merkle tree in the AHR-DCDE system, where each node contains
a fixed-length hash string (32 bytes). Therefore, the total size of the Merkle tree in the
AHR-DCDE is 32 multiplied by 19, which equals 608 bytes. Based on this, the total size of a
single block is approximately 2.6 kilobytes (KB), as shown in Table 4. If 500 transactions
are generated each day, these transactions would be stored in 50 blocks. If 50 blocks are
produced each day, then the daily storage cost per member would be approximately 13 KB,
which is within an acceptable range.

Table 3. Size of transaction data.

Item Size (Byte)
ID 6B
Name 22B
Version 3B
Ownership 6B
From to 15B
Status code 2B
Hash value (CID) 64 B
Dependent file 9B
Dependent file hash 50 B
Time 10B
Total 187 B
Source of the form: Reference [39].
i Hash 19
A
[ |
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[ | [ |
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Figure 17. Merkle tree structure in AHR-DCDE.

Table 4. Size of blocks in AHR-DCDE.

Item Size (Byte)

Hash of previous block 32B
Hash of current block 32B
Merkle root 32B
Timestamp 15B

Merkle tree Hash number 608 B

Transactions of design record 1870 B

Total 2589 B

Source of the form: Reference [39].
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5. Discussion

The innovations of this study are primarily manifested in:

The proposition of the AHR-DCDE framework that integrates blockchain and IPFS
technologies. The traditional HBIM model adopts a centralized data management
method, which faces risks such as data access denial or data loss. The proposed
AHR-DCDE framework effectively solves the problem of handling large files in col-
laborative design for architectural heritage restoration and ensures the security of
the HBIM-based design process. Utilizing cryptographic hash technology, a one-way
encryption method that irreversibly transforms data from its original form (plaintext)
into an encrypted form (ciphertext), the AHR-DCDE framework ensures the im-
mutability of data. The blockchain is responsible for providing immutable storage for
design records, while the IPFS ensures the integrity of design files. By adopting a dis-
tributed data storage approach, the AHR-DCDE achieves equivalency between project
members and access to multiple data sources. In addition, each member maintains a
full blockchain ledger, ensuring multiple storage and backup of design records.

This study developed key technical components required for the AHR-DCDE frame-
work to support its feasibility. Firstly, a transaction data model was designed in this
study aimed at facilitating information exchange within the blockchain network. This
data model provides design teams with comprehensive collaboration information,
enabling them to quickly and accurately identify and resolve model issues. The de-
sign of the transaction data model strictly adheres to the ISO 19650 [9,10] standard
and blockchain data format requirements to ensure compatibility across different
applications. Secondly, corresponding smart contracts were developed to manage
design information in the blockchain ledger, allowing project members to efficiently
upload new transactions or query existing information in the ledger.

This study expands the application domain of blockchain technology in the archi-
tectural heritage restoration industry. Existing research shows that the application
of blockchains in the construction industry has a wide range of research prospects.
Many scholars have applied blockchain technology to the construction industry and
achieved rich research results. Starting from two unique perspectives, this study first
proposes a conceptual method for applying blockchain technology to the field of
architectural heritage restoration. Firstly, by integrating blockchain technology into
the CDE (Common Data Environment) it has facilitated collaborative design based on
HBIM (Historical Building Information Modeling), marking one of the preliminary
explorations of this technology’s application in this field. Secondly, this study further
extends the theoretical blockchain model into a practical and feasible solution for the
architectural heritage restoration industry, thus broadening the boundaries of existing
research and providing a new methodological framework.

Potential practical implications of the AHR-DCDE framework introduced in this

study include:

1.

Maximizing Trust to Facilitate Collaboration: In existing HBIM collaborative projects,
the lack of trust between project members is a major challenge. Project members are
concerned that ownership of HBIM data may be lost or that data may be illegally
altered. This leads to a tendency to withhold their data, thereby resisting collabora-
tion. The AHR-DCDE framework, by providing an immutable data storage solution,
establishes a trustworthy collaborative environment. In such an environment, project
members are more willing to exchange information, thereby enhancing the overall
efficiency of the project. Moreover, blockchain technology ensures the authentic-
ity and traceability of project data without the need for third-party intermediaries,
significantly reducing the time cost required to resolve disputes or provide proof
of payment.

Driving the Digital Transformation of the Construction Industry: By integrating
blockchain technology within a Common Data Environment (CDE), this study show-
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cases the potential of blockchain as a foundational data storage technology. Blockchain
can eliminate barriers encountered in adopting other information technologies such
as the HBIM, the Internet of Things (IoT), and the Geographic Information System
(GIS), accelerating the digital transformation of the construction industry. Further-
more, the integration of the blockchain with other technologies offers new avenues
for developing decentralized software and systems for the industry. This method of
digital information sharing allows project members and their technical expertise to be
highly customized within the blockchain network, free from third-party constraints.
This lowers the barrier to digital collaboration, paving the way for further digital
transformation in the construction industry.

6. Conclusions

This study, through the introduction of the AHR-DCDE framework, showcases a
novel and efficient method for collaborative design in architectural heritage restoration.
The development and implementation of the AHR-DCDE framework not only integrate
the latest blockchain and IPFS technologies but also offer innovative solutions to key
challenges long faced in the field of architectural heritage restoration, such as data security,
collaboration efficiency, and file management. By conducting an in-depth analysis of the
specific case of the Pinghe Packing Factory heritage restoration design project in Wuhan,
Hubei Province, this study not only validates the feasibility and benefits of the AHR-
DCDE framework in practical application scenarios but also demonstrates its tremendous
potential in promoting the conservation and restoration of architectural heritage. The main
conclusions of this study are summarized as follows:

1.  Technical Innovation: The implementation of the AHR-DCDE framework highlights
the innovative application of blockchain and IPFS technologies in the field of architec-
tural heritage conservation. This framework ensures the immutability and traceability
of data, significantly enhancing the security and transparency of project data, and
provides a solid data support platform for architectural heritage restoration projects.

2. Collaboration Efficiency Enhancement: By facilitating seamless collaboration among
interdisciplinary teams, the AHR-DCDE framework enables project participants to
access the latest design documents and materials in real time, significantly improving
the efficiency of decision-making and the quality of design solutions. This efficient
collaboration model brings unprecedented workflow optimization to complex archi-
tectural heritage restoration projects.

3. Performance Optimization: By utilizing IPFS technology, the AHR-DCDE framework
successfully overcomes the performance bottlenecks encountered by traditional CDEs
in processing and sharing large HBIM model files. It provides an effective solution
strategy for the storage and fast retrieval of large volumes of data, thereby significantly
enhancing the operational efficiency of the project.

4.  Cost-Effectiveness Analysis: Preliminary evaluations indicate that the AHR-DCDE
framework performs excellently in aspects such as network latency, data throughput,
and storage costs, meeting the demands for efficient data processing and sharing
in architectural heritage restoration projects. This proves its economic benefits in
practical applications.

This study is not without limitations; the technical components of the AHR-DCDE
framework, such as transaction data models and smart contracts, do not have the principle
of universality. When applied to different heritage restoration projects, the corresponding
technical components may need to be adapted. Therefore, it is necessary for the operating
members to have certain software development capabilities to adjust the functions of
their technical components under different project requirements. In addition, due to the
characteristics of distributed technology, there may be delays in actual projects, which are
related to the differences in hardware configurations among project members. Therefore,
network optimization solutions need to be developed when the AHR-DCDE framework
is fully implemented in architectural heritage restoration projects in the future. With the
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continuous advancement of blockchain and IPFS technologies, the performance and user
experience of the AHR-DCDE framework can also be optimized in the future to better
meet the evolving needs of the architectural heritage conservation sector. In summary, the
introduction of the AHR-DCDE framework not only brings a fresh technological perspective
and solutions to the field of architectural heritage restoration and collaborative design
but also has profound significance and value for promoting the effective protection and
restoration of architectural heritage globally.
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