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Abstract: Industry 4.0 is seeking to advance traditional construction practices towards more efficient
and internet of things (IoT)-based construction practices, such as offsite construction. Offsite construc-
tion (OSC) allows for the simultaneous fabrication of building modules and onsite work. Integrating
IoT technologies in construction practice is projected to improve the industry’s growth. However,
there is an increase in cybersecurity vulnerabilities. Cyber threats are becoming more disruptive and
targeted, resulting in monetary and infrastructure losses. Furthermore, the COVID pandemic and the
instability in Europe have seen over 100% increases in cyber-attacks, and most industries have weak
cybersecurity protocols. The adoption of cybersecurity frameworks in the construction industry is
sluggish, and the existing security frameworks fall short in addressing the needs of the industry. This
paper gives a concise review of the offsite construction value chain vulnerabilities. We explore the
existing cybersecurity frameworks and identify their limitations. Cybersecurity is presented as one
of the most crucial components that has received little or no attention in OSC. The future of OSC is
promising with the incorporation of Industry 4.0 technologies; however, its development needs to
consider more proactive security approaches and management techniques that are adapted to the
current hostile cyber landscape.

Keywords: cybersecurity; off-site construction; vulnerabilities

1. Introduction

Currently, production and manufacturing settings emphasize operational efficiency
and sustainability, and the architectural, engineering, and construction (AECO) sectors
are no exceptions. Industries, such as construction, have developed the coined term
of “Construction 4.0”, referring to the application of Industry 4.0 (IR4) to construction.
Construction 4.0 incorporates a plethora of digital technologies in smart and cyber-physical
systems [1]. These digital technologies come in the form of artificial intelligence (AI),
additive manufacturing, big data, virtual reality (VR), blockchain, internet of things (IoT),
big data, and other diverse forms depending on the area of application [2,3] (see Figure 1).

The impact of these technologies has been reported to improve productivity and
efficiency through smart environments that are interconnected via the internet, creating
diversified information sharing and storage, and management in the form of the internet of
things (IoT). It is projected that, by 2025, the IoT will approach 950 billion in market size,
a sign of its growth [3]. Based on studies by Zabidin et al. [4], the construction industry
lags behind other domains, while other sectors, such as the manufacturing sector, have
advanced further in digital technologies. Some of the barriers to adoption are the high
initial costs through system modifications and the inevitable cybersecurity issues [5,6],
which arise from the synergy of construction practice with digital technologies.

Appl. Sci. 2022, 12, 5037. https://doi.org/10.3390/app12105037 https://www.mdpi.com/journal/applsci

https://doi.org/10.3390/app12105037
https://doi.org/10.3390/app12105037
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/applsci
https://www.mdpi.com
https://orcid.org/0000-0001-6289-3973
https://doi.org/10.3390/app12105037
https://www.mdpi.com/journal/applsci
https://www.mdpi.com/article/10.3390/app12105037?type=check_update&version=2


Appl. Sci. 2022, 12, 5037 2 of 25Appl. Sci. 2022, 12, x FOR PEER REVIEW 2 of 26 
 

 
Figure 1. Multiple facets of Industry 4.0 and its integration in the IoT [1]. 

The digitalization of the construction industry has led to the extensive use of infor-
mation and technological technologies (ICTs) throughout a project life cycle. As facilitated 
by the internet, this interconnectivity has created vulnerabilities that have created exploit-
able opportunities for malware breachers and cyber-attackers to preexisting systems in 
malicious attacks that use sophisticated tools to harvest unauthorized information and 
sabotage organizations [7]. On the other hand, the adoption of these technologies has been 
proven to shorten project durations, thereby, inevitably lowering project costs. 

This interconnectivity has become the weakest link that counters the benefits of 
cyber-physical systems (Figure 1). A more focused approach to upgrading the current ex-
isting security frameworks and cybersecurity is thus necessary. Cybersecurity defines the 
instruments, strategies, and systems to secure data and additional hardware and human 
interaction [8]. Unfortunately, cyber-security implications and the related challenges have 
not received their due attention in proportion to the development of IR4 technologies in 
AECO. 

As construction continues its upward trajectory toward digitalization, attacks are ex-
pected to rise, and security could potentially be the most significant setback towards fully 
adopting these digital technologies. Lessons can be drawn from well-established sectors, 
such as manufacturing, that are leading in digitalization. One of the emerging forms of 
construction is off-site construction (OSC), which simultaneously runs precast material 
manufacturing and onsite construction. Finished or semi-finished components are trans-
ported to the construction site for installation [9].  

This merges two sectors, namely manufacturing and construction, creating a more 
complex system that requires specific and reliable cybersecurity infrastructure and organ-
ization. This paper addresses the importance of cybersecurity development in the off-site 
construction industry, highlighting the possible threats. Furthermore, we compare exist-
ing cybersecurity frameworks and the possibility of using blockchain technology as a 
management tool. 

  

Figure 1. Multiple facets of Industry 4.0 and its integration in the IoT [1].

The digitalization of the construction industry has led to the extensive use of informa-
tion and technological technologies (ICTs) throughout a project life cycle. As facilitated by
the internet, this interconnectivity has created vulnerabilities that have created exploitable
opportunities for malware breachers and cyber-attackers to preexisting systems in mali-
cious attacks that use sophisticated tools to harvest unauthorized information and sabotage
organizations [7]. On the other hand, the adoption of these technologies has been proven
to shorten project durations, thereby, inevitably lowering project costs.

This interconnectivity has become the weakest link that counters the benefits of cyber-
physical systems (Figure 1). A more focused approach to upgrading the current existing
security frameworks and cybersecurity is thus necessary. Cybersecurity defines the in-
struments, strategies, and systems to secure data and additional hardware and human
interaction [8]. Unfortunately, cyber-security implications and the related challenges have
not received their due attention in proportion to the development of IR4 technologies
in AECO.

As construction continues its upward trajectory toward digitalization, attacks are
expected to rise, and security could potentially be the most significant setback towards
fully adopting these digital technologies. Lessons can be drawn from well-established
sectors, such as manufacturing, that are leading in digitalization. One of the emerging
forms of construction is off-site construction (OSC), which simultaneously runs precast
material manufacturing and onsite construction. Finished or semi-finished components are
transported to the construction site for installation [9].

This merges two sectors, namely manufacturing and construction, creating a more
complex system that requires specific and reliable cybersecurity infrastructure and or-
ganization. This paper addresses the importance of cybersecurity development in the
off-site construction industry, highlighting the possible threats. Furthermore, we compare
existing cybersecurity frameworks and the possibility of using blockchain technology as a
management tool.
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2. Cyber-Threats
2.1. Forms of Attack

As reliance on internet interconnected systems expands, proliferation risks also in-
crease due to malicious software (malware). The most common forms of malware exist
in the forms of viruses, worms, Trojan horses, and ransomware, and their effects on both
individuals and organizations can cause financial strain, productivity disruption, and
psychological distress. Malware functionality (payload) is often designed to steal sen-
sitive information via remote access or disrupt systems and to demand a ransom. In
addition, cybercriminals can create a network of compromised devices called bots that
launch disruptive attacks. These are described in the next section.

2.1.1. Viruses

The first recorded viruses were discovered in the 1980s and have grown exponentially
in proportion to the expanding IoT systems [10,11]. This form of malware mimics its
biological counterpart in that it requires a host to incubate and multiply, spread, and
corrupt software and, in the worst-case scenarios, damage hardware [12–14]. During the
advent of computers, viruses were contracted via infected removable devices, such as
floppy disks. Currently, their vector spread is through malicious emails, browsing sites,
and universal serial bus (USB) media. Viruses can disrupt system files, operate unwanted
protocols, steal sensitive information, and damage operating systems.

2.1.2. Worms

The worm form of malware, unlike a virus, does not require aided interaction, such
as a host software, to infect other devices and is much preferred by cyber attackers [14].
Its mode of operation is based on self-operating and propagating software. Despite being
autonomous, worms spread via network systems, peer-to-peer sharing networks (P2P),
and electronic mail. As such, worms have a bearing on a system’s much-needed processing
performance. Such disruptions have resulted in system failures, as in the infamous case of
the Morris worm, which had overreaching negative impacts on US national security. In
terms of potency, worms are more effective than viruses because of their ability to affect
several devices and programs in a system in a relatively shorter time compared with what
viruses can achieve.

2.1.3. Trojan Horse

The Trojan horse malware owes its name to the legendary tale of the deception at
Troy by the Greeks. A significant number of illegal copyrighted works are infected Trojans.
It masquerades as a legit application or program and, once admitted into a host system,
it unleashes undesirable attacks that manipulate, damage, and destroy files. It is a non-
duplicating form of malware; however, it overrides executable files with its malicious code.
The original code will continue running while the malware gathers information from the
system. Furthermore, this malware opens access to an attacker to steal information and
remotely deny services to an entire network. Several organizations, including Microsoft,
CNN, and Amazon, have been victims of such malware attacks [11].

2.1.4. Spyware

Such malware can spy, monitor, and acquire information on remote devices. Informa-
tion is stolen from individuals and organizations without them knowing it. Often, there is
the remote activation of hardware, such as cameras and microphones and the stealing of
sensitive information that may include design aspects or trade secrets of an organization.

2.2. Past and Present Threats

Malware was first introduced in the 1980s and has exponentially grown over the past
decades [15]. Before the turn of the millennium, malware was perceived as a nuisance
rather than a threat, and it has been argued that the damage caused by malware is over
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magnified [16,17]. However, modern attacks are more calculated and profit-oriented with
the development of increasingly integrated systems [3,18]. They are designed to cause
distributed denial of service (DDoS), severe software and hardware damage, and even
target other countries in addition to individuals and organizations. This is reflected in the
estimated hourly losses of $US6500 by organizations [15].

From the early forms of malware, such as the Pakistani brain (1986), attacks have
evolved to the more disruptive breaches, such as the Solarwind attack and Conti and
Colonial Pipeline incidents [19,20]. The contributory effects of the COVID-19 pandemic
and the instability in Europe have increased cyberspace usage [21–23]. Necessary changes
need to be adopted to mitigate these threats in the construction industry. It is projected
that, beyond 2022, there will be an expected increase in supply chain threats and attacks.
Therefore, cyber protection measures must aim toward preventive solutions rather than
mitigative. These include the need for real-time data transparency, early detection, swift
responses, coordinated endpoint management, and awareness [24].

3. Importance of Cybersecurity in Manufacturing and Construction

Off-site construction is one of the emerging alternatives to traditional construction.
The literature also refers to it as modular construction, prefab construction, prefinished
volumetric construction, and precast construction [25,26]. These terms have a consensus of
splitting the construction between a controlled manufacturing site and a construction site.

Construction and manufacturing have been categorized separately for decades with
overlaps that show that they depend on each [27]; however, in retrospect, these two
industries are not only reliant on each other but are part of the same value chain [28]. Cur-
rently, OSC is being implemented in individual unit and multi-family housing, commercial
buildings, and the public service sector, such as hospitals and schools [28]. This sector
is also adopting Industry 4.0 technologies, and it is projected to advance even further in
the future [21].

The unique features of OSC involve transferring the construction elements to a con-
trolled factory away from the construction site. This can potentially improve the safety and
speed of construction and lower the waste production rates. It has been reported that OSC
can potentially save between 30 to 50% of the project time due to minimized workforce
movement [28]. Furthermore, a construction project on an estimated area between 10,000
to 20,000 m2 can be delivered within 4 to 5 months [28].

Currently, the full potential of OSC is still futuristic. It remains limited in its adoption
because of the extended supply chain that demands more coordinated monitoring between
the manufacturing and construction parties. In addition, its adoption requires a restructur-
ing of labor assignments and management, especially during the onsite assembly of the
prefabricated modules. This inevitably requires critical skills, which counters the signifi-
cant advantage of cost-savings given by OSC. The major cost-cutting benefit is drastically
reduced to below 5% in total labor savings coupled with a steep learning curve [28].

However, for a fair assessment of the effectiveness of OSC over traditional construction,
the period of this technology needs to be considered as well as other key performance
indicators, which include the project payback period, return of investment, and labor
cost [29]. As presented in this paper, the adoption of Industry 4.0 technologies must
simultaneously be linked with cybersecurity upgrading and awareness, which is not
currently practiced. Many organizations do not have the updated infrastructure to deal
with the emergent vulnerabilities that provide room for cyber-attacks.

3.1. Manufacturing

Additive manufacturing is one of the emerging technologies adopted in OSC. The
shortage of skilled labor in the construction industry partly contributes to its adoption as
it minimizes the labor force required for operation [30]. Additive manufacturing allows
the production of near-net-shape components based on a CAD system. It has been used to
produce beam connections with enhanced stress-distribution properties.
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As such, complexity and automation can be achieved by this technology with mini-
mized raw material usage and time of operation, especially for components that require
frequent repeatability [31]. Contrary studies indicate that utilizing this technology accrues
costs higher than traditional construction because of unique functional property require-
ments in high-performance concrete [32]. The benefits of this technology relate to the added
value to construction, which can be projected to cost savings over an extended period.

Additive manufacturing is a processing parameter-sensitive process, and a cyber-
attack can result in remotely altering one condition, such as the raw material fill level
and adjusting printing temperature [20]. These security breaches have more significant
impacts than currently perceived, and they include the stealing of CAD/design files. This
potentially leads to the unlawful production of components by an unauthorized party,
which can ruin a company’s reputation. Alternatively, a cyber-attack can alter printing
parameters to introduce flaws in the printing.

In addition, a DOS can be issued until a ransom is paid. It is imperative to develop
frameworks that can prevent, detect, and mitigate the undesirable effects of such attacks.
Traditionally, manufacturing has been more concerned with blocking attacks on intellectual
property. However, it is evident from the evolution of IoT in manufacturing and industry,
which relies on cloud service and software, that the presented threats will be the most
significant inhibitor in the future [33]. Cybersecurity concerns pose as weak links that
threaten the survival of Industry 4.0 in construction.

According to Kebande [3], Incident Response Procedures (IRP) is one of the critical
areas that have not been fully explored to the fullest potential. The Industry 4.0 concept in
manufacturing, as in construction, seeks to improve its productivity and efficiency to by an
estimated 15% to 20% [3]. As such, the high level of connectivity and internet dependence
has resulted in an increase in the data volumes in the respective value chains in multiple
uses [1]. These data exchanges can be seen in:

1. Processing of data for predictive maintenance and remote monitoring.
2. Enhancing service delivery and product quality.
3. Exchange of information among devices belonging to factories, contractors, and customers.
4. Mechanization and reduction of supplies.
5. Acquisition and storage of data for digital performance management.

As Industry 4.0 is currently promoting the application of its digital technologies result-
ing in complex connectivity, cybersecurity concerns are to take a mandatory approach in
the setup stage rather than being a mere preference. As previously mentioned, the improve-
ments brought by Industry 4.0 can prove futile because of the exponentially increasing
security breaches [33,34]. According to Figure 2, the more the systems are integrated, the
more malicious and subtle the security breaches can become.
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3.2. Off-Site Construction

As previously alluded to, OSC combines the aspects of remote manufacturing and
construction, enabling site work to progress with the prefabrication of building elements
simultaneously. This is facilitated by multiple Industry 4.0 technologies, such as cloud
services, sensors, GPS, and networks that involve the exchange of information in close
to real time between different stakeholders, such as in BIM (building information man-
agement), which gives physical and functional digital reality to support the scheduling,
design, building, operation, and upkeep of physical infrastructure, such as bridges and
apartments [35].

One of the most extensively adopted technologies in OSC, more than any other digital
technology, is BIM, which constitutes about 70% of 113 conducted research studies [26]. It
has five main attributes (visualization, coordination, simulation, optimization, and plotting
ability) that enable the digital simulation and modelling of a construction project during its
entire lifecycle. This technology provides a pathway for the digitalization of OSC, and the
key elements of this digitalization can be categorized as follows: digital data and access,
automation, and connectivity.

In digital data and access, information is collected, processed, and analyzed to obtain
new perspectives related to the value chain and giving information to be shared between
stakeholders on a network. Stakeholders are enabled to operate electronic procurements
and material accounts, leading to automation that engenders independent and self-ordering
operations [27]. The installation of a 3D-printed parabolic exterior shaped wall module has
been performed with precise dimensions being critical to fit the onsite assembly [31].

This work compares the accuracy of three formworks: a manual formwork, CNC
formwork, and 3D-printed formwork, as depicted in Table 1.

Table 1. Comparison of manual, CNC, and 3D-printed formworks [31].

Parameter Manual Wood Formwork CNC Formwork Additively
Manufactured Formwork

Application All shell wall panels All roof panels Sample formwork of the shell
wall panel

Machine CNC cutting machine,
woodworking tools CNC cutting and milling machine BAAM system, CNC milling machine

Material Wood board, fiberboard,
epoxy plaster Rigid EPS foam, epoxy plaster 20% carbon fiber with reinforced

ABS polymer

Accuracy Low Low High

Production Cost Low High High

Material waste High High Low

In the manual formwork, the most significant deviation of 5.23 mm was observed
at the points of maximum curvature. In terms of the dimensional accuracy, 3D-printed
panels with CNC post-processing had a deviation of 1.29 mm and could sustain about
200 repeatable operations. Accuracy is an essential factor, and it is more critical during
installation. Furthermore, secure information transfer and exchange become a greater
priority since any falsification in the information can disrupt real-time information.

IoT in OSC has been used to perform supply chain supervision to track real-time
work progression. Benefits have been realized regarding time savings, cost savings, and
more efficient information sharing. However, studies have shown that the management
of such complex systems experiences delays due to unstable networks and complex data
handling [35].

This intrinsic weakness is an opportunist window for cyber-attacks that can com-
promise an already unstable system, which reflects the system’s effectiveness [36]. A
considerable investment is required to secure such a system. This often becomes the most
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significant barrier to adopting Industry 4.0 in construction, given the compilation, securing,
and processing of sensitive information on such systems [37]. The risk of a cyber-attack in
OSC is augmented by the number of participants and extended value chains that involve
stakeholders with limited security resources.

This also applies to contractors who might not be willing to spend many resources
on securing their cyber systems [8]. The risk of a cyber breach can also be extended to the
different project stages. This could be at the planning and design stages on the BIM, where
vital information can be compromised or a DOS can be initiated, thereby, cascading into
other project stages, such as construction, operation, and maintenance.

OSC is not only a clump of participants and equipment; with the adoption of IR4
technologies and digitalization of this industry, it has grown into a hyper-connected web
of participants throughout an entire project life cycle. Hence, securing the cyber-physical
interactions from the conceptual stages is paramount.

4. Targetable Entities and Vulnerabilities

To better understand the risks and vulnerabilities involved, this section explores the
extensiveness of an OSC value chain that involves the design team, client, contractor,
manufacturer, and third-party transportation crew and how their interactions are potential
security breaches and vulnerabilities.

Vulnerabilities are security disparities that cyber attackers can manipulate. Therefore,
an OSC value chain assessment is crucial for identifying potential weaknesses and possibly
developing preventive and mitigative measures [38]. The process value chain for OSC can
be split into Primary Production, Transportation, and Installation Production. An overview
of a typical process is given in Figure 3.
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4.1. Primary Production

In this stage, the following operations are performed.

4.1.1. Prefabricated Module Production and Preparation

After the tender stage, the manufacturer and the onsite contractor communicate
to deliberate the overall work plan. During this process, manufacturing drawings are
prepared based on the initial design drawings, and these need to be approved by the onsite
contractor before production is initiated. After approval of the production schedule, the
production manager procures the necessary materials to produce prefabricated modules
following the master plan and the project development [39]. An onsite agent of the factory
traditionally facilitates communication between the factory and the site via email or fax to
confirm custom orders.

Such traditional media has resulted in information loss and ineffective communica-
tion [35]. However, with digital technologies, such as multi-dimensional IoT building
information modelling (MITBIMP) and radio frequency identification (RFID) devices,
real-time information, such as the status of precast components can be effectively com-
municated [35]. This data sharing can also be enabled using smart construction objects
(SCO) attached with auto-ID devices that are remotely located and gather information
from remotely located value-adding points. Smart construction objects are enhanced by
detecting, administering, computing, and responding.

The resulting autonomy and interaction with off-site work enable better decision-
making [40]. A material list is prepared according to the work plan and ordered. Inspection
samples are prepared and tested. A MITBIMP generates traceable data that gives informa-
tion on the present and past statuses (see Figure 4). The cloud-hosted traceable data are
based on the part history, which describes the previous location, handling, and processing
history. Such a system overcomes the traditional problems of physical paper records that
do not give real-time information and efficient information sharing without using emails
or calls.
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Further integration has been enabled on MITBIMP systems by incorporating data
source interoperability (DSIS) for smooth integration. This has been successfully imple-
mented in Hong Kong, where an application information service (AIS) acts as a mediatory
information system that can present heterogeneous information to stakeholders without
human involvement. This service heavily relies on software, IoT, AI, and cloud services
and is managed by an AIS Universal Description, Discovery, and Integration registry
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(AIS—UDDI), facilitating cooperation amongst agents. With so much information being
generated and requested, an SOA—based Data Access Services performs an information
standardization sequence using a structured query language (SQL). This takes place under
the following steps,

1. Retrieve data information model (DIM).
2. Target data source search.
3. Filter data.

Overall, the AIS agent retrieves the requested information and presents a data model
representation [35].

4.1.2. Transportation Design and Planning

Prefabrication logistics services have been used to monitor the entire logistics between
the factory and construction sites. These use metaheuristic-based ant colony optimization
(ACO) algorithms to give optimum pathways. ACO algorithms are a form of AI that is
termed swarm intelligence. Artificial intelligence has also been vulnerable to adversarial
forms of AI that can learn from other smart systems and generate noise to mask malicious
activity to identify the computational limitations of another algorithm and possibly corrupt
its training data [41].

The ultimate goal for transportation design and planning is to facilitate the timely
delivery of prefab components, unlike in conventional systems where delays are experi-
enced [39]. Once the precast components are completed, the swarm algorithm is invoked
and linked to a BIM system. Optimized transportation models are generated as web-based
features to allow end-user communication between the onsite crew and the factory. Real-
time tracking has also been used (Kanban system [42]) to track the location and status
of prefabricated components. The monitoring system uses RFID, and global positioning
system (GPS) technologies for monitoring, and these are graphically presented to advise on
the status, progress, and locations of the components [35].

4.1.3. Onsite Assembly

Onsite assembly services are responsible for the administration, supervision, data
handling, and real-time feedback at the prefabrication assembly points. Onsite, the admin-
istration is crucial for managing resources and onsite workers. Through RFID, each unit
on the construction site can be identified, and site management is optimized to allocate
resources where there are needed to shorten the assembly time.

Furthermore, this information is helpful for onsite safety management by identifying
potential hazards and risks in advance. It has been reported that an 80% improvement
can be achieved in emergency assessment [35,39]. Real-time tracking is also enabled to
allow remote participants to know the project’s progress. A model is shown in Figure 5
of real-time feedback implemented in a system that generates information for efficient
supervision, control, and accurate decision-making from all involved parties [24].

Services, such as virtual reality (VR) presentation [43], have been used to relay real-
time information regarding assembly status, labor assignments, and material utilization for
concerted decision making. From the above-described value chain, it is clear that digital
technologies are immensely beneficial as summarized in Table 2 [39].

Assessing the value chain of OSC, it is evident that cyber-physical interactions are
necessary for accurate and real-time monitoring. In the OSC value chain, cyber-physical
systems encompass a network of interconnected systems that can interact, monitor and
control IoT-related devices with additional abilities to manipulate the physical environ-
ment [44]. Cyber-physical systems have a specific taxonomy comprised of three layers, and
each layer is dependent on another [45]. The first layer, the perception layer, is responsi-
ble for interacting with the physical system and generating organized data based on its
receiving feed.
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Table 2. Condition analysis of prefabricated module fabrication [39].

Stages KPI Before After Improvement (+)

Production

Paperwork. 10–20 papers ≤9 papers 10%
Production Time. 8–10 days <7 days 12.50%
Emergency detecting. 10–30 min 3 min 85%
Emergency response. 7 days 0.5 days 92.80%

Transportation
(time)

Scheduling time 1 day 1–2 h 66.70%
Driver idle time 5–10 min 2–3 min 66.70%
Task realizing time 5–10 min 2–3 min 66.70%
Transportation time 3–4 h 2–3 h 28.60%

Assembly

Emergency detecting time 5 min 1 min 80%
4 day assembly cycle 5–7 days 4 days 33.30%
6 day assembly cycle 7–9 days 6 days 25%
Emergency detecting time 10 min 2 min 80%
Module collection 2 min <1 min 50%

The perception layer comprises sensory devices and actuators, RFID tags, and GPS
that collect real-time data, and secure control of these data is critical to secure feedback
and control loops [38,46]. This layer can be identified in the previously discussed OSC
value chain’s primary production, transportation, and installation stages. Before analysis of
information garnered in the perception layer, an intermediary layer, called the transmission
layer, assists in exchanging and processing data obtained from the perception layer.

Cloud-computing services facilitate the transmission of data. Hence, it is crucial to
secure the transmission before outsourcing the data to avert unwanted incursion and unau-
thorized access [47–49]. Finally, the transmitted information is passed into an executable
command in the Application layer, which uses decision-making algorithms that allow
automated design [41,50]. Data leaking is a possibility at this layer because of the handled
volumes of data [41].

5. Cybersecurity Frameworks and Management

The benefits of IR4 technologies have great benefits to OSC. However, the previous
section shows that network, auxiliary, and management vulnerabilities are inevitable along
the supply chain. Different frameworks have been proposed to address these vulnerabilities.
Some cybersecurity frameworks have been adopted into the construction sector based on
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existing cybersecurity frameworks and standards. This section will explore some of the
proposed frameworks and how they compare.

5.1. Cybersecurity Management Framework for Cloud-Based BIM Model

BIM use in shared work setups requires a secure means of passing information and
privacy. Access to information should be granted to the right people at the right time.
Hence, enacting security policies can reduce the risk of abusing cloud-based technologies
in BIM. According to [51], malware injection is the primary threat to BIM cloud integration,
and the proposed framework encompasses the management of data. As shown in Figure 6,
information from the data owner to the final user does not take a direct route and requires
special authorization. Protection of this information is thus crucial. The architecture of the
framework consists of five levels of monitoring, which are

1. Access management.
2. Information protection.
3. Governance approach.
4. Security practices and policies.
5. Protected collaboration in BIM–cloud integration.
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5.1.1. Access Management

Susceptible BIM information is stored in the cloud to enable restricted access. The
control mechanism for access granting is the Identity Access Management system generated
by the cloud service provider. This ensures that only authorized personnel have access to
the information. Authorized users have the right to define roles for each member involved
in the project allowing for the easy tracking of actions performed in the system.

The access rights assigned to each stakeholder are different based on their role in
the project. In addition, data monitoring is enabled across different remotely located
stakeholders to trace their access to the cloud-stored information [52]. Intrusion-detection
systems and firewalls complement the data access to monitor any breaches. However, it is
estimated that most data breaches involve stakeholders who intentionally or accidentally
leak sensitive information. In most cases, stakeholders are involved in more than one
project; hence, the roles overlap, which compromises the access to this information.

5.1.2. Information Protection

Third-party involvement in collaborative OSC implementing BIM increases the risk
of vulnerabilities. Regardless to say, they are necessary parties in the successful running
of the project. Information needs to be protected from internal threats; however, this
is done unintentionally in some cases. Data protection is achievable using multi-factor
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authentication and authorization techniques, data loss prevention systems, the profiling of
user behavior, detection tools for irregular behavior, and data encryption.

These techniques provide the real-time monitoring of data flow and exchange. Ac-
cording to BIM standards, information can be classified as relevant for masking, portioning,
or privacy protection to complement access management. This information is stored for
internal auditing and future forensic work to avoid aggravating information exchange
across BIM–cloud platforms [53,54].

5.1.3. Governance Approach

To secure information privacy between stakeholders, governance is necessary to
regulate the collaboration and information sharing between the parties involved [55]. This
makes use of verbal and written declarations and contracts that are legally binding. In the
construction industry, relationships between stakeholders are facilitated through contracts.
Regulation of such relationships is thus crucial when IoT technologies are involved. The
regulation of data management must be established based on the value of the information
and the level of access. The adoption of cloud-based services for construction faces a
bottleneck due to the lack of clarity regarding data ownership. Proper governance can
establish trust between stakeholders and inter-organizational solid relationships.

5.1.4. Security Practices and Policies

The use of security policies can potentially reduce the risk of abusing cloud-integrated
technologies in OSC. This can be achieved by passing well-formulated rules for adminis-
trators to stop and quarantine malware. Implementing a file allocation table (FAT) system
reduces the risk of malware breaches. A FAT system can identify malware breaches during
the execution of instances in advance. A credibility comparison is made between the
previously run instance and the current one. Any discrepancies are highlighted, and the
malware code is blocked [51].

5.1.5. Protected Collaboration in BIM—Cloud Integration

To achieve protected collaboration in an integrated cloud system, matters concerning
risk assessment are essential. Such initiatives give cognizance of the entire OSC value chain
and provide a firm selection of the most favorable infrastructure as a service (Iaas), software
as a service (SaaS), and platform as a service (PaaS) option that is relevant for a particular
project. The cloud provider’s claims based on technical and commercial factors must be
merged into the client’s policy formulation [51].

5.2. National Institute of Standards and Technology Framework

The enactment of this framework is under the United States-based Cybersecurity
Enhancement Act of 2014. Its focus is to provide good performance and cost-effective
tactics to aid cyber-physical system stakeholders [56]. This ensures the reliable operation of
critical infrastructure to minimize monetary and reputational risks.

The architecture of this framework is divided into three branches, namely: (1) The frame-
work core—The core’s key responsibility is to improve the communication of cybersecurity-
related activities and outputs amongst different organizational levels covering management to
implementation. (2) Tier implementation—the risks are assessed and managed based on the
organization’s code of conduct and workflow. (3) The framework profile—areas of improve-
ment are identified, and the mismatch between the current modus operandi and the expected
mode of operation is addressed [56]. An array of activities is defined to accomplish specific
cybersecurity targets. The core can be divided into the following action points: Identify,
Protect, Detect, and Respond.

Identify—The target is to bring an understanding of risk to a system that is vulnerable
to cybersecurity breaches. Understanding the business context, resource allocation, and
cybersecurity risks helps to focus and prioritize an organization’s efforts in management
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and strategies and operational needs. The expected outcome categories include: Asset
supervision; Business setting; Governance; Risk evaluation; and Risk management policy.

Protect—This branch aims to create and apply suitable safeguards to guarantee the
delivery of essential services and offers measures to support and mitigate the impacts of
a potential cyber breach. The expected outcome categories include: Identity supervision
and access management; Awareness and instruction; Information security; Data protection
processes and procedures; Maintenance; and Defensive Technology.

Detect—Cybersecurity incidences are identified based on the implemented strategies.
This allows for the timely discovery of security breaches. The expected outcome categories
include Irregularities and incidents; Security constant monitoring; and Detection procedures.

Respond—The action response and containment of a cyber threat are the primary ob-
jectives. The expected outcome categories include Response Scheduling; Communications;
Assessment; Mitigation; and Enhancements.

Recover—Appropriate activities are executed to restore any disrupted capabilities
and services because of a breach. The expected outcome categories include Recovery
planning; Improvements; and Communications. An overlap exists between the Response
and Recover operations, thus, making it challenging to implement these measures.

The successful implementation of this framework helps to identify the existing and tar-
get cybersecurity conditions of a system, thereby, paving access to improvement and trans-
parent communication between the stakeholders involved. This framework, as presented,
has some limitations in that its implementation is biased toward critical infrastructure
negating infrastructure, such as residential properties.

Furthermore, it lacks efficiency in cybersecurity risks in certain cyber-physical systems,
such as BIM and MITBIMP involved in combined design, planning, and construction. One
of the primary reasons for the sluggish adoption of IR4 in OSC is the lack of existing and
fitting cybersecurity solutions. This proves problematic for the NIST framework to be
implemented because its successful implementation is a preexisting system. Its primary
focus is to reduce and improve management, which might not fully meet the significant
concerns for OSC regarding identifying threats.

5.3. Security-Minded BIM in PAS 1192-5 and ISO 19650-5

The PAS 1192-5 framework was established in May 2015 and was later withdrawn and
replaced by the BN EN ISO 19650-5. However, it addressed the measures expected to form
and cultivate appropriate safety and security attitudes and work culture across different
stakeholders. This includes the need to observe and audit compliance. The approach
applied in this framework was generalized for the most built asset or portfolio assets where
data are created, stored, processed, and extracted in digital form. Its primary design was
intended to support the development of cyber-physical systems.

However, it lacked a detailed taxonomy that could be followed in its implementation.
The adoption of the ISO 19650-5 regarding security focuses on the secure management
of sensitive information that is acquired, generated, handled, and saved as part of, or
regarding, any other initiative, design, resource, product, or service. Its main components
are based on the Parkerian hexad [57,58], which operates under confidentiality, integrity,
availability, authenticity, possession, and utility.

This takes an extended form of the original CIA model [59]. The ISO 19650 series
is applicable throughout the entire project or enterprise’s lifespan and encourages the
adoption of data management technologies [60]. Furthermore, its relevance in the built
environment aims at how entities should guard their commercial data and intellectual
property. Compliance with other legislation and standards exists, and these include the
following (the list is not exhaustive):

1. Official Secrets Act 1989.
2. Computer Misuse Act 1990.
3. Data Protection Act 1998.
4. Environmental Information Regulation 2004.
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5. Freedom of Information Act 2000.
6. Government Security Classifications.

As such, the functioning of this system is restricted to basic security for digital systems
and typical information environments. In the case of OSC, which works on a combination
of cyber and physical systems, a more broadened approach is expected rather than a mere
access-based focus.

5.4. The Institute of Engineering Technology (IET) Code of Practice for Cybersecurity in the Built
Environment (Cop-CSBE)

The contents of this framework borrow from three pre-established security attributes,
namely, the CIA model [59], the extended Parkerian hexad [58], and the Boyes model [61,62],
including resilience and safety aspects. Under this framework, safety is defined as avoiding
injury and harm to individuals, the workspace, and the associated operating equipment.
An example related to this would be an intrusion into the removable dust system and
processing parameters of an additive manufacturing machine resulting in the development
of highly flammable material and overheating the equipment.

On the other hand, resilience improves a system’s ability to transform, renew, and
recover efficiently in the case of a cyber-attack. For an existing cyber-physical system, its
resilience can be measured by how long it can endure the malfunction of communications
and networking components before entire system failure [63]. This has been found to be
critical for complex infrastructure where failure in one section is required to be isolated
from the uncompromised zone.

To preserve data, cloud storage can be considered; however, if the attack simultane-
ously affects the connectivity of the infrastructure, very little can be done. The Cop-CSBE
fails to clearly define the attributes of the Parkerian hexad and CIA security models. Ele-
ments of this framework are given in Table 3.

Table 3. Elements of the Cop-BCSE framework [64].

Element Understanding of . . . Sample Questions

People Building system and human
interaction (cause to effect).

Who requires access to
system information?

Recognition
and understanding.

Training and needs of
participants involved in the
project lifecycle.

What levels of cybersecurity
needs are present?

Information and data. Used information and data in
the system.

What information and data
are required for proper
functioning of the system?

Electromagnetic spectrum. Communication channels
within and outside the system.

To what extent are
communications confined
within the system? Is remote
access a requirement?

Building systems. System location. Is third-party access required?

Infrastructure.
Utilities supply (energy,
telecommunication, water,
and piping).

What physical and electronic
infrastructure is used to
generate, retrieve, handle, and
store data, including network
communication components?

Environmental factors.
Social, political, and legal
factors relevant to the
building and its system.

Should the information be
analyzed, stored, and used
within a single domain, or can
it be accessed from
another domain?
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5.5. Core Cybersecurity Framework for Construction

Building on the limitations of the Cop-BCSE framework of overlapping definitions and
lack of full applicability in construction, Turk et al. [65] proposed the Core Cybersecurity,
which is system- and process-based. Systems are defined as mechanisms that run processes
that require security. A system aims to achieve a goal through the interconnectivity and
interaction of different elements [66,67]. Construction can be seen as a conglomeration
of different systems, and in the context of cybersecurity, every element of each system
requires protection.

Alternatively, construction can be described as a process with corresponding inputs,
outputs, controls, and resources. The resources manipulate the inputs to produce an output
with the control mechanism guiding the process. The process can be broken down into
subsequent processes, and securing every input, output, control, and resource is crucial
for cybersecurity.

Unlike the extended Parkerian security structure with eight attributes that define
cybersecurity as the presence of these attributes, the Core Cybersecurity framework is
defined by the absence of wrongs. This counter approach is consolidated into three wrongs:
stealing, lying, and harming [41]. Based on the extended Parkerian model, the attributes
compare as shown in Table 4.

Table 4. Attributes of the Core Cybersecurity framework for construction [65].

Extended Parkerian Attributes Core Cybersecurity Model

Utility, availability, resilience, and safety. Not harming.

Confidentiality and possession. Not stealing.

Integrity and authenticity. Not lying.

The absence of these wrongs is considered for data, material, human resources, and
systems, and they can be identified separately based on Tables 5–8.

Table 5. Forms of wrongs that can occur to elements [65].

Information Material People System Mechanism System Boundary

Stealing Theft of information
and assets.

Plain theft
(indirect concern
of cybersecurity).

Kidnapping
(indirect concern
of cybersecurity)

Plain theft. Altering of
system boundaries.

Lying
Fabricating or
misrepresenting
information.

Counterfeit and
defective products.

Falsification
of identity.

System claiming to be
the authentic one.
(Trojan horse)

System claiming to
be the authentic one.
(Trojan horse)

Harming Corrupted
information.

Physical damage to
hardware and
products
(indirect concern
of cybersecurity).

Hurting people
(indirect concern
of cybersecurity).

Altering the system by
code or physically so
that it malfunctions.

Creating loopholes
on the boundary, dis-
abling functionality.

The specifics of this framework involve the unique nature of the construction industry,
which often encompasses varied projects. In the case of OSC, the value chain is further
complicated and requires security protocols at each value chain stage. The authors [65] pre-
sented a framework unique to construction that minimized the overlaps between attributes.
Instead of labelled requirements, it presents the attributes as the absence of stealing, harm-
ing, and lying. This consolidates some of the overlapping attributes as presented in the
Parkerian model.
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Table 6. Vulnerabilities of construction data [65]. Reprinted/Adapted with permission from Reference [65].
Copyright 2021 Copyright Elsevier B.V.

Stealing Lying Harming

General construction
information
and databases.

Trespassing on
intellectual property.

Falsifying
information.

Withholding
information.

Design information
Stealing reusable
information and IP
for other projects.

Deliberately sharing
wrong information.

Destroying and
eliminating information.

Bidding and
costing information

Competitors
attempting to obtain
information on the
level of pricing.

Deliberately sharing
wrong information.

Destroying and
eliminating information.

Construction
information.

Accessing competitor
trade secrets.

Deliberately sharing
wrong information.

Destroying and
eliminating information.

Table 7. Wrongs towards stakeholders [65]. Reprinted/Adapted with permission from Reference [65].
Copyright 2021 Copyright Elsevier B.V.

Stealing Lying Harming

Authorities Abduction.
Identity theft.

Identity theft.
Falsifying identity. N/A

Knowledge
staff (technocrats)

Abduction.
Identity theft.

Identity theft.
Falsifying identity. N/A

Manual staff N/A Abduction.
Identity theft.

Physical harm during
interaction
with machinery.

Table 8. Wrongs that can happen to materials and resources [65]. Reprinted/Adapted with permission
from Reference [65]. Copyright 2021 Copyright Elsevier B.V.

Stealing Lying Harming Boundary Harming Mechanism

Legal person (operation,
company, institution).

Change of owner-
ship information.

Identity theft/
Falsifying identity.

Contravening
boundaries to access
insider information.

Disrupting
internal processes.

Project
virtual organization. N/A N/A

Contravening
boundaries to access
insider information.

Disrupting
internal processes.

System softwares. Pirating software. Malware software that
acts as a Trojan horse. Uncontrolled access.

Disruption of the
system by injection
of malware.

OSC & construction site. Stealing of
design models.

Altering sensor
data to give
misleading information.

Uncontrolled
site boundaries.

Operation of the value
chain is disturbed by
falsified information
(software and
hardware damage).

The traditional cybersecurity approach simply secures the external system to protect
the internal system. However, the implementation of IR4 technologies is greatly limited
because of the strong overlapping as shown in Figure 7. Different stakeholders are involved
in more than one project, and this model might not be best suited for the entire OSC
value chain.
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In assessing these frameworks, we find that all of them have similar principles that
seek to attain the same goal. However, implementing these frameworks requires strategic
management with digitalization and cybersecurity threats [9].

5.6. Management

As these technologies are adopted, there is an expected increase in research and
development (R & D) investments [9]. However, a gap still exists in adopting management
in IR4-enhanced construction. The gap is even wider for OSC, which trails behind the
parent construction sector. With frequent information sharing through the entire life cycle
of a construction project, information management tends to be a challenge that needs
to be addressed [68]. The management of building information also involves managing
legally important information that can be used in the event of disagreements and litigation
amongst the stakeholders.

It has been suggested that the lack of security and protection protocols for digital
property is one of the leading factors of poor management [69,70]. Surrounding these
are legal factors that involve the ownership and right to access information. Blockchain
technology is proposed to be a viable management tool. It works on the fundamental
principle of chained information copied on multiple devices. Once chained, this information
is secured and cannot be modified. Blockchain algorithms ensure that the copied data are
identical to avoid conflicts [71].

Digital signatures play a crucial role in tracking the use of data across an entire
network of users. Timestamps and author information can be monitored and provide an
efficient way of managing complex systems. From a financial perspective, the overall costs
of operating OSC operations can be minimized by using such algorithms to validate a
block’s proof of work [72]. The criterion for successfully using blockchain technology has
been proposed [71] as shown in Figure 8. Not all operations will benefit from the use of
blockchain. However, since complex overlaps exist between OSC stakeholders, they could
benefit from its implementation.
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Management via blockchain can be achieved in four ways [71], and these are detailed
as follows.

5.6.1. Chained and Extremely Decentralized

Building data are transferred into a blockchain algorithm and copied across the net-
work to the different participants. The files can be run from a plugin that monitors all
version files (Figure 9).
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5.6.2. Chained and Marginally Decentralized

Chained blockchains surpass the operating capacity of operating workstations because
of the ever-increasing volumes of data. Information is pulled from the blockchain and is
reserved locally when required to avert this problem. A minimum of one project partner
must host the blockchain for other partners to gain access.

5.6.3. Unchained

Data are not stored in the blockchain but traces and metadata are. Each stakeholder
can trace the data’s existence and is granted access to the files. The information can be
integrated into the cloud or a file management server. This can be extended to a BIM setting
that integrates a BIM server and the blockchain processor as shown in Figure 10.
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As much as blockchain is a viable management tool, it lacks several aspects. The
nature of blockchain technology requires a record of every transaction conducted by each
network member. This is a costly redundancy that only serves the purpose of transparency
and the elimination of intermediary roles [72]. In addition, the growth of a network causes
scaling issues as many stakeholders are involved. The computational requirements and
storage space are increased with network expansion. The issues of low performance and
scalability increase the average time between creating new transactions and adding them
to the existing blockchain [73].

Considering the issues of security, blockchain technology is reliant on the spending of
processing power on the verification of operations and proof of work. The system’s security
is dependent on the central individuals responsible for the payment for the processing
power. If many people are involved in managing the processing power of the blockchain
network, it opens the possibility of security breaches [74]. Another issue arising that can
make management difficult is privacy. Currently, blockchain solutions imply transaction
verification from all users’ block creation participation. This might not be well-suited
for OSC since most of the information is considered sensitive and should be privy to the
relevant personnel only [7,45].

6. The Future of OSC

Based on an analysis conducted by [26], the adoption of OSC is distributed mainly
among nine countries, with China being the leading country in adoption. Such a low
adoption of OSC is likely due to limited knowledge on implementing modular construction
efficiently. In most practices, it is believed that poor and untimely implementation will
result in the failure to achieve the projected targets [75].

An analysis is given in Table 9 with each country’s publication’s corresponding link
strengths as well as the number of citations of the papers. The most significant contribution
towards OSC implementation can be seen mainly in Asia with Mainland China having
the most substantial contribution as represented by the most extended link in Figure 11
corresponding to a link strength of 3766. A more detailed breakdown is given in Table 9.
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Table 9. Adoption of OSC initiatives based on the number of documents and citations in the top nine
countries. The numbers indicate the number of citations per country [26].

Country Documents Published Citations Average Citation Total Link Strength

Mainland China 47 623 13.3 3766

Canada 18 93 5.2 4.94

Hong Kong 17 487 28.6 2250

Australia 15 81 5.4 1494

USA 15 99 6.6 616

UK 10 60 6 698

Singapore 8 101 12.6 1211

Germany 7 18 2.6 203

Brazil 6 34 5.7 240
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From these linkages, we observed that Canada and Hong Kong ranked second and
third in terms of publications. However, Hong Kong has stronger links with other countries
that is second only to China. This could be attributed to its proximity to China [76]. The
future of OSC is dependent on the adoption of IR4 digital technologies. On the other hand,
Canada’s total link strength ranks it as number 7.

Based on a systematic review [26], about 13% of the publications discuss the imple-
mentation of digital technologies in the period between 2010 and 2020. Other than the
top three leading countries, the United States, the UK, and Singapore show an active
research influence on OSC, with BIM, IoT, RFID, and virtual reality being the most imple-
mented technologies. The application of these digitalization technologies is expected to
boost productivity.

However, the aspects of cybersecurity appear to not have efficient models adopted
to the current security needs. With the COVID-19 pandemic and political instability in
Europe, supply chains have been significantly disrupted [21]. This has spurred a rise in
the cost of infrastructure and a greater shortage of housing. More efficient and innovative
solutions have become a necessity, and unfortunately, traditional construction practices
have seen decreasing profit margins due to inefficiencies. The pandemic has brought a
new perspective regarding health and safety with physical distancing and a reduced work
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force. These measures are not sustainable under traditional construction practices where
everything is done onsite.

On the other hand, OSC factory and site settings can support such requirements
because of their ability to decongest the work environment. In addition, an estimated
50% reduction in work-related accidents was reported for OSC activity [77]. With OSC
comes improved productivity. An estimated 50% increase in productivity was reported for
OSC [78]. Traditional construction has only seen an estimated 1% growth over the past two
decades [79].

This has made traditional construction projects unpredictable due to uncertain time-
lines and costs. Standardized production has proven beneficial in the manufacturing sector
because it enables a precise supply of materials reducing wastage, which is not the case in
traditional construction practices. Despite the sustainable efforts to reduce wastage in tra-
ditional construction practices, an estimated 600 million tonnes of waste were generated in
2018 [80]. Such ongoing traditional practices will cease to be sustainable in the near future.

The future of OSC is indeed promising; however, as highlighted in this work, the
vulnerabilities that these innovations face are worth considering. The political instabilities
in Europe have changed how cyber threats are perceived because of increased cyber
incidences [81]. A more proactive stance is required to protect data and infrastructure.
Awareness has its limits, and the practical implementation of cybersecurity frameworks
is paramount.

7. Conclusions

In this review, we presented the cyber vulnerabilities of adopting IR4 technologies
in off-site construction. The reviewed literature noted that the OSC has experienced a
sluggish adoption of IR4 due to increased costs, limited knowledge, and cybersecurity
issues [5,6,25,26]. Cybersecurity was presented as one of the most crucial components that
has received little or no attention in OSC based on the limited publications. For this purpose,
this study was formulated to evaluate the malware risks associated with the digitalization of
the OSC value chain and to perform an analysis on the existing cybersecurity frameworks.

In addition to the preliminary review of the cybersecurity vulnerabilities, threats, and
risks of the OSC, this review can be used as a guide for presenting cybersecurity manage-
ment in the complex OSC value chain, which encompasses IoT-based manufacturing and
construction. After introducing the history of computer malware, we conducted a step-by-
step analysis of the OSC value chain. We proposed that more emphasis is required at every
stage of the construction and during the entire project life cycle process. A description of
how an attack can be staged on an additive manufacturing OSC project was given.

The CIA framework was identified in the literature to be the most basic cybersecurity
framework from which other frameworks branch, and it operates under confidentiality,
integrity, and availability. Adding the modifications of utility, possession, and authenticity
attributes establishes the Parkerian hexad. Further Boyes modifications resulted in the
extended Parkerian hexad. These three cybersecurity models do not provide specifics to
OSC, and, as modifications are made, they tend to take an incomprehensible complex form.

Moreover, the attributes they represent have substantial overlap with one another.
For example, the definition of resilience in the extended Parkerian specifies how a system
can endure the malfunction of communications and networking components before entire
system failure [63], which has a similar meaning to the confidentiality attribute in the
CIA model.

The NIST framework provides more simplified and distinct attributes but has exten-
sively generic strategies. This approach is integrated with the ISO 19650-5 framework and
has been applied in construction more effectively due to its simplified approach. Turk
et al. [57] argued that frameworks should not be classified as wrong or right but as whether
they are helpful or not. In principle, frameworks present what is expected for a secure cy-
bersecurity system, and modifications are made as the scope and definition of expectations
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expand. From the survey literature, there is no cybersecurity framework that has been
tailored for the OSC industry.

We proposed the importance of adapted management, which incorporates blockchain
technology despite limited attempts of its implementation in the construction industry.
Blockchain technology was identified as a potentially secure way to ensure software and
hardware security. The analysis conducted in this paper has made it clear that cybersecurity
is more than simply a technical term.

The growth of the OSC industry depends on the development of competent and
specific cybersecurity frameworks and management tools that meet the OSC sector’s
unique needs. We highlighted the significant risks and the currently available solutions
that need to be improved to boost the growth of OSC. We recommend the development of
an OSC-suited cybersecurity framework.
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