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Abstract: With the development of 5G, the number of IoT (Internet of Things) devices connected to
the Internet will grow explosively. However, due to the vulnerability of the devices, attackers can
launch attacks on the vulnerable IoT devices, causing great impact on the security of the network
environment. Fine-grained identification of IoT devices can help network administrators set up
appropriate security policies based on the functionality and heterogeneity of the devices, while
enabling timely updates and upgrades for devices with security vulnerabilities or the isolation of
these dangerous devices. However, most of the existing IoT device identification methods rely on a
priori knowledge or expert experience in selecting features, which cannot weigh the identification
performance and labor cost. In this paper, we design a fine-grained identification method for IoT
devices based on causal inference, which automatically extracts key features in the protocol fields
of device communication from the perspective of causality and then classifies key features using a
Stacking integrated learning method to achieve high-precision and fine-grained device identification.
Through experimental verification, the proposed method achieves 96.3% and 97.7% device model
identification accuracy under HTTP/TCP and SSH/TCP protocol clusters.

Keywords: Internet of Things; device identification; causal inference; multi-protocol probe

1. Introduction

Many IoT devices are inherently vulnerable, and attackers use the vulnerable devices
to access the target network and lurk for the opportunity to launch attacks, thus leading to
serious security threats to the target network [1]. IoT device identification technology can
help administrators to set up corresponding security policies according to the functionality
and heterogeneity of devices, and at the same time, they can update and upgrade the
devices with security vulnerabilities or isolate these dangerous devices in time.

The existing IoT device identification technology mainly uses the protocols supported
by devices to obtain the communication messages between devices in the network by
proactive or passive methods and then analyzes the content features of the messages us-
ing statistical or machine learning methods to realize the identification of devices. The
passive device identification method needs to obtain communication traffic between net-
work nodes for analysis; however, in the IoT environment, it is difficult to deploy traffic
detection software to each network node, and it is not easy to obtain communication traffic
between devices.

The proactive device identification method involves sending request data to devices,
obtaining a response, and judging the device type according to the content of the returned
response message. The existing proactive identification methods are mainly classified
into two categories: the first category is the identification method based on the banner in
the response message. The message content of the application layer protocol for device
communication usually contains device identity information, including the device type,
manufacturer, and specific model [2]. The well-known Shodan search engine [3] belongs
to this type of method, which identifies devices by monitoring the banner information
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generated by various device ports in the application layer protocols, with high identifica-
tion accuracy but low recall. The second category is fingerprint-based device identification
methods. The Nmap [4] is widely used by network security researchers for device iden-
tification and system detection. At the beginning of the identification process, 15 sets of
probe messages are sent to devices, and the device type is identified by constructing a
device fingerprint based on the content features of the returned messages from the TCP/IP
protocol. The identification accuracy of the operating system of the device and the device
type is fair, but the time consumption of the detection and identification is too large, and the
identification accuracy decreases significantly with the increase in the brands and models
of IoT devices.

Most of the existing IoT device identification methods rely on a priori knowledge
or expert experience in selecting features, which cannot trade-off the identification per-
formance and labor cost. In this paper, we propose an IoT device identification method
based on causal inference, which actively establishes a connection with devices and sends
a request message for the cross-layer protocol and then obtains a cross-layer response
message. The constraint-based causal inference method is used to discover the causal
relationship between protocol fields and identification capability, and the key features with
a direct causal relationship with device identification are automatically extracted from the
causality point of view, and the devices are classified based on the key features, so as to
achieve high-precision and fine-grained IoT device identification.

The main contributions of this paper are summarized as follows:

e An JoT device identification method for cross-layer protocol feature fingerprinting
is proposed. The key features are automatically extracted using a causal inference
method, which better trades off identification accuracy and labor cost.

e  The Stacking method is used to reduce the model variance and is experimentally
demonstrated to achieve 96.3% and 97.7% identification accuracy under HTTP /TCP
and SSH/TCP protocol clusters, respectively.

The remainder of the article is organized as follows: Section 2 presents the work related
to device identification as well as causal inference. Section 3 introduces the framework of
the device identification method proposed in this paper. Section 4 describes the collection
of data and the data pre-processing methods designed in this paper. Section 5 describes
the method of selecting key features of devices and the design of the device classifier in
this paper. Section 6 shows the experimental evaluation. Section 7 concludes the work in
this paper.

2. Related Work

The related work will be discussed separately in terms of causal reasoning and device
identification.

2.1. Causal Inference

Researchers have proposed many kinds of causal inference algorithms, which can be
divided into two categories: constraint-based methods and scoring-based methods. Spirtes
and Clark proposed the PC algorithm [5] and the Fast Causal Inference (FCI) algorithm [6],
which are constraint-based causal methods. Constraint-based methods are mainly used
for causal inference on data under causal Markov assumptions and fidelity assumptions.
Both the PC algorithm and FCI algorithm are based on conditional independent tests,
where the data are transformed into a complete undirected graph followed by censored
undirected graph edges, and finally, the causal direction is determined. The PC algorithm
assumes that there are no latent variables available, and the FCI algorithm can also perform
causal learning on potential confounders. Scoring-based methods use a scoring function
to evaluate the goodness of a causal network and find a causal network structure that fits
the data best according to the observed data. Typical search algorithms include the GES
algorithm [7], HC algorithm [8], etc. In addition, the design of scoring methods is also
crucial, and typical scoring includes the AIC criterion [9], MDL criterion [10], etc. The
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computation time of scoring-based causal inference algorithms is greatly affected by the
dimensionality of the data and the amount of data, and its causal inference performance
decreases when the number of data dimensions is high.

2.2. Device Identification

Researchers in cyberspace security have carried out research work related to device
identification and have achieved a series of research results. The current IoT device iden-
tification methods can be broadly divided into two categories: passive identification and
proactive identification.

Passive identification: Passive identification mainly focuses on the analysis of traffic
characteristics during the normal operation of the device, through which the heterogeneity
of the device is reflected, and thus, the device information is identified. The traffic char-
acteristics of devices mainly contain behavioral characteristics of communication traffic
as well as the usage of communication protocols and protocol header information, etc.
Miettinen et al. [11] focus on device type identification in small networks and reduce
the computational overhead of identification. Thangavelu et al. [12], on the other hand,
generated the mean variance of protocols such as DNS, TLS, HTTP, etc., through statistical
analysis. Marchal et. al [13] listened to the communication behavior of the device, extracted
features from it, and combined it with machine learning methods to identify the device.
Aneja et al. [14] used a passive identification method to generate device fingerprints, which
selected the message reach interval as a feature to generate the inter-arrival time (IAT)
graph as a device fingerprint, and the identification accuracy was only 86.7%. The clas-
sification model based on traffic features is fast and accurate, but due to the complexity
of IoT device categories, the cost of manually collecting and calibrating traffic features is
high, and sufficient training data are not available. For similar devices, it is difficult to
distinguish their traffic behavioral features, and usually, the granularity of such devices
can only reach the device-type level, and fine-grained information such as device model
and firmware version is difficult to identify.

Proactive identification: Banner-based device identification is a well-established proac-
tive identification method. The banner-based identification method uses techniques such
as regular matching and natural language processing to extract fields such as type, brand,
and model directly from the collected text data. ARE [15] uses the Google search engine
to expand text information and automatically generate text rules to label and identify IoT
devices. IotTracker [16], on the other hand, integrates the DOM tree structure features of
device landing page and unstructured text features of FTP ports and achieves different
types of device identification by matching text feature libraries. The banner-based iden-
tification method can directly and explicitly give the brand and model of the device, but
there are also some disadvantages: the banner features are textual information, which has a
larger storage overhead compared with numerical features; the identification process relies
heavily on the explicit brand and model fields in the banner information, and when the ex-
plicit brand and model information does not exist in the banner, the accurate identification
cannot be completed; a large text feature comparison library needs to be built, and each
time, it is necessary to establish a large text feature comparison library, and each time a
device is identified, the entire feature comparison library needs to be traversed, which has
a large time overhead. Because banners are added to the descriptions at the manufacturer’s
discretion, their identification capability and identification applicability are very limited,
but because of the simplicity of their acquisition, the more popular IoT device identification
engines, such as Shodan [3], Censys [17], and Zoomeye [18], now use this technique.

Prior to this paper, there were also methods using multilayer network protocols for
device identification [19], but their methods only considered correlation between fields and
ignored causality, which led to the selection of redundant features for device identification.
To solve these problems, this paper needs to find an IoT device identification method that
can take into account time, labor cost, and feature selection causality.
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3. Framework for IoT Device Identification

In this paper, we design a fine-grained device identification method based on causal

inference, which can be divided into three stages:

1.

Data collection. Firstly, based on the normal workflow of IoT devices, the packet
sender is used to construct different transport layer and application layer protocol
request data messages to send to the target device, and the target device receives the
request and returns the transport layer and application layer response messages, and
this paper uses the traffic listener to capture these communication messages.

Data preprocessing and feature selection. Data preprocessing is performed on the
collected transport and application layer fields, and the normalization method is used
to preprocess for numeric fields, and for text-based fields, the text features are first
embedded into n-dimensional vectors using the Doc2Vec [20] method, followed by
normalization. After obtaining the normalized data for the causal network between
each field, the device identification target is obtained using the PC causal inference
algorithm [5], and then, the key features that directly affect the device identification
target (device type, device model) are obtained from the causal network.

Device identification. The key features of the devices are classified to achieve device
identification. In this paper, a two-layer Stacking [21] approach is used to combine
multiple classifiers in order to reduce the variance of the model and improve the
overall identification performance.

Figure 1 illustrates the framework of the causal inference-based approach for IoT

device identification.

Data collection

Multi-protocol probe packets
»

g ~

Response packets

W

Feature selection

All fields data Causal networks Key features

Server @
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Figure 1. Framework for device identification.

4. Data Acquisition

In the network communication of IoT devices, the values of certain fields in the

communication protocol can differ greatly between different devices. Among the seven-
layer OSI network architecture, the messages of the transport and application layers are the
most informative and closely related to the device attributes. In this paper, we choose to use
the telegrams of the transport and application layers of IoT devices for device identification.
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4.1. Selection of Protocols

For transport layer protocols, most of the IoT devices use two kinds of transport layer
protocols, TCP and UDP. The header structure of UDP is relatively simple compared to the
header structure of TCP, which carries more rich device characteristics and is conducive to
device identification. In this paper, we choose TCP as the transport layer protocol.

The fields of the application layer protocol contain specific device information, so it
can play an important role in device identification. In this paper, some application layer
protocol contents can be used as features for device identification. In order to reduce
the time consumption and network overhead as much as possible without reducing the
identification accuracy and precision, the application layer protocol selected in this paper
needs to meet two conditions: (1) In order to cover more IoT devices, the protocol should
have a high usage rate among IoT devices. (2) The protocol should have rich fields and
be distinguishable among different devices. In this paper, we counted the protocols used
by IoT devices for network communication and found that the more common application
layer protocols are HTTP, FTP, SSH, Telnet, UPnP, and so on. For the UPnP protocol,
a certain number of IoT devices support this protocol, but UPnP needs to be opened
manually and has some security risks, especially in some network environments with
high security requirements, which leads to some restrictions on its practical application.
Although the FIP and Telnet protocols also have a high usage rate in IoT devices, they
are relatively simple, their communication messages contain fewer fields, and the fields
are not well differentiated. If they are used for device identification, the feature space
will be insufficient, so that the identification granularity of the device model level cannot
be achieved. The HTTP and SSH protocols satisfy the two protocol selection conditions
proposed in this paper, so HTTP and SSH are the two application layer protocols chosen
for IoT device identification.

4.2. Rules for Data Acquisition

In order to collect as much device-related data as possible in a short period of time, for
each device, this paper sends an application layer request packet to the device to be tested
on the basis of establishing a TCP connection once, so as to obtain response packets from
the device.

The TCP packets sent by the IoT device during the establishment and disconnection
phases of the TCP connection have greater value. Figure 2 shows the process of establishing
and disconnecting the TCP connection between the host and the IoT device, and this paper
collects the SYNACK packets sent by the IoT device during the establishment phase and
the FINACK and FIN packets sent by the device during the disconnection phase.

L I
=

SYN

SYNACK

FIN
FINACK

N —

FiNAck

Figure 2. Acquisition of TCP packets.
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After a TCP connection is successfully established with the IoT device, request packets
for the application layer protocol are sent to the IoT device, and the application layer
responses from the IoT device are collected. For the HTTP protocol, only one application
layer response packet needs to be collected to collect all the field data, while the SSH
protocol needs to collect the Request Reply packet, Key Exchange Init packet, and Key
Exchange Reply packet to collect all the fields needed in this paper. The collection process
is shown in Figure 3.

my -
@i -~ FR = =

=

Establish TCP connection

Establish TCP connection —

HTTP Re, uest

Close TCP connection

Close TCP connection
(a) (b)

Figure 3. Acquisition of application layer packets. (a) HTTP protocol; (b) SSH protocol.

In the process of establishing TCP connections, performing application layer inter-
actions, and disconnecting TCP connections, a total of three TCP packets as well as one
application layer packet are collected in this paper for an HTTP/TCP IoT device, and three
TCP packets as well as three application layer packets are collected in this paper for an
SSH/TCP device.

4.3. Data Preprocessing

The fields of the transport layer protocols are all numeric, and this paper normalizes
the numeric fields using the following normalization method:

o X~ g 1)
Xmax — X¥min

When normalizing a field value, x’ is the final normalization result for a device, Xavg 18
the average value of such fields, x,,;, is the minimum value in the set of such field values,
and X,y is the maximum value in the set of such fields.

Most of the field features of application layer protocols are text-based, and in order to
unify the data form and facilitate further work, this paper designs a method to transform
textual data into numerical data: first, removing useless symbolic information in the text
such as “.”, “-” and other useless symbolic information, followed by embedding the text
features into n-dimensional vectors using the Doc2Vec [22] tool, and finally, normalizing
them. The fields of the transport and application layer protocols are combined to form the
initial set of fields for the device.
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5. Feature Extraction and Device Identification
5.1. Method for Feature Selection

After collecting the initial set of fields of IoT devices, this paper needs to select the
device features from them for device identification. Traditional feature selection methods
can be divided into two categories: manual feature selection methods based on domain-
specific expertise and general feature selection methods based on data statistics. The
former requires researchers to understand in detail the role of each alternative field for
each protocol and also requires extensive experiments to verify the validity of the selected
fields, which is very costly when applied to IoT devices with multiple different protocols.
The latter approach selects features from a statistical perspective based on conditions
such as variance and information entropy of the data and can be applied to different
specialized fields. However, the statistical-based feature selection method only finds
correlations between fields without considering causality, and it is easy to select redundant
features that are only associated with identification targets without causality, thus affecting
classification performance.

The causal inference method can automatically discover causal relationships among
fields in the data, not just correlations, to construct a complete causal network. In this
paper, we use the method of causal inference to find out the causal direction of each field in
the initial field set with the device identification result in the normalized data to construct a
complete causal network and then select the fields in the causal network that have a direct
causal relationship with the identification result as the device key features.

The experimental data in this paper include the communication protocol fields of IoT
devices across layers, which have the characteristics of high-dimensional data, and the
PC algorithm [11] has good performance in high-dimensional data, so this paper chooses
to use the PC algorithm for causal inference. Figure 4 shows the causal feature selection
method designed in this paper.

All fields Causal networks Identification target

Server . -
Causal inference @)

RTT

Key features

Figure 4. Method for feature selection.

5.2. Device Identification

In this paper, the key features selected by the causal feature selection method are
classified to achieve device identification. In the experiments, this paper finds that different
machine learning classifiers have large performance disparities in classification for different
devices. For example, the accuracy of a DT classifier for S7-1500 PLC and DCS-2121 router is
only 82.4% and 79.3%, respectively, while the accuracy for most other devices identification
is around 90%, i.e., the model variance of individual classification models is large.

In order to reduce the model variance to improve the overall identification accuracy
as well as the accuracy, this paper uses the Stacking [21] integrated classifier. The Stacking
method is a hierarchical model integration framework, which is generally divided into two
layers: the first layer is a number of primary models, called L1-Learners, trained with the
training set; the second layer is a high-level model, which is trained with L1-Learners for
the test set and the output values of the data as the output values for the high-level model,
called the L2-Learner. To avoid overfitting, the L2-Learner needs to use simpler classifiers
and different data for the two layers in one training. As shown in Figure 5, the L1-Learners
of the Stacking classifier in this paper consist of six distinct classifiers, including a support
vector machine (SVM) [23], decision tree classifier (DT) [24], k-nearest neighbor (k-NN) [25],
linear discriminant classifier (LDA) [26], plain Bayesian classifier [22], and one-dimensional
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convolutional neural network [27]. The L2-Learner of the Stacking classifier uses Logistic
Regression [28].

Device
Type/Model

1

[ Concat l
 t § f f %

L1 Learner;[ SVM I [ DT I [ KNN I [ LDA l [ NB I [ CNN l
T F t f 7

Input Features

Figure 5. Stacking classification model.

6. Experiments and Evaluation

In this section, we will evaluate the multi-protocol device identification method based
on the causal feature selection method proposed in this paper through experiments. By
calling the Censys API, we obtained 15,000 IoT devices with their IP addresses, involving
3 device types (wWebcam, printer, and router) and 25 device models. In this paper, we will use
these data for experimental evaluation and comparison with existing device identification
methods to validate the identification capability of the proposed method in this paper.

6.1. Evaluation of Feature Selection

In this paper, data collection was performed for all experimental devices, and after
data pre-processing using the PC algorithm [11], the causal network between each field
and the device identification target (device type, device model) under the HTTP/TCP
cluster and SSH/TCP protocol cluster is shown in Figure 6, where the blue dots indicate
the device identification target (type and model), the orange dots indicate the fields with a
direct causal relationship with the device model, the light blue dots indicate the fields with
direct causal relationship with the device type, the green dots indicate the fields with causal
relationship with both the device type and the device model, and the gray dots indicate the
fields without a direct causal relationship with the device identification target.

f_option_len s win scale

win_scale_shift

Model content-type adding len
Wt-lengm —> _win_scale_| ¢ .

f_option_len kex

f_len

version /s option_len

A

Type

algorithms

f_hdr_ten f_hdr_len key exchange Encryption padding string compression
rto cache-control s_mss server algorithms algorithms
(a) (b)

Figure 6. Causal network of communication protocol fields for IoT devices. (a) HTTP protocol;
(b) SSH protocol.
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The causal network obtained from the experiments in this paper is largely consistent
with the a priori knowledge of IoT devices as well as communication protocols in this paper.
For example, MSS (Maximum Segment Size) is an option defined by the TCP protocol for
the maximum length of data that each message segment can carry when the sender and
receiver negotiate communication during TCP connection establishment. Option_len is the
length of the option part of the TCP message, and these two fields will directly affect the
length of the TCP message, so the causal network RTT (Round Trip Time) is the difference
between the time when the data are sent and the time when the acknowledgement is
received. Although the RTT algorithm may be different for different devices, RTT is more
affected by network fluctuations, geographical location, and other objective conditions.
Therefore, the RTT field has no effect on the device identification. RTO (Retransmission
Time-Out) is the waiting time for TCP retransmission; if no ACK is received within the
RTO time, the previous TCP message will be retransmitted; this field is calculated from the
RTT. Reflected in the causal network, there is an edge where the RTT points to the RTO,
neither of which has a causal relationship with the device identification target.

In this paper, the fields with a direct causal relationship with the device identification
target are obtained from the causal network as the key features for device identification.
Table 1 shows the key features of both device type and device model granularity selected
in this paper for HTTP/TCP and SSH/TCP protocol clusters.

Table 1. Key features of device identification.

Identification Target HTTP/TCP Features SSH/TCP Features
server version
cache-control padding string
. key exchange code
Device Type f_hdr_len - .
S mss encryptlor} algorithms
s op;ion len f_option_len
- - s_option_len
F_len .
f_option_len foption_len
 s_mss S-mss
s_sack_len s_sack_perm
s win scale s_win_scale_len
Device Model s_win_scale_shift paddl.ng length
padding string

server
cache-control
content-type
content-length
www-authenticate

key exchange code
kex algorithms
encryption algorithms
compression algorithms

In order to evaluate the effectiveness of the features selected by the feature selection
method in this paper, the features selected by the causal feature selection method are
compared with the traditional statistical-based feature selection algorithms Percentile [29],
FWE [30], RFE [31], variance threshold [32], and Chi2 [33] and manually selected fea-
tures [19]. The features selected under HTTP/TCP protocols were used in comparison
experiments using the same classifier and training methods. The features selected by each
method are shown in Table 2.

Figure 7a shows the ROC curves of the seven feature selection methods for device
type identification, and Figure 7b shows the ROC curves for device model identification.
From the ROC curves of the seven feature selection methods, it can be judged that all seven
methods achieve excellent classification performance in recognizing device types. Since
other feature selection strategies can only select based on the correlation between fields,
while the feature selection method proposed in this paper performs feature selection from
the perspective of causality, which can avoid selecting redundant features compared with
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the correlation-based feature selection, the method in this paper is significantly better in
identifying finer-grained equipment models.

Table 2. Features selected by different methods.

Methods Features

Percentile server, www-authenticate, contenttype, s_mss, f_len, s_rtt, s_len, f_nop
FWE server, www-authenticate, contentlength, cache-control, s_len, f_len, f_rtt, s_nop
RFE www-authenticate, content-type, s_win_scale_len, s_rtt, s_len, f_nop, f_len, s_option_len

Variance threshold

Chi2

Manual selection

www-authenticate, content-type, s_win_scale_len, s_rtt, s_len, f nop, f_len, s_option_len
server, content-length, www-authenticate, cache-control, s_mss, s_len, f_hdr_len, f nop
server, contenttype, contentlength, cache-control, ave-segment, ave-win

0.6

0.4 1

True Positive Rate

0.2 4

0.8 q

e
o
L

—— Percentile

FWE
—— RFE
—— Variance threshold
— Chi2 0.2 4
—— Manual selection
—— Causal method

—— Percentile
FWE

—— RFE

—— Variance threshold

—— Chi2

—— Manual selection

—— Causal method

True Positive Rate
o
S
L

0.0
0.0

T
0.2

T T T T T T T
0.4 0.6 0.8 1.0 0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate False Positive Rate

(a) (b)

Figure 7. ROC comparison of feature selection methods. (a) Device Type Identification ROC; (b) De-
vice Model Identification ROC.

To further quantitatively evaluate the effectiveness of the feature selection method in
this paper, the selected features are evaluated using consistency and variance quantifica-
tion methods.

The consistency of a feature is the stability of a feature among similar devices, and this
paper uses information entropy to measure the consistency of a field:

H(Y)=-Y", pilog, p; )

C=_3.  HY) ®)

Y represents the value of a field in the same kind of equipment, including {v1, y2, ... Ym },
the number of samples of such equipment is 1, and the percentage of the value y; is p;. If
the distribution of the elements of the set Y is more concentrated, the information entropy
is smaller; if the distribution of the value of this field is more disordered, the information
entropy is larger. After obtaining the information entropy of all the n devices in this
field, the information entropy of the n devices in this field is averaged, the final result
C represents the discrete situation of this field, and the consistency of the field is better
when the value of C is smaller.

Differentiation is the degree to which a feature can be distinguished between different
devices. It represents the ability of a feature to distinguish between different devices. In this
paper, we use the optimized Euclidean distance to represent the differentiation of this field:

First, we calculate the proportion of samples with the same value in a field among
different devices among all samples. W = ey ... denotes the number of samples with

Xall
the same value in a field as different devices, and x,;; denotes the number of all samples.
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The normalized Euclidean distance D of all devices in this field is then calculated. x; and y;
are the values taken by any two different devices in a given field.

D =

NgE

Povi @
1

In order to reduce the impact of data randomness, if the more repeated points this
field detects, the higher the case of different devices appearing with the same value, the
actual distance calculated between different devices should be smaller, so this paper uses
1 — W (non-overlapping ratio) and the Euclidean distance D multiplied to obtain the
quantitative index of field discrepancy Div; the larger the Div value, the better the field
discrepancy.

(1-W) Lk, D
— )

In this paper, the consistency quantification C and the difference quantification Div of
all fields in the initial field set are derived, as shown in Figure 8, with the horizontal axis
denoting Div and the vertical axis denoting C. The dark blue dots are the unselected fields,
the brown points are the features common to the identified device types and device models,
the yellow dots are the features for the identified device types, and the light blue dots are
the features for the identified device models. It can be seen that the selection of features
in identifying device types will be more inclined to demonstrate good consistency to find
similarities between similar devices; in identifying fine-grained targets such as device
models, it will be more inclined to feature differences to distinguish different devices; and
features common to identifying device types and device models have good performance in
both consistency and difference dimensions at the same time.

Div =

= = ~
o w (=]
| | L

Consistency(C)

(L]
L

. ¢ 175 4 . *
1501 »
S—'12.5
> .
=
b5y 10.0 .‘
@ o o
. ‘tA 751 .
5 .
. U 5.0 1 °
. L ]
L] 2.54 . .
-
L]

T T T T T 0.0 T T T T T T
0.0 0.1 0.2 0.3 0.4 0.0 0.1 0.2 0.3 0.4 0.5
Diversity(Div) Diversity(Div)

(a) (b)

Figure 8. Consistency and discrepancy of fields. (a) HTTP/TCP protocol; (b) SSH/TCP protocol.

6.2. Classification Performance Evaluation

To reduce the variance of the model, this paper uses a two-layer Stacking classifier
to classify the selected features to achieve device identification. In order to demonstrate
the effect of the Stacking classifier, this paper uses Stacking and 6 other classifiers to
classify 15,000 devices at 2 granularities of device type and device model. In order to avoid
overfitting, one training of the two layers should use data that do not contain each other.
An intuitive approach is to divide the training data into two mutually exclusive parts, A
and B, and use A to train L1-Learners, and then train the L2-Learner with the output of
the L1-Learners on B. Although this approach avoids the same data being used by two
layers of Learner in one training, the number of training samples in each layer is only
half of the total sample size, and insufficient samples may easily lead to overfitting. The
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approach in this paper is similar to 10-fold cross-validation. The data set is divided into
10 mutually exclusive subsets of similar size, and 10 models are trained for each L1-Learner.
The outputs of the 10 models on their respective verification sets (1/10 of the data not
involved in the training) are combined to form the input of the next layer with the same
number of original samples, which ensures the number of training samples and avoids
using the same data for both layers in one training.

Figure 9 shows the results of classifying device models using the Stacking method
with six distinct classifiers in this paper. The x-axis indicates 25 different device models,
and the y-axis indicates the accuracy of the classifier for that model. Figure 10 shows
the accuracy, recall, and inter-class accuracy variance of different classifiers. From the
perspective of accuracy and recall, SVM, DT, CNN, and Stacking classifiers all achieved
significant device identification performance. However, from the perspective of variance
and the identification accuracy of each device model in Figure 9, the accuracy of SVM,
DT, and CNN fluctuates widely among different device models with large variance, and
the identification stability of these models has a large gap compared to the Stacking
model. The inter-class performance of Stacking is more stable, and it can be concluded that
the Stacking method significantly reduces the variance of the model and achieves better
classification performance.
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Figure 9. Accuracy of each classifier for each device model.

1.0 0.010
BN Accuracy
Recall
B Variance
0.8 r 0.008
—_
<
8
0.6 4 F0.006 ©
5 :
> <
15 o=
o =
— (1
S 04 b 0.004 >
Q
Q
<
024 r 0.002

0.0~

= 0.000

SVM DT KNN LDA NB CNN Stacking

Figure 10. Accuracy, recall, and variance of each classifier.

6.3. Comparison with Existing Methods

In this section, we will compare our method with existing proactive identification
methods. In addition to accuracy and recall, the compared items also include time con-
sumption. The time consumption of the device identification process is another important
indicator of the performance of an identification method. In order to verify the timeliness
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and accuracy of the multi-protocol device identification method based on the causal feature
selection method proposed in this paper, the identification accuracy, recall, and average
time consumption of 15,000 devices are counted and compared with the manual feature
selection [19], banner-based method [15], and Nmap [4]. Figure 11 shows the comparison
of accuracy and time consumption of each method. The X-axis shows each identification
method, the blue and yellow bars indicate the identification accuracy and recall rate, re-
spectively, corresponding to the left Y-axis, and the red bars indicate the time consumption
of that method, corresponding to the right Y-axis. Table 3 shows the specific numbers for
each method of comparison. From the time efficiency dimension, Nmap needs to send
the largest number of messages and consumes the longest time, and the banner-based
method needs to send more detection messages than both the manual feature extraction
method and the method in this paper, so it also takes a longer time. From the perspective
of accuracy and recall, the recall rate is low because the banner-based method is more
dependent on the device vendor’s settings and cannot identify when the device banner
does not have key information. Due to the use of the Stacking model, the method in this
paper requires more models to be trained, but all L1-Learners of the Stacking model can
be trained in parallel, so the time consumption in this paper is not too different from the
method in the literature [19], and since this paper selects features from the perspective of
causality rather than just correlation, the Stacking method is used. The variance of the
classification model in this paper is smaller, and the identification performance is higher.
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e Time
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Figure 11. Accuracy, recall, and time comparison with existing methods.

Table 3. Accuracy, recall, and time comparison with existing methods.

Methods Accuracy Recall Time (s)
Manual 93.1% 77.2% 4.24
Nmap 80.3% 62.9% 36.31
Banner 88.9% 42.1% 11.95
Our method 96.3% 95.4% 4.36

7. Conclusions

In this paper, we designed an IoT device identification method based on causal in-
ference, which automatically extracted key features in different protocol fields from the
causality perspective using the causal inference approach and achieved high-precision
and fine-grained device identification. The experimental results showed that the method
proposed in this paper achieved 96.3% accuracy under HTTP/TCP protocol cluster and
97.7% accuracy under SSH/TCP protocol cluster. However, the shortcoming of the pro-
posed method is that the impact of the strength of causality on identification results is not
considered in the selection of features and identification of devices. To further enhance
the performance of IoT device identification, we should research a device identification
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method that can take into account the strength of causal relationships in causal networks,
i.e., the weights of the edges in causal networks.
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