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Abstract: Server-less computing is a novel cloud-based paradigm that is gaining popularity today
for running widely distributed applications. When it comes to server-less computing, features are
available via subscription. Server-less computing is advantageous to developers since it lets them
install and run programs without worrying about the underlying architecture. A common choice for
code deployment these days, server-less design is preferred because of its independence, affordability,
and simplicity. The healthcare industry is one excellent setting in which server-less computing can
shine. In the existing literature, we can see that fewer studies have been put forward or explored in
the area of server-less computing with respect to smart healthcare systems. A cloud infrastructure
can help deliver services to both users and healthcare providers. The main aim of our research is
to cover various topics on the implementation of server-less computing in the current healthcare
sector. We have carried out our studies, which are adopted in the healthcare domain and reported
on an in-depth analysis in this article. We have listed various issues and challenges, and various
recommendations to adopt server-less computing in the healthcare sector.

Keywords: server-less computing; FaaS; smart-health; healthcare systems

1. Introduction

Cloud computing has emerged as a very successful technology in the era of digitized
services on the Internet in the past ten years. A handful of popular emerging public cloud
computing providers includes Amazon Web Services (AWS) [1], Google Cloud [2], Mi-
crosoft Azure [3], IBM Cloud [4], etc. Some of the cloud management enterprises that allow
the administrators to create state-of-the-art cloud infrastructure are Open-Stack [5], Open
Nebula [6], Server-space, etc. Although it is well-liked and the foundation of many appli-
cations, it is linked to many kinds of problems and confronts a wide range of difficulties.
A specific cloud solution that was just recently created is called server-less computing [7,8].
With the help of cloud computing, all configuration, provisioning, and management tasks
are now the duty of the server. The cloud technology built around virtual machines and
containers is the server-less computing architecture. Hardware is visualized on an oper-
ating system that hosts it via server-less computing, which is based on virtual machines.
Server-less computation with containers requires the construction of numerous distinct en-
vironments to manage various workloads concurrently on the operating system that serves
as the host. In the past few years, container-based server-less technology has gained a lot of
popularity [9]. Over the conventional, antiquated cloud computing approaches, server-less
computation has several advantages. For a typical individual, it is far more difficult to
effectively apply the intricate nature of the more modern structures [3]. AWS Lambda is
a technology made available by Amazon Web Services that enables customers to create,
deploy, and make use of server-less platforms for their applications. Developers must
upload a collection of happenings that are tied to a stateless function and may be used as
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triggers. Examples of events include making HTTP requests to preset endpoints configured
by the AWS Application Programming Interface (API) Gateway service or transferring a file
to a bucket in Amazon S3 (Simple Storage Service). Function-as-a-service (FaaS) platforms
are utilized in server-less computing to handle all operational as well as computational
tasks, including resource management, scalability, function deployment, and monitoring.
Engineers are given the flexibility to concentrate solely on the company’s business logic
operations without becoming involved in the creation of applications. Using the server-less
computing approach, programmers may execute event-driven code autonomously without
maintaining or configuring servers, changing the design and development of contemporary
scalable systems.

1.1. Smart Healthcare Market

The smart healthcare market is experiencing a rise in leveraging new technologies,
improving the efficiency, quality, and accessibility of healthcare services. The increasing
adoption of digital health solutions, the growing prevalence of chronic diseases, and the
need for remote monitoring and telemedicine services are the main reasons for these
developments. Some of the key trends and technologies driving the smart healthcare
market include the following [10-14]. In Figure 1, we can see the future of the smart
healthcare market (https://www.linkedin.com/pulse/smart-healthcare-market-towards-
healthcare-1f, accessed on 12 February 2024).

Smart Healthcare Market Revenue Prediction (Billion USD)
1200

1000

800

600

400

- anllll
B

Year
N 2022 m 2023 2024 m 2025 ® 2026 1 2027 2028 ® 2029 H 2030 = 2031 W 2032

$ (Billion USD)

o

Figure 1. Statistical observation of smart healthcare market: based on a study published by Towards
Healthcare, the global smart healthcare market size is expected to grow from $201.83 billion in 2022
and is estimated to be worth $1097.27 billion by 2032, growing at a CAGR of 18.5% between 2023
and 2032.

*  Remote Healthcare allows healthcare providers to deliver care remotely, reducing
the need for in-person visits and improving access to healthcare services, especially
in rural or remote areas. Remote monitoring technologies, such as wearable and
connected devices, enable continuous monitoring of patients” health parameters and
facilitate early intervention.

*  The use of Artificial Intelligence (AI) and Machine Learning (ML) to analyze large
datasets and derive insights can improve diagnostics, personalize treatment plans,
and enhance operational efficiency in healthcare settings.

¢ The Application of the Internet of Medical Things (IoMT) can be used to collect
and transmit healthcare data. IoMT devices include wearable, implantable devices,
and home monitoring devices, which help in real-time health monitoring
and management.

¢  Enhanced accountability can be attained by using blockchain technology, which is
being explored to secure health data exchange. It can also help in tracking the authen-
ticity and integrity of medical records.
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*  Cloud computing enables healthcare providers to store, manage, and access large vol-
umes of data securely and cost-effectively. It also facilitates collaboration among health-
care professionals and supports the deployment of scalable healthcare applications.

*  Smart hospitals integrate advanced technologies to enhance patient care, streamline
operations, and improve efficiency by resolving a few specific issues like staff schedul-
ing [15], patient admission scheduling [16], home healthcare routing [17], and nurse
rostering [18].

1.2. Function as a Service (FaaS) Computing Model

Each unique job within a server-less system can be represented via a standalone func-
tion that acts as its processing unit. Every operation can take the shape of a package and
execute in a separate environment. Resource allocation and provisioning for particular
functions instead of environments have become the norm for providers of services. There-
fore, a server-less computing application may be thought of to be an assembly of separate,
stateless services. By triggering a few events using a Web AP]I, an individual can access the
service. Users do not have to be concerned about the execution environment and resource
settings. Similarly to entities in object-oriented programming frameworks and functions
based on practical programming principles, methods in server-less systems. The cloud-
based FaaS (Figure 2) service paradigm is crucial to the online delivery of healthcare-related
operations. Since each health service is packaged in a stateless method, it is portable and
may be used in any location. Events often trigger the execution of functions like a service.
The event information and company logic must be combined before being uploaded to the
internet by the developer. The product or service provider has charge of the remaining ad-
ministration, setup, and operational environment [19]. To do function-based programming
in various computing environments, we can find different abilities and issues as mentioned
in Table 1.

Microservices

Pay-per execution

Event-Driven

Ecosystem

Scalability

Figure 2. Ecosystem of Function-as-a-Service (FaaS).

Table 1. Function Based Programming Model.

Programming Models for Functions

Cloud-based FaaS

Edge-based FaaS Fog-based FaaS

Execution is centralized

Execution in edge node Execution in cloud and edge

Input and output bind in every event Input and output bind in per topic

Input and output bind in every se-

lected entity
Granularity of the task is none Granularity of the task is none Granularity of the task is definable
Migration is possible Migration not possible Migration is possible
Service level objective is none Service level objective is none Service level objective definable

Per event, the trigger happens

based on the availability of selected en-

Per edge trigger happens tities trigger happens
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1.3. Motivations

Depending on the demands made by the customer, server-less providers offer a variety
of services, including on-demand, on-reserve, and instance services. On-demand services
have become the foundation of the healthcare sector since they are significantly more
trustworthy and capable of meeting demand at their highest at any given moment. Another
factor to keep in mind is that different applications in the field of health care, which include
electrocardiogram (ECG), electroencephalogram (EEG), E-Blood Analysis, etc., have distinct
price models.

¢  Healthcare management systems are becoming increasingly computerized as of late,
necessitating the development of quick, affordable, and dependable medical service
alternatives. Because of its cost structure, auto-expansion, and versatility characteris-
tics, a server-less framework might be a fantastic option for the healthcare industry.
The importance of server-less computing has been focused on and detailed.

*  Server-less computing has emerged along with other new technologies, like, cloud
computing, fog computing, edge computing, IoT, artificial intelligence, etc. Similarly,
Applications in medicine that require growth quickly, be immediately ready, and com-
plete high-latency activities in a matter of seconds may find server-less technology
akin to a magical tool.

¢ Arigorous study on various existing approaches with respect to server-less computing,
related to the healthcare system has been performed and properly demonstrated
through a table.

¢ Alot of real-time applications use server-less architectures. Nevertheless, a deeper
investigation of this unique technology’s interoperability with the medical sector is
required. Keeping this in mind, we have shown a framework of server-less computing
and made a few recommendations to resolve the possible issues and challenges.

1.4. Contributions
In this work, we have contributed the following points.

*  We provide studies of various existing server-less computing approaches related to
the healthcare domain.

*  Possible issues and challenges have been put forward for readers and the list can be
further enumerated.

¢ A few recommendations along with a proposed framework for server-less computing
have been portrayed.

1.5. Organizations

The organization of this article is as follows. At first, we introduce the idea of a smart
healthcare system in a server-less environment in Section 1 along with motivations and
contributions. In Section 2, we discussed existing works of literature on this relevant
research idea. We try to describe the major concerns about the healthcare management
system in the current world in Section 3. After that, we discussed the need for security
and privacy in smart healthcare systems, in Section 4. In Section 5, current developments
in the field of server-less computing along with new techniques and possible impact on
the healthcare system have been detailed. Few comparable factors are listed in Section 6,
and issues & challenges are pointed out in Section 7. Section 8 is about various points of the
whole research, depicting an ideal server-less architecture and recommendations. At last
Section 9 provides the conclusion of our review of smart healthcare systems in server-less
computing environments.

2. Related Work

Clients and programmers may simply post and execute code using a server-less
framework, a revolutionary approach to application creation, not thinking over servers or
resources [20]. In the modern age of cloud computing services, this is often referred to as the
Function-as-a-Service delivery model. The service supplier receives responsibilities from
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the programmer for architecture setup, server administration, security repair, and updating.
Just concentrate on creating a company rationale. In comparison to previous distribution
models, this usage-based payment-based design has also been demonstrated to be more
affordable [21]. Users are not charged for downtime. When the program is operating
server-side, you just pay to access the precise resources used. The FaaS concept is the
foundation of server-less design. This enables users to concentrate on developing their
applications as a result of a collection of distinct features that can contain any functionality,
based on the precise assignment of your nomination. Every one of these tasks requires
a series of occurrences to be posted to the clouds for it to take effect. Events might be
alerts from all the IoT gadgets, requests via HTTP, a lot of updates to the database, and so
forth [22,23]. A server-less source executes an operation on an active server or docker
when it is activated [24]. You can provide an additional server to operate when you do
not already have one. Every trigger should go via a gateway to the API which manages
a certain aspect related to the previously specified application. Scheduling, auto-scaling,
or logging events might have been resource-related. The cloud service provider responds
appropriately to the request sent by API Gateway. Which operation unit or docker to
set up for handling a request is decided by a scheduler. When an application requires
more resources, the automatic scaling engine kicks into action. The associated operations
are performed after configuring the operating environment. Typically, the client end is
separated from the working environment. All assigned resources are reallocated and the
generated ecosystem is removed when the program has finished functioning. The state that
exists between calls to an operator is discarded. Furthermore, it goes by the name stateless
operation environment. The server-less technology architecture’s procedure for execution
is depicted in the schematic displayed in Figure 3 [25].
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Figure 3. Server-less architecture for healthcare management system.

The AWS Cognito functionalities may be used to secure your online apps. offers both
new and current clients verification and safety services. It can be altered to increase the
quantity of existing users. The outer layer of your online application might have a cus-
tomized user interface (UI) thanks to CloudFront. The Amazon Web Service’s CloudFront
element is utilized like a network for distributing content to handle and disperse material
in many different ways [26]. Even though the app resides elsewhere, it enables individuals
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to access material that has lower responsiveness by caching information nearer to the client.
In the background, unstructured materials like analyzing images and patient data may be
stored using Amazon’s cloud-based storage platform S3 [27]. The server-less framework
is useful for a variety of activities. The analysis of non-linear as well as linear informa-
tion is crucial for the healthcare sector. Figure 3 illustrates the structure for server-less
framework-powered online healthcare apps. VueJs, a JavaScript-based utility, controls the
Internet-based application’s front-end programming functionality [28]. Due to its ability to
manage programs, it proved to be more effective compared to various tools. Both dynamic
and static regions are supported by this program. Nuxt]s controls the creation of stationary
domains using Vue]Js utilities and is connected with the cloud storage service Amazon S3.
At a relatively minimal cost, it provides static web pages. It could, however, vary based on
how large your program is. The benefit of S3 on Amazon Web Services is the fact it allows
for dynamic applications, so they go through numerous upgrades over time. It offers
several interfaces that could be utilized to gather and analyze health data, and they may
be put to use by executing lambda functions. The REST interface is often used to invoke
server-less services [29]. The vast quantity of organized information that may be obtained
by a user on the website’s back-end in SQL table/XML formats should be handled by
integrating Dynamo Database alongside AWS S3, similar to a server-free NOSQL database.

Lambda operations handle the Internet application’s general processing. A crucial
component in a server-less technology operation acts as a kind of service. Any inquiries
from the API route must be utilized by the client to trigger actions. The proper function is
enabled and run whenever a condition is triggered to act. Fixed file modifications are either
transmitted to Amazon S3 cloud storage or the Dynamo Database where the latest graphic
evaluation is saved. In this design, their Lambda method may be used to organize, search,
and evaluate health data kept in the Dynamo Database, or S3 on Amazon Web Services.
Data about patients can also be uploaded and stored by healthcare providers. You may use
Amazon Web Services Cognito to inspect the diagrams that are produced as a consequence
of the analysis that has been carried out on the system’s back end. You may look at the
program’s analytic section for an improved visualization [19].

3. Major Concerns in Healthcare Management Systems

We frequently discover that immigrant medical providers are unclear about how to
start their tough migration journey and put their products in the data center. Companies
first assess the knowledge and assets required to grow their cloud-based model solutions.
It is unsettling to consider adapting and disassembling a general solution within a fast-
paced setting. Second, since their local virtual servers are no longer directly in charge
of their cloud, enterprises may be keen on preserving and attaining cloud compliance
(particularly regarding FDA CFR Part 11 and HIPAA). The third, though not final, aim
is cost minimization. To overcome the aforementioned issues, health care administration
systems are built on three components as follows:

3.1. Enhancing Speed of Delivery and Scalability

When implemented appropriately, a system without servers has several benefits.
These are server-less programs that grow as they are used or demand rises but are not
autonomously deployed. A few two-week iterations may also deploy technology and
functionalities into the cloud environment. Typically, it involves the use of infrastruc-
ture, including business logic, which symbolizes the setting up and administration of the
infrastructure through the use of implemented code enables conversion control, evalu-
ation, and reversal. Amazon Web Services (AWS) CloudFormation, Terraform, Pulumi,
and Microsoft Resource Manager are a few examples of such architectures. You may imple-
ment a server-less, extensible solution throughout your internet-based health ecosystem.
Both the Medicare and Medicaid programs, for instance, maintain technology that can
handle thousands of clients at once using cloud services provided by AWS. The same
potent AWS features may be used by businesses dealing with massive datasets to improve
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data collecting, safe storage, efficient processing, and information libraries for big data
analytics [19].

3.2. Ensuring Compliance

Through initiatives like the partnership toward efficient server-less cloud layouts,
the medical industry is boarding the technological train. The basic objective of a method
like AWS, for instance, is to provide as many amenities as it can while upholding com-
pliance with HIPAA along with additional regulations. Covered companies may use
the Amazon Web Services (AWS) HIPAA scheme. The Health Insurance Portability and
Accountability Act of 1996 (HIPAA), in addition to collaborators in business, handles,
controls, and safeguards secured medical data using the safe atmosphere of AWS. It plans
to bring additional services, including server-less technologies, into the HIPAA framework
in response to customer input [19].

3.3. Cost Optimization

Customers can quickly download and upgrade items because there is no technology
to set up or administer, which lowers costs and lengthens product life. The complexity of
equipment is frequently quite great, and the unreasonably high and stagnating monthly
expenses for repairs. Agile Vicert is dedicated to improving their client’s digital medical
solutions, and migrating onto the cloud is going to boost speed and endurance while also
sharply lowering the expenses of care. A client’s annual availability for service has risen to
99.9% despite significant application outages. Amazon Web Services Lambda, Microsoft
Azure Functions, Open Whisk, and other server-less technologies designed specifically for
cloud services offer both better safety and quicker updates, leading to reduced expenses,
simpler and faster deployments, and increased dependability, and lifespan of service [19].

3.4. Scheduling

The program or additional function of the consumer sends a call query to the supplier.
Frequently, these petitions have due dates. For instantaneous, delay-sensitive, or security-
critical tasks, this is particularly crucial. Vendors must prepare ahead for the function’s
timing and location (i.e., the computational node within which it will operate), as well as
other system-wide factors like resource use and energy consumption. Vendors employ a
variety of planning techniques while executing features. The following is a summary of
these tactics, a classification of planning strategies for server-less technology. Keep in mind
that the organizer may employ many of these, simultaneously, in practice.

4. Security and Privacy

Security is a key concern for any computing service, server-less or not. server-less and
other cloud services face various security challenges [30]. Here we consider security issues
that specifically threaten the normal operation of server-less services. User privacy is also a
consideration in such an environment. Figure 4 shows a taxonomy of security approaches
for server-less computing.

Security in Serverless Platform
|

! ] I ] | )

Data Security A oend Network Security } Runtime Security ] C(:;":’zle'::::;nd Data Breach

Authorization
Firewall ] [ Code Integrity ] C:en?:lliaa::)gs

DDOS Protection ] [ Container Security ] %[Auditing and Logging]

Multifactor
Authentication

Encryption

Data Masking ] Role based Access ]

Control
Token based Memory and Resource Security Policies
Authentication Limit l 4
Risk Assessment

Data Prevention

Figure 4. A taxonomy of security in Server-less platforms.
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4.1. Authentication and Authorization

Authenticating apps to ensure that only valid programs may utilize accessible func-
tionalities is the main security concern in server-less computing systems. Free riders might
exploit the victim’s assets without identification. Utilizing tokens for authentication in
response parameters is a typical strategy for preventing these attacks.

Such a system is now implemented by Amazon’s Lambda, which establishes the
identity of the caller via bearer tokens” authentication mechanism. The token might be
readily extracted and used in another program, though, if the inquiry is made over an
unsecured channel. The SSL or TLS encryption protocol may be used to counteract this kind
of danger. However, program’s hardware may be unable to support these complex public
key-based methods. Extremely low-power Internet of Things gadget is an illustration of
such devices. For these situations, request marking with less resource use has been previ-
ously suggested [31]. However, we think that developing and executing safety protocols
with low power needs for the Internet of Things and embedded gadget authentication is
an intriguing area for further study. Replay attacks can also be used against server-less
services. In this kind of assault, the perpetrator is more concerned with the results of
delivering the messages than with their substance. As a result, hackers can replay demands
to perform safe procedures after intercepting them to obstruct regular system operation.
This kind of assault can involve repeatedly requesting users to log out keeping them from
using the service they have asked to access. Implementing a prevention and identification
strategy against this kind of assault is necessary. There are additional challenges with per-
mission, which involve limiting access for other individuals and designating exactly who
or functions can call particular operations. This is distinct from the previously described
application-level security. Here, we permit somebody or an algorithm to execute a different
function. Application security may be seriously jeopardized by improper authentication
methods. Keep in mind that the availability of standard functionality constitutes one of
several anticipated advantages of the server-less platform described previously. Functional-
ity is accessible outside the application proprietor’s permission in the absence of a system
for authentication. Access control using roles is the method that Amazon Lambda utilizes
to handle this significant problem. Customers dynamically define roles having a certain
number of permissions capabilities. This method has the disadvantage of only supporting
one feature and not supporting authorization at the workflow stage [32].

4.2. Runtime Security

Application susceptibility to typical settings for execution has emerged as one of the
main security issues in the wake of both Specter [33] and Meltdown [34] vulnerabilities. Be-
cause multiple functions with numerous owners are executed in a communal setting, this
issue is particularly severe in server-less setups. We offer a quick and effective JavaScript
engine. It employs an encrypted enclave for its operating environment to thwart this kind of
assault [35]. Only supporting JavaScript and having a large memory footprint constitute the
work’s constraints. The scientific community should pay special attention to this field of study.

The operating environment may additionally be modified to keep an eye on processes
in use and to spot and stop harmful activities. Runsec, an altered docker runtime, is
introduced by SecLambda [36]. It records HTTP requests as well as input and output
operations in an attempt to figure out if services comply with a predetermined set of
confidentiality regulations. Trapeze [37] uses a similar approach, which is to isolate each
server-less operation within an isolated environment and to block all communications
between the service and the outside world by the guidelines for enforcing policies set forth
by an evolving data-restricted model. Valve [38] suggests a server-less architecture that
imposes constraints around the absence of data and real-time tracking. These methods
have the drawback of having a substantial efficiency effect on server-less systems. The
solution is to adopt a lighter solution for delay-sensitive functions.
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4.3. Resource Exhaustion Attacks

The main goal of this assault is to interrupt service or place excessive economic or
financial stress on the person in question by abusing their resources. Clients and suppliers
may both be targets of such assaults. A hacker might use the program to send the supplier
erroneous requests. Although automatic scaling server-less services could cope with these
circumstances, the supplier may deny more requests or perhaps at the very least place
a substantial cost on the program owner if demand exceeds their contract with them.
Establishing a monitoring strategy for your server-less company is necessary to identify
and prevent this kind of assault. Attacks based on resource depletion are also possible
against the vendor. For mid-sized and small vendors in particular, this kind of assault
would be disastrous. By observing how the system behaves, a hacker in this situation
has the option of learning about or abusing the supplier’s internal workings. An attacker
may begin a chain of strikes by purposefully obstructing optimization attempts if they are
aware of this and choose to do so. For instance, if a hacker is aware of a vendor’s packing
strategy, they might introduce fabricated dependency into additional sources of data to
avoid functions from spreading near the information source, thereby having a significant
negative impact on the vendor’s networking.

4.4. Privacy Issues

There are numerous uses for cloud-based services that deal with data protection,
particularly in the Internet of Things (IoT) arena. User confidentiality, for instance, is
crucial for medical apps that gather patient information and utilize it to make judgments.
In contrast to security assaults, the objective of a hacker is not to alter the system’s typical
behavior. Instead, it makes an effort to infer insights regarding a person or several users
utilizing the bare minimum of data that has been gathered. An attacker could be keen to
learn whether or not a user is healthy, for instance, in the Internet of Things (IoT) healthcare
sector. An assailant can acquire plenty of context-related data to conclude an innocent
person. If the Internet merely makes use of application-level privacy protocols, they are
particularly doable. These are a few instances of surrounding information that might
expose private data concerning a victim:

¢  Whatever method is invoked. For instance, if the gate-accessible function is called
within a server-less surveillance system, a hacker might assume an intrusion.

*  Many function calls. For instance, a set of features in an electronic health record may
offer details on how well a person is doing. The method is invoked when and to where.
For instance, an increasingly common setting that is appealing to the business’s rivals
may be revealed by a web-based shop.

*  Speed of function calls. The monitoring system mentioned before may disclose private
information regarding a disaster at the entrance.

Comprehensive confidentiality and disguise methods must be used for server-less
services to avoid privacy violations.

5. Current Developments in Server-Less Computing

We can see lots of development with respect to server-less computing, as tabulated in
Table 2.
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Table 2. Current Developments in the Relevant Server-less Architecture Field.
Authors Year Purpose Technology Apphc.:atlon Conclusive Remark Reference
Name Involved Domain
. . Proposed server-less data
Real-time analysis of . .
. Server-less analysis model can provide
healthcare data using . .
serverless computing Computing, Data Analytic better results overcoming the
Nasticetal. 2017 . Edge Com- * cloud and edge computing. [39]
environment, edge > Healthcare iy el
. puting, Cloud But still, it is very challeng-
computing, and cloud S d . he elastici
support upporte ing to overcome the elasticity
pport. of the cloud platform.
Designing a cloud-based The proposed application en-
messaging application Cloud Com- ables users to understand
Chincholeetal. 2017 to deliver medication- utin Healthcare and obain information re- [40]
related information in PY"® garding the required medica-
rural areas tion and order it online.
preserving privacy which Security and Privacy is one
is essential for healthcare Cloud  Plat- of the main concerns for the
Iyengaretal. 2018 applications that deal forms Healthcare client specifically in the case [19]
with confidential data of the healthcare domain.
IoT-based urban waste IoT, Server- D.etecfclon.of wastfe dlqusal
Al- . Waste Man- violation in real time using
. 2018 management using less Comput- . [41]
Masri et al. . . agement IoT-based edge computing
server-less architecture ing
framework.
Designing a model to
store r.ne(?hcal 1Mages us- IO.T ’ Blg Data, Survival of the system can
Ereiizen and ing distributed file sys- Distributed be ensured, and security is
& 2018  tem structure to provide File Systems, Medical Field . g [42]
Mahmut ) provided using the proposed
robust, available, scal- Server-less
. model.
able, and server-less solu- Solutions
tion structure.
Protein Sequence alignment,
Experimental analysis of analysis, and comparison are
protein sequence com- Cloud Com- better in server-less comput-
. parison using server-less  puting, Biomedical re- ing environments leverag-
Niuetal 2019 computing, i.e,, Amazon server-less search ing 100s of CPUs and com- 431
Lambda in the cloud plat- Computing putational power. And it
form. is proven to be better than
GPUs.
Experimental analysis Using cloud technglogy one
. g can face problems in storage
of understanding high- . .
o . handling, processing of the
throughput applications . : .
L Lo . . data, proper integration of in-
Crespo- of Bio-informatics in a Servers-less Biomedical re- .
2019 . . formation, and understand- [44]
Cepeda et al. server-less computing Computing search . . .
. ing omics and clinical data.
environment and under-
. These problems can resolved
standing the usage of .
using a server-less comput-
resource management. . .
ing paradigm.
Designing programming Applied server-less computing can be
model and middleware server-less CEII; utin the optimal choice for cost-
Pérez et al. 2019 to understand high . p & effective execution of loosely  [45]
I Computing Medical Im- .
throughput application ace Analvsis coupled tasks provided by
in server-less computing & ¥y AWS Lambda.
Data  paral- Data parallelization in server-
Marefat and Patient-specific Arrhyth- lelization, less paradigm increases the
Juneja 2019  mia Detection in server- Deep Learn- Healthcare execution speed up, which [46]
) less paradigm ing, server- helps the deep learning archi-

less paradigm

tecture
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Table 2. Cont.
Authors Year Purpose Technology Apphc.:atlon Conclusive Remark Reference
Name Involved Domain
server-less computing also
helps the developer to build a
- server-less . .
Designing real healthcare Architec large application using Func-
Paul et al. 2019 monitoring architecture ture.  Cloud Healthcare tion as a Service without [47]
in server-less paradigm. Corrl1 utin thinking about the manage-
P & ment and scalability of the in-
frastructure
Understanding FaaS in Fog Com- Combining ideas of server-
fog computing environ- puting, Data Compu- less and fog computing, sys-
Chengetal. 2019 & ; server-less - tem efficiency can improve [48]
ment along with server- . tation .
] Computing, and service latency can be re-
less architecture.
[oT duced
Studying the necessity of Cluster-level scheduler for
Kaffes et al. 2019 cluster-based cent.rahzed server—le.ss Sch.eduhng Al-  server-less func.tl.ons to en- [49]
granular scheduling for Computing gorithm hance the elasticity and re-
server-less functions duce interference.
Eza;?ﬁfﬁznerslt s?erilglizl— Patient-centric medical
. Y . Machine health solutions to enable
ing machine learning, Learnin, the client to make properl
Eapen et al. 2020 demonstrated a four-tier & Healthcare . .. property [50]
. Cloud Com- informed decisions, and thus
architecture to support . .
o - puting ML and Al are becoming
scalability,  portability, increasinely prevalent
and discoverability gy p .
l?eteCtlon and Notifica- Proposed detection system
tion of ~health-related Cloud Com- encapsulates securit ri-
Pandey etal. 2020 information like heart- . Healthcare p . Y, Ph [51]
puting vacy, protection, and effi-
beat and blood pressure, ciend
in the mobile device. ¥
Proposed Architecture can
Understanding the need handle and discover hetero-
for an IoT platform based  IoT, server- Smart Farm- geneous IoT devices, man-
Trilles et al. 2020 on micro-services and less Comput- i agement of data and event, [52]
server-less paradigm to ing & scalability, re-usability, inter-
support smart farming operability, reliability, avail-
ability, and security.
In the field of bio-informatics,
Understand the appli- Amazon Lambda server-less
cability of base-calling computing provides a proper
Grzesik and nanopore read in server- server-less Bio- environment to apply base-
2021 . . . . . . . [53]
Mrozek less computing environ- Computing informatics calling nanopore reading
ment for multiple se- from multiple sequences
quencing. while  maintaining low
infrastructure overhead.
A performance study in
terms of resource con- Cold start and warm start,
sumption and latency is  server-less Performance  2r¢ tWo specific issues I
Benedettietal. 2021  presented for the warm Computing, Evaluation server-less computing envi- [54]
and cold-start deploy- IoT ronment and need to be dealt

ment mode, and imple-
mented using Open FaaS

it with as per user demand.
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Table 2. Cont.
Authors Year Purpose Technology Apphc.:atlon Conclusive Remark Reference
Name Involved Domain
Building annotated cor- WlthOUt 1r'1$talhng any run-
us using server-less an- server-less Bio- time environment, using
he et al. 2022 P & Ser . . . . MedTator, a server annota- [55]
notator tool, i.e., Media- Computing informatics . .
tor. tion tool, can annotate rapid
’ corpus development
server-less computation be-
Understanding the dif- coming an increasingly popu-
ference of usability be- lar choice for bio-informatics
. Cloud com- .
tween cloud computing utin Bio- research. It can provide
Grzesiketal. 2022 and server-less comput- puting, . . decreased processing time, [56]
. . . server-less informatics L .
ing for integrative analy- - cost-optimization, less main-
. - . Computing
sis of multiple omic data tenance overhead, better par-
sources. allelization, and reliable pri-
vacy of processed data.
Micro-services and server-
less paradigm are emerging
Design and implementa- and providing better results
Sadek et al. 2022 tion of the medical search- server-less Medical Field and also in this case, creating 57]

ing system in server-less
paradigm

Computing

a medical data searching ap-
plication, i.e., scanMedicine,

providing help to health care
professionals.

5.1. Server-Less Computing and IoT

The Internet of Things (IoT) is a widely used technology to solve various context-
specific problems in the modern era. All these services can be provided through an
organized distributed platform using IoT. In general, the main phases of IoT are collecting
data using sensors and monitoring and analyzing the data using predefined functions
or modules. Collected data can be injected through various applications as per different
required services.

¢ Scalability is one of the inherent properties of server-less computing, which can easily
handle the varying workloads of IoT devices. Functions can be triggered based on IoT
events, such as sensor data updates, without the need to provision or manage servers.

* Random and unpredictable workloads of IoT applications can be handled easily in
server-less computing environments, and this leads to cost-effective solutions. Users
only pay for the compute time used by their functions, which is also a salient feature
of cloud-like platforms.

*  Server-less computing abstracts away the underlying infrastructure, allowing devel-
opers to focus on writing code for IoT applications rather than managing servers.

*  Server-less computing enables real-time processing of IoT data, allowing for faster
decision-making and response to IoT events.

*  One important similarity between server-less computing and IoT is that both are
event-driven architectures, making them a natural fit for each other.

Various issues, such as the number of information flows, data volume, and data
protection are presently being handled by edge computing or fog computing [58,59]. Due
to the low amount of available resources, this edge computing or fog computing can be
transformed into server-less computing providing the basic idea of Faa$S [54,60].

As is widely known, IoT is the interconnection of intelligent objects or devices using
the Internet [61]. These devices having extensive human physiology detection capabil-
ities are used in healthcare systems for remote health monitoring, diagnosis, and age-
group-specific care [62,63]. So, opting for a server-less computing approach to support
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proper workload and resource optimization in IoT-enabled healthcare systems is a wise
choice. We can see many available services provided by various organizations, such
as, AWS IoT Core (https://aws.amazon.com/iot-core/, accessed on 15 February 2024),
Google Cloud IoT (https://cloud.google.com/iot-core, 15 February 2024), Azure IoT
(https://azure.microsoft.com/en-us/products/iot-hub/, 15 February 2024), server-less
IoT with AWS and NodeMCU (https://aws.amazon.com/blogs/compute/building-an-
aws-iot-core-device-using-aws-server-less-and-an-esp32/, 15 February 2024), server-less
IoT (https:/ /kvaes.wordpress.com/2016/12/17 /azure-iot-from-raspberrypi-with-sensor-
to-azure-storage-table-by-using-a-server-less-architecture/, 15 February 2024) with Azure
and Raspberry Pi etc.

5.2. Managing Medical Records with High Security

In a server-less platform, to manage various sensitive records like medical data can be
stored using blockchain technology. Having a decentralized, immutable, auditable, and
traceable data integrity blockchain technology can provide adequate security which is the
need of the hour, ref. [64] specifically for medical records. Gill [65] has designed a model
comprising modern technologies to provide the storing and managing of records with high
security in a server-less environment. As shown in Figure 5, three layers are stacked and
these are the service layer, management layer, and application layer.

Managing medical records with high security enhanced the clients’ functionality.
There is always a possibility of dealing with confidential data and users do not want to
share it. These data can be analyzed and encrypted or anonymity at the client’s end. These
arrangements can be made in a server-less computing environment. It can be found that
while scaling the data collection process in a cloud environment and authoring these data
is not properly equipped and secured. While scaling, security, and trust services need to
be transferred well across various cloud instances. There is a need for a cloud-secured
gateway to achieve these approaches. As per the literature, to keep medical records with
high security with the help of a server-less computing environment, we need to follow
a few necessary considerations to ensure the confidentiality, integrity, and availability of
sensitive patient information [1,66,67].

*  We need to provide standard encryption services to sensitive medical data, while
transmitting and storing.

¢ Controlled access provisions need to be in place so that only authorized personnel can
access the data. Use Role-Based Access Control (RBAC) (https:/ /www.techtarget.com/
searchsecurity /definition/role-based-access-control-RBAC, accessed on 19 February
2024) and least privilege principles.

*  APIs need to be secured enough, while accessing the sensitive data, ensuring the
authenticity (https:/ /cloud.google.com/healthcare-api/docs, accessed on 19 Febru-
ary 2024).

*  The user logging information needs to be audited properly. We need to use proper
monitoring tools to keep track of all activities and to detect unauthorized and abnor-
mal activity.

*  We need to ensure all regulatory standards have been complied with, such as HIPAA
(https:/ /aws.amazon.com/compliance/hipaa-compliance/, accessed on 19 February
2024) (Health Insurance Portability and Accountability Act) in the United States or
GDPR (General Data Protection Regulation) in the European Union.

*  We need to avoid storing redundant data, and unnecessary and outdated data.

*  Proper backup and data recovery policies need to be adopted ensuring data availability.

¢  While developing any applications in server-less computing environments with
sensitive medical data, we need to follow proper secured development practices,
minimizing the vulnerabilities in application code and infrastructure configurations
(https:/ /csrc.nist.gov/projects/ssdf, accessed on 19 February 2024).
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e Third-party services or libraries need to ensure that they meet security requirements
(https:/ /www.microsoft.com/en-in/industry/health /microsoft-cloud-for-healthcare?
rtc=1, accessed on 19 February 2024).

4 \

( loT Applications )
Application Layer

C Resource Monitor >

CAppIication Manager)
CQuantum Computing>

Block chain
CServerIess Manager> Technology

Management Layer

( Saa$ > ( PaaS) ( laaS > ( FaaS)

Service Layer

Figure 5. A model proposed by Gill [65].

5.3. Healthcare, Server-Less Computing, and Cloud Computing

Compared with traditional cloud computing, server-less provides added benefits
like on-demand resources, nullifying the need for upfront commitment to utilizing the
clients, and pricing as per short-duration execution of the client’s business logic. Articles
pages, blogs, forums, and many research works have pointed out the use of the server-less
paradigm for commercial enterprise, security, transportation, education, etc. [68,69]. Cloud
servers generally store and process the data to extract the health behavior or pattern which
can used for personal care of that personal in real time [48,49,70-72].

Server-less computing is seen as more flexible than Platform-as-a-Service (PaaS) and
less stringent than Software-as-a-Service (SaaS) [73]. A healthcare service is a value-based
service, and that is why the collection of data using various ways is necessary. Cost needs to
be optimal for these services to an increasing number of users. As the industry revolution is
happening quickly, the requirements for digitization in the healthcare sector are becoming
the need of the hour day by day. Thus, healthcare systems can reap the benefits of security,
reliability, and accountability through server-less computing frameworks. There are several
ways in which healthcare, server-less computing, and cloud computing are interconnected:

¢ Cloud computing can provide various solutions for healthcare data. Server-less can be
used for data analytics, such as data transformation and analysis, without worrying
about underlying server architecture.

*  To deploy healthcare applications quickly and cost-effectively, a server-less computing
environment is a nice choice. Cloud provides the necessary infrastructure ensuring
scalability and reliability.


https://www.microsoft.com/en-in/industry/health/microsoft-cloud-for-healthcare?rtc=1
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e Toimprove patient care we need to process the vast amount of medical data swiftly,
and efficiently. IoMT (Internet of Medical Things) devices generate vast amounts
of data that can be processed and analyzed using server-less computing and stored
securely in the cloud.

¢  Cloud computing enables the delivery of telemedicine services, allowing healthcare
providers to interact with patients remotely. Server-less computing can be used to
develop and deploy telemedicine applications quickly and efficiently.

*  Cloud computing providers offer compliance certifications and security features that
are essential for handling sensitive healthcare data. Server-less computing can enhance
security by reducing the attack surface area and providing built-in security features.

*  Server-less computing’s pay-as-you-go pricing model can help healthcare organiza-
tions reduce costs by only paying for the computing resources they use.

*  Cloud computing also offers cost-effective storage and computing solutions compared
to traditional on-premises infrastructure.

5.4. Server-Less Fog Computing

Fog computing extends cloud computing closer to the edge of the network, enabling
faster data processing and reduced latency by leveraging resources such as edge devices,
gateways, and local servers. Though we can find various existing frameworks for fog
computing [74-77], programmability for modern IoT-based services is limited.

On the other hand, server-less computing provides computing in a lightweight, dy-
namic, and event-driven manner, which is a good fit for fog computing. This approach
allows developers to build and deploy applications without having to manage the underly-
ing infrastructure, while also benefiting from the low latency and proximity to data sources
that fog computing offers.

Nowadays many services are connected to vehicles, drones, and cameras. That is why
it is becoming very important to process the data in the edge network rather than doing
everything in the cloud. These edge networks are close to both producers and customers,
which is essentially what we can call fog computing. Data-centric IoT services can provide
support for fog computing-based server-less frameworks. Although server-less computing
deals with the execution rather than data management, this can create problems in data-
intensive batch processing and data streaming activities. Server-less fog computing can be
particularly useful in scenarios where real-time data processing and low latency are critical,
such as in IoT (Internet of Things) applications, industrial automation, and autonomous
vehicles. By combining the scalability and cost-effectiveness of server-less computing
with the low latency and proximity to data sources of fog computing, organizations can
build more efficient and responsive edge applications. A few key aspects of server-less fog
computing have been listed below.

¢  Fog computing provides the advantage of data processing closer to the edge, and this
is very much essential for IoT and industrial automation.

* Aswe know, server-less computing provides scalability on demand. In fog computing,
the same concepts can be extended, enabling edge devices to scale resources based on
the requirements of various applications.

*  Server-less architectures abstract the underlying infrastructure, allowing developers
to focus on writing code without managing servers. In Fog Computing, this leads
to efficient utilization of edge resources, as these are allocated dynamically based on
application needs.

*  Challenges:

- Infog computing, there will always be fewer resources for the edge devices, such
as limited processing power, memory, and storage.

-  Optimizing data management to run efficiently on edge devices is a challenge.

—  Ensuring data consistency and reliability in a distributed environment is a challenge.

—  Securing edge devices and communication among devices and the cloud is crucial.
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- Edge devices are more vulnerable to physical attacks and require robust secu-
rity measures.

—  There is always a chance of having a heterogeneous nature in an edge environ-
ment, and varied types of edge devices. It is a challenge to maintain interoper-
ability of operations in this kind of heterogeneous environment.

6. Comparable Factors

Cost Analysis: Server-less computing has a pay-as-you-go business model. Companies
have reported reduced capital expenses, as they no longer invested in servers. Traditional
platforms had a higher expenditure for maintenance and incurred huge expenses on initial
hardware [20].

User Feedback: Server-less Computing has been a reliable and accessible solution for
healthcare management systems. End users and Healthcare professionals have positively
commented on the speed and reliability of server-less platforms. raditionally everything
was maintained by an administrator and frequent complaints of server slowdown were
common [78].

Performance Metrics: Versatility and adaptability were demonstrated by healthcare
apps that used server-less architecture, guaranteeing good performance regardless of traffic
surges. Server-less design demonstrated quicker response times as well as lower downtime.
Traditional platforms struggled as efficiency and performance were affected by heavy loads
which resulted in higher response times [79].

Programming language: One important aspect of a server-less framework is, that it
allows the programmer to write and execute the code in diverse programming languages.
The whole computing environment can have a large number of APIs written in different
languages [80].

Composability: Server-less computing offers the idea of building the application by
writing the code in a modular manner without worrying about composability. Program-
mers can write functions independently for different types of business logic. server-less
computing framework provides different ways of composability.

Deployment: Deployment of server-less applications in a cloud environment is very
easy and easy to integrate continuously [81].

Security and Accounting: Security will be always a major concern in any kind of
framework for computing. server-less computing environments separate the individual
working environment significantly based on resource consumption, accounting information,
and communication [78].

Scalability: In general, it is expected that cloud environments always provide better
scalability. So in that same perspective, users will always expect the same from a server-less
computing environment.

Monitoring and Debugging: Using a proper log file to monitor and debug the error
frequently and periodically is an essential requirement to identify issues, errors, and a
better understanding of the environment [82].

7. Issues and Challenges

To maintain and sustain a smart healthcare system in the server-less continuum,
a developer might face a lot of issues and challenges. After going through various existing
literature, we have enlisted a few. Although these are not all, it should provide a nice
heads-up for the researcher and readers.

*  One of the major challenges is to apply the data-oriented approach in fog computing
with a server-less environment. Nowadays, loT-based edge devices keep running
various set modules and settings are fixed most of the time after deployment. In the
healthcare domain, the sensor devices might have different situation-aware service
modules. These service modules need to be triggered dynamically at the network
edge as per the availability and mobility of these devices.
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*  Another critical issue is to maintain the data routing path. Due to various technical
reasons, like computing location changing for various task instances in the cloud,
device mobility, changing service modules dynamically as per business requirements,
etc., manual configuration of the data routing path becomes problematic.

*  Inthe case of bio-informatics, the biggest challenge is the data sequencing process itself
in a server-less computing environment. Execution of these processes requires reser-
vation and optimal utilization of computing power and managing the virtual servers.

¢ Tohandle medical images using parallel programming, server-less environment needs
to have the scalability property.

*  Many applications gather the data at the edge of the network and do the local pro-
cessing before uploading the meaningful information to the cloud to maintain privacy
and take advantage of the seamless profit from the elasticity property of cloud infras-
tructure. This creates a workflow continuum and maintaining this in a server-less
environment is a big task.

¢  Every smart device can be connected with everything, due to the existence of IoT.
This throws a few major challenges to server-less computing such as heterogeneity of
devices, a large number of connected active devices, a safe and reliable environment,
energy efficiency, etc.

*  Server-less computing can be the golden choice for short-time services. But it will be
inappropriate for long-term services.

»  Existing server-less computing approaches try to provide scheduling mechanisms for
various instances of tasks. However, a few shortcomings arise like burstiness, varied
execution time, statelessness, and use of a single core.

e To attain zero latency or perform near real-time expectations, extreme parallelism,
and large-scale resource handling are the main requirements from the nowadays Al al-
gorithms. To perform these types of functions in a server-less computing environment
requires consistent performance and higher scalability.

¢ To run a medical app in reality, generally, it needs to meet lots of expectations to
provide more satisfaction to the user. To sustain these in a server-less environment,
a developer needs to quickly alter, update, or fix the app to meet the requirements
without affecting the performance.

8. Discussion and Recommendations
8.1. Discussion

After going through existing literature we can enumerate a few discussion points below.

¢ Combining artificial intelligence and machine learning can provide better-personalized
recommendations, predictions, and decision support. This can provide accurate
diagnostics, proper design of treatment plans, and improved patient trust.

e To support modern Al and machine learning tools with a large pool of resources,
a server-less environment is a new paradigm.

*  Major data center-oriented private organizations like Google, Amazon, IBM, Mi-
crosoft, etc., have already released their server-less platform to support function-
based services.

*  Various data-oriented applications [83-86] like database [87], video analysis [88],
and image analysis can take the help of server-less computing to obtain results by
executing the function-to-function basis as per requirement. Still, it might face cold-
start issues with unknown approaches or unrecognized data.

*  Astime progresses, the need for dynamic and stochastic workload balancing will be
the focus point in the current research scenario.

¢  To increase the cluster performance, the incoming request for function execution needs
to be predicted using the history.

e To establish the idea of a smart healthcare system using a server-less environment,
one needs to improve interoperability in IoT platforms.
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8.2. Recommendations

In Figure 6, we can see an ideal architecture for server-less computing for Health Ser-
vices. Server-less computing, due to its adaptive scaling feature, can react to more clients
with greater throughput and a quicker ARR over non-server-less technology. The computa-
tional load is developed inside the Health FaaS framework utilizing Apache JMeter and
the UCI ML Repository database.

*  Server-less computing requires resource provision and management in smart health
applications.

*  Server-less computing can run on various layers, like edge, fog, or cloud. But, at dif-
ferent layers, there will be different bottlenecks

e  Having a proper cluster-bed optimal virtualization, migration can be implemented to
support the server-less computing paradigm.

*  Using blockchain, a higher level of security and reliability can be provided in server-
less computing.

*  To work out the idea of a smart health system, we need to consider the IoT paradigm.

¢  If we think about latency, the execution of the functions as per user demand needs to
be closer geographically.
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Figure 6. Ideal health FaaS server-less architecture.

9. Conclusions

Server-less computing has emerged as a promising solution for sustaining a digitized
healthcare environment where multiple healthcare services can be deployed at a low scale
which reduces costs and response times. Depending on customer requirements, server-
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less providers can offer different types of services, including On-Demand, On-Reserve,
or Instance Service. A server-less service model that can handle peak loads at any time
is popular in the healthcare sector. Please note that different healthcare applications such
as ECG, EEG, and electronic blood analysis require different pricing models. Healthcare
systems such as remote monitoring systems and Fast Healthcare Interoperability Resources
(FHIR) interfaces, often use services from various server-less vendors such as Amazon,
IBM, and Microsoft. A server-less architecture is now being used as an efficient framework
for delivering a variety of healthcare services. However, IoT and server-less integration in
healthcare systems come with many challenges. Server-less frameworks are based on a set
of independent stateless functions that cannot communicate with each other by exchanging
data. This is one of the biggest problems with health management systems. Another
challenge for server-less health management systems is maintaining trade-offs between
cost and deadlines for various health applications. Despite its many challenges, it has
emerged as a potential tool for handling the various services of the healthcare system.
The identified research topic is considered one of the directions of research in the era of
server-less frameworks in medical systems.

In this review paper, we have not provided experimental data regarding our proposed
serverless healthcare framework as our empirical research studies are still ongoing. We are
in the process of implementing the proposed methods and evaluating their outcomes in
real-world test case scenarios. We aim to perform through investigations of these strategies
in actual healthcare settings to validate their effectiveness and potential impact. Once these
studies are complete, we will report our findings and discuss their implications.
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