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Abstract: The recent expansion of networks of low-earth orbit (LEO) satellites such as Starlink,
OneWeb, and Telesat and the evolution of communication systems toward B5G and 6G with densely
interconnected devices could generate opportunities for various cyber attacks. As the satellite network
offers many crucial services to the public and governmental organizations, cyberattacks pose severe
risks to the communication infrastructure. In this study, we propose a random routing algorithm to
prevent distributed denial-of-service (DDoS) attacks on an LEO satellite constellation network. The
routing algorithm utilizes the classical algorithms, i.e., k-DG, k-DS, k-SP, and k-LO, by introducing
randomness and selecting one with weighted probability distribution to increase the uncertainty in
the algorithm. The study shows that the proposed random routing algorithm improves the average
and median cost of the attacker against DDoS attacks while maintaining the functionality of the
network. The algorithm is optimized by formulating a Bayesian optimization problem. In addition to
providing an additional level of uncertainty in the routing, there is an improvement of 1.71% in the
average cost and 2.05% in the median cost in a typical scenario. The algorithm causes the network
to be robust to cyber attacks against LEO Satellite Networks (LSNs), however, similar to any other
defensive measures, it reduces the network’s goodput.

Keywords: cybersecurity; distributed-denial-of-service attacks; LEO satellite network; routing
algorithm

1. Introduction

The interest in LEO satellite networks (LSNs) is increasing with the recent launches
from SpaceX, Oneweb, Telesat, and Globastar [1]. The modern LSN consists of hundreds of
satellites in orbit, causing it to be a dense network that will provide seamless communica-
tion services to public and government agencies. These dense LSNs aim to provide optical
fiber-like Internet services with lower latency [2,3]. Satellites provide a myriad of services
including communication, broadcasting, GPS and navigation, banking, Internet of Things
(IoT), early warning systems, meteorology, remote sensing, and surveillance [4,5]. With the
increasing role of LSNs in the communication infrastructure, several security issues have
begun to appear at the forefront that have been largely neglected so far [6,7]. One of such
issues is the increasing cyberattacks on satellite networks, which will be detrimental to
the communication infrastructure and cause a lot of damage to service providers, the end
users, and governments.

Distributed Denial of Service (DDoS) attacks, which have been a huge threat to the
Internet since its early days, have been used effectively for a while against satellite networks.
In [8], the authors show that a DDoS attack is feasible in the LSN and that the traditional
mitigation and prevention methods are ineffective because of the special characteristics
of these networks. The research on such attacks is an ever-going battlefield between
attackers constantly modifying their tools and defenders modifying their approaches to
oversee new attacks. In 2015, 20% of businesses with 50 or more employees suffered at
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least one DDoS attack and 26% of DDoS attacks led to data loss [9]. Especially in the
satellite communication sector, the DDoS attack frequency increased by 255% from the
second half of 2018 to first half of 2019 and increased yet again by 295% from the first
half of 2019 to its second half [10]. The typical results of such an attack include network
infrastructure, service continuity, and business reputation damages. Furthermore, these
can have devastating costs, e.g., the average cost of downtime for an enterprise can reach
up to USD 2 million [11].

There are three kinds of satellite networks: Geosynchronous equatorial orbit (GEO),
Medium earth orbit (MEQO), and LEO satellite. The GEO satellites are located at an alti-
tude of 36,000 km from the earth and remain fixed in the sky when observed from the
ground. Due to larger distances, they have higher propagation losses and transmission
delays besides not able to cover high latitude areas [12]. The non-geostationary satellites
have recently gathered more attention due to seamless connectivity, lower propagation
delays, lower expense, and broadband communication [13,14]. The NGSO satellites include
the MEO at altitudes between 8000 and 20,000 km and LEO between 400 and 2000 km
above earth. Recently, several mega-constellations of LEO satellites have been launched
by Starlink, Telesat, Globastar, Oneweb, and Iridium that will provide connectivity and
broadband communication services [15]. The LSN offers lower transmission delay and
propagation losses causing it to be attractive for ultra-reliable low-latency communication.
However, there are significant challenges in the routing algorithms of LSNs. The routing in
terrestrial networks relies on the routing tables obtained from the network topology that
leads to greater network overhead and slow convergence [16]. Besides, the demands of
computational power and storage can be met for these routers. However, in the case of
LSNs, the network topology is dynamically varying and has limited onboard computa-
tion and storage. The high mobility of LEO satellites causes instability in the established
paths [17].

In [18], the authors describe how a new architecture called NDN (Named Data Ar-
chitecture), which is already being considered instead of traditional TCP/IP architecture,
may solve that problem of mobility in the inter-satellite links. They also consider how
the knowledge of the relative position of each satellite in the grid may be beneficial to
forwarding NDN packets. Another challenge is presented in the form of the topology of
the network as shown in [19]; the authors show that network topology has a big impact on
the type of routing algorithm that should be used, e.g., Delay-Tolerant Network (DTN) or
non-Delay-Tolerant Network (non-DTN). The routing strategy in such a dynamic network
will depend on the density of the network and the mobility pattern. As the density of nodes
increases, the probability of finding the paths increases and hence the Non-Delay-Tolerant
Network (Non-DTN) is more suitable for enhancing the performance of routing protocols.
The Delay Tolerant Network (DTN) protocols are more favorable in the case of low density
and high mobility [19]. In [20], the authors offer a realistic uplink framework designed
to imitate real satellite network performance issues such as satellite availability, packet
collision, and interference. This implies that those are actual challenges that routing proto-
cols try to mitigate. The capacity of the ground-to-satellite link is another major challenge,
being subject to various atmospheric fading mechanisms that cause it to be a bottleneck
of the entire network. Some challenges of routing algorithms in LEO satellite networks
arise from unbalanced traffic distribution among the nodes of the network, which may lead
to surges of activities in some areas. This is studied in [21] using a two-hops state-aware
routing strategy based on deep reinforcement learning (DRL-THSA).

The key factors that cause LSNs to be more vulnerable to attacks compared to terrestrial
networks include: (a) satellite locations are largely available to the public and are therefore
easier for an adversary to specifically target, (b) low latency requirements limit different
path options and cause routing to be more predictable, and (c) their reliance on the cyber
networks and the Internet for functioning. However, some other factors that work in the
favor of LSNs are: (a) the ever-changing nature of inter-satellite networks that cause the
attacker a risk of two attacks congesting each other rather than the target inter-satellite link
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and (b), as the number of end users connected to the satellite will be much smaller than the
Internet, it requires on the part of the adversary a very efficient, careful, and planned use of
resources for DDoS attacks.

Broadly, the solution to the cyberattacks can be categorized into two types: (a) Phys-
ical layer solution and (b) cryptography-based solutions. The physical layer solution
takes advantage of the the physical properties of the channel and wave propagation to
secure the network against the eavesdropper while the cryptographic solution utilizes the
encryption algorithms.

Some of the works that focus on physical layer solutions are as follows. In [22],
the authors have investigated the eavesdropping in Non-Geostationary Orbit (NGSO)
communication systems in the physical layer and derived the closed form expression
for channel secret capacity and outage probability while considering the effect of rain
attenuation. In [23], the authors have investigated the secrecy performance of a land mobile
satellite channel with shadowed-Rician fading. An attempt to solve the confidentiality
problem in the network coding of multi-beam satellite systems has been studied and, using
semi-definite programming, the sum secrecy rate was optimized by designing optimal
beamforming [24]. In [25], the authors have minimized the total transmit power of a
satellite while satisfying the user’s secrecy rate for a scenario in which the legitimate
receivers are placed among multiple beams while being surrounded by many passive
eavesdroppers. The investigation of the secrecy outage probability of a hybrid satellite—
terrestrial relay network (HSTRN) in the presence of multiple eavesdroppers is studied
in [26]. In [27], the authors have studied beamforming and artificial noise methods for
securing hybrid satellite-terrestrial networks. The investigation of the secrecy performance
of a satellite wiretap channel assuming a Shadowed Rician fading is performed in [28].
In [29], the authors have investigated the physical layer security performance of hybrid
satellite and a free-space optical (FSO) cooperative system. In [30], the Doppler shift and
received power characteristics of an LEO satellite are used to differentiate between the
legitimate and illegitimate satellites using support vector machines.

On the other hand, some of the works that focus on cryptography techniques to secure
satellite communication systems include: a demonstration scheme for an architecture of
a satellite communication using the SAFEcrypto cryptographic solutions [31], utilization
of elliptic curve cryptography in the design of a three-factor authentication protocol for
satellite communications that is meant to secure the communications against well-known
attacks [32], a novel encryption algorithm using XOR operation [33], and a parallel archi-
tecture Authenticated Encryption (AE) algorithm for high-data throughput optimized for
satellite applications [34].

However, as the communication systems will evolve to the future generation of
communication networks, e.g., B5G and 6G, we will need various cross-layer solutions
to address the cyberattacks on the densely connected network. More recently, several
works began to appear that focus on securing satellite communications in a scenario with
respect to DoS/DDoS attacks using the network layer solution. A proof-of-concept was
introduced in ICARUS dealing with distributed denial-of-service attacks in the context of
LEO satellite networks [8]. In [35], the authors have described mechanisms for supporting
Quality-of-Service (QoS) strategies that consider the properties of LEO satellite networks
and provide an explanation about several QoS routing strategies as well as their difference
from traditional best-effort routing algorithms. In [36], the authors have proposed a strategy
named Directed Percolation Routing (DPR) that they used for providing Ultra-Reliable
and Low-Latency Communication (URLLC). In [37], a lightweight risk avoidance routing
algorithm is proposed to avoid forwarding the user’s data in a high-risk area. In [38],
the authors have used an active distributed QoS routing strategy with consideration being
given to the link duration to find the optimum path.

In this work, we address the DDoS attacks on LSNs based on a network layer solution
by proposing a random routing algorithm. The algorithm randomly selects among many
algorithms to choose with a weighted probability distribution. This ensures that the cost of
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attacks launched from several bots leading to a DDoS attack is increased due to the increased
uncertainty in the LSN routing algorithm. The network layer solution proposed in this work
will be applicable for the increasing modern dense network of LEO satellites vulnerable
to DDoS attacks. In Figure 1, we show the scenario depicting the launch of a DDoS attack
from several compromised bots against LEO satellite networks. The contribution of the
article can be summarized as follows:

(1) We propose a k-RAND algorithm that selects from one of the four algorithm—k-DG,
k-DS, k-SP, and k-LO—to maximize the average cost of the attacks while maintaining
the functionality of the LEO satellite communication network.

(2) To optimize the performance of our proposed algorithm, we formulate a Bayesian
optimization problem that will maximize the average cost of the routing algorithm for
DDoS attacks.

(3) We show that the average cost of the DDoS attacks on the satellite network is enhanced
with the optimized k-RAND algorithm.

=
— Uplink
| \q',—\—> Downlink
’ \ 1

w

Figure 1. DDoS attacks on LEO satellite network launched from several compromised bots.

The rest of the article is organized as follows: In Section 2, we briefly discuss various
kinds of cyberattacks on an information system in the context of satellite communication
networks. In Section 3, we discuss the proposed random routing algorithm and the Bayesian
optimization problem formulation to optimize the performance. Section 4 presents the
numerical simulation and discussion. In Section 5, we conclude the paper.

2. Cyberattacks in Satellite Networks

Broadly, attacks on satellite communication networks can be classified into two types:
(a) electronic attacks and (b) cyberattacks [39]. The electronic attacks target the electronic
devices through which the system transmits and receives data. Such electronic attacks
include jamming and spoofing. On the other hand, cyberattacks target the data directly and
the systems using the data. A cyberattack refers to the deliberate and nefarious attempt to
breach a information system for malicious purposes [40].

Cyberattacks can be used to take control of information systems and devices, intercept,
eavesdrop on, and corrupt data. The antennas on satellite stations and ground stations,
as well as the systems connecting ground stations to satellite networks, are all potential
entry points for hackers to launch cyberattacks [41]. Attacks that target data interception
attempt to store data as it is transmitted through a satellite information system or eavesdrop
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the flow of data over the connected network [42]. An attacker will be able to verify the
success of their security breach attempt in almost real-time, even if a satellite service
provider is unaware of the attack while it is happening or even after it has occurred.
During a data corruption attack, malicious software, such as malware, is introduced
into the system and the data are altered to purposefully display incorrect information.
As hackers may successfully conceal their identities and carry out completely irreversible
attacks, these types of crimes are challenging to identify and track.

Cyberattacks can potentially be used to gain access and control of an orbiting satellite
system and ultimately be able to execute commands on the satellite communication systems
onboard. Such types of attack will be extremely difficult to attribute and the repercussions
will be irreversible if the attacker gains complete control of the systems and alters or makes
changes in a way that may cause severe unrecoverable damage. The service provider might
take notice of the attack but would not be in a position to take any affirmative action as
it will be too late to reverse the damage. Such attacks, which include gaining complete
control of satellites, can cause severe collateral damage and may lead to the disabling of the
target satellite, leaving it to drift in its orbit in uncontrolled fashion or even worse the path
can be slightly drifted and cause collisions with other satellites. We now briefly summarize
various kinds of cyberattacks.

e  Denial-of-service (DoS) and DDoS attacks: The attacker will overwhelm or flood the
information system in such a way that leads to a denial of service to the intended legit-
imate users. The attack is typically carried by a single computer or device. The DDoS
attack is a type of DoS attack in which the attacker uses several distributed devices to
flood the data traffic. The distributed devices are usually compromised bots [43].

*  Man-in-the-middle (MitM) attack: The attacker places itself in the communication
link between two parties in order to intercept, eavesdrop, or corrupt the data being
exchanged between the involved parties. Such an attack will enable the attacker to
steal login passwords and personal information and spy on the victim [44].

¢  Phishing and spear-phishing attacks: Phishing attacks are based on using social
engineering and technical tricks to manipulate the users. The attackers disguise
as a trusted party to send emails and messages that will lead to the installation of
some malicious software or the revealing of personal and sensitive information. A
spear-phishing attack is a targeted attack by gathering some typical information about
the target users or organization to increase the probability of success of a phishing
attack. As this attack is very specific and targeted, it is difficult to identify and defend
against [45].

¢ Drive-by attack: Such attacks are a common way to install and download malicious
software without any explicit permission from the user. This usually happens while
visiting a compromised website that will automatically download and install to infect
the device, steal information, or corrupt stored data. This is also known as a drive-
by download as this does not require any action on the part of victim. A drive-by
download attack can take advantage of the security vulnerability of an app, operating
system, or web browser [46].

¢ Password attack: Passwords are required to obtain access to an information system,
storage devices, and emails. Password attacks use special techniques and software to
guess the passwords of users to gain access to their system. Such access to a user’s
password can be obtained by smart guessing by combining date of birth, place of birth,
pet’s name etc., using social engineering and tricks and gaining access to a password
database [47].

*  SQL injection attack: Structured Query Language (SQL) attacks are mostly common
with database-driven websites. The attacker inserts SQL commands that can lead to
access, modify, and delete databases or completely shut them down [48].

¢ Cross-site scripting (XSS) attack: XSS attacks inject malicious code into a trusted
website. The users visiting the website will be vulnerable to give away personal
information or download software onto their computers [49].
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* Eavesdropping attack: Eavesdropping attacks occur by intercepting, modifying, or
deleting the data that are being exchanged between two parties. It takes advantage of
an unsecured communication network to snoop on the data transfer in transit [50].

e  Malware attack : Such attacks uses malicious or unwanted software designed to
harm the information system. It can lead to stealing, deleting, or encrypting the
data, gaining access and control of the device, locking the device, and injecting some
spy software. Some examples include virus, worm, ransomware, trojan horse, bots,
spyware, adware, etc. [51].

For launching a DDoS attack on the LEO satellite network, the attacker will use
several compromised bots/users located on the ground by combining various kinds of
cyberattack techniques to gain access or control of the end users on the ground spread
across a vast geographical area. After gaining complete control of these users, it can flood
and overwhelm the data traffic of the downlink/uplink or inter-satellite link of the satellite
communication link to deny services to the genuine users.

3. Random Routing Algorithm

In the context of densely connected LEO communication networks, an attacker can
easily plan a DDoS attack to congest an inter-satellite communication link. This is expected
due to the fact that when the routing algorithm is deterministic, and with the assumption
that the attacker knows the algorithm as well as the network grid (each satellite’s location),
it is feasible to predict how the network will route a packet in the inter-satellite commu-
nication network. This is also supported by the ICARUS study. One way to address the
challenge could be to add randomness in the routing algorithm that will cause it to be
more difficult for the attacker to successfully perform a DDoS attack. First, we define the
following two terms in the context of attacks: cost and MaxUp.

The cost of an attacker is defined in the following way: how many resources in terms
of traffic volume (Gbps) an adversary has to use in order to be successful in achieving the
attack’s goal. For example, if one bot generates 10 Mbps of traffic volume, then the ISL
capacity of 10 Gbps would mean 1000 bots transmitting 10 Mbps each to the ISL network.

Detectability /MaxUp is defined as follows: If the attacker just targets one satellite to
launch its attacks then a sudden change in traffic volume to a single node in the network
would be easily noticeable. To avoid such detectable situation, attackers distribute their
traffic volume over several satellites in the LSN by placing several bots on the ground.
Therefore, the detectability/MaxUp is defined as the maximum absolute change in the
bandwidth caused by the attacker across the LSN for the up-link transmission.

When the algorithm is less deterministic, this means that the attacker has to send more
packets in order to congest the target ISL. This is expected to happen as the attacker has
to cover a greater number of cases probabilistically. The transmission of more packets
over the network means increasing the cost (sending more packets from multiple ground
stations/bots) or the MaxUp (sending more packets from a single ground station). For ex-
ample, let us assume that the routing algorithm is a BFS (breadth-first search). Given a
grid of satellites and a source and destination of ground stations, this algorithm will return
a similar path no matter how many times it is being run. For the attacker, that means it
knows the exact route of each packet sent, which in turn allows the attacker to only send as
many packets as needed to congest a target ISL.

On the other hand, assume the algorithm returns the three shortest paths leading from
the source to the destination. Now, the attacker must take into account every possible short
path, which may be more than just three. That means the attacker has to send more packets.
If the attacker sends more packets from the source station that would increase the MaxUp
since more traffic from a single station is easier to recognize. The attacker can alternatively
send more packets from multiple other ground stations, but that would increase the cost
since the attacker would need to have a larger botnet to have access to more ground stations.
In conclusion, sending more packets means increasing the cost (sending more packets from
multiple ground stations) or MaxUp (sending more packets from a single ground station).
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In order to add randomness to the routing algorithm, we select one of four algorithms
to be used with weighted distribution. These four algorithm are chosen from the algorithms
evaluated in ICARUS and already implemented in the framework: k-DG, k-DS, k-SP, and
k-LO. These algorithms include [8]:

*  Shortest paths (k-SP): The k-sp algorithm finds k paths between the source and
destination in the network with the minimum length [52]. This algorithm distributes
traffic among the k-shortest paths in the satellite communication network [53].

¢ Ground-to-ground disjoint paths (k-DG): The algorithm considers k-shortest paths
with node disjoint paths, i.e., without any shared uplinks, downlinks, or inter-satellite
links. The node disjoint paths only share the source and destination points [54].

e Satellite-to-satellite disjoint paths (k-DS): This algorithm finds the k shortest paths with
the node disjointness forced only on the inter-satellite links while allowing overlaps in
the paths of the uplinks and the downlinks.

e Limited-overlap shortest paths (k-LO): The algorithm finds the k shortest path between
the source and destination ensuring that these paths are sufficiently dissimilar to each
other. It is an implementation of the ESX algorithm, as shown in [55], in that it finds
the k shortest paths with a similarity score of less than 50%.

The proposed random algorithm k-RAND is summarized in Algorithm 1. We generate
a random variable A between 0 and 1. For the values of A between 0 and a;, we select
the shortest path (k-SP) routing algorithm; for values between a; and a;, k-DG is selected
and so on. The values of a1, a5, and a3 will be determined based on the maximization of
the statistics of the cost of attack. There will be a trade-off between these two competing
measures (cost and MaxUp) for the DDoS attacks against LSNs.

Algorithm 1 k-RAND algorithm

Generate A randomly between [0, 1]

fO0<A<m

Use shortest paths (k-SP)
Elself a1 < A <ay

Use sround-to-ground disjoint paths (k-DG)
ElseIf ap < A < a3

Use satellite-to-satellite disjoint paths (k-DS)
Else

Use limited-overlap shortest paths (k-LO)

In order to find the parameters of the proposed k-RAND algorithm, i.e., a1, a5, and a3,
we formulate a Bayesian optimization problem. The Bayesian method is a derivative free
approach to find the minima of expensive-to-evaluated functions. The cost function of
the optimization is the average cost of the DDoS attacks on the LSN. The solution is then
obtained using the Bayesian approach [56,57].

min  Caog D
ay,a2,a3

where Cm,g denotes the average cost of attacks.

4. Simulation Results and Discussion

In this section, we show the simulation results and compare the performance of the
proposed random routing algorithm with some of the most widely used routing algorithms
(k-DG, k-DS, k-LO, and k-SP) as shown in [8]. The study has been performed in the LSN
framework of ICARUS [8] that uses a simulation performed on the Starlink constellation
consisting of 1584 satellites. The values of 41,4, and a3 have been obtained after 50
iterations using the Bayesian optimization algorithm and the best values are found to be
0.377,0.403, and 0.412, respectively. This algorithm is the one that proved to be the most
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efficient in increasing the cost while maintaining a good MaxUp. The probability mass
functions (PMFs) of the four algorithm are shown in Table 1.

Table 1. PMF of Algorithms.

Algorithm PMF
k-SP 0.377
k-DG 0.026
k-DS 0.009
k-LO 0.588

In Figure 2, the histogram plot of the attackers’ costs for the considered LSNs are
shown. The frequency in the plot refers to the bin frequency. The cost is normalized with
respect to the one ISL bandwidth that is 20 Gbps. The cost includes the feasibility of the
attack on the downlinks and inter-satellite link of the LSN. As for the case of the uplink
attacks, the compromised bots have to be in the coverage area of a given satellite and hence
the MaxUp is very high, meaning the attacks will be easily detectable. We can observe
that the proposed algorithm is able to increase the cost of the attacks so that the attacker
has to deploy more scattered compromised bots probabilistically to lead to a successful
attack. The average and median of the cost of attack is shown in Table 2. It is to be noted
that the k-RAND provides the optimum median and average cost while maintaining a
good functionality over the network. Compared to the k-SP, it provides an improvement of
1.71% in the average cost and 2.05% in the median cost. In the case of a dense LEO satellite
communication network, such a percentage would matter as the DDoS attacks must be
distributed over a larger area to be less detectable. Concentrating the attack in a certain
area will be easily detectable as there will be significant traffic increase in that particular
area. Probabilistically, the attacker also will have uncertainty in the choice of the particular
routing algorithm used and this will, therefore, force them to utilize more network traffic.

Table 2. Cost statistics.

Algorithm Average Median
k-SP 0.9107 0.9480
k-DG 0.9088 0.9665
k-DS 0.9168 0.9635
k-LO 0.9264 0.9665

k-RAND 0.9262 0.9675
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Figure 2. Histogram plot of the attackers’ costs of launching DDoS Attack on an LEO satellite network.

Figure 3 shows the cumulative distribution function (CDF) of the cost of the attacks
with the considered algorithms. The CDF denotes the empirical distribution function and
is defined as:

Rl = ) I @
i=1

where X; are the sample observations, # is the number of observations, and 1 denotes the
indicator function.
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Figure 3. CDF of the attackers’ costs of launching DDoS Attack on an LEO satellite network.

It is notable that the k-RAND algorithm provides the highest probability of exceeding
a certain cost for the DDoS attack between the cost values from 0.82 to 0.96. Furthermore, it
is notable that k-RAND provides optimum results compared to all the other algorithms.
The probability that the attacker’s cost exceeds the average values (shown in Table 2) is
highest for the k-RAND algorithm. Thus, it can provide robustness against the DDoS
attacks. Besides, it provides an additional layer of uncertainty to the attacker by the choice
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of the algorithm used for routing that would mean an additional probabilistic cost to
the attacker.

In Figure 4, we show the histogram plot of the routing algorithm with respect to the
detectability /MaxUp. The adversary would not fully occupy the bandwidth of one particu-
lar uplink as it would be easily detectable. The MaxUp is normalized to the bandwidth of
one uplink, so it will distribute such attacks among multiple uplinks. It is expected that,
due to increased uncertainty in the routing algorithm, the detectability of the algorithm
will slightly degrade. This can be noticed in the histogram plots. The average median
values of the Maxup are shown in Table 3 for all the algorithms. As it can be noted, the k-SP
provides the best MaxUp results, however, at the same time, we noted that its average and
median costs are not better compared to the k-RAND algorithm. We note that the k-RAND
provides the lower median detectability, but it is better than k-DS. At the same time, we
note that k-RAND has the highest probability of the cost of attack exceeding the average
cost of attack compared to all the algorithms.
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Figure 4. Histogram plot of the attackers’ detectability/MaxUp of launching a DDoS Attack on an
LEO satellite network.

Table 3. MaxUp Statistics.

Algorithm Average Median
k-Sp 0.1618 0.1050
k-DG 0.0905 0.0500
k-DS 0.0684 0.0350
k-LO 0.0775 0.0475

k-RAND 0.0690 0.0450

The CDF of the MaxUp is shown in Figure 5. As the CDF plot shows that we have
obtained moderate results in the case of the detectability of the algorithm. It is seen that
the k-SP is better in terms of detectability, but we have already seen that the proposed
algorithm outperforms k-SP in terms of adversary cost. Due to the increased complexity of
our algorithm, the detectability is slightly degraded, i.e., if an LSN has an algorithm that
produces more predictable routing, a specific link would be more easily congested. On the
other hand, for the same reason, it would be easier to detect an attack because a pattern in
the routing would stand out more easily.
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Figure 5. CDF of the attackers’ detectability/MaxUp of launching a DDoS Attack on an LEO
satellite network.

5. Conclusions

In this article, we have briefly discussed the critical issue of cyberattacks in the context
of LEO satellite networks. Recently the LEO network is under various kind of threats and
DDoS specifically poses a huge threat. To address DDoS attacks in LSNs, we have proposed
a random routing algorithm k-RAND that improves the average and median cost of attack
on an LEO satellite network in addition to increasing uncertainty in the routing algorithm.
It was shown that the random routing algorithm enhances the attacker’s average and
median cost while maintaining the functionality of the network but functions at the cost of
a slightly degraded detectability performance. The algorithm is based on the selection of
one of four classic algorithms—k-LO, k-DS, k-DG, and k-SP—Dby introducing randomness
to the selection with weighted probability distribution. The optimization of the parameters
of the k-RAND algorithm that provides the distribution of our algorithm is performed by
formulating a Bayesian optimization problem that maximizes the average cost of the DDoS
attacks. The k-RAND algorithm will be an effective and robust defensive measure for the
DDoS attacks against the modern LEO satellite communication link. The codes used for
the simulation studies are available on https:/ /github.com/RubenFr/icarus-framework,
(accessed on 18 January 2020).
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