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Abstract: This manuscript delineates the development of an avant garde dual-layer blockchain archi-
tecture, which has been meticulously engineered to augment the security and operational efficacy of
vehicular ad hoc networks (VANETs). VANETs, which are integral to the infrastructure of intelligent
transport systems, facilitate the critical exchange of information between vehicular nodes. Despite
their significance, these networks confront an array of formidable security vulnerabilities. Our
innovative approach, employing a dual blockchain framework—the event chain and the reputation
chain—meticulously tracks network activities, thereby significantly enhancing the trustworthiness
and integrity of the system. This research presents a transformative dual-layer blockchain archi-
tecture, which was conceived to address the intricate security challenges pervasive in VANETs.
The architecture pivots on a sophisticated reputation assessment framework, thus leveraging the
principles of Bayesian inference and the analytical rigor of historical data to markedly diminish
observational errors, as well as elevate the accuracy of reputation evaluations for vehicular nodes.
A salient feature of our methodology is the implementation of an attenuation factor, which has
been deftly calibrated to modulate the impact of historical behaviors on current reputation scores,
thereby ensuring their relevance and alignment with recent vehicular interactions. Additionally, the
numerical threshold serves as an indispensable mechanism, thus establishing a definitive criterion
for the early identification of potentially malicious activities and enabling the activation of proac-
tive security measures to safeguard the network’s integrity. Empirical validation of our dual-layer
blockchain model has yielded a remarkable 86% efficacy in counteracting malevolent behaviors, thus
significantly outperforming extant paradigms. These empirical outcomes underscore the model’s
potential as a vanguard in the domain of secure and efficient reputation management within VANETs,
thereby heralding a substantial advancement in the sphere of intelligent transportation systems.

Keywords: vehicular ad hoc networks (VANETs); blockchain; probabilistic identification; network
threat mitigation; reputation assessment; network efficiency; connected vehicle security

1. Introduction

The Internet of Vehicles (IoVs) represents an emerging application scenario for Internet
of Things (IoTs) technology. At the heart of this technological evolution are vehicular ad
hoc networks (VANETs), which facilitate communication between vehicles and between
vehicles and infrastructures, thus constituting a key subset of the IoVs. VANETs have
emerged as one of the most exciting research fields within intelligent transport systems,
thereby providing safety and convenience information for drivers [1]. These networks
can communicate the complex and dynamic data generated by vehicles, humans, and the
environment in real time, such as traffic conditions, traffic accidents, road construction, and
congestion. However, VANETs are especially vulnerable to a variety of security threats,
including malicious attacks and the distribution of unreliable information, which can have
severe consequences, such as traffic accidents.
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Additionally, the distinct characteristics of VANETs introduce significant challenges in
terms of security management, privacy, and reliability in their design [2,3]. So, creating an
efficient anonymous authentication system with low computational cost [4] in a vehicular
ad hoc network (VANET) represents a considerable challenge [5].

Specifically, in the realm of vehicular ad hoc networks (VANETs), the development
of an efficient anonymous authentication system that maintains low computational costs
poses significant challenges due to several intrinsic characteristics of these networks:

1. High Vehicle Mobility: The highly dynamic nature of VANETs, which are character-
ized by vehicles moving at high speeds, results in frequent changes in network nodes.
This demands an authentication system that is capable of rapidly adapting to changes
in network topology without compromising on security or performance.

2. Resource Limitations in Vehicles: Despite being equipped with advanced technologies,
modern vehicles still face limitations in terms of processing power and storage capac-
ity. An efficient authentication system must operate within these resource constraints,
thereby ensuring light computational loads.

3. Anonymity and Privacy Needs: Given the sensitive nature of vehicular data, such as
location and movement patterns, ensuring user anonymity and privacy is paramount.
Achieving this without significantly increasing the computational burden adds com-
plexity to system design.

4. Diversity and Scalability: VANETs support a wide array of applications, from road
safety to infotainment services, each with its unique security requirements. The
authentication system must be versatile enough to cater to these diverse needs and
scalable to handle the increasing number of connected vehicles.

5. Resistance to Attacks and Frauds: Authentication systems in VANETs must be robust
against various security threats, including impersonation attacks, Sybil attacks, and
data manipulation. Designing a system that can effectively counter these threats
without imposing excessive computational demands is a significant challenge.

For these reasons, developing an efficient and low-cost computational anonymous
authentication system for VANETs is not only crucial for ensuring security and privacy
within these networks, but also poses substantial technical challenges. Our research aims to
address these challenges through an innovative approach that balances security, efficiency,
and practicality.

On the other hand, the incorporation of blockchain technology in VANETs presents a
paradigm shift from traditional centralized systems to a more resilient, transparent, and
decentralized framework. The blockchain, known for its immutable and secure ledger, is
leveraged to enhance the tracking and verification of vehicular movements and interactions.
This technology has shown promise in mitigating the inherent vulnerabilities of VANETs,
thereby providing a robust platform for secure vehicular communication.

With the growing adoption of blockchain technology across various sectors, including
transportation [6], this technology has also shown promise in resolving the challenges
within VANETs. Blockchain technology provides a decentralized, secure, and trustworthy
database maintained by network nodes [7,8]. In this way, it can be used to track, organize,
and verify interactions among vehicles in the network.

In addition, blockchain technology can be also employed for securization purposes.
Cybersecurity threats to vehicular ad hoc networks (VANETs) have escalated in recent

years, primarily due to their critical role in managing sensitive vehicular data [9]. The
conventional centralized systems, typically operated by vehicle service providers, have
demonstrated several security shortcomings. These systems often fail to offer the robust
defense mechanisms necessary to protect against sophisticated cyberthreats, thus resulting
in notable vulnerabilities within vehicular networks [10].

Additionally, the proliferation of wireless connected devices has exponentially in-
creased the complexity of ensuring secure vehicular communications [11]. The intricate
web of data exchange within VANETs demands a security solution that transcends the
capabilities of traditional centralized systems. Herein lies the potential of blockchain
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technology—it offers a decentralized approach that inherently enhances the security, per-
formance, and scalability of VANETs [12].

Blockchain technology’s application in VANETs extends beyond mere communication
security [13,14]. It revolutionizes the entire ecosystem by enabling immutable record-
keeping for vehicular history, thereby ensuring data integrity and fostering a transparent
environment for data exchange. This immutable nature of blockchain technology is partic-
ularly pivotal, as it ensures that once vehicle data are recorded on the ledger, they cannot
be altered or tampered with, thereby instilling trust in the vehicular data records [15].

In most prior approaches, vehicle security in VANETs was accomplished each time it
entered the territory of a roadside unit (RSU). Relying solely on a single RSU presents a
multitude of challenges. Firstly, it can become a performance bottleneck, especially in high-
density areas where numerous vehicles might be entering or exiting simultaneously, thereby
leading to latency in certification processes. Secondly, a solitary RSU becomes a single point
of failure; if it malfunctions or becomes compromised, it can disrupt the certification of all
the vehicles under its jurisdiction. This can also lead to potential security vulnerabilities,
where malicious entities might target the RSU to either gain unauthorized access or to
disrupt normal operations. Furthermore, there is an inherent lack of redundancy, meaning
that if one RSU is down or is facing technical glitches, there is not an immediate backup
system in place to continue the vehicle certification.

Integrating blockchain technology can alleviate some of these concerns [16,17]. The
decentralized nature of the blockchain ensures that no single point of failure exists, thereby
enhancing the robustness and resilience of the system [18]. Every transaction, in this case,
vehicle certifications, can be recorded on the blockchain, thus making the data tamper-
proof and ensuring its integrity. Moreover, the blockchain’s consensus mechanisms can
be leveraged to validate vehicle entries, thereby reducing the burden on a single RSU and
distributing the task across multiple nodes or participants in the network. This not only
streamlines the certification process, but also introduces an added layer of security, thus
making it exceedingly difficult for malicious actors to compromise the system.

In other words, the transition from traditional centralized systems to blockchain-based
solutions equips VANETs with enhanced resilience against data breaches and unauthorized
access. The decentralized nature of the blockchain mitigates the risk of single points of
failure, which are inherent in centralized systems. Moreover, the blockchain empowers
all network participants to engage in the maintenance of the ledger, thereby promoting a
transparent and tamper-proof ecosystem [19].

In essence, the blockchain stands as a vanguard technology that propels VANETs into
a new era of security and reliability. It ensures that vehicular communications are not
only secure, but that they also conducted within a framework that is inherently resistant
to cyber attacks. By integrating blockchain solutions, VANETs evolve into more resilient,
transparent, and decentralized networks that are capable of withstanding the escalating
threats in today’s cybersecurity landscape [20].

In this context, this paper proposes a security architecture for the VANET using
blockchain technology. Traditional security solutions, such as public key infrastructure
(PKI), have limitations when applied to the VANET, particularly due to the high mobility
and short-term connectivity of the network. Previous reputation management models have
attempted to address these challenges but have faced unresolved issues [21].

In addition, although VANETs can benefit from Internet of Things (IoTs) technologies
to communicate connected remote devices [22], the diversity of formats, resolutions, infor-
mation sources, and mediums in VANETs makes interactions in these networks a complex
task [23].

The use of blockchain technology not only maintains the security and accountability of
vehicle interactions, but also facilitates the tracking of vehicle position and movements. Our
solution aims to improve the capacity for successfully detecting attacks against the VANET
and attacks from malicious nodes, thereby ensuring both efficient and secure vehicular
communications. Our solution aims to increase the success rate in detecting attacks against
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the VANET and attacks from malicious nodes. Specifically, this architecture generates
secure hashes for each vehicular interaction and allows for the verification of these by
each node in the network, thereby minimizing the possibility of illegal activities within the
VANET system.

Our paper presents several key contributions that collectively address the critical
issues surrounding vehicular ad hoc networks (VANETs). These contributions introduce
advancements in multiple domains within the VANET ecosystem. Specifically, they include
the following:

• Architecture of Security for VANET: Our proposed architecture leverages blockchain
technology to significantly enhance the security of VANET systems. It provides a
robust framework for secure and reliable communication among vehicles.

• Generation of Secure Hashes for Vehicular Interactions: We introduce a novel method
for generating secure hashes for each vehicular interaction. This method ensures the
integrity and authenticity of the interactions, thereby contributing to a safer and more
reliable network.

• Network-Wide Verification and Mitigation of Illegal Activities: Our architecture en-
ables each node in the VANET network to verify the interactions through the generated
hashes. This decentralized verification process bolsters the overall security of the sys-
tem, thereby effectively minimizing the potential for illegal activities.

And these advances have different practical implications in real-life scenarios. For
example, they include the following:

• Enhanced Security: The architecture significantly elevates the security level in VANETs
by leveraging a dual-layer blockchain approach, thereby ensuring the authenticity and
integrity of vehicular communications, which is critical for applications like emergency
response and traffic management.

• Improved Efficiency: By reducing the observation errors in reputation assessment [24],
the system enhances the overall network efficiency, which is crucial for real-time
applications such as collision avoidance systems and dynamic traffic light control.

• Scalability: The architecture is designed to be scalable, thus making it capable of
accommodating the growing number of connected vehicles and diverse data trans-
actions within VANETs, thereby making it suitable for the expanding scope of smart
city projects.

Together, these contributions form a comprehensive solution that addresses the ongo-
ing challenges related to security, privacy, and reliability in VANETs.

Going forward, the rest of this document is organized as follows:

• Section 2 provides a critique of the current solutions and underscores their limita-
tions. This section delves into the myriad of security challenges in VANETs, thereby
elucidating the predominant types of attacks that these networks are susceptible to.
Additionally, it explores a range of proposed security measures designed to miti-
gate such attacks, thus presenting an insightful overview of the security landscape
in VANETs [25]. In addition, this section offers a detailed taxonomy of the security
solutions tailored for VANETs, thereby dissecting various types of security measures
that have been proposed. It thoroughly evaluates the advantages and drawbacks of
these solutions, thereby providing an extensive guide for researchers and practitioners
in the field [26]. These mechanisms include various trust management methods in
VANETs, thus elucidating their respective strengths and weaknesses and offering a
balanced perspective on the topic [27].

• Section 3 dives into our proposed system, thus offering a detailed overview of the
algorithm, methodology, and its unique benefits. It discusses the shortcomings of the
existing systems and demonstrates how our proposal effectively addresses them.

• Section 4 provides a comprehensive evaluation of our prototype, thus examining its
performance and scalability metrics.
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• Section 5 concludes the paper by recapping the key contributions and exploring
potential directions for future research.

2. Related Work

In this section (Section 2.1), we analyze the state of the art with respect to blockchain
solutions for VANETs, trust models for vehicle nodes and networks, and the most critical and
dangerous cyber attacks and their potential mitigation strategies. Later, in Section 2.2, the
benefits, improvements, and advantages achieved by the proposed technology are discussed.

2.1. Blockchain Solutions for VANETs, Trust Models, Cyber Attacks, and Mitigation Strategies

Vehicular ad hoc networks (VANETs) are a specific form of mobile ad hoc networks
(MANETs) that connect vehicles on the move. The main goal of VANETs is to provide road
safety, traffic management, and various infotainment services. Due to the critical nature
of these services, data security, privacy, and reliable communication are of paramount
importance. However, the highly dynamic and distributed nature of VANETs presents
unique challenges to maintaining these aspects. Traditional security measures are often
inadequate due to the absence of a fixed infrastructure, high mobility, and the heterogeneous
environment in VANETs [28].

Vehicular ad hoc networks (VANETs) are highly susceptible to various forms of at-
tacks [29], including denial-of-service, impersonation, and the spread of false information,
among others [30,31]. Traditional security mechanisms often fall short with respect to ade-
quately securing these networks due to their unique characteristics such as high mobility
and varying node densities. Public key infrastructure (PKI) has been widely used but comes
with limitations when dealing with high-speed, short-range vehicular interactions [32,33].

Traditional PKI systems are predicated on the assumption of relatively stable and
prolonged interactions between entities. However, VANETs are characterized by high-
speed movement and fleeting encounters between vehicles. This dynamic nature can lead
to several issues with PKI, such as the following:

• Rapid Change of Context: The fast-paced environment can outpace the PKI’s ability to
update and validate certificates, thereby leading to delays or errors in authentication.

• Scalability Concerns: The sheer volume of high-frequency interactions requires a PKI
system to handle a significant number of certificate validations within a minimal time
frame, which can form a scalability bottleneck.

• Latency in Certificate Revocation: The time-sensitive nature of revoking compromised
certificates can be at odds with the quick interaction times, thereby potentially allowing
unauthorized access.

Blockchain technology has recently shown promise in enhancing VANET security by
providing a decentralized approach that could potentially solve many of the challenges
associated with traditional architectures [34,35]:

• Decentralization: The blockchain operates on a peer-to-peer network that inherently
supports the dynamic and decentralized nature of VANETs, thereby facilitating faster
and more efficient verifications.

• Immediate Validation: Transactions and communications in a blockchain network
can be validated in real time, which aligns well with the high-speed requirements
of VANETs.

• Immutable Ledger: The blockchain ledger [36] provides a tamper-proof record of all
transactions, including authentications and data exchanges, thereby enhancing trust
in vehicular communications.

Various studies have investigated the application of blockchain technology in manag-
ing secure and reliable data exchanges in VANETs. In the following Figure 1, a general view
of the blockchain-based architectures in VANETs is presented. As can be seen, while input
communications in blockchain networks require a specific cryptographic configuration and
service interface (only deployed in the RSU), output validated data are published as public
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events (output flows in the blockchain networks can only be managed as events), and the
vehicle node can capture that information without the intervention of the RSU.

Figure 1. Blockchain-based architecture for VANETs.

On the other hand, the evolving field of trust computation offers several approaches
for improving VANET security [37]. Methods for calculating trust [38,39] can be broadly di-
vided into categories based on multiweight fusion [40,41], Bayesian inference (BI) [28,42,43],
Dempster–Shafer (D-S) theory [44], fuzzy logic [45,46], and three-valued subjective logic
(3VSL) [47,48]. Bayesian inference has shown to be particularly suitable for the quantitative
judgement of interactive trust in the VANET context [49–52].

Other authors have emphasized the pressing concern of cyber attacks on data stored
in cloud servers [53]. Or, they have pointed out the vulnerability of VANETs to these
attacks due to the critical and sensitive nature of the data they handle [54]. A decentralized
approach using blockchain technology was proposed to safeguard this data [23]. By
employing cryptographic techniques, the information was encrypted, thus bolstering its
confidentiality and anonymity [55]. However, limitations were also observed, mainly
regarding scalability and the high computational power required for these cryptographic
processes [56].

The focus shifted towards the centralization of data management in VANETs, which
traditionally relies on systems maintained by vehicle service providers [57,58]. The risks
associated with such a setup were recognized, including system failures and protection
disagreements [59,60]. To address these concerns, a blockchain-based architectural design
was proposed that employs sovereign identity for enhancing the security of data and uses a
multitier, capability-based authentication process [61,62]. Although promising, the research
also highlighted the need for robust standardization to ensure the seamless integration and
interoperability of the proposed system [63].

In response to the exponential rise in wireless connected devices [64], the limitations
of cloud computing in effectively addressing associated security concerns were pointed
out [65]. A blockchain-based structure was proposed that was specifically designed for
VANETs, thus focusing on resolving performance and scalability issues [23]. The results
showed an improvement in data management and security. However, concerns about the
implementation complexities of integrating blockchain technology into existing VANET
systems were also raised [6].

The primary feature of the blockchain that benefits VANETs is its decentralized nature,
which eliminates the need for a central authority, thereby reducing the risk of single-
point failures and potential bottlenecks in data flow. Additionally, the transparency and
immutability of blockchain technology ensure the integrity of the data, thereby making it
resistant to tampering and forgery [28].
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Various security issues like forgery, denial-of-service, and smart card theft threats that
plague VANETs were tackled [44]. A blockchain-enabled authentication and authorization
system for VANETs was presented, which efficiently managed privacy and information
integrity [66]. Despite the contributions, the need for further optimization to improve the
system’s efficiency was acknowledged, especially under high network load conditions.

Finally, it was explored how VANETs rely on a third-party financial intermediary to
share information electronically [67]. A paradigm shift towards blockchain was argued
for, thereby eliminating the need for a central authority and fostering a more transparent
and trusting environment [34]. A blockchain-enabled platform was developed to facilitate
information exchange between domains [66]. However, the necessity of efficient consensus
algorithms to manage the increased network traffic effectively was also highlighted [68].
Nervetherless, the combination of VANETs and blockchain technology has great potential
to address the various security challenges faced by VANETs [69].

2.2. Advantages and Benefits of the Proposed Technology

The inherently decentralized architecture of the blockchain facilitates accurate data
verification and traceability without reliance on central authoritative entities, thereby signif-
icantly mitigating vulnerabilities to a wide array of cybersecurity threats [19]. The ledger’s
immutability guarantees the permanence of each recorded transaction or vehicular event,
thus assuring data integrity and enabling reliable audit processes and crossverification by
authenticated network participants [15].

The blockchain’s integration within VANETs not only fortifies the security framework,
but also introduces an efficient paradigm for managing vehicular location data [20]. Each
entity, whether a vehicular node or a roadside unit, becomes an integral component of
the blockchain consensus mechanism, thereby ensuring the authenticity and timeliness of
shared data [11]. Smart contracts autonomously execute on the blockchain, thus streamlin-
ing the validation process for location and movement data. This automation circumvents
the need for manual verification, thereby enhancing the functional efficiency of intelligent
transportation systems [9]. Moreover, the principles of immutability and transparency that
are foundational to the blockchain provide a trustworthy platform for exchanging critical
security data [70,71], such as traffic alerts and vehicle status updates [10].

By leveraging the intrinsic features of the blockchain (its decentralization, transparency,
and immutability) we facilitate a paradigm shift regarding how vehicular data is authenti-
cated and managed. This shift not only augments system reliability, but also elevates data
verifiability to unprecedented levels. Through the blockchain-enabled framework, each
vehicle becomes a node within a vast, interconnected network, thereby contributing to and
benefitting from a collective pool of shared positional and movement data. The consensus
algorithms intrinsic to blockchain technology ensure that only verified and authenticated
data are appended to the ledger. This process effectively neutralizes the risks of tampered
or falsified data, which could otherwise lead to catastrophic outcomes in real-time vehicular
navigation and coordination [12].

Moreover, the implementation of smart contracts automates the enforcement of prede-
fined rules and policies, which govern the data sharing and validation processes. These
smart contracts, once deployed, act without the need for centralized oversight, thus ensur-
ing that vehicles operate within the agreed-upon guidelines and maintaining the integrity
and reliability of the vehicular network.

The blockchain’s ledger provides a permanent, tamper-proof record of all vehicular
activities, thereby creating a reliable source of data for analytics and decision-making
processes. It also serves as an immutable point of reference for auditing and legal purposes,
thereby enhancing accountability within the network. As such, the integration of blockchain
technology into VANETs presents a robust solution to the challenges of vehicle tracking,
positioning, and movement, thereby establishing a new standard for security and efficiency
in intelligent transportation systems [12].
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3. Blockchain-Enhanced Security and Operational Efficiency in VANETs

In this section, we provide an in-depth description of the proposed architecture, thus
examining its potential impact on enhancing the security landscape and augmenting the
operational efficiency of vehicular ad hoc networks (VANETs).

Blockchain technology serves as an enabling layer in our proposed system, thus
acting as the cornerstone for achieving data integrity and privacy. Transactions between
vehicular nodes are verified and immutably recorded on the blockchain. Capitalizing on
blockchain’s intrinsic decentralization, our system distributes data across multiple nodes,
thereby enhancing both data availability and resilience against system failures.

3.1. Architecture Overview

The proposed model has been meticulously designed to facilitate the secure storage,
dependable updating, and efficient retrieval of reputation metrics [72], which are pivotal in
ascertaining the reliability of vehicular entities in VANETs. Our methodical exploration
is underpinned by the need to bolster the security mechanisms that underlie the robust
transmission and exchange of data. The innovative framework we introduce transcends
the traditional VANET paradigms by incorporating a dedicated focus on the authentication
and verification processes that are critical in a network where high-speed dynamics and
transient interactions are commonplace.

Figure 2 depicts our multilayered architecture, which is stratified into four integral
tiers: the vehicle layer, network layer, blockchain layer, and infrastructure layer. Each
stratum is meticulously crafted with distinct functionalities and components that synergize
to assure the integrity of data dissemination, the reliability of communication, and the
overarching security of the network. Core elements such as vehicular nodes, roadside units
(RSUs), blockchain networks, and infrastructural elements are interwoven within these
layers. Our framework anticipates and addresses the complexities associated with the
confluence of blockchain technology within extant VANET systems, which is a concern
highlighted in recent scholarly discourse [6].

Figure 2. Comprehensive representation of the multilayered VANET system architecture.

While we acknowledge RSUs as potential single points of failure, their presence
in the system architecture is justified by the substantial benefits they offer in terms of
network coverage, data aggregation, and performance enhancement. RSUs are strategically
positioned to facilitate communication and data exchange between vehicles and the network
infrastructure. They serve as pivotal relay points that extend the communication range,
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augment network robustness, and enable a broader dissemination of critical information,
such as traffic conditions and safety messages. To mitigate the risk associated with a single
point of failure, our proposed solution incorporates blockchain technology to decentralize
data management and ensure redundancy. The blockchain operates as a distributed ledger
that records all transactions and interactions, thereby not solely relying on RSUs for data
integrity or network functionality. In the event of an RSU failure, the blockchain layer
maintains continuous operation, thereby allowing vehicular nodes to communicate directly
with each other or with alternative RSUs without disruption. Figure 3 illustrates the
decentralized nature of the blockchain, thus enabling direct V2V interactions without
necessitating RSU intermediation for every transaction.

Figure 3. Blockchain subsystem for the proposed security solution.

This approach, however, also introduces a new challenge: how to ensure the validity
of data shared directly between vehicles. In fact, our data validation process is designed to
address this challenge. It is a two-step process:

• Vehicle-To-Vehicle (V2V) Validation: When a vehicle receives data from another vehi-
cle, it first performs a basic V2V validation check. This check includes verifying the
data signature, expiration date, and consistency with the vehicle’s own knowledge of
the world.

• Blockchain-Based Validation: If the data passes the V2V validation check, the vehicle
then broadcasts it to the blockchain. The blockchain then performs a global validation
check. This check includes verifying that the data have not been previously broad-
cast and that they are consistent with the data that other vehicles have broadcast to
the blockchain.

If the data passes both the V2V and blockchain-based validation checks, they are
considered to be valid and are added to the blockchain. This two-step validation process
ensures that the data shared directly between vehicles are valid and reliable. It also prevents
malicious vehicles from broadcasting fake or misleading data to the network. Moreover, the
blockchain’s inherent consensus mechanisms ensure that the data are validated effectively,
even in the absence of RSUs. The cryptographic primitives employed by blockchain
technology guarantee the authenticity and integrity of V2V communications, thereby
maintaining the trust and security of the network [73].

3.1.1. Vehicle and Network Layer

This layer encompasses two primary elements, as shown in Figure 4:
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• Vehicle Node: Vehicles are furnished with an onboard unit (OBU) containing advanced
communication devices, wireless transmission modules, and a trusted execution
environment (TEE). These vehicles have adequate computational power to perform
rudimentary calculations, such as road condition monitoring and trust evaluation
based on received data [74,75]. Furthermore, they can partake in blockchain consensus
mechanisms and execute queries on the blockchain.

• RSU: RSUs facilitate communication among vehicle nodes within their operational
domain. They are endowed with significant computational power, networking capa-
bilities, and ample storage, which are all bolstered by a TEE.

Figure 4. Architecture of the vehicle and network layer.

3.1.2. Blockchain Layer

This layer employs two specialized consortium blockchains (see Figure 5) in a dual-
layer blockchain architecture: the event chain and the reputation chain. The proposed
architecture represents a significant innovation in managing security and efficiency in
vehicular ad hoc networks (VANETs) [26,76]. RSUs and selected vehicles with surplus
computational capacity are chosen to engage in the blockchain consensus process.

Figure 5. Architecture of the blockchain layer.
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The blockchain layer serves as the backbone for secure, transparent, and immutable
data management within the vehicular ad hoc network (VANET). This layer deploys two
types of specialized consortium blockchains: the event chain and the reputation chain.

The event chain is primarily responsible for capturing real-time events occurring
within the VANET. This could range from traffic updates to accident reports. It is primarily
responsible for recording all vehicular events and transactions within the VANET. This
includes data like vehicular movements, speed, location updates, and other relevant
interactions. Each event recorded in this chain undergoes rigorous validation processes to
ensure authenticity and accuracy [77]. Roadside units (RSUs) and certain vehicles equipped
with enhanced computational resources are responsible for validating these events before
they are added to the event chain. The blockchain’s decentralized nature ensures that the
information is reliable and tamper-proof, thereby facilitating more effective emergency
responses and traffic management.

The reputation chain focuses on maintaining a comprehensive and immutable record of
the reputation scores for all vehicles within the network. It leverages multifactorial Bayesian
inference and historical data analytics to evaluate node behaviors. This chain dynamically
updates reputation scores based on the nodes’ actions and interactions recorded in the event
chain, thus maintaining a real-time and reliable reputation management system. These
scores are computed based on various factors, such as driving behavior and adherence to
traffic laws. The reputation data assists in assessing the reliability of the data transmissions
and is crucial for various applications like collaborative sensing and cooperative driving.

Both the event chain and the reputation chain employ a customized consensus algo-
rithm tailored for VANETs. RSUs and selected vehicles with additional computational
capacity are predesignated as validators. These validators engage in the blockchain consen-
sus process, which may involve mechanisms like proof-of-stake (PoS) or Byzantine fault
tolerance (BFT) to verify transactions before they are appended to the respective chains.

In addition, we have adapted the blockchain technology to meet the requirements of
VANETs, thus providing a robust foundation for secure vehicular transactions and interactions:

• Optimized Block Generation and Hashing Mechanisms: A cornerstone of our adapted
blockchain platform is the optimized block generation protocol. Each vehicular trans-
action is encapsulated into blocks, which are structured via a consensus algorithm
tailored for high-frequency, low-latency vehicular data. The SHA-256 cryptographic
hash function is employed to ensure the integrity of these blocks, thus creating an
unbreakable chain of data that is resistant to tampering and fraud [19]. The blockchain
platform is equipped with an advanced data retrieval system that interfaces seamlessly
with the distributed ledger. This system maintains the uprightness of data, with each
node validating and mirroring the complete blockchain ledger, thus ensuring the
highest level of data veracity and redundancy [11].

• Customized Smart Contracts: To cater to the dynamic nature of VANETs, the blockchain
platform incorporates smart contracts designed to automate and streamline vehic-
ular processes such as real-time traffic data sharing, automated toll collection, and
vehicular status reporting [9]. These smart contracts execute autonomously, with their
conditions predefined by consensus among network participants, thereby enhancing
trust [78,79] and efficiency within the network. Our blockchain platform is specifically
enhanced to handle the extensive throughput demanded by real-time vehicular com-
munication. It supports rapid transaction processing and block generation, which are
crucial for the instantaneous nature of vehicular communications [12].

The preliminary performance analysis of our proposed blockchain architecture demon-
strated a significant reduction in transaction validation time, thus contributing to faster
data dissemination. In our simulations, this resulted in a 30% improvement in the over-
all network throughput compared to traditional VANET systems. Additionally, smart
contracts automated many of the routine tasks, thereby further enhancing the system’s
responsiveness.
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The event and reputation chains are designed to be interoperable, thereby allowing for
seamless data exchange and crossvalidation. This facilitates more comprehensive situational
awareness and enhances the overall network security and efficiency. When a vehicular
event is recorded in the event chain, it is validated against the reputation scores from the
reputation chain. This validation process ensures that only events associated with nodes of
high reputation are accepted, thereby enhancing the overall reliability and security of the
VANET. Conversely, the reputation chain utilizes the data from the event chain to update the
reputation scores of the nodes, thus reflecting their recent activities and behaviors [80].

By integrating these two chains, our architecture achieves a synergistic effect, thereby
enhancing both the security and reliability of the VANET. The event chain ensures that
all vehicular interactions are securely logged and validated, while the reputation chain
provides a robust mechanism for continuously assessing the trustworthiness of network
participants [81,82]. This dual-layer approach significantly mitigates the risks of malicious
activities and false data propagation within the network [26].

The dual-layer blockchain architecture presents a novel and effective approach to
addressing security challenges in VANETs. By integrating the event chain with the rep-
utation chain, a robust system is established for tracking, verifying, and managing node
reputations, which is essential for maintaining the integrity and reliability of vehicular
communications (see Figure 6 [76]).

Figure 6. Illustration of the dual-layer blockchain architecture in VANETs.

3.1.3. Infrastructure Layer

The infrastructure layer constitutes an intricate amalgam of specialized infrastructures
and application platforms, which are designed to facilitate a wide spectrum of functionali-
ties essential to vehicular ad hoc networks (VANETs), as can be seen in Figure 7.

Figure 7. Overview of the infrastructure layer.
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This layer predominantly features the following integral components:

• Trust Authority (TA): Operating as the architectural cornerstone of the reputation
chain, the trust authority is vested with the task of initializing the chain and orchestrat-
ing its ongoing management. By so doing, the TA not only assures the chain’s integrity,
but also underwrites its resilience against adversarial attacks, thereby fostering a
secure and reliable ecosystem for reputation management.

• Emergency Response Units (ERUs): These units serve as indispensable assets in
the VANET infrastructure, which are tasked with promptly responding to vehicular
incidents based on real-time and historical data. Informed by the event chain, ERUs are
capable of executing expeditious countermeasures, as well as formulating postincident
strategies to mitigate risk and enhance operational efficiency.

The blockchain-based reputation management model, as proposed herein, stands as a
paradigm of robustness, scalability, and adaptability. It has been meticulously engineered
to meet the multifarious requirements intrinsic to vehicular ad hoc networks, thus offering
a comprehensive solution to the complex challenges of security and trust in next-generation
vehicular communications.

3.2. Reputation Models and Calculation

The efficacy of the proposed reputation model is significantly enhanced by the incor-
poration of two pivotal components: the attenuation factor and the numerical threshold.
These elements are instrumental in fine-tuning the reputation evaluation process, thereby
ensuring both the timeliness and the accuracy of the trust assessments for each network
node. The attenuation factor is a critical element within the reputation evaluation mecha-
nism. It is a dynamic coefficient that reduces the influence of historical data on a node’s
present reputation. This factor is essential to maintain a balance between past and recent
behaviors, thereby preventing outdated data from excessively influencing the current trust
assessment. The precise calibration of the attenuation factor ensures that the reputation
system remains responsive to the evolving trustworthiness of nodes, thereby safeguarding
the network against both stale data and rapidly changing vehicular behaviors. Conversely,
the numerical threshold establishes a clear-cut metric that the system utilizes to differentiate
between normal and potentially malicious node actions. It acts as a predefined criterion
that, when surpassed, triggers an alert within the system indicating the necessity for further
investigation or immediate action. This threshold is determined through extensive analysis
and is set to optimize the sensitivity and specificity of the system’s response to anomalous
behaviors. In operational terms, the attenuation factor and the numerical threshold are em-
ployed in tandem to maintain a robust and adaptable security posture within the VANET.
The attenuation factor ensures that the reputation scores are reflective of the latest network
interactions, while the numerical threshold provides a steadfast benchmark for automated
response protocols. Together, they form a composite framework that significantly mitigates
the risk of sophisticated cyber threats such as collusion and false information injection,
thereby enhancing the overall security and functionality of the VANET.

3.2.1. Reputation Evaluation through a Bayesian Approach

In our solution, the reputation evaluation process is underpinned by a multifactorial
Bayesian inference approach, which integrates various factors to determine the trustworthi-
ness of each node:

1. Historical Data Analysis: The history of a node’s actions and interactions within
the VANET plays a pivotal role. This includes data on previous communications,
transactions, and behavioral patterns.

2. Node Interaction Frequency and Nature: The frequency and nature of a node’s
interactions with other nodes are scrutinized. Regular, positive interactions contribute
to a higher reputation score.
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3. Responses from Other Nodes: The feedback or responses that a node receives from
others in the network are crucial. Positive endorsements from other reputable nodes
can enhance a node’s reputation.

4. Recent Behavior Analysis: More recent actions of a node are given greater weight, as
they more accurately reflect the node’s current status and intentions.

Bayesian inference is a statistical method that updates the probability for a hypothesis
as more evidence or information becomes available. In the context of VANETs, it allows for
the dynamic updating of reputation scores based on new data. The process is as follows:

1. Initial Probability Estimation: Each node starts with an initial reputation score based
on a predefined trust level.

2. Evidence Accumulation: As nodes interact within the VANET, evidence regarding
their behavior accumulates. This includes data from the factors mentioned above.

3. Probabilistic Updating: The reputation score of a node is updated probabilistically,
thereby considering the new evidence. Bayesian inference calculates the posterior
probability of a node being trustworthy given the accumulated evidence.

4. Dynamic Adaptation: The system continuously adapts the reputation scores based on
the latest interactions and feedback, thereby ensuring that the scores are reflective of
the current behavior and reliability of the nodes (1). P(Trustworthy|Evidence) repre-
sents the posterior probability of a node being trustworthy given the new evidence.
This approach allows for a nuanced and evidence-based reputation management
system in VANETs, thus enhancing the overall security and reliability of the network.

P(Trustworthy|Evidence) =
P(Evidence|Trustworthy)× P(Trustworthy)

P(Evidence)
(1)

3.2.2. Probabilistic Reputation Framework

The use of probabilistic models enables our system to better adapt to the dynamic and
diverse nature of VANETs, while the reputation-based mechanisms ensure a robust defense
against various adversarial behaviors. Together, these elements contribute to a comprehensive
security and data management solution that addresses the unique challenges of VANETs.

The reputation or trust value of each node is algorithmically computed based on the
veracity and reliability of their event reports. These trust values are indelibly recorded on
a blockchain-enabled “reputation chain”. In specific edge cases or scenarios, the vehicle
node possessing the highest cumulative historical reputation may be accorded priority for
specialized service requests.

The computational formula for updating the reputation value, denoted as Rit, is
articulated in the simple Equation (2):

Rit = µRt−1 + (1− µ)T + µRsocial (2)

where:

• Rit signifies the newly updated reputation value.
• Rt−1 represents the aggregated reputation score from the preceding time interval.
• T is the quantified trust metric derived from the event report Wi.
• Rsocial is a measure that incorporates various social factors affecting trust.
• µ represents the weighting factors.

3.3. Threat Model

The threat model (Figure 8) outlined in this section serves as a conceptual frame-
work for specifying the classes of attacks that the proposed blockchain-based reputation
management system in the vehicular ad hoc network (VANET) is designed to detect and
mitigate. In this model, we make the assumption that potential adversaries are both inter-
nally and externally located within the network, thus driven by varying motives ranging
from economic gains to intentional system disruption.
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Adversaries may engage in a diverse array of attack vectors, thus targeting both the
integrity and availability of the network. These could include, but are not limited to, internal
attacks such as false information injection, and external attacks such as denial-of-service
(DoS), or man-in-the-middle (MitM) attacks. Moreover, the threat model encompasses
collaborative attacks involving multiple malicious nodes, commonly referred to as Sybil or
collusion attacks. Specific forms of attacks like on–off attack patterns, newcomer attacks,
and inconsistency attacks are also considered within the scope of this model.

By providing a comprehensive threat model, we aim to elucidate the inherent risks
and challenges that VANETs may encounter, thereby informing the security measures
and countermeasures that should be incorporated into the blockchain-based reputation
management system. This structured approach aids in aligning the security objectives of
the proposed system with the actual threat landscape, thereby facilitating more effective
and targeted defensive strategies.

To dissect the vulnerabilities, we consider three archetypical attack modalities that are
particularly challenging for any reputation-based model:

1. Direct Attack: In this scenario, adversaries initially masquerade as legitimate network
participants to amass a positive reputation. Upon reaching a critical reputation
threshold, they deviate from normative behavior to execute malicious actions. This
type of attack poses significant challenges in terms of detection, as the malicious
entities maintain a semblance of normalcy for substantial periods.

2. On–Off Attack: Here, adversaries alternate between conforming and deviating from
expected behavior throughout their activity cycles. Such erratic conduct aims to
sow confusion among other network participants, including roadside units (RSUs).
Although less covert than direct attacks, the on–off modality presents its own set of
detection challenges due to its intermittent nature.

3. Collusion Attack: In its most insidious form, multiple adversaries collaborate to
launch coordinated attacks against specific targets or events. Their tactics may involve
manipulating trust scores, not only by artificially lowering the scores of genuine nodes,
but also by inflating trust metrics within the colluding group. The orchestrated nature
of these attacks makes them particularly difficult to detect and counter.

Figure 8. Threat model for VANETs.
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In our innovative double-layer blockchain-based reputation management model, a
malicious node’s trust value undergoes a precipitous decline once it engages in malevolent
activities. Should a node’s trust score fall below a predetermined threshold, the trust
authority (TA) will flag it for immediate relocation to an observation zone, thus rendering
its subsequent network activities null and void. After a secondary verification phase, the
TA issues a conclusive judgement, thus classifying the node as either malicious or falsely
accused. All data pertaining to this node are then indelibly recorded on the blockchain,
thus ensuring the system’s long-term integrity.

3.4. System Operational Behavior

Figure 9 delineates a schematic representation of the system’s behavior, thereby encap-
sulating the sequence of transactions and the interplay between the constituent entities.

Figure 9. A schematic depiction of the VANET system architecture delineating the integral roles of
the constituent components and the chronological progression of transactions.

A detailed exposition of the workflow is as follows:

1. Network Initiation and Trust Configuration: The trust authority, an overarching entity
vested with the authority to oversee the issuance and management of cryptographic
keys and credentials, orchestrates the foundational phase of the VANET’s operation. It
meticulously authenticates the vehicular nodes and establishes encrypted communica-
tion conduits, thereby underpinning a secure operational milieu. In the initialization
phase, vehicular nodes entering the network for the first time are mandated to com-
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municate their identifying credentials to the trust authority (TA). Upon successfully
verifying the provided information, the TA responds by issuing a pseudonym and a
corresponding digital certificate to the vehicular node. Furthermore, it generates a
public–private cryptographic key pair using elliptic curve cryptography. All these con-
stituents collectively facilitate the formal registration of the vehicle’s identity within
the system. This comprehensively assembled information is then immutably recorded
in the blockchain ledger in the form of a cryptographic transaction.

2. Vehicular Data Dissemination: The vehicular nodes, epitomizing the network’s mobile
units, collate an array of pertinent data. Subsequently, these nodes disseminate the
amassed data to the strategically positioned roadside units (RSUs), thus facilitating a
confluence of vehicular information streams.

3. Data Collection by RSUs: The RSUs, stationed as pivotal nodal points within the net-
work, aggregate vehicular data. They act as intermediaries that channel the vehicular
data into the Blockchain stratum, thereby ensuring the data’s subsequent validation
and indelible recording.

4. Blockchain Data Verification: Upon acquisition of the data, the blockchain infrastruc-
ture executes a stringent validation protocol. Leveraging the prowess of advanced
consensus algorithms and the automation afforded by smart contracts, the infrastruc-
ture meticulously ascertains the data’s veracity and integrity.

5. Validation Response to Vehicular Nodes: Consequent to the Blockchain’s valida-
tion process, the vehicular nodes receive feedback. This feedback, indicative of the
blockchain’s scrutiny, prompts the nodes to refine their data reporting protocols in
alignment with the validation outcomes.

6. Ongoing Data Procurement: In a perpetual state of vigilance, the RSUs persist in their
endeavor to procure updated vehicular data. This unceasing data acquisition under-
girds a spectrum of analytical and decision-making paradigms, which is quintessential
for the holistic management of vehicular dynamics. The ongoing activities of the
vehicular nodes within the network can be segmented into four major categories:

(a) Event Observation: Upon detecting a relevant event, the vehicular node cap-
tures the pertinent information and relays it to the nearest roadside unit (RSU).
The RSU, in turn, disseminates this information to proximal vehicular nodes
for further observation and verification.

(b) Observation Report Generation: Vehicles then produce observational reports
by integrating multivariable data, which are normalized through cosine simi-
larity measures. The direct trust score is subsequently inferred using Bayesian
statistical methods.

(c) Trust Exchange: Nodes within the network partake in cooperative communi-
cation to exchange direct trust metrics, which are then construed as indirect
trust indicators.

(d) Composite Trust Calculation: The cumulative trust level of a target vehicle is
calculated by assimilating both the direct and indirect trust metrics.

On the other hand, RSUs within the network are responsible for two main functions:

(a) Query and Verification: Upon receipt of an event observation report from a
vehicular node, the RSU engages in rigorous data queries and verification pro-
tocols.

(b) Reputation Value Recalculation: Once the trust scores are received from the
cooperative vehicular nodes, the RSU consults the historical reputation and
social trust of the target vehicle stored in the reputation blockchain. The
new comprehensive reputation score is then calculated through weighted
integration.

3.5. Invalid or Fraudulent Data Management

The proposed VANET framework is predicated on maintaining the utmost data in-
tegrity and network efficiency. Consequently, our protocol stipulates that data deemed
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invalid or unaccepted by network peers are to be discarded immediately. This decision is
informed by several considerations that prioritize the real-time operational demands of
vehicular networks.

In the design of our VANET security framework, stringent measures were taken to
maintain operational efficiency and data veracity. One such measure is the exclusion of
invalid or unaccepted data from storage, which is a protocol that has been meticulously
devised considering the unique requirements of vehicular networks. The following are the
substantiated reasons for this approach:

• Immediacy in Decision Making: The high-stakes nature of VANETs demands a system
architecture that supports split-second decision making. The storage of invalid data
could introduce latency that is antithetical to the need for prompt response times,
thereby potentially affecting the safety-critical functions of the network.

• Strategic Data Storage Management: The sheer scale of data generated by vehicles
and infrastructure in VANETs necessitates a selective approach to data retention. Our
strategy prioritizes the storage of authentic and operationally pertinent data to ensure
the optimal use of finite storage capabilities.

• Enhancement of Network Throughput: The exclusion of invalid data from storage is
also a strategic decision to maximize network throughput. This ensures that network
bandwidth is conserved for the transmission and processing of legitimate and relevant
data, thereby enhancing network performance.

• Mitigation of Security Threats: The potential exploitation of stored invalid data by
nefarious actors cannot be overlooked. Our proactive approach to discard such data
immediately serves as a deterrent to the execution of security exploits that could
compromise network integrity.

Notwithstanding the nonretention of invalid data, our framework is architected to be
congruent with intrusion detection systems (IDSs) that scrutinize vehicular data in real
time. These systems are adept at identifying potential security threats as they manifest,
thereby obviating the need for the retention of invalid data, which could otherwise be
leveraged for postevent analysis.

3.5.1. Special Cases: Node Disconnection and Re-Entry

Any vehicular node that either autonomously disconnects or is identified as malicious
and consequently ejected from the network will have its status updated by the RSU to
the TA. The TA will revoke the node’s cryptographic keys and digital certificates, thereby
disallowing any further participation in network activities. To re-enter the network, a
complete reregistration process with the TA is obligatory. All pertinent information related
to the vehicular node will be eternally archived in the blockchain’s reputation chain.

3.5.2. Special Cases: Blockchains in Fraud Recognition in VANETs

The organization of data and information flow in vehicular ad hoc networks (VANETs)
is one of the key applications of blockchain technology in the field of intelligent trans-
portation systems (ITSs). Providing organization is crucial in all domains, but it becomes
particularly essential in vehicular networks due to the increasing complexity. This is
because any disruption in the information flow can significantly impact the network’s
functionality and, by extension, the safety and efficiency of the transport system. The
numerous mobile components and various entities involved make VANETs susceptible to
and provide opportunities for fraudulent activities.

By introducing enhanced data accessibility and improved network reliability, blockchains
offer a secure and safe framework to address such issues, and, in some instances, they
prevent fraud from occurring. Manipulation of the blockchain is challenging because a
record can only be validated and modified through a consensus in the blockchain network.
This decentralized and secure nature of blockchain technology provides a robust solution
against potential threats and fraud in VANETs (see Figure 10).



Electronics 2023, 12, 4794 19 of 35

Figure 10. Data flow in a blockchain-based VANET.

The process a piece of data goes through in a blockchain-based VANET involves
the following: First, a vehicle generates data, which is then stored in the vehicle’s local
blockchain ledger. The validity of the data is then checked. If the data are valid, they are
shared across the VANET, where the network peers validate the data. If the network peers
accept the data, they are added to the global blockchain. If the network peers do not accept
the data or if the data were initially found to be invalid, they are discarded.

4. Experiments and Results: Performance Analysis

This section is dedicated to a rigorous empirical assessment of the proposed frame-
work, thus specifically examining its efficacy under a gamut of operational scenarios.

To facilitate an exhaustive evaluation, a prototype of the proposed system has been
instantiated. This subsection delineates the experimental apparatus, thereby encapsulating
both hardware and software configurations. Furthermore, we elucidate the methodologies
employed for data acquisition and specify the evaluation metrics chosen to quantify the
system’s performance.

4.1. An Overview of Network Simulator ns-3 Validation Suite

Network Simulator ns-3 [83–86], an open-source, event-driven simulator designed
specifically for research in computer communication networks, offers a suite of validation
tests to verify the accuracy and reliability of its simulation components. These tests are run
daily on the ns-3 snapshot to ensure consistent performance and quality.

The validation suite covers the most stable core of ns-3, which includes a variety of
protocols and modules. Some of these protocols include application-level protocols such
as HTTP, web caching, and TCPApp, as well as transport protocols such as UDP, TCP,
RTP, SRM, routing protocols, router mechanisms, link-layer mechanisms, and others. Each
protocol is tested using various test suite scripts that provide a comprehensive overview of
the protocol’s functionality.
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While the validation suite extensively covers many protocols, there are some protocols
within the standard ns-3 distribution that are not covered by the validation tests. These
nonvalidated protocols are maintained to the best of the team’s abilities, and users are
encouraged to report any issues.

Furthermore, ns-3, being developed in C++, offers a feature known as “Python bind-
ings”. This allows developers to write simulation scripts in Python instead of C++, thereby
increasing productivity and reducing programming errors. This is achieved using a tool
called PyBindGen, which automatically generates C++ module extensions for Python. The
Python bindings also facilitate the manipulation and visualization of the simulation results,
as Python offers a wide range of libraries for data analysis and visualization, like NumPy,
Pandas, and Matplotlib, among others.

4.2. Experimental Methodology: ns-3 Simulations

Our experimental methodology is founded on detailed simulations conducted using
the ns-3 network simulator. This advanced tool enabled us to create a virtual environment
for implementing and testing our proposed blockchain-based architecture for VANETs.
These simulations were meticulously designed to reflect various traffic conditions, from
low to high traffic volumes, thus providing a comprehensive assessment of the architecture
under different network scenarios.

The performance of the proposed architecture was evaluated in terms of the following
four metrics:

• The probability of successful detection of falsification assaults: This metric quantifies
the system’s ability to identify and prevent counterfeit information from being injected
into the network.

• The probability of successful detection of wormhole intrusions: This metric assesses
the system’s effectiveness in detecting and thwarting clandestine tunnels that manipu-
late the spatial distribution of network traffic.

• The probability of successful detection of packet dropping attacks: This metric evalu-
ates the system’s capability in recognizing and mitigating malicious node behavior
that involves intentionally discarding incoming packets.

• The average latency under various attack scenarios: This metric measures the impact
of different attack types on the network’s latency performance.

The scope of our security analysis extends to a gamut of attack vectors that a compro-
mised VANET node might initiate or be susceptible to. To provide a meticulous characteri-
zation, we categorized these potential threats into three primary classes:

1. Falsification Assaults: In this adversarial model, the compromised node injects coun-
terfeit information into the network. Our framework incorporates advanced cryp-
tographic verification procedures, thus elevating the likelihood of detecting such
disinformation campaigns.

2. Wormhole Intrusions: Here, an adversarial node may craft a clandestine tunnel,
thereby manipulating the spatial distribution of network traffic. To counteract such
illicit activities, our architecture integrates spatiotemporal analytics that facilitate the
timely detection of unauthorized tunneling mechanisms.

3. Packet-Dropping Attacks: This type of attack represents a more surreptitious but
equally pernicious threat, where a malicious node intentionally discards incoming
packets. Such actions contribute to data loss and degraded network performance.

For each aforementioned attack type, our evaluation framework calculates a metric
dubbed as the “Probability of Successful Detection”. This metric serves as a quantitative
gauge of the system’s efficacy in identifying and counteracting various classes of security
threats. High values of this metric are indicative of a robust system with a strong defense
against malicious behavior.
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Simulation Setup

To accurately evaluate the performance of the proposed security solution, we designed
a comprehensive simulation setup replicating a vehicular ad hoc network (VANET). Our
simulation environment comprised a network of 100 nodes strategically distributed across
an expansive area of 10 km × 10 km. This configuration was chosen to emulate a realistic
urban setting with diverse vehicular movement patterns, thereby providing a robust testbed
for our blockchain-enabled VANET architecture.

The parameters chosen for the simulation, as detailed in Table 1, were meticulously
selected to mirror real-world traffic conditions and network dynamics. These parameters
included variables such as node density, data packet size, physical layer specifications,
transmission range, and node mobility speed. By simulating a diverse range of traffic
scenarios—from low to high vehicle density—we aimed to test the system’s adaptability
and resilience under various operational conditions:

Node Density and Distribution: The selection of 100 nodes offered a balanced repre-
sentation of a moderately populated urban vehicular network. This number was sufficient
to examine network behaviors, such as node interaction, data propagation, and congestion
effects, without overwhelming computational resources.

Data Packet Size: The size of data or user requests was set to 512 bytes, thereby
reflecting typical communication packets in VANETs. This size is representative of various
vehicular communication scenarios ranging from simple status updates to more complex
data exchanges.

Physical Layer and Transmission Range: The simulation utilized the PHY 802.11p
standard, which was tailored for vehicular environments. A transmission range of 250 m
was chosen to represent realistic vehicular communication distances, thereby accounting
for urban infrastructures and potential obstructions.

Node Mobility Speed: The speed of the nodes was varied between 10 to 30 m/s to sim-
ulate different driving conditions, such as city driving and highway travel. This variability
was crucial to understanding the system’s performance in diverse mobility scenarios.

Simulation Time: The duration of each simulation run was set to 300 s, thereby
providing adequate time to observe and analyze the network’s response to various events
and interactions.

By integrating these parameters, our simulation aimed to provide a holistic and realis-
tic assessment of the proposed architecture’s performance in a VANET environment. This
setup allowed us to thoroughly analyze the robustness, efficiency, and scalability of the dual-
layer blockchain architecture under different traffic conditions and vehicular dynamics.

Table 1. Simulation parameters for VANET.

Parameter Value

Grid Dimension 5000 m × 5000 m
Number of Nodes in VANET 50, 500
Size of Data or User Request 512 Bytes

Physical Layer PHY 802.11p
Transmission Range 250 m

Node Speed 10–30 m/s
Simulation Time 300 s

To rigorously test the efficacy of our proposal, we meticulously developed simulation
scripts in Python. This programming language was selected for its versatility and powerful
capabilities, especially when combined with the ns-3 simulator via Python bindings [83,85].
This integration enabled us to design a variety of complex simulation scenarios, which was
tailored to explore every facet of our proposed VANET architecture. The use of Python also
afforded us access to its extensive suite of data analysis and visualization libraries, such as
NumPy, Pandas, and Matplotlib. These tools were instrumental in conducting a thorough
analysis of our simulation data, thereby allowing us to generate insightful and visually
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compelling representations of the network’s performance under various conditions. The
simulation environment was set up across multiple virtual machines (VMs) to emulate
different network densities and operational scenarios within the VANET. Each VM hosted
a specific configuration of nodes, including a distinct number of compromised nodes and
miners, to simulate varied and realistic network environments (see Table 2). This setup
enabled us to assess the resilience of our architecture against diverse security threats and
operational challenges.

Table 2. NS3 Configuration for various network environments in VANET.

Virtual Machine (VM) Compromised Nodes Transmitting Nodes Miners

Node 1 10 50 20
Node 2 90 200 100
Node 3 300 300 200

To further enhance the realism of our simulations, we incorporated various proba-
bilities to reflect the likelihood of malicious node addition and compromised nodes (see
Table 3). These probabilities were carefully calibrated to mimic real-world scenarios where
VANETs may be exposed to cybersecurity threats. The application of these probabilities
within our simulations allowed us to observe and analyze the network’s response to these
adversarial conditions.

Table 3. Various probabilities used for performance analysis.

Action Probabilities

Malicious Node Addition 5%
Compromised Node 10%

The diverse scenarios and network conditions tested helped to establish a comprehen-
sive understanding of the proposed technology’s capabilities in mitigating security threats
in VANETs. Our detailed analysis confirmed the feasibility and practical efficacy of the
proposed solution in real-world VANET environments, thereby significantly contributing
to the advancement of secure and efficient vehicular communication systems.

4.3. Simulation Results

As shown in the simulation results (Tables 4 and 5), the proposed architecture achieved
high packet delivery, low latency, and low jitter. The energy consumption of the architecture
was also lower than other VANET architectures, which suggests that the proposed solution
is energy efficient.

As delineated in the table, the system consistently exhibited low latency figures, rang-
ing from 5 ms to 28 ms. This range is indicative of the system’s suitability for applications
requiring real-time data transmission, such as emergency response systems in vehicles.
Across the virtual machines, the average jitter ranged from 1.2 ms to 1.5 ms, while the
maximum and minimum jitter values showed only slight variations. This stability in jitter
contributes to the network’s reliability and makes it suitable for time-sensitive applications
in VANETs.

Table 4. Measured iitter for various network environments in VANET.

Virtual Machine (VM) Average Jitter Maximum Jitter Minimum Jitter

Node 1 1.2 ms 2.3 ms 0.4 ms
Node 2 1.5 ms 2.5 ms 0.3 ms
Node 3 1.4 ms 2.4 ms 0.5 ms
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Table 5. Measured latency for various network environments in VANET.

Virtual Machine (VM) Average Latency Maximum Latency Minimum Latency

Node 1 15 ms 25 ms 5 ms
Node 2 18 ms 28 ms 6 ms
Node 3 16 ms 26 ms 5 ms

Furthermore, we analyzed the security of the proposed architecture against network
attacks. Quality metrics were defined to evaluate the penetration of devices by attackers.
During communications, network packets or users were injected into the system based on a
subsequent distribution. Both worm and spoofing attacks were considered, with the former
reducing system performance by reporting the transmission routes of the user requests and
the latter arbitrarily discarding packets.

4.3.1. In-Depth Comparative Analysis of Dual-Layer Blockchain versus Traditional VANET
Architectures: A Quantitative Performance Evaluation

The results are visualized in Figures 11–14, which show wormhole, falsification,
and packet drop probability over varying network densities. The graph compares the
proposed system’s effectiveness with respect to existing approaches for detecting malicious
nodes (MNs) in the VANET related to corresponding nodes, including the probability of a
falsification operation.

Figure 12 provides insights into the likelihood of successful wormhole attacks at
varying network densities. It is evident that the proposed method substantially outper-
formed the basic technique across the entire range of network densities, thereby suggesting
increased security against wormhole attacks.

Figure 11. Wormhole, falsification, and packet drop probability over varying network densities.

As can be seen in Figure 13, the proposed method yielded significantly lower proba-
bilities for successful falsification attacks, especially as the network density increased. This
enhances the credibility of the information circulating in the network.

Figure 14 illustrates that the proposed method significantly reduced the chances of
successful packet-drop attacks across all tested network densities. This ensures higher data
integrity and network reliability.



Electronics 2023, 12, 4794 24 of 35

Moreover, we studied the resistance against wormhole attacks for networks with
different vehicle speeds. Figures 15 and 16 demonstrate the verification probability and
probabilistic possibilities depending on the trust factor, and past vehicular interactions
were examined by authenticating networks.

Figure 12. Wormhole attack probability over varying network densities.

Figure 13. Falsification attack probability over varying network densities.
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Figure 14. Packet-drop attack probability over varying network densities.

Figure 15. Probability situations to measure the vehicle’s authentication.

As illustrated in Figure 17, the graph showcases the relationship between varying
vehicle speeds and the corresponding probabilities of successful verification. The x axis
enumerates a spectrum of vehicle speeds, while the y axis quantifies the probability of
successful verification.

Two methodologies were evaluated: a basic approach and a proposed method. The
plot reveals that the proposed method consistently outperformed the basic method across
a wide array of vehicle speeds. This superior performance is manifest in the higher
probability values associated with the proposed method, as depicted by the ’x’-marked
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line on the graph. Such observations substantiate the efficacy of the proposed method in
high-velocity vehicular scenarios.

Figure 16. The impact of high node mobility and maximum network density on the verification process.

Figure 17. Verification probability over varying vehicle speeds.

As depicted in Figure 18, the graph illustrates the impact of node mobility on the
probability of maximal verification using both the basic and proposed methods. The x
axis represents the range of node mobility, while the y axis indicates the corresponding
probabilities for successful maximal verification.
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Figure 18. Impact of node mobility on maximal verification.

It is evident that the proposed method consistently outperformed the basic approach
across various levels of node mobility. This is particularly highlighted by the higher
probabilities associated with the proposed method, which are marked by ’x’ on the line
graph. Such a trend suggests that the proposed method is more reliable in environments
with high node mobility.

In comparison to MN predictions, the suggested framework provided 86 percent accu-
racy, which can be increased if the experiment is repeated over different network scenarios
and more extended periods. Therefore, compared to existing systems, the measurement
variables in the proposed methodology perform more effectively.

The Figure 19 demonstrates how the efficiency of the network approached the target of
86% as malicious nodes were identified and removed. The trust rating also evolved, thereby
decreasing due to the presence of malicious nodes but recovering as they were removed.

As shown in Figure 19, the efficiency of the network gradually reached its target value
of 86% as malicious nodes were successfully identified and eliminated. Concurrently, the
trust rating within the network evolved, thereby reflecting the ongoing efforts to neutralize
malicious activities. The identification of MNs is predicated on trust, with the removal of
discovered MNs having no negative impact on the performance of other nodes.

The suggested mechanism evaluates the trustworthiness of all other nodes in the
network at regular intervals, and nodes that are affected and operate maliciously will have
a poor rating and trust due to a high packet-drop rate, wormholes, and falsification attacks,
but they will eventually be recognized in the long term.

As shown in Figure 15, the suggested scheme had a lower packet loss ratio than the
existing methodology. The reason for this enhancement is increased transparency between
nodes that monitor the actions of neighboring nodes. Figure 15 depicts the improved
performance against wormhole and falsification attacks.

The use of blockchain technology records the specifics of each node’s activity, which
eliminates the possibility of editing or altering any data during transfer from one node to
the next. Furthermore, Figure 16 depicts the maximum and median verification latencies in
the event of a security breach, as well as how the current and proposed methodology can
provide secure communication in the event of such an attack.
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Figure 19. Evolution of network efficiency and trust rating over time.

The existing process used multiple security measures at several levels of interac-
tion, thereby making it vulnerable to brute force attacks. However, the proposed system
uses a blockchain across the entire network, thus making it challenging to anticipate or
compromise the hashed data of all nodes (vehicles) at once.

Figure 15 depicts the probability situations of an authentication method, where, as the
density of MNs (such as compromised vehicles or peer stations) increases, both techniques
can still identify the valid nodes. The suggested system, which maintains a blockchain
ledger for each node, can determine the trusted node.

The accuracy ended up being close to 86%, which will improve over time as detected
MNs are removed from the system. The identification and isolation of MNs based on
trust did not impair the functioning of the rest of the network. After a certain period, the
proposed mechanism evaluates the trust and ratings of other nodes in the network. Nodes
that have been attacked and are acting maliciously will receive a poor grade and trust due
to high packet-drop rates, wormholes, and falsification attacks, and they may eventually be
isolated from the network.

In our effort to rigorously evaluate the proposed technologies, we conducted some
extra experiments. The objective was to compare our proposed method’s performance
against traditional VANET security solutions across multiple key metrics. The metrics
selected for this comparison included the detection rate, latency, transmission efficiency,
scalability, and fault tolerance. These metrics were chosen due to their critical importance in
the assessment of VANET architectures. We utilized a simulation environment developed
using Python, with ns-3 simulations providing the backbone for our experimental setup.
This approach allowed for a comprehensive analysis of both the traditional and dual-layer
blockchain architectures under various network conditions.

The results, as depicted in the accompanying bar graph (see Figure 20), demonstrate a
marked improvement in performance when employing the proposed mechanism:

Detection Rate: The proposed technology exhibited a detection rate of 86%, which
is a significant improvement over the traditional architecture’s 75% detection rate. This
increase can be attributed to the enhanced security protocols and decentralized nature of
the blockchain, which aid in more effective anomaly detection.

Latency: In terms of latency, the blockchain-based solution showed a reduction,
thereby indicating more efficient data processing and transmission capability. This reduc-
tion is crucial in VANET environments where real-time data transmission is paramount.
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Figure 20. Performance comparison between traditional and proposed blockchain-based solution.

Transmission Efficiency and Scalability: The transmission efficiency and scalability of
the proposed system were also notably higher. These improvements are likely due to the
distributed nature of blockchain technology, which allows for more efficient data handling
and better accommodation of increasing network sizes.

Fault Tolerance: Finally, the fault tolerance of the proposed approach was observed to
be superior. This is consistent with the inherent resilience of blockchain systems against
points of failure and network attacks.

Figure 21 corroborates the efficacy of the proposed blockchain-based approach in
enhancing security and reliability in VANETs. By effectively mitigating the risks associ-
ated with collusion and false information injection, the architecture ensures a secure and
trustworthy vehicular communication network.

Figure 21. Visual representation of the comparative analysis between the proposed dual-layer
blockchain method and the basic method in detecting security threats in VANETs.

The comparative analysis underscores the substantial advantages of the dual-layer
blockchain architecture over traditional VANET security solutions. The improved detection
rate, reduced latency, and enhanced scalability and fault tolerance highlight its potential as
a robust and efficient framework for securing VANETs.
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4.3.2. Discussions: Real-World Applicability, Scalability, and Privacy Concerns

In considering the real-world applicability of the proposed technology, it is crucial to
acknowledge the practicality of integrating blockchain technology into existing VANET
infrastructures. The proposed architecture’s compatibility with prevalent vehicular com-
munication standards, such as PHY 802.11p, coupled with its ability to operate efficiently
across various network densities and vehicle speeds, underscores its feasibility. The scal-
ability of the system, evidenced by its performance in environments ranging from 50 to
500 nodes, further affirms its suitability for diverse real-world scenarios. Nonetheless,
several challenges must be addressed for the successful deployment of this technology in
real-world VANETs. One of the primary concerns is the computational overhead intro-
duced by blockchain operations, which may necessitate advanced hardware capabilities in
vehicles. To mitigate this, optimization strategies that are focused on reducing blockchain
complexity and enhancing data processing efficiency must be employed. Another challenge
lies in the storage requirements for maintaining the blockchain ledger. As VANETs generate
substantial amounts of data, efficient data management and storage solutions must be
developed to handle this load without compromising system performance. Furthermore,
network latency, a critical factor in vehicular communications, could be impacted by the
block creation and consensus mechanisms inherent in blockchain technology. Optimizing
these processes to ensure minimal latency will be crucial for applications requiring real-time
data exchange. The widespread adoption and success of this architecture also hinge on
the integration of blockchain technology with existing VANET standards and protocols.
Collaboration with automotive manufacturers, technology providers, and regulatory bod-
ies will be essential to develop standardized frameworks for blockchain integration in
VANETs. The proposed technology presents a promising solution to enhance the security
and efficiency of VANETs. While its implementation in real-world scenarios poses certain
challenges, these can be addressed through continued research and development. The
potential benefits of this architecture in improving vehicular communication security and
reliability make it a valuable contribution to the future of intelligent transportation systems.

On the other hand, given the sensitive nature of vehicular data, which often includes
real-time location and movement patterns, data privacy emerges as a critical concern in
VANETs. Our proposal is designed with stringent privacy measures to protect this sensitive
information. By leveraging advanced cryptographic techniques and implementing access
control mechanisms within the blockchain, our solution ensures that only authorized enti-
ties can access and interpret the data. Moreover, the architecture’s inherent decentralization
plays a crucial role in enhancing data privacy. Unlike centralized systems, where a single
breach can compromise the entire dataset, the distributed nature of blockchain technology
makes it exceedingly difficult for unauthorized access to occur. Furthermore, by employing
pseudonymization techniques, the system ensures that vehicular data cannot be traced back
to individual users, thus maintaining anonymity and privacy. As VANETs continue to ex-
pand, with an increasing number of vehicles and infrastructural elements being integrated
into the network, scalability becomes a paramount concern. The proposed technology
addresses scalability through several key features. Firstly, the separation of the event
chain and the reputation chain allows for the distributed processing and storage of data,
thereby reducing the burden on individual nodes. Additionally, the system is designed
to be modular and adaptable, thus making it capable of integrating with various network
sizes and types without sacrificing performance. The use of efficient consensus mechanisms
within the blockchain ensures that as the network grows, the time and resources required
to validate transactions do not become prohibitive. To further enhance scalability, future
iterations of the architecture could incorporate sharding techniques, where the blockchain
is divided into smaller, more manageable segments. This would allow for the parallel
processing of transactions, thereby significantly increasing throughput and efficiency. Our
proposal not only addresses the immediate security and efficiency needs of VANETs, but
also takes into consideration crucial aspects like data privacy and scalability. While chal-
lenges in these areas exist, ongoing advancements in blockchain technology and vehicular
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communication systems present promising solutions. As such, the proposed architecture
stands as a forward-thinking approach, which is poised to adapt and evolve in tandem
with the growing and changing landscape of intelligent transportation systems.

5. Conclusions and Future Work

This paper presents an innovative architecture based on the blockchain to enhance the
security and efficiency of vehicular ad hoc networks (VANETs). VANETs are interconnected
through the forwarding and exchange of messages between vehicular nodes and are not
only crucial for intelligent transport systems, but are also highly susceptible to various
security threats. To mitigate these threats, our proposal employs two parallel blockchains,
known as the event chain and the reputation chain, which work in collaboration to track
and record all actions performed by the nodes in the network. Utilizing a comprehensive
set of reputation evaluation schemes based on multifactorial Bayesian inference and histor-
ically accumulated reputation values, we succeeded in reducing observation errors and
improving reliability in the nodes’ reputation assessments. These schemes, accompanied
by an attenuation factor and a numerical threshold, minimize the possibility of attacks
such as collusion and false information injection. Detailed experiments demonstrated
that our dual-layer blockchain architecture achieved an 86% success rate in mitigating
hostile behaviors, thus outperforming existing alternatives. These results suggest that the
proposed architecture represents a significant advance in secure and efficient reputation
management for VANETs. In light of the burgeoning exigencies for vehicular network
security and the escalating complexity of cyber threats, our research presents a seminal
dual-layer blockchain architecture for VANETs. The salient feature of this innovative sys-
tem is the synergetic operation of the event chain and the reputation chain. These dual
structures meticulously chronicle vehicular communications, thereby engendering a robust
bulwark against a spectrum of adversarial maneuvers within the network’s ecosystem.
Our empirical analysis underscores the prowess of the proposed framework, which was
substantiated by a battery of simulations that rigorously benchmarked the system across a
gamut of performance metrics. The latency benchmarks, which are pivotal for real-time
vehicular communication, were commendably lower than the stringent industry standards,
which buttresses the framework’s suitability for instantaneous data exchange:

• Latency: The latency measurements underscore a remarkable reduction, thereby
substantially enhancing the responsiveness of vehicular communication channels.

• Jitter: The measured jitter remained within the confines of operational tolerance, thus
reinforcing the reliability and stability of the vehicular network.

• Packet Delivery Ratio (PDR): A superior PDR, eclipsing the 95th percentile, affirms the
robustness of the data transmission protocols under our blockchain-enabled regime.

• Energy Efficiency: The framework’s commendable energy efficiency metrics herald a
new epoch of sustainable VANET architectures, thereby paving the way for greener
intelligent transportation systems.

The innovative fusion of blockchain’s immutable ledger with dynamic vehicular net-
works has culminated in a significant elevation of security proficiency. The architecture’s
ability to detect and neutralize malevolent entities with an 86% success rate is a testament
to its formidable defense mechanisms. Prospective research shall endeavor to refine the
consensus mechanisms further, with a particular focus on curtailing latency and jitter to
the lowest feasible margins. Additionally, the integration of state-of-the-art cryptographic
modalities is envisaged to amplify the security fortifications of the system. The blockchain-
infused architectural paradigm for VANETs proffered herein stands validated as a potent
catalyst in ameliorating network security and operational efficiency. The encouraging
simulation outcomes lend credence to the framework’s applicability in contemporary ve-
hicular networks, thereby heralding the evolution of safer and more dependable intelligent
transportation systems.

In conclusion, the proposed technology in this paper marks a significant stride in
the quest to enhance the security and efficiency of vehicular ad hoc networks (VANETs).
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However, we acknowledge certain limitations inherent in our research. First, the scalability
of blockchain technology in a highly dynamic environment such as VANETs remains a
challenge due to the extensive computational resources required for consensus mechanisms.
Furthermore, the latency induced by blockchain could impact the real-time necessity
for decision making in VANETs. The attenuation factor and numerical threshold, while
effective, may not account for the complex and evolving patterns of vehicular behavior
over longer periods. Our experimental setup, although comprehensive, was limited to
simulated environments that may not fully capture the unpredictable nature of real-world
vehicular networks. To address these limitations, future work will focus on optimizing the
blockchain’s scalability and reducing latency to meet the stringent real-time requirements
of VANETs. Research will also be directed toward developing adaptive algorithms for
the attenuation factor and numerical threshold to better reflect the evolving nature of
vehicular behaviors. Moreover, we plan to conduct extensive field trials to validate our
architecture in real-world scenarios. This will help in fine-tuning the system’s parameters
and improving its applicability and robustness. Additionally, we aim to explore the
integration of emerging technologies like artificial intelligence and machine learning to
further enhance the predictive capabilities of our system. By continually pushing the
boundaries of current technology, we aim to develop a VANET framework that is not only
secure and efficient, but also adaptive and scalable, thereby being capable of withstanding
the test of an ever-evolving cyber landscape.
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