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Abstract: This paper proposes a multi-perspective adaptive examination cheating behavior detection
method to meet the demand for automated monitoring throughout the entire process in paperless
online exams. Unlike current dual-perspective cheating behavior detection methods, we expand the
monitoring field of view by using three cameras with different perspectives: the overhead perspective,
the horizontal perspective, and the face perspective. This effectively covers areas where cheating
may occur. An adaptive cheating behavior detection system based on three perspectives is proposed,
including a gaze direction recognition model based on Swin Transformer, a cheating tool detection
model based on Lightweight-YOLOv5-Coordinate Attention, and a cheating behavior determination
model based on Multilayer Perceptron. To reduce computational complexity and ensure efficient
processing while expanding the monitoring field of view, the system uses the results of the gaze
direction recognition model to adaptively select the cheating behavior detection model from different
perspectives, reducing the three-perspective system to dual-perspective. In online simulation tests,
our method achieves cheating behavior determination at 35 frames per second, with an average
recognition rate of 95%. It has good real-time performance, accuracy, and a large monitoring range.

Keywords: multi-perspective monitor; gaze direction recognition; cheating behavior detection; image
recognition; object detection

1. Introduction

With the continuous progress of artificial intelligence technology, different fields of
education have been deeply affected. In this context, different countries have formulated
relevant policies aimed at promoting the deep integration of intelligent technology and
education, empowering teaching with intelligent technology to innovate education systems
and improving education quality. In May 2023, the Office of Educational Technology of
the United States released a report titled “Artificial Intelligence and the Future of Teaching
and Learning” [1] which presents the latest insights and policy recommendations on the
development of artificial intelligence in teaching. In January 2024, the Chinese Ministry of
Education proposed at the World Digital Education Conference that it would implement
artificial intelligence empowerment actions to promote the deep integration of intelligent
technology and education [2]. As an important part of ensuring educational fairness, invig-
ilation puts forward the new requirements for its intelligent development. Therefore, the
improvement of traditional invigilation forms has become an urgent problem to be solved.
With the support of intelligent technology, achieving the intelligent auxiliary monitoring of
cheating behavior in examinations can greatly reduce the burden on invigilators, improve
the efficiency of invigilation, and maintain the fairness and impartiality of the examination.

Cheating can be accomplished individually or with the assistance of others. Individual
cheating refers to the independent use of cheating tools by candidates during an exam,
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and cheating with the assistance of others refers to the indirect use of cheating tools with
the help of third parties. Due to the concealment, complexity, and diversity of cheating
behaviors, the development of automatic online examination monitoring faces challenges.
To address these issues, methods have been proposed to detect cheating behaviors based
on visual, acoustic, physiological, and other signals. Among these, the use of cameras for
remote monitoring is the most effective and intuitive method.

According to the location and number of cameras, there are both single- and dual-
perspective cheating detection methods. The common single-perspective method uses
the candidate’s face as the monitoring viewpoint [3] and determines cheating behavior by
identifying the gaze direction [4,5] or face direction [6,7]. This method has the advantages
of fewer sensors, lower cost, and faster processing; however, there is the problem of
insufficient evidence of cheating. Dual-perspective methods monitor from two directions
simultaneously, such as the face and overhead perspective [8] or the face and horizontal
perspective [9,10]. Dual-perspective methods have a wider monitoring range and provide
more comprehensive evidence of cheating than single-perspective methods. However,
they still have shortcomings. Specifically, the combination of the face and overhead lacks
the perspective of the candidate’s field of view. When the candidate looks up at the
cheating tool in the field of view, the two cameras cannot detect the cheating tool due to
a large monitoring blind zone, as shown in Figure 1a. The range of view of the glasses
camera differs greatly from the actual gaze direction of the candidate. Especially when the
candidate looks down at the desktop, the close distance between the glasses and desktop
can cause a narrow range of view, resulting in a blind zone, as shown in Figure 1b.

Appl. Sci. 2024, 14, x FOR PEER REVIEW  2  of  18 
 

Cheating can be accomplished individually or with the assistance of others. Individ-

ual cheating refers to the independent use of cheating tools by candidates during an exam, 

and cheating with the assistance of others refers to the indirect use of cheating tools with 

the help of third parties. Due to the concealment, complexity, and diversity of cheating 

behaviors, the development of automatic online examination monitoring faces challenges. 

To address these issues, methods have been proposed to detect cheating behaviors based 

on visual, acoustic, physiological, and other signals. Among these, the use of cameras for 

remote monitoring is the most effective and intuitive method. 

According to the location and number of cameras, there are both single- and dual-

perspective cheating detection methods. The common single-perspective method uses the 

candidate’s  face as  the monitoring viewpoint  [3] and determines cheating behavior by 

identifying the gaze direction [4,5] or face direction [6,7]. This method has the advantages 

of fewer sensors, lower cost, and faster processing; however, there is the problem of insuf-

ficient evidence of cheating. Dual-perspective methods monitor from two directions sim-

ultaneously, such as the face and overhead perspective [8] or the face and horizontal per-

spective  [9,10]. Dual-perspective methods have a wider monitoring  range and provide 

more  comprehensive  evidence of  cheating  than  single-perspective methods. However, 

they still have shortcomings. Specifically, the combination of the face and overhead lacks 

the perspective of the candidate’s field of view. When the candidate looks up at the cheat-

ing tool in the field of view, the two cameras cannot detect the cheating tool due to a large 

monitoring blind zone, as shown in Figure 1a. The range of view of the glasses camera 

differs greatly from the actual gaze direction of the candidate. Especially when the candi-

date looks down at the desktop, the close distance between the glasses and desktop can 

cause a narrow range of view, resulting in a blind zone, as shown in Figure 1b. 

   

(a) The blind zone of the overhead perspective  (b) The blind zone of the horizontal perspective 

Figure 1. Defects of dual-perspective examination cheating detection system. 

In response to the above issues, this paper proposes a multi-perspective adaptive pa-

perless examination cheating detection system. At present, active window detection algo-

rithms have often been embedded in paperless examination systems to monitor whether 

students engage  in cheating by using a hidden second screen on  the computer screen. 

Therefore, this study aims to assist in the invigilation of paperless examination systems 

from a visual monitoring perspective. 

This paper is organized as follows: Section 2 provides a literature review on single-

perspective and dual-perspective cheating behavior detection methods. Section 3  intro-

duces the framework of the three-perspective adaptive examination cheating behavior de-

tection system, which includes a gaze direction recognition model, two object detection 

models under overhead and horizontal perspectives, and a multimodal cheating behavior 

determination model based on  the BP neural network. Section 4 conducts experiments 

Figure 1. Defects of dual-perspective examination cheating detection system.

In response to the above issues, this paper proposes a multi-perspective adaptive
paperless examination cheating detection system. At present, active window detection al-
gorithms have often been embedded in paperless examination systems to monitor whether
students engage in cheating by using a hidden second screen on the computer screen.
Therefore, this study aims to assist in the invigilation of paperless examination systems
from a visual monitoring perspective.

This paper is organized as follows: Section 2 provides a literature review on single-
perspective and dual-perspective cheating behavior detection methods. Section 3 intro-
duces the framework of the three-perspective adaptive examination cheating behavior
detection system, which includes a gaze direction recognition model, two object detec-
tion models under overhead and horizontal perspectives, and a multimodal cheating
behavior determination model based on the BP neural network. Section 4 conducts ex-
periments and analyzes the results. Section 5 draws a research conclusion and proposes
research prospects.
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2. Related Work
2.1. Single-Perspective Cheating Behavior Detection Method

Single-perspective cheating detection uses information collected by a single camera,
such as from the candidate’s face, eyes, mouth, hands, and background environment. Based
on the types of information collected, there are five categories of such methods.

1. Gaze or facial direction. Dlini [4], Singh [5], and Alrubaish [11] detected the gaze
direction through Support Vector Machine (SVM) and cascade classifiers, respectively, and
Susithra [6] used Multilayer Perceptron (MLP). Garg [7] combined a Convolutional Neural
Network (CNN) and cascade classifier for face recognition and tracking. Hossain [12] and
Indi [13] used a hybrid classifier to identify cheating behavior based on the information
of head posture and gaze direction. Bawarith [14] implemented the identity recognition
and gaze direction discrimination of candidates based on a fingerprint recognizer and
eye tracker.

2. Mouth movements. Mouth movements and sounds form an important basis for de-
termining whether there is communication with others during an examination. Masud [15],
Hu [16], and Tejaswi [17] used the opening and closing state of the mouth to determine
whether there were communication behaviors. Motwani [18] and Prathish [19] used micro-
phones to detect abnormal sounds. Elshafey [20], Jia [21], Tweissi [22], Maniar [23], and
Soltane [24] used Deep Speech, Julius, and Long Short-Term Memory (LSTM) to convert
sound signals into text and extract keywords for cheating behavior analysis.

3. Facial expression. The changes in a candidate’s psychological state during cheating
are revealed through facial expressions. Gopane [25], Ozdamli [26], and Malhotra [27]
proposed cheating behavior determination methods based on these.

4. Cheating tools, such as books and mobile phones. Abozaid [28], Ahmad [29],
Ashwinkumar [30], Ozgen [31], and Sapre [32] used Retinanet, YOLO, and Mobilenet-SSD
methods to detect cheating tools or abnormal objects in the examination environment.

5. Hand or mouse movement. Fan [33] observed the hand gestures of candidates and
combined the temporal and frequency dimensions of movements to distinguish cheating
behavior. Li [34] determined whether a candidate was cheating through abnormal mouse
movement data.

2.2. Dual-Perspective Cheating Behavior Detection Method

Dual-perspective cheating behavior detection uses two cameras to monitor the candi-
date from different perspectives. Pandey [35] used the front and rear cameras of mobile
devices, as well as microphones, to monitor images and sounds of the examination envi-
ronment in real time. Kaddoura [9] used a laptop and glasses camera to obtain images of
the candidate’s face and field of view and a microphone to obtain sound information. After
extracting visual and auditory feature information based on DCNN and a discrete Fourier
transform, a soft voting strategy was used to distinguish cheating behavior. Atoum [10]
used dual-perspective cameras and microphone devices to achieve the feature extraction
of six types of information, namely identity, gaze direction, text detection, voice, activity
window, and phone, and determined cheating behavior based on an SVM classifier. Li [36]
added sensor devices such as EEG and gaze trackers based on dual-perspective monitoring
with laptop and glasses cameras, whose monitoring results were marked as cheating alerts.
When the number of alerts reached a threshold, it was transmitted to a review committee
for manual judgment.

In summary, dual-perspective combination methods can be divided into face and
horizontal, face and overhead, and horizontal and overhead. Compared with single-
perspective monitoring, these methods effectively expand the monitoring perspective.
However, there are still significant visual monitoring blind zones, as shown in Figure 1a,b.
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3. Proposed Three-Perspective Adaptive Paperless Online Cheating Detection System
3.1. Three-Perspective Cheating Detection System Framework

To address the problem of blind zones in dual-perspective cheating behavior detection
methods, as shown in Figure 1, we propose a three-perspective adaptive paperless online
cheating behavior detection system. Figure 2a shows the monitoring perspective arrange-
ment of the three cameras in this system. The first is the overhead perspective, as shown
in the blue area in Figure 2a, to detect cheating tools on the desktop. The second is the
face perspective, as shown in the yellow area in Figure 2a, to monitor the candidate’s gaze
direction. The third is the horizontal perspective, as shown in the green area in Figure 2a,
to monitor abnormal objects and cheating tools in the candidate’s forward field of view.
Figure 2b shows the framework of the proposed system, consisting of a gaze direction
recognition model, cheating tool detection model, and cheating behavior determination
model. Due to the large differences in the types and appearances of cheating tools that
appear under different perspectives, the cheating tool detection model includes models
under the overhead and horizontal perspectives. Because it is impossible for candidates
to simultaneously look down and up, the system automatically selects the cheating tool
detection model under different perspectives based on the results of the gaze direction
recognition model, effectively reducing computational complexity and improving process-
ing speed. Then the gaze direction recognition and cheating tool detection results are input
to the cheating behavior determination model, which is based on the BP neural network to
make decisions, and it outputs the final detection results, as shown in Figure 2b.
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3.2. Gaze Direction Recognition Model Based on Swin Transformer

The direction of the candidate’s gaze is an important characteristic used to determine
cheating. We use the candidate’s nose as the origin of the coordinate axis, and a step is
defined as 45◦ counterclockwise. The direction of the candidate’s gaze is divided into nine
categories: upleft, left, downleft, upright, right, downright, down, normal, and up. All
except “normal” are labeled as abnormal gazes indicating possible cheating, as shown
in Figure 3.

To accurately identify the gaze direction of the candidate, we adopt the Swin Trans-
former [37] for gaze direction recognition, as shown in Figure 4. The detected facial RGB
image undergoes patch partition layer flattening before four stages of feature extraction.
Except for the first stage, which consists of linear embedding and Swin Transformer blocks,
the stages of the feature extraction model use patch merging and Swin Transformer blocks.
The patch merging layer performs down-sampling to achieve half the height and width of
the feature map and twice the depth. The Swin Transformer block implements self-attention
weight adjustment between windows through SW-MSA and uses W-MSA for self-attention
calculation within each window. After four stages of feature extraction, the normalization
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layer is used to normalize the feature information, the normalized features are subjected to
adaptive average pooling and channel flattening to obtain one-dimensional feature vectors,
and the confidence of different gaze directions is output through a fully connected layer.
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3.3. Cheating Tool Detection Model Based on Lightweight-YOLOv5-CA Network

In paperless online exams, common cheating tools include books, paper, mobile
phones, and people. Due to the significant differences in appearance characteristics of these
tools from different perspectives, the proposed cheating tool detection model includes
object detection models from two perspectives. These are the horizontal and the over-
head perspective abnormal object detection model. The training dataset of the horizontal
perspective abnormal object detection model includes books, paper, mobile phones, and
people. The overhead perspective abnormal object detection model includes books, paper,
and mobile phones.

To achieve fast and accurate object detection, we propose a lightweight object detection
network Lightweight-YOLOv5-Coordinate Attention (Lightweight-YOLOv5-CA) model
based on Group Fast Spatial Pyramid Pooling (GFSPP). As shown in Figure 5, Coordinate
Attention (CA) [38] and GFSPP are introduced successively at the end of the YOLOv5
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backbone network to expand the receptive field while reducing computation and param-
eter volume and improving the representation ability of network features. Due to the
small size and partial occlusion of the object in cheating tools such as paper and mobile
phones, missed and false detection can easily occur. The CA mechanism can improve the
representation ability of network features by using the importance of position information.
The optimization process is as follows.
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Given feature X, the pooling kernels (H, 1) and (1, W) are used to obtain horizontal
and vertical direction features of channel C, as shown in Formulas (1) and (2),

zh
c (h) =

1
W ∑0≤i<W xc(h, i) (1)

zw
c (w) =

1
H ∑

0≤i<H
xc(j, w). (2)
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The features in the two directions are concatenated, and 1 × 1 convolution is performed
again to obtain the intermediate features, as shown in Formula (3),

f = δ(F1([zh, zw])), (3)

where r is a reduction factor, and δ is a nonlinear activation function. Then, the feature map
f is segmented, and the channels are expanded to obtain the attention weights, as shown in
Formulas (4) and (5),

gh = σ(Fh( f h)), (4)

gw = σ(Fw( f w)). (5)

The output of the CA model is obtained, as shown in Formula (6),

yc(i, j) = xc(i, j)× gh
c (i)× gw

c (j). (6)

The proposed GFSPP combines the ideas of CSPNet [39] and grouped convolution [40]
based on multi-scale pooling structure Spatial Pyramid Pooling Fast (SPPF), which is
beneficial for the extraction of the feature information of object details while reducing the
computational complexity and parameter volume of the convolution process, as shown
in Figure 5.

3.4. Multimodal Cheating Behavior Determination Model Based on BP Neural Network

Cheating behavior in paperless online exams can be described as the presence of
cheating tools in the field of view with an abnormal gaze direction. Therefore, we construct
a decision-making model based on two important factors: gaze direction and cheating
tools. We use the result of gaze direction recognition and cheating tool detection as inputs
to determine the types of cheating behavior based on the BP neural network. Similar to
the cheating tool detection model, the cheating behavior determination model is divided
into an overhead perspective cheating behavior determination model and a horizontal
perspective cheating behavior determination model.

As shown in Figure 6, the above two determination models adopt a three-layer net-
work structure of input, hidden, and output. However, there are slight differences in the
numbers of the input and output neurons of the different perspective network models.
There are a total of 12 input neurons in the overhead cheating behavior determination
model, comprising the confidence of nine gaze directions and three cheating tools. The
output consists of nine neurons, representing different cheating tools appearing at different
positions on the desktop. The input neurons of the horizontal perspective cheating behavior
determination model include the confidence of nine gaze directions and four cheating tools.
The four output neurons represent three types of cheating situations, with the assistance
of third parties and normal behavior. The output neurons of the network under the two
perspectives are defined in Tables 1 and 2, determined as shown in Figures 7a–f and 8.

Table 1. Output of overhead perspective cheating behavior determination network.

Network Output
Definition of Candidate’s Behavior

Gaze Direction Cheating Tools

Y1 (cheating) Desktop (left/right/downleft/down/downright) Paper
Y2 (cheating) Desktop (left/right/downleft/down/downright) Book
Y3 (cheating) Desktop (left/right/downleft/down/downright) Phone
Y4 (cheating) Behind computer (left/right/downleft/downright) Paper
Y5 (cheating) Behind computer (left/right/downleft/downright) Book
Y6 (cheating) Behind computer (left/right/downleft/downright) Phone
Y7 (cheating) Desktop (left/right/downleft/down/downright) Paper, Book, Phone
Y8 (cheating) Behind computer (left/right/downleft/downright) Paper, Book, Phone
Y9 (normal) Left/right/downleft/down/downright/normal/up/upleft/upright No
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Table 2. Output of horizontal perspective cheating behavior determination network.

Network Output
Definition of Candidate’s Behavior

Gaze Direction Cheating Tools

Y1 (cheating) Horizontal perspective (upleft/up/upright) People and paper
Y2 (cheating) Horizontal perspective (upleft/up/upright) People and book
Y3 (cheating) Horizontal perspective (upleft/up/upright) People and phone
Y4 (normal) Left/right/downleft/down/downright/center/up/upleft/upright No
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3.5. Adaptive Three-Perspective Cheating Behavior Determination Model

It is impossible to simultaneously cheat from both the horizontal and overhead per-
spective. Hence, we simplify the three-perspective cheating detection system to an adaptive
two-perspective cheating system driven by gaze direction recognition. That is, the gaze
direction recognition result is used to adaptively select the cheating behavior determination
model. The algorithm flow is shown in Figure 9, and the correspondence between gaze
direction and the cheating behavior determination model is summarized in Table 3.

Table 3. Output of horizontal perspective cheating behavior determination network.

Gaze Direction Cheating Behavior Determination Model

Upleft/up/upright Glasses
Left/right/downleft/down/downright Desktop
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4. Experimental Results and Analysis
4.1. Experimental Environment and Data

We built a three-perspective adaptive cheating behavior determination system using
the Python 3.7 language and PyTorch 1.12.1 framework under the Ubuntu 18.04 system.
The server hardware configuration used for training each model consisted of an NVIDIA
TITAN XP GPU and Intel Xeon 10 CPU. The gaze direction recognition dataset consisted of
3000 images from 17 students in a simulated online examination environment, as well as
some public data on conventional gaze direction. As shown in Figure 10, taking one of the
participants as an example, the nine gaze directions corresponding to the dataset are upleft,
left, downleft, up, normal, down, upright, right, and downright. Considering the influence
of lens reflection on gaze direction recognition, 8 of 17 students wore glasses. To overcome
the influence of different pupil colors on gaze direction classification, 750 images from the
MPIIFaceGaze dataset [41] were added to the 2250 self-built images.
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Figure 10. Gaze direction dataset.

The cheating tool detection model in this paper includes a desktop perspective ab-
normal object detection model and a glasses perspective abnormal object detection model.
The types and appearances of cheating tools vary from different perspectives. Therefore,
we established an overhead perspective abnormal object dataset and a horizontal perspec-
tive abnormal object dataset. The overhead perspective abnormal object dataset includes
7600 images of books, paper, and mobile phones, as shown in Figure 11a. The horizontal
perspective abnormal object dataset includes 8899 images of books, paper, mobile phones,
and people, as shown in Figure 11b.
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The three-perspective cheating behavior determination dataset used in this article was
created from monitoring images of 17 students in a simulated online exam environment.
The dataset includes 5687 sets of images from three perspectives—horizontal, face, and
overhead—with 70% of the dataset used for training and 30% for testing. Figure 12 shows
several examples of data collection.
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4.2. Results of Gaze Direction Recognition

The 3000 images of the gaze direction recognition dataset were divided into training,
validation, and test sets in a 7:2:1 ratio. The experiment trained the gaze direction recog-
nition dataset for 300 epochs, stored the training weights every 10 epochs, and continued
until the model was trained for 300 epochs to obtain the optimal training weight value.
Table 4 gives the accuracy results of nine gaze direction recognitions on the test set. It
can be seen that among the nine gaze directions, the recognition accuracy of upleft, down,
up, and normal reached 100%; the accuracy of left and upright exceeded 90%; and the
accuracy of downleft and right was between 80% and 90%. This indicates that when the
gaze is upward, the eyes are relatively open, and the position and size of the pupil can
better represent the gaze direction. Furthermore, when the gaze is downward, the eyes
are relatively closed, and it is difficult to represent the gaze direction with the position
and size of the pupil, leading to the relatively weak expression ability of the downleft and
downright gaze directions.
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Table 4. Accuracy of different gaze directions.

Type of Gaze Direction Gaze
Direction Accuracy Type of Gaze Direction Gaze

Direction Accuracy

Abnormal
(overhead

Perspective)

Left 90% Abnormal
(horizontal perspective)

Upleft 100%
Right 88% Up 100%
Down 100% Upright 92%

Downleft 83% Normal Normal 100%
Downright 79% Average 92.4%

By observing the area of the confusion matrix indicated with red frames shown in
Figure 13, it can be seen that 17% of the downleft direction is incorrectly identified as
downright, 21% of downright is incorrectly identified as downleft, and 10% of left is
incorrectly identified as right. Because downleft, downright, left, and right are abnormal
gazes in the overhead perspective, some confusion between these four directions will not
affect the accuracy of final cheating behavior identification.
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4.3. Result of Cheating Tool Detection

To verify the effectiveness of the proposed Lightweight-YOLOv5-CA object detection
network, a 7600-image overhead perspective abnormal object dataset and an 8899-image
horizontal perspective abnormal object detection dataset were divided into training, valida-
tion, and test sets in a 7:1:2 ratio. In the same experimental environment, a comparative
experiment was conducted on the detection performance of traditional YOLOv5 and
Lightweight-YOLOv5-CA models. Table 5 presents the abnormal object detection results of
the two models under the two perspectives. Through comparison, it can be seen that the
Lightweight-YOLOv5-CA model under overhead and horizontal perspectives has better
mAP50:90 detection results for books, papers, people, and mobile phones than the tradi-
tional YOLOv5 model, with average accuracy being 0.5% and 1.1% higher, respectively.
Compared to YOLOv5, the number of parameters has been reduced by 3.5%.
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Table 5. Detection results of abnormal objects from different models in overhead perspective.

Perspective Indication Model Book Paper People Phone Average

Overhead
perspective

mAP50
YOLOv5 99.3% 99.3% 99.5% 91% 97.3%

Lightweight-
YOLOv5-CA 99.5% 99.3% 99.5% 91.5% 97.4%

mAP50:90
YOLOv5 89% 88.6% 88.9% 71.2% 84.6%

Lightweight-
YOLOv5-CA 89.8% 89.37% 89.1% 71.6% 85.1%

Horizontal
perspective

mAP50
YOLOv5 99.2% 99.3% 99.4% 97% 98.7%

Lightweight-
YOLOv5-CA 99.3% 99.3% 99.4% 97.1% 98.8%

mAP50:90
YOLOv5 88.7% 88.4% 88.8% 75.4% 85.3%

Lightweight-
YOLOv5-CA 89.7% 89.6% 89% 77.4% 86.4%

Figure 14 shows an example of the detection result of the Lightweight-YOLOv5-CA
model for cheating tools from the desktop perspective. From the detection results in
Figure 11a, it can be seen that the proposed cheating tool detection model for the overhead
perspective can detect books, papers, and mobile phones that appear at different positions
on the desktop, achieving the effective detection of cheating tools.
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Figure 14. Examples of cheating tool detection results from different perspectives.

4.4. Results of Three-Perspective Adaptive Cheating Behavior Detection

To validate the proposed three-perspective adaptive cheating behavior detection
method, we selected existing dual-perspective (overhead and horizontal, face and horizon-
tal, and face and overhead) cheating behavior detection methods as comparison objects.
We tested and evaluated the accuracy of cheating behavior detection on our dataset, and
the results are summarized in Table 6. The accuracy calculation Formula (7) is as follows:
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True Positive (TP) is the true example, True Negative (TN) is the true negative exam-
ple, False Positive (FP) is the false positive example, and False Negative (FN) is the false
negative example,

Accuracy = (TP + TN)/(TP + TN + FP + FN) (7)

Table 6. Comparison results of different cheating detection methods.

Method Monitor Perspective
Overhead

Object
Detection

Gaze
Recognition

Horizontal Object
Detection

Cheating
Behavior

Determination

Ref. [38] Overhead and Horizontal 89.1% × -- 81.1%
Ref. [12] Face and Horizontal × 82.9% 89% 65.3%
Ref. [11] Face and Overhead 91.87% 68.9% × 81.83%
Ref. [28] Face and Overhead 60% 89.95% × --
Ref. [10] Face and Overhead -- -- × 83.56%

Ours Overhead and Face and Horizontal 92.4% 98.8% 95.7%

Through comparison, it can be seen that the accuracy of the three existing dual-
perspective cheating detection methods mentioned above is relatively low. The adaptive
three-perspective cheating behavior detection method proposed in this paper avoids the
misjudgment caused by a single detection to a certain extent, effectively expands the visual
monitoring range, reduces detection blind spots, and improves the robustness and accuracy
of cheating behavior detection.

Figure 15 shows the detection results of eight common cheating behaviors. Each
set of monitoring images consists of images from the perspectives of overhead, face, and
horizontal. It can be seen that when the candidate’s gaze direction is left, right, downleft,
downright, or down, a student is often using a tool from the desktop to cheat; when the
candidate’s gaze direction is upleft, up, or upright, there is often a third party assisting in
cheating. The monitoring images from the three perspectives can clearly and effectively
describe the cheating behavior.
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To measure the probability of non-cheating students being detected for cheating, using
the false positive rate (FPR) as the standard, Formula (8) is calculated as follows:

FPR = FP/(FP + TN) (8)

This study uses overhead perspective and horizontal perspective classifiers to detect
cheating behavior based on the gaze direction. Therefore, the FPR of the classifier in the
two perspectives is calculated separately, and the FPR is 1.27% in the overhead perspective
and 0.05% in the horizontal perspective.

5. Conclusions

In response to the obvious blind zones in current dual-perspective cheating behavior
detection systems, we designed a three-camera monitoring installation plan based on the
overhead, face, and horizontal perspectives. To expand the scope of examination monitor-
ing while ensuring real-time system performance, a three-perspective adaptive cheating
behavior detection system driven by candidate gaze direction was proposed. Nine gaze
directions were categorized as either normal, horizontal perspective, or overhead perspec-
tive. Based on the gaze direction recognition results, the cheating tool detection model
and cheating behavior determination model under the best perspective were automatically
selected. To quickly and accurately identify cheating tools, a lightweight object detection
network model, Lightweight-YOLOv5-CA, was proposed. Through online testing results, it
was verified that the three-perspective capture and evidence collection method can clearly
describe cheating behavior and effectively expand the monitoring area. The adaptive
cheating behavior detection model driven by gaze direction recognition effectively extends
the monitoring area while ensuring real-time performance. Among them, the accuracy
of the gaze direction recognition model from the face perspective reached 92.4%, and the
mAP50 of overhead and horizontal object detection reached 97.4% and 98.8%, respectively.
In the final cheating behavior determination model, the accuracy reached 95.4%. The
system has been put into use in a certain school, and the application effect is good after
verification, which realizes intelligent monitoring, greatly reduces students’ cheating, and
saves invigilators’ resources. In the future, the system will be further promoted in other
schools, exploring potential problems in practical application, and enriching the resources
of the three-perspective dataset to improve the universality of the system.
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