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Abstract: Information security is of great importance nowadays. This is related to the widespread use
of new technologies in the development of long-distance communications and the use of increasingly
“faster” signals. Information security can be considered in many areas of information processing,
including wireless systems and wired systems that are based on electronic devices. Each of such
devices is a source of electromagnetic disturbances but may also be sensitive to such disturbances.
This Special Issue titled “Wireless Communication: Applications, Security, and Reliability” covers a
broad spectrum of information security related to cybersecurity, cryptography, and electromagnetic
protection. In each case, the information protection solutions used must keep up with the devel-
opment of technologies used in information processing. The broad thematic area of this Special
Issue was intended to encourage scientists and researchers to present their research results and the
goals that this research was intended to serve. At the same time, it could allow for the exchange of
knowledge and experience gained during the work on information security.
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1. Introduction

Wireless communication is an indispensable element of our lives. We use it in many
areas of telephone communications, the Internet, bank payments, and access control. New
wireless technologies not only make our everyday lives easier but also have a huge impact
on information security, our safety, and our health. Hence the need to carry out activities at
many levels aimed at ensuring communication security and reliability by using solutions
resistant to electromagnetic infiltration, in particular sources of sensitive emission related to
graphic information, cybercrime, and cryptographic attacks. In each case, there are devices
that should ensure the secure transmission of information. However, the development of
the used technologies and their unlimited implementation in newer devices increase their
sensitivity to external factors. These factors may be intentionally generated electromagnetic
fields, disturbing the operation of devices, or even destroying them.

This Special Issue titled "Wireless Communication: Applications, Security, and Relia-
bility" covered all the above-mentioned topic areas. This made it possible to present, from
a broad perspective, in one place most issues related to the use of wireless communica-
tions [1,2], possible threats [3,4], proposed solutions to increase the level of information [5],
and biological safety [6].

2. The Present Issue

This Special Issue consists of seventeen papers covering a broad range of topics
related to the applications of wireless communication, cryptography, cybersecurity, and
electromagnetic immunity, from cognitive radio and channel acquisition to pseudo-random
generators, attack detection, and electromagnetic eavesdropping.

Wideband communication in different frequency bands, efficient use of spectrum,
channel sensing and acquisition, protection of information in the aspect of electromagnetic
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emissions, and the selection of test methods for new IT devices from the point of view of
immunity from electromagnetic fields were particularly interesting for the authors.

The authors of the articles paid attention to many aspects of wireless communication,
existing threats, and solutions whose application increases the level of information security.
The issues discussed in detail showed how important elements are communication reliabil-
ity [7–9], information security [10,11], and resistance to various types of external attacks—
cyberattacks [12,13], cryptographic attacks [14,15], or electromagnetic attacks [16–19].

In [20], an interesting research problem in edge computing is explored. In particular,
the dynamics of delay and reliability caused by VNF parallelization and BVNF deployment
are modeled and formulated. The authors also designed an approximation algorithm to
solve the formulated problem. In [21], a novel topology construction method for a UAV
swarm network that takes into account the criterion of topology duration in addition to
other important criteria such as network throughput, end-to-end delay, and node energy
consumption is proposed. The paper aims to formulate the topology construction of a
swarm network as an optimization problem and solve it using a double-head clustering
method that considers group similarity of movement, intra- and inter-cluster distance,
node forwarding delay, and energy strategy. The proposed method is designed to be
effective in constructing network topologies for large-scale UAV swarm scenarios. In [22],
the scalability and performance of SDN-based large-scale Wi-Fi networks are examined. To
assess Wi-Fi networks on SDN, the TCP and UDP protocols were used. Using a testbed
comprised of Mininet-Wi-Fi and a Ryu Controller, Wi-Fi over SDN and its functionality
and scalability were investigated. [23] introduces a mathematical model for P2P networks
to study the effect of two different attacks on these systems. In [24], an algorithm that
improves compression efficiency by combining CAS map and MAC to remove header
bits of CAS map-based compression algorithms is proposed. Using the proposed method
shows that the occurrence of compressed messages exceeding 4 bytes is reduced by up to
75.9% compared to the Triple ID method. In [25], a method to compare the OWL-based
and XML-based approaches to represent and query cognitive radio capabilities using quan-
titative metrics is proposed. In order to prove the feasibility and correctness of the method,
a proof-of-concept system for the method is developed. Two types of metrics, matching
quality metrics and performance metrics, were collected by the system with progressively
less complete background knowledge representations and different-sized sets of devices
and queries. In [26], the feasibility of Li-Fi communication by considering Red Sea parame-
ters was explored, including a high salinity and growing turbidity. These parameters have
a huge impact on blocking the entire Li-Fi communication with little increase. The experi-
mental results show that the Li-Fi signals are affected less by salinity and more by turbidity
but are found to be sufficiently strong to be used for communication in the Red Sea. In
wireless communications [27], high-security defense systems such as Low Probability of
Detection (LPD), Low Probability of Interception (LPI), or Low Probability of Exploitation
(LPE) communication algorithms are examined. There is a proposed noise signaling system
in the transmission medium that represents a type of security at the physical level that
will modify the input/output data that will be conventionally modulated in a noise-like
form. In [28], a theoretical study of the numerical calculation of mutual information for
finite-alphabet-based transmissions over doubly correlated MIMO fading channels was
presented. The main objective was to examine the appropriateness of the saddle point
method. The proposed solution gives considerable accuracy in estimating the average
mutual information with reduced complexity, which may facilitate the practical application
of mutual information. In [29], empirical results of a REM design using interpolating
methods are presented. The presented experimentally measured data and their interpre-
tation are important in the context of RF source localization. In [30], a low-complexity
NUC demapping algorithm, i.e., the SCSR algorithm, is proposed. SCSR algorithm creates
the subsets based on the quadrant of 2D-NUC received symbol or the sign of the I/Q
component after 1D-NUC received symbol is decomposed. Moreover, the condensation
characteristic is used to further reduce the number of constellation points contained in the
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subsets. In [31], a realistic use case for Wi-Fi misbehavior, i.e., BYOD policies with tethering,
is considered. The selfish attack considered (CCA modification) is plausible, gives benefits
to the attacker, and harms well-behaved users. The presented detection mechanism is
based on a well-thought-out observation rule along with a sequential analysis technique
to eliminate false alarms. In [32], an algorithm for relay selection in cooperative MIMO
networks is presented. In [33], a method of colorizing images obtained in the process of
electromagnetic infiltration is presented. In the method for creating LUTs, an exponential
function was proposed with parameters that make it possible to change the position of the
function course on the axis of pixel amplitude values of the image subjected to colorization
and to change its width. Appropriate selection of these parameters makes it possible to
expose the appropriate values of the image pixel amplitudes and thus to highlight the
important data contained in the image. In [34], an issue related to the correct determination
of the number BCorr of the reproduced image lines on the basis of the recorded revealing
emission signal was presented. Determining the correct BCorr value is very important
when it is necessary to further process the image using the coherent summation method in
order to improve its quality, i.e., improve the signal-to-noise (SNR) parameter. In [35], an
issue related to the correct determination of the line length of the reconstructed image on
the basis of the recorded revealing emission signal was considered. The correct line length
ensures that the graphic elements contained in the image remain vertical. For this purpose,
an algorithm for estimating the line length of the reconstructed image was proposed. The
algorithm for estimating the line length of the reconstructed image uses three methods of
determining the line length of the image for a given accuracy. At the same time, criteria
were indicated that must be met to determine the correct length of the image line for the
assumed accuracy of estimation. In [36], preliminary results of the analysis of the possibility
of using the Fourier and the CZT transforms to determine image rastering parameters in the
process of electromagnetic infiltration were presented. Particular attention was paid to the
accuracy of determining the line length of the reconstructed image based on the accuracy
of determining the value of the horizontal sync frequency of the eavesdropped display. The
precision of the determination of the line length of the image is of great importance in the
case of further processing of the reconstructed image, e.g., in accordance with the coherent
summation algorithm to improve the SNR value.

3. Future

Wireless communications are a constantly developing field. New solutions that in-
crease communication possibilities over longer and longer distances, with higher quality of
services, higher speed, and, ultimately, greater reliability, are looked for. All this requires
a lot of research, new solutions, and implementation. At the same time, the search for
solutions that make people’s lives easier must be inextricably linked to ensuring their
information security as well as their lives and health. These are challenges for the future
on which work must focus. We cannot forget about the possibilities of using artificial
intelligence, which is also increasingly boldly entering the area of services provided using
wireless communications. Artificial intelligence is also starting to appear in intentional
electromagnetic attacks on wireless infrastructure. Graphical display of processed infor-
mation reconstructed based on revealing emissions is the first level of such attacks. Fast
and reliable reproduction of information using electromagnetic fields can become a serious
threat. Another interesting area of research is ensuring the cryptographic protection of
transmitted information. Quantum cryptology using quantum computers is enjoying great
interest. Using such computers, you can quickly perform certain calculations that cannot
be performed in real time on ordinary computers based on silicon semiconductors.

As we can see, wireless communication is related to a number of important issues that
must be developed in parallel to ensure its security. These are tasks for the future, but not
the distant future.
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