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Abstract: The purpose of this survey study is to shed light on the importance of knowledge usage and
knowledge-driven applications in telecommunication systems and businesses. To this end, we first define
a classification of the different knowledge-based approaches in terms of knowledge representations
and reasoning formalisms. Further, we define a set of qualitative criteria and evaluate the different
categories for their suitability and usefulness in telecommunications. From the evaluation results, we
could conclude that different use cases are better served by different knowledge-based approaches.
Further, we elaborate and showcase our findings on three different knowledge-based approaches and
their applicability to three operational aspects of telecommunication networks. More specifically, we
study the utilization of large language models in network operation and management, the automation
of the network based on knowledge-graphs and intent-based networking, and the optimization of the
network based on machine learning-based distributed intelligence. The article concludes with challenges,
limitations, and future steps toward knowledge-driven telecommunications.

Keywords: network automation; generative Al; large language models; knowledge-based systems;
knowledge representation; machine reasoning; machine learning; intent-based networking

1. Introduction

In the ever-evolving landscape of telecommunications, the relentless pursuit of inno-
vation and efficiency continues to drive transformative advancements [1,2]. Within this
dynamic realm, knowledge-based approaches represent a promising shift in how we design,
manage, and optimize telecommunications networks. These approaches use advanced
techniques like knowledge representation and machine learning/reasoning, along with
domain expertise, to turn raw data into valuable operational insights. By analyzing vast
and diverse datasets, knowledge-based systems enable informed decision-making, predic-
tive analytics, and autonomous network orchestration and management. The potential
impact on telecommunications is significant. Imagine networks that autonomously adapt
to changing conditions, predict and mitigate anomalies, and optimize performance in real
time [3]. This could lead to reduced signaling overhead, reduced operational costs, better
resource allocation, and proactive identification of problems and vulnerabilities before they
affect service quality. These intelligent systems have the potential to greatly improve the
efficiency, reliability, and responsiveness of telecommunications networks [4,5].

This paper is an evaluation survey that aims to shed light on the importance of
knowledge usage and knowledge management in telecommunication systems and telecom-
munications businesses. Firstly, based on a set of knowledge-related definitions, various
forms of knowledge representations and reasoning (KRR) are classified and presented. The
classification is used to associate the various representation and reasoning forms with the
applications they are mostly suitable for supporting.

Telecom 2024, 5,98-121. https:/ /doi.org/10.3390/ telecom5010006 https://www.mdpi.com/journal/telecom


https://doi.org/10.3390/telecom5010006
https://doi.org/10.3390/telecom5010006
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/telecom
https://www.mdpi.com
https://orcid.org/0000-0002-7372-5139
https://doi.org/10.3390/telecom5010006
https://www.mdpi.com/journal/telecom
https://www.mdpi.com/article/10.3390/telecom5010006?type=check_update&version=1

Telecom 2024, 5

99

Secondly, a set of assessment criteria is defined for the evaluation of the different
approaches. These criteria correspond to KRR features characterizing the quality and
usefulness of each approach given the tasks they are majorly used for. The evaluation
according to the quality criteria is of assistance when determining the suitability of a KRR
approach in different automation processes” demands.

Finally, we consider the usage of KRR for the automation of telecommunication net-
works in three different levels of business automation abstraction. To this end, we define
and reason on the usefulness and importance of the knowledge automation processes on
three use-case categories including automation of network operation centers, telecommu-
nication system solutions towards intent-driven operation, and distributed radio access
networks (RAN) optimization functions. The paper concludes with a forward strategy and
next steps.

2. Knowledge-Based Approaches

Throughout the years, knowledge-based approaches have been accommodated by
data warehouses tailored for telecommunications [6-8]. When considering the automated
utilization of knowledge in telecommunication systems and in general, there is a set of
requirements that are put forward by the applications. In the first subsection, we first
provide a categorization of the knowledge representation approaches. For the evaluation,
we further suggest a set of assessment criteria for comparison purposes. Finally, in the last
subsection, we present the evaluation in tabular form based on the assessment criteria.

2.1. Categories of Knowledge Representation and Reasoning Approaches

In general, there are many knowledge representation forms, each with an associated
reasoning approach. In this paper, we divide them into three major categories as depicted
in Figure 1. The first category corresponds to logic-based and mathematical formalisms that
depart from standard logic and mathematics. Due to practical limitations in the applications
of logic under uncertainty, these formalisms have been extended to non-standard logic
approaches of reasoning to cope with incomplete and uncertain knowledge. To this end,
various forms of reasoning have been developed including abductive, inductive, fuzzy,
probabilistic, and many others. The second category consists of structural approaches,
typically based on graphs. Reasoning in graphs corresponds to traversing through the
graph from a root or a set of nodes, that correspond to the premises, to another non-empty
set of nodes, that correspond to the conclusions. The third category refers to data-driven
formalisms that accommodate reasoning based on data and/or data-derived models as in
digital twin, regression, neural network, and generative Al It has to be noted that the two
last categories, in the description that follows, correspond to the connectionist approach, as
depicted in Figure 1. However, they will be defined and evaluated in the sequel separately
as they can be used for different purposes. Common to all these different categories is
the existence of a knowledge base where predicates and facts, graphs, data, and models
that characterize and describe the state of the system are stored. In this section, these
different representation and reasoning forms will be described and their applicability in
telecommunications systems will be discussed.
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Figure 1. Knowledge representation and reasoning categories.

2.1.1. Probabilistic Formalisms

These formalisms employ probabilistic models including non-standard logic models
to represent uncertainty and causal relationships between variables. They enable reasoning
under uncertainty by quantifying the likelihood of different events and updating beliefs
based on evidence. Uncertainties may be due to incomplete, imprecise, vague knowledge
or knowledge that is probabilistic and/or causally inferred. The latter corresponds to
Bayesian and/or causal reasoning that is governed by the conditional probabilities and/or
causal relationships represented by probabilistic and causal models, respectively. The
former can be alternatively addressed by approaches such as non-monotonic logic, fuzzy
logic, and temporal logic. These reasoning methods are suitable for application scenarios
with varying levels of certainty and requirements for timely adapting to dynamic and
uncertain environments [9-11].

2.1.2. Standard Logic-Based Formalisms

These formalisms use logical rules and symbols to represent knowledge and perform
deductive reasoning. They provide a precise and rigorous framework for expressing
relationships and making inferences based on logical rules and constraints. Examples of
such formalisms are the first-order logic and the propositional logic [12].

2.1.3. Rule-Based Formalisms

Rule-based formalisms utilize a collection of if-then rules to represent knowledge
and make decisions. They allow explicit representation of domain-specific knowledge
and provide a flexible mechanism for capturing complex relationships and conditions.
This category includes formalisms, such as expert systems, policy-based systems, and
production systems [13].

2.1.4. Graph-Based Formalisms

Graph-based formalisms represent knowledge using nodes and edges to represent
knowledge entities and their relationships. They provide a versatile structure for organizing
and representing complex knowledge, allowing for efficient traversal and exploration of
interconnected information. Graph-based reasoning involves traversing nodes and edges
in the graph to explore relationships between entities. Examples of such formalisms are
knowledge graphs, ontologies, and semantic networks [14,15].
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2.1.5. Tree-Based Formalisms

Tree-based formalisms use hierarchical structures to represent knowledge in a se-
quential decision-making fashion. They allow for the classification or regression of input
data by partitioning it into smaller subsets based on specific attributes or conditions. A
conclusion is made by traversing a path through the tree nodes until the path reaches
a conclusion represented by a unique leaf node. Examples of tree-based formalisms are
decision trees [16] and random forests [17].

2.1.6. Simulation-Based Formalisms

Simulation-based formalisms involve modeling a system or phenomenon to study its
behavior over time. They allow for the representation of dynamic processes, enabling the
examination of different scenarios and the prediction of outcomes based on the defined
rules and constraints. Reasoning is performed based on emulating the behavior of net-
works’ components to simulate scenario outcomes and make predictions on taken actions.
Simulators, frames, and digital twins [18] are examples of such formalism realizations.

2.1.7. Instance-Based Formalisms

Instance-based formalisms use past instances or cases to make predictions or decisions
about new situations. They rely on similarity measures and retrieve relevant past instances
to infer likely outcomes or solutions for new cases. Representative approaches consti-
tute tensor/space, regression, instance-based reasoning, case-based reasoning, k-nearest
neighbors, and interpolation methods [19], which have wide use in telecommunication
applications. These representations are effective in handling high-dimensional and com-
plex data, allowing for automatic feature extraction and pattern recognition, but lack
interpretable and explicit knowledge representation.

2.1.8. Neural Network-Based Formalisms

Neural network-based formalisms, and other similar deep connectionist formalisms,
employ interconnected layers of artificial neurons to learn patterns and relationships from
data. They excel at handling complex, high-dimensional data and are capable of automatic
feature extraction, making them suitable for tasks such as classification, regression, and
pattern recognition [20,21]. These formalisms correspond mainly to approaches that are
realized by artificial neural networks (ANN) approaches, including Deep Neural Networks
(DNN), Deep Q-learning Networks (DQN), Convolutional Neural Networks (CNN), Recur-
rent Neural Networks (RNN), Long Short-Term Memory (LSTM), and Deep Reinforcement
Learning (DRL) [22].

2.1.9. Generative Al-Based Formalisms

Generative Al-based formalisms utilize models that can generate new data or simulate
human-like responses. They are trained on large amounts of data and can comprehend and
generate human language, making them valuable for tasks like language translation, text
generation, summarization, and natural language understanding. These formalisms rely
on very deep neural network approaches and include Variational Autoencoders (VAE) and
Generative Adversarial Networks (GANSs), where two neural networks contest with each
other in the form of a zero-sum game and where one agent’s gain is another agent’s loss.
They also include approaches implementing Large Language Models (LLMS) and General
Process Transformation (GPT) for Natural Language Understanding /Processing (NLU/NLP),
of which their impact on the telecommunications industry is highly anticipated [23-25]. It is
important to understand that GenAl does not only mean Large Language Models (LLMs).
GenAl is a broad field that covers numerous modalities such as text, images, audio, and videos.
Also, not all LLMs are capable of generating content. Only decoder-only and encoder-decoder
models are generative, and for simplicity, we will refer to these as generative LLMs, while the
rest will be referred to as encoder-based LLMs. Additionally, LLMs are built using various
architectures and training methodologies.
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2.2. Knowledge-Based Applications

In this paper, we elaborate on different operational aspects corresponding to distinct
ways in which networks benefit from knowledge-based approaches.

*  Network operation—Different use cases may require different forms of knowledge
representation and reasoning approaches. Network operation and management use
cases that provide operation support based on human interaction greatly benefit from
Generative Al In Section 4.1, a description of such use cases is provided.

*  Network automation—The are different approaches to realize automation in networks.
One promising approach is intent-based networking automation. In Section 4.2, a
description of a knowledge-assisted solution for intent-based automation is provided .

*  Network optimization—Improving network performance for different use cases requires
different network optimization approaches. For optimization in RAN, which is an
inherently distributed network, one promising approach is distributed learning. In
Section 4.3, a description of such approaches is provided.

3. Evaluation of Different Knowledge-Based Approaches

For the evaluation, we first define a set of assessment criteria for comparison purposes.
We use the criteria to derive relevant measurements for the qualitative evaluation, the
results of which are discussed in the last subsection and summarized in tabular form.

3.1. Assessment Criteria

The selection of knowledge representation and reasoning to implement a use case is
based on relevant characteristics that are generally or specifically defined. These definitions
collectively provide a framework for evaluating knowledge representation formalisms
based on key criteria, while ensuring that the chosen formalism aligns with specific require-
ments and objectives. Different criteria are of interest for different use cases. Herein, the
following list of criteria may be considered:

¢ Knowledge formalism—Knowledge formalism refers to the specific language, represen-
tation framework, or set of rules used to express and structure knowledge within a
knowledge representation system. It defines how information is encoded, stored, and
manipulated to enable reasoning and inference.

*  Knowledge accuracy—Accuracy refers to how well the knowledge representation reflects
the true state of the world or domain it is intended to model. It manifests the degree
to which the information encoded in the knowledge representation is correct and free
from errors. High accuracy indicates that the knowledge representation provides a
faithful reflection of reality, while low accuracy implies that it may contain inaccuracies
or inaccurately represent aspects of the domain.

*  Knowledge precision—DPrecision relates to the level of detail and specificity in the knowl-
edge representation. It manifests how well the representation captures fine-grained
distinctions, nuances, or specific aspects of the domain. High precision implies that
the knowledge representation provides detailed and specific information, while low
precision may result in a more abstract or generalized representation.

*  Knowledge coverage—Coverage refers to the extent to which the knowledge represen-
tation includes relevant information about the domain. It manifests the comprehen-
siveness of the representation, indicating whether it covers all the necessary concepts,
relationships, or facts related to the domain. High coverage implies that the represen-
tation includes a broad range of domain knowledge, while low coverage may result in
gaps or missing information.

*  Knowledge generalizability—Generalizability considers how well the knowledge or
conclusions derived from the representation can apply to broader contexts or domains
beyond the specific use case. It manifests the extent to which results can be generalized
or adapted to different scenarios.

*  Knowledge explainability—Explainability gauges how transparent and understandable
the reasoning process and the conclusions drawn from the knowledge base are. It
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manifests the degree to which the representation facilitates mechanisms for generating
explanations, justifications, or evidence to support the derived conclusions.

*  Knowledge certainty—Certainty refers to the degree of confidence or trustworthiness
associated with the knowledge encoded in the representation. It manifests how certain
or reliable the information is in the reasoning process. High certainty implies a high
degree of confidence in the knowledge, while low certainty indicates uncertainty or
ambiguity.

*  Knowledge consistency—Consistency pertains to the ability of the knowledge represen-
tation to handle conflicting or contradictory information and ensure coherence. It
manifests how well the representation deals with conflicting facts or conclusions and
resolves inconsistencies within the knowledge base.

*  Knowledge confidence—Confidence assesses the levels of trust or belief in the conclusions
drawn from the knowledge base. It manifests how confident one can be in the validity
of the results obtained through reasoning with the represented knowledge.

*  Knowledge expandability—Expandability refers to the capability of the knowledge
representation to accommodate the derivation of new knowledge from existing facts or
rules. It also manifests how easily new knowledge can be added to the representation.

*  Knowledge scalability—Scalability relates to how well the knowledge representation can
handle increasing complexity and size, particularly when dealing with large amounts
of knowledge, complex relationships, or diverse domains. It manifests the ability to
efficiently store, retrieve, and reason with knowledge.

Although further criteria could be identified, the listed criteria cover a whole range
of aspects related to knowledge quality characteristics and can be broadly divided into
two categories. The first category refers more to the declarative quality characteristics of a
formalism that are pertinent to the knowledge representation. The representation-centric
quality category consists mainly of the formalism, accuracy, precision, coverage, gener-
alizability, and explainability criteria. The second category refers more to the procedural
quality characteristics of a formalism that relate to the knowledge reasoning process. The
reasoning-centric quality category consists mainly of the certainty, consistency, confidence,
expandability, and scalability criteria.

It should be noted that different representations and reasoning formalisms address the
above criteria differently. Consequently, the selection of one approach over the other may
depend on the use-case requirements for these criteria. Nonetheless, the above criteria can
help evaluate and compare different knowledge representation approaches based on their
capabilities and limitations in addressing the various aspects of knowledge representation
and reasoning.

3.2. Assessment Analysis Measurements

For each one of the criteria, the following qualitative measurements are principally defined:

*  Knowledge formalism—The choice of knowledge formalism can be assessed based on
its expressive power, syntactic and semantic clarity, and adherence to the established
standards. Evaluation involves considering how well the formalism captures the
complexities of the domain, supports precise representation, and aligns with the
requirements of the application. An indication of the level of knowledge formalism
would be given by the percentage of relevant standards, like expressiveness, clarity,
etc., met by the knowledge formalism.

*  Knowledge accuracy—Accuracy in a formalism is measured by assessing the correspon-
dence between the represented knowledge and the actual state of affairs. This can
be performed via continued evaluations of the formalism’s performance in making
correct inferences or predictions within the domain. An indication of knowledge
accuracy would be given by the percentage of predictions or inferences that align with
real-world data or expert assessments.

*  Knowledge precision—Precision can be evaluated by examining the level of detail in the
representation, such as the granularity of concepts, relationships, or constraints. A
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highly precise representation contains specific rules, attributes, or axioms that leave
little room for ambiguity. An indication of knowledge precision would be given by
the proportion of highly detailed rules or attributes in the knowledge base.

*  Knowledge coverage—Coverage can be evaluated by comparing the knowledge repre-
sentation to a comprehensive domain ontology or by assessing whether it includes all
relevant concepts, entities, and relationships needed to address specific use cases or
queries within the domain. An indication of knowledge coverage would be given by
the extent to which the knowledge base covers the domain ontology’s concepts.

*  Knowledge generalizability— Generalizability can be assessed by examining the perfor-
mance and applicability of the knowledge representation across a range of related
domains or use cases. It involves testing whether the knowledge and reasoning
methods can be extended to diverse contexts effectively. An indication of knowledge
generalizability would be given by the representation’s effectiveness when applied to
different domains.

*  Knowledge explainability—Explainability is measured by examining the degree to which
formalism facilitates methods for generating human-readable explanations of the
reasoning process, making it comprehensible to users or stakeholders. An indication
of knowledge explainability would be given by the normalized length of the path
from premises to conclusions of the reasoning processes.

*  Knowledge certainty—Certainty can be quantified using probabilistic measures or cer-
tainty factors that assign degrees of belief or confidence to individual pieces of knowl-
edge within the representation. An indication of knowledge certainty would be given
by the probability of correct/incorrect individual knowledge pieces over the total of
knowledge pieces.

*  Knowledge consistency—Consistency can be assessed by checking whether the represen-
tation provides mechanisms to detect and resolve conflicts or contradictions, ensuring
that the knowledge remains internally coherent. An indication of knowledge consis-
tency would be given by the consistency of knowledge when comparing coherent
pieces, i.e., non-conflicting knowledge pieces against the total.

*  Knowledge confidence—Confidence in a formalism can be evaluated by examining its
provisions for attaching confidence scores or measures to conclusions and assessing
the mechanisms for assessing the reliability of knowledge sources. An indication
of knowledge confidence would be given by statistical confidence or the confidence
ratings given by users or experts.

*  Knowledge expandability—Expandability can be evaluated by examining whether the
representation supports mechanisms for inference, induction, or the incorporation of
new facts, rules, or domain-specific knowledge over time. An indication of knowledge
expandability would be given by the efficiency of deriving new insights relative to the
addition of new knowledge.

*  Knowledge scalability—Scalability can be assessed by evaluating the performance of the
knowledge representation as the size and complexity of the knowledge base grow. It
involves examining factors such as response times, resource utilization, and efficiency
of storage. An indication of knowledge scalability would be given by the system’s
performance under maximum load over its baseline performance.

These criteria collectively help evaluate the suitability and quality of a knowledge rep-
resentation formalism for various applications and domains. The choice of a representation
should align with specific objectives and requirements related to the criteria. Based on the
above description of measurements, Table 1 lists a set of defining questions to be answered
for the qualitative assessment. These questions constitute a methodology that is used to
assess conformance to the criteria in the range of high, moderate, and low conformance.
It should be emphasized that the comparison of the related work in this survey relies on
assessments based on these qualitative measurements. For further clarity of the criteria,
some indicators have been also presented. However, a rigorous formalization of the criteria
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with well-defined quantitative metrics is an interesting direction for future research toward
a unified knowledge framework.

Table 1. Questions defining the assessment criteria.

Criteria

Relevant Assessment Defining Questions

Formalism

What formal language or representation framework is used to express knowledge? What is its expressive
power and semantic clarity? Is knowledge represented in a clear, unambiguous, and straightforward manner?

Accuracy

How accurate is the representation of knowledge in reflecting the true state of the world? Can the knowledge
base be evaluated for its overall correctness or accuracy? How many times is the knowledge overall correct?

Precision

Does the representation allow for precise and detailed domain descriptions? Does the same input give the same
output? Can it capture fine-grained distinctions and nuances? Does it support the representation of explicit
constraints to enforce precision?

Coverage

Is everything covered? How comprehensive is the representation in covering the relevant aspects of the
domain? Does it handle missing or incomplete knowledge gracefully? Are there mechanisms to handle
uncertainty or partial knowledge gaps?

Generalizability

Does it generalize properly or stand for a specialized objective? To what degree results can apply to a broader
context?

Explainability

How transparent and explainable is the reasoning process and the conclusions drawn from the knowledge
base? Does the representation provide mechanisms for generating explanations, justification, or evidence to
support the derived conclusions?

Certainty

Does the representation support the encoding of uncertainty or degrees of belief? How certain is the
representation of knowledge in the reasoning process? Is there a mechanism to quantify and reason with
uncertain or probabilistic knowledge?

Consistency

Does the representation allow for the detection and resolution of conflicts between facts/conclusions? How
sufficient are conflicting facts/conclusions resolved? Is there a mechanism to handle inconsistencies and ensure
coherence in the knowledge base?

Confidence

Can the representation assign confidence levels to the conclusions drawn from the knowledge base? What are
the levels of confidence? Are there mechanisms to assess the reliability or trustworthiness of the knowledge
sources and inference results?

Expandability

Does the representation support the derivation of new knowledge from existing facts or rules? Are there
mechanisms for logical inference or induction to generate new knowledge? Can the representation
accommodate the evolution of knowledge over time?

Scalability

Can the representation handle complexity and scalability in time and space? Can it effectively handle large
amounts of knowledge, complex relationships, or domains? Does it provide mechanisms for efficient storage,
retrieval, and reasoning with knowledge?

3.3. Assessment Results

Table 2 provides a comparative overview of how the listed formalisms generally align
with the given criteria. It is important to note that each formalism has its own strengths
and weaknesses, and its suitability varies depending on the specific use case, problem
complexity, available data, and the expertise of practitioners. The evaluation should
consider specific requirements and context when choosing an appropriate knowledge
representation approach. Consequently, the ratings in the table are generalized and the
assessment is based on a general perspective on how some of the formalisms might align
with the criteria based on their typical characteristics and may not reflect the nuances of
individual applications. Different implementations or variations in each formalism may
have different levels of support for the listed criteria.
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Table 2. Evaluation Results of Knowledge-based Approaches.
Criteria Category ~ Quality Criteria ! Bg;’;::;gl Stzg;iird Rules Graphs 3 Trees 3 Simulation  Instance NZELZ:;;{S Gel;llgxi:ve

Formalism High High High High Medium Medium Low Low Low

Accuracy High High High High High High High High Medium

Declarative Precision High High High High Medium High Medium Medium Medium

Coverage Medium Medium Medium High Medium High Medium Medium Medium
Generalizability Medium Medium Medium Medium Medium Medium Low Medium High
Explainability Medium High High High High Medium Medium Low Low

Certainty High Medium Medium Medium Low Medium Low Low Medium

Consistency High Medium Medium High High High Medium Medium Medium

Procedural Confidence High Low Medium Medium Low Medium Low Medium Medium
Expandability High High High High Medium Low Low Low Low

Scalability Medium Low Low High Medium Medium High Medium Medium

! It should be noted that knowledge representation is strongly associated with and inherent to the reasoning
process. For example, symbolic reasoning requires a symbolic representation; therefore, symbolic reasoning based
on knowledge graphs requires first transferring the graph to a symbolic form. 2 Belief networks are a subcategory
of graphs that allow for Bayesian reasoning. However, graphs are not a prerequisite; rather, the main knowledge
representation is the joint probability tensor. 3 Reasoning in graphs and tree structures implies traversing through
the graph or traversing through the tree from root to leaf nodes.

For the analysis, we assume that knowledge presentations are not allowed to be
excessive in size. Rather it is assumed that the storage is limited; therefore, the entities and
facts of the world cannot be exhaustive. Wherever required, tradeoffs will be explained and
the assessment justified. It is important to note that the suitability of each formalism varies
depending on the specific use case, problem complexity, available data, and the expertise
of practitioners. The assigned grades are provided based on general characteristics and
may not reflect the nuances of individual applications.

3.3.1. Bayesian/Causal Networks

In terms of declarative aspects, Bayesian/Causal Networks excel in providing robust
frameworks for representing knowledge via probabilistic relationships, offering precise
and formal representations aligned with real-world uncertainties and complexities. They
accurately model complex probabilistic dependencies and causal relationships within
the domain, but might face challenges in handling missing or incomplete knowledge
beyond encoded probabilities or causality. While these models generalize within encoded
probabilistic relationships, they might struggle with entirely new scenarios.

With regard to their procedural qualities, Bayesian/causal reasoning approaches
effectively encode uncertainty and probabilities, ensuring high consistency and reliability
in the reasoning process. However, due to their probabilistic nature, their explainability
might be less intuitive, impacting the explainability of the reasoning process.

In summary, probability-based formalisms excel in representing uncertainty and offer
high accuracy, consistency, and confidence. They provide precise and comprehensive
descriptions but might encounter challenges in scalability and intuitive explainability due
to their probabilistic nature. Additionally, while expandable, generalizing beyond encoded
relationships might be a limitation.

3.3.2. Standard Logic-Based Formalisms

In terms of the declarative aspects, standard logic-based formalisms are high as they
offer rigorous, well-defined formal languages to express knowledge, providing precise
and unambiguous representation. These formalisms guarantee accuracy, ensuring that
conclusions drawn from the knowledge base are logically correct and allow for precise
and detailed descriptions of the domain, capturing fine-grained distinctions and enforcing
precision via explicit constraints or rules. Nonetheless, while comprehensive within the
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defined logical constraints, they might struggle to generalize beyond the scope and/or
handle incomplete knowledge beyond the logic of the defined rules. On the other hand,
they inherently provide transparent reasoning processes, offering clear and explainable
justifications via logical rules.

In terms of procedural qualities, standard logic ensures strict adherence to formal
rules, allowing for the detection and resolution of conflicts, and ensuring coherence in the
knowledge base. However, it provides no mechanisms to deal with inconsistencies due
to non-monotonicity where contradicting knowledge may exist. They represent knowl-
edge deterministically, without encoding uncertainty and without assigning confidence
levels to conclusions or assessing the reliability of inference results, which can be both an
advantage and a limitation in handling uncertain domains. Standard logic formalisms are
highly expandable, deriving new knowledge from existing facts or rules, but may fail with
scalability when dealing with vast amounts of knowledge or complex relationships due to
computational complexity.

In summary, standard logic-based formalisms excel in providing precise, and accurate,
representations within their defined scope and rules. They offer excellent explainability and
expandability, but may face challenges in handling uncertainty, scalability, and generalizing
beyond explicitly defined logical rules.

3.3.3. Rule-Based Formalisms

Rule-based systems provide a structured and explicit representation of knowledge,
leveraging if-then rules to offer a clear and formal language to express domain-specific
information. These systems stand out for their accuracy in reflecting domain-specific
knowledge and rules, ensuring that the conclusions drawn align well with the established
rule set. Additionally, they offer a high degree of precision by offering detailed descriptions
and constraints via explicit rules, enabling fine-grained control and specific reasoning
within the domain.

While these systems comprehensively cover the knowledge explicitly represented in
rules, they might encounter challenges in handling missing or incomplete information
not explicitly encoded within the rule set, generalizing beyond the defined rule set. The
reasoning process is based on explicit rules, allowing for traceability and justifications
for conclusions. This clarity in the reasoning process makes them highly explainable and
suitable for presenting transparent decision-making pathways.

Nonetheless, these systems may encounter limitations in handling certainty and
consistency, especially in dealing with uncertainty or encoding probabilistic beliefs as
effectively as probabilistic models. While they follow a structured order of execution
(forward or backward chaining) to resolve conflicts or inconsistencies in a deterministic
manner, they lack mechanisms to prevent contradictory rules. Furthermore, while they
allow for the incorporation of new rules or modifications to existing ones, expanding
to entirely new knowledge domains might necessitate significant effort and expertise.
Managing a large number of rules might lead to scalability issues, impacting performance
and complexity as the rule base grows.

In summary, rule-based systems offer structured and explicit representations with
high accuracy and precision. They excel in explainability and expandability, but might
face challenges in dealing with uncertainty, scaling to large rule bases, and generalizing to
new domains.

3.3.4. Graph-Based Formalisms

Graph-based representations are adept at reflecting real-world entities and relationships
precisely, maintaining accuracy by directly mirroring the connections and attributes present
in the domain. They facilitate nuanced and detailed modeling of relationships, supporting
precise descriptions within the domain by allowing for a granular depiction of associations
and attributes. They effectively accommodate diverse information and multiple facets of a
domain and provide a visually intuitive representation of the domain’s generic relationships.
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However, the extent of their generalizability may differ depending on the domain, and in
some cases, adaptations or extensions might be necessary for broader applicability.

Despite their strengths, they are not directly suitable to explicitly capture uncertainty in
reasoning within the graph structure. It necessitates additional mechanisms or annotations
to express degrees of belief or uncertainty explicitly. Furthermore, while graph structures
inherently ensure consistency by facilitating conflict detection and resolution, expressing
absolute confidence levels can be challenging without specific scoring mechanisms. On the
other hand, knowledge graphs are highly expandable. They allow for the incorporation
of new nodes and edges, facilitating the integration of evolving domain knowledge and
the derivation of novel insights. Additionally, they handle scalability efficiently, managing
large volumes of data, complex relationships, and diverse domains effectively.

In summary, graph-based representations, particularly knowledge graphs, excel in var-
ious aspects of knowledge representation, but might have certain limitations in expressing
certainty, confidence, and generalizability across diverse domains.

3.3.5. Tree-Based Formalisms

Tree-based representations, typified by decision trees and random forests, organize
information hierarchically, although they might be less expressive in capturing intricate
relationships compared to graph-based approaches. They strive for high accuracy by
creating straightforward yet effective models to precisely classify or predict outcomes based
on given attributes. These models can represent domain-specific details, but might not
explicitly capture nuanced relationships as graph-based structures, due to their hierarchical
nature. While they can cover various attributes, their hierarchical organization may limit
the coverage of complex relationships found in certain domains. In terms of generalizability,
decision trees may perform well within specific domains, but might struggle to adapt to
significantly different contexts without retraining or modification. However, they excel in
explainability by providing transparent rules and paths, making it easy to interpret the
decision-making process.

With regards to their procedural qualities, tree-based structures might lack inherent
mechanisms to explicitly represent uncertainty or probability. They ensure consistency by
partitioning data based on specific rules, ensuring coherent classification or prediction within
each node. However, they might not inherently provide confidence levels for predictions,
often requiring additional techniques to estimate reliability. Regarding expandability, ex-
panding decision trees might necessitate restructuring, and adding new attributes might not
seamlessly integrate without altering the entire structure. Scalability challenges might arise
when handling extensive and diverse knowledge, potentially impacting storage and efficiency.

In summary, tree-based representation formalisms, like decision trees and random
forests, effectively provide consistent and accurate results with high explainability. How-
ever, they may face limitations in handling uncertainty, capturing complex relationships,
and scaling to diverse domains.

3.3.6. Simulation-Based Formalisms

Simulation-based models, often using mathematical or computational models, may
not offer the expressiveness found in logic-based or graph-based representations. However,
they aim for high accuracy by reflecting real-world behavior and providing precise predic-
tions based on well-defined models. Simulations excel in precision, capturing fine-grained
nuances and behaviors of the modeled systems comprehensively. These representations
strive to cover a broad spectrum of behaviors and scenarios, although achieving this may
require thorough modeling of each aspect. While they generally generalize within modeled
domains, they might face limitations when applied to vastly different scenarios.

Simulations generate results according to certain distributions and input parameters,
maintaining consistency by adhering to defined physical laws or constraints within simu-
lated environments. However, they might not explicitly capture uncertainty inherent in
real-world scenarios, hindering certainty representation. Interpreting complex interrela-
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tionships within simulations might require specific expertise, impacting their explainability.
Confidence estimation relies on input data accuracy and model validation, but lacks inher-
ent methods to quantify confidence levels directly. Expanding simulations often involves
modifying underlying models or parameters, posing challenges in accommodating ad-
ditional or new knowledge seamlessly. Scaling simulations might be computationally
complex, especially for real-time, large-scale, or dynamic systems.

In summary, simulation-based representations offer accurate, precise, and comprehen-
sive representations of modeled systems. However, challenges in scalability, interpretability,
and adaptability to new knowledge may limit their expandability and generalizability
across diverse domains.

3.3.7. Instance-Based Regression Formalisms

Instance-based methods, encompassing case-based, regression, and kernel function
models, lack a formalized language for explicit knowledge expression, relying on storing
and retrieving instances or patterns. However, they excel in accuracy by leveraging similar-
ity among instances or patterns for predictions or classifications. While they can handle a
wide variety of instances, these methods may suffer from data sparsity or biased instance
representation, impacting their coverage. They generalize well within their trained instance
spaces, but face limitations in adapting to unseen or significantly different instances. These
methods provide moderate explainability based on instance similarity, but might struggle
with complex explanations in high-dimensional or non-linear spaces.

Lacking explicit mechanisms for uncertainty or confidence levels associated with
instances or predictions, they may not adequately encode uncertainty. Handling inconsis-
tencies via proximity measures for instance retrieval might not inherently resolve conflicts
in contradictory instances. Confidence estimation relies on proximity measures or statis-
tical evaluations, but it is not inherent to these methods. Although accommodating new
knowledge might be challenging without extensive retraining or model modification, they
scale well by relying on efficient instance retrieval and comparison techniques.

In summary, instance-based methods excel in accuracy and scalability, effectively
capturing similarities within instance spaces. However, they may lack explicit mechanisms
for dealing with uncertainty, inconsistent knowledge, or accommodating new knowledge
without significant retraining. Their generalizability might be limited to the scope of the
training instances.

3.3.8. Neural Network-Based Formalisms

Neural network-based approaches, including DNN, CNN, RNN, LSTM, DRL, DQN,
etc., encode knowledge implicitly in their weights and activations, lacking explicit represen-
tation in a formalized language. These models often achieve high accuracy in predictions
or classifications, especially with large datasets. However, while they capture data pat-
terns and features well, they might lack precise definitions of explicit rules or constraints,
impacting precision. Their coverage spans a wide range of data patterns, but may suffer
from biases in training data, affecting coverage of less frequent patterns. Despite good
generalization within trained data distributions, they might lack robustness when applied
to unseen or significantly different data distributions. Neural networks are often consid-
ered black-box models, posing challenges in explaining decisions, particularly in deep and
complex architectures.

Concerning procedural qualities, they lack mechanisms to encode uncertainty or con-
fidence levels explicitly, resulting in non-probabilistic outputs. With a lack of mechanisms
dealing with conflicting knowledge, these models might overfit or underfit data, leading to
inconsistencies in predictions. While techniques like softmax probabilities estimate confi-
dence, accuracy in reflecting true confidence might vary. Furthermore, via scalable with
increased data sizes and handling complex relationships, integrating new knowledge often
demands retraining or fine-tuning, posing challenges in incorporating new information
without compromising prior learning.
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In summary, neural networks showcase high accuracy and scalability, being potent
tools for pattern recognition and complex data processing. However, their limitations lie
in the explicit handling of uncertainty, explainability, expandability, and generalization to
new or diverse data.

3.3.9. Generative Al-Based Formalisms

Generative models, including Large Language Models (LLMs), Variational Autoen-
coders (VAEs), and Generative Adversarial Networks (GANSs), learn implicit knowledge
from data without an explicit formalized structure. While they achieve high-quality out-
puts, accuracy may vary, particularly with limited or biased training data. They also lack
precise encoding of rules or constraints found in other formalisms to capture data patterns
and nuances. Covering a wide range of data patterns, generative models might struggle
with rare or outlier patterns due to biases in training data. On the other hand, their general-
izability surpasses neural-based approaches due to a two-step learning approach, initially
gathering general knowledge from vast data and fine-tuning for specific use cases.

In addition to limited explainability, they also lack explicit certainty or confidence
expression in generated outputs, requiring proper prompt-based context to improve output
quality and resolve conflicting or ambiguous information. Generative models might offer
confidence scores, yet their accuracy in reflecting true confidence levels varies. Integrat-
ing new knowledge requires retraining or fine-tuning, challenging incremental learning
without forgetting previous knowledge.

In summary, these models excel in generating content, displaying scalability, coverage
across patterns, and generalization. However, they lack explicit handling of uncertainty,
struggle with explainability and expandability, and are susceptible to data biases.

4. Knowledge-Driven Applications in Telecommunications

Knowledge-based applications in telecommunications in general, and in wireless com-
munications in particular, offer several advantages. The advantages refer to all aspects of
telecommunications, including the efficient operation of the network, controlled utilization
of resources, provision of advanced and personalized services, and improved security and
maintenance of the telecommunication system. More specifically, some of the advantages
of knowledge-based applications for telecommunication use cases are as follows.

- Efficient resource management—Knowledge-based systems aid in optimizing resource
allocation, such as spectrum utilization, by intelligently predicting and adapting
to network demands based on historical data and patterns. This improves overall
network efficiency.

- Enhanced network intelligence—By leveraging knowledge bases, wireless networks can
make informed decisions in real time. This intelligence enables networks to adapt to
changing conditions, predict potential issues, and proactively address them, leading
to improved performance and reliability.

- Dynamic network configuration—Knowledge-based applications facilitate dynamic re-
configuration of network parameters based on learned patterns, allowing networks to
self-optimize and adapt to varying conditions, such as changes in user behavior or
environmental factors.

- Context-aware services—Knowledge-based systems enable the provision of context-aware
services. By understanding user preferences, locations, and behaviors, wireless networks
can deliver personalized and location-specific services, enhancing user experience.

- Optimized quality of service (QoS)—Knowledge-based applications can predict network
performance based on historical data and adjust parameters to ensure consistent QoS.
This ensures that critical services receive adequate resources and prioritization.

- Predictive Maintenance—Knowledge-based systems can predict potential failures or
maintenance needs within wireless network components by analyzing historical
performance data. This predictive capability minimizes downtime and prevents
unexpected failures.
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- Improved security and anomaly detection—Knowledge-based approaches help in identi-
fying abnormal network behavior by recognizing patterns that deviate from the norm.
This aids in detecting anomalies and potential security threats, allowing for quicker
responses to security breaches.

- Resource optimization in dedicated networks—In dedicated environments, such as Internet-

of-Things (IoT) and factory environments, knowledge-based systems can optimize de-
vice connectivity, manage data flows, and coordinate communication among devices,
while ensuring efficient utilization of resources and minimizing energy consumption
and communication delays.

Overall, knowledge-based applications empower wireless networks to become more
adaptive, intelligent, and responsive to dynamic conditions, leading to enhanced efficiency,
improved services, and better overall performance. They do so for all different levels of
telecommunication systems abstraction, including system, service, and network levels. The
different levels operate at different data levels, making certain KRRs more suitable than others.
There are various forms of representing and using knowledge corresponding to different
levels of abstraction. Figure 2 illustrates three different levels of abstraction: (i) system and
network operation at the Operation and Management (OAM) level, (ii) service and network
orchestration at the service management and orchestration (SMO) level, and (iii) network
infrastructure and transmission medium at the radio access/core network (RAN/CN) level.
At the RAN level, physical phenomena, such as electromagnetic and wave propagation, are
typically expressed in mathematical equations that concretely relate to the physical parameters.
They are majorly derived from empirical observations and theoretical foundations of many
sciences including physics, mathematics, information, and communication. Equations about
physical entities are the lowest level of abstraction in the knowledge representation line
and have been used to develop algorithms that control the communication infrastructure to
optimally use the resources of various media, such as the radio environment. Moving from
physics towards the digitalization line, more abstract levels of information are to be identified
that are closer to human cognition capabilities. The capability of the human mind to think at
higher levels of abstraction also requires the movement from equation representations to a
more human language-like form of representing knowledge. The representation of knowledge
in telecommunication systems is related to the application it is aimed at facilitating. Between
the infrastructure that benefits from the environment, e.g., in the RAN domain, and the
operation center benefiting from the users and operators, e.g., in the network operation center
(NOC) domain, from customer relationship managers (CRMs) to operations support systems
(OSSs), there is the service operation domain where the telecommunication system should
also generally benefit from to improve its operations.

As illustrated in Figure 2, the knowledge in the different domains is associated with
different reasoning processes pertinent to operations in the corresponding domains. The
NOC domain implies user interaction and human reasoning based on natural language
understanding and understanding capabilities, while the operation of the system requires
knowledge representations that allow for the automation of the reasoning processes within
the system. Getting closer to the RAN domain, the reasoning process is based on represen-
tations that can express numerical expressions. Furthermore, RAN is naturally distributed:
the antennas, as in distributed antenna systems (DAS) and/or the base stations, are always
geographically spread out. As a consequence of that, it is natural to study how intelligence,
i.e., Al algorithms, should be distributed. Do we bring data to the algorithm, or do we
distribute the algorithms? If we distribute, then how is this efficiently performed, and
which technologies are suitable including transfer learning, federated learning, and split
learning? The different categories of KRR, including learning and inferring, are described
in the next section, and their application is further elaborated in the use-case description
section.
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Figure 2. Knowledge representation and reasoning categories.

4.1. Network Operations

Large Language Models (LLMs), such as encoder-based models like BERT and causal/
Generative types like GPTs, have a significant impact on knowledge-intensive tasks in
development and operations in the telecommunications domain. LLMs are large and
deep neural networks whose underlying architecture is in the form of transformer, self-
attention, convolutions, etc. The knowledge is implicitly captured in a high-dimensional
vector space via the weights of the model. The models learn from vast volumes of textual
data via a process called pre-training, where the input data plays a significant role in
creating an efficient model. Furthermore, one of the key benefits of LLMs is the ease of
interacting and querying the knowledge they contain. Unlike many other knowledge
representation systems, LLMs do not necessitate the use of any specialized querying
language or formalisms. Rather, the input/query usually involves a natural language
expression in plain text.

LLMs can be directly used for telecom purposes. However, for better performance
in the applications that are heavily using the telecom terminologies in order to under-
stand those terminologies and the relation among them, general LLMs need to be domain
adapted, meaning the domain knowledge needs to be encapsulated into the models in
the pre-training stage. The requirement of domain adaptation is creating a large telecom
dataset [26]. The telecom domain, being on the frontiers of digital transformation, has the
knowledge already documented in textual format in standard format, such as specifications
of the 3rd Generation Partnership Project (3GPP) or company-wide documentation of
product specifications handcrafted by subject matter experts or any technical reports in the
field.

Figure 3 shows two methods for building telecom-specific language models. In one
method, existing pre-trained models in the general domain are used as a starting point, and
the model is further pre-trained on a telecom dataset. In the second method, the models
are trained from scratch using a mix of general and telecom domain datasets. The two
approaches result in similar models that have a representation of general and in-domain
knowledge. The key difference is that the second approach has a more tailored vocabulary
and requires more training time and resources; as a result, it becomes more expensive [26].

The authors in [27] explored domain adaptation strategies for BERT-like models in the
telecom domain. They investigated three approaches demonstrating that continued pre-
training on telecom-domain text starting from a general-domain checkpoint, pre-training
from scratch on telecom-domain text, or a combination of both yielded varying levels of
performance and generalizability.
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into the models in the pre-training phase.

LLM use cases towards research and development can be leveraged in three directions:
(i) expert-guided use cases, (ii) network-assisted use cases, and (iii) customer-assisted use cases.
The intended user of the first category can be an expert in the field, a NOC operator, a
product developer, a support service, a researcher, a 3GPP delegate, or any other individual
involved in telecommunications seeking to address their information needs. In this first
category, LLMs can be used for semantic search such as troubleshooting and test case rec-
ommendation. Troubleshooting is a very exhausting and time-consuming task that requires
lots of expertise. One application of troubleshooting is answering the trouble reports (TRs)
that correspond to some observed fault in a product. To this end, the knowledge source can
be text descriptions from tickets. The authors in [28] present a BERT-based model designed
for troubleshooting in the telecommunication industry. This approach utilizes a two-stage
process to retrieve and re-rank candidate solutions for reported problems, outperforming
non-BERT models like BM25. The efficacy of LLMs in enhancing accuracy in recommending
solutions within a telecom-specific context is proven. Some trouble reports might be written
differently, but in essence, they may refer to the same problem; therefore, the same response
would apply. Duplicate trouble tickets lead to extra effort and cost. Domain-adapted LLM
can be applied to identify duplicates. In [29], a BERT-based retrieval system is introduced
for trouble reports (TRs) in large software-intensive organizations. The work aimed to
identify duplicate TRs efficiently by leveraging domain-specific knowledge, specifically in
telecommunications. It addressed the challenge of generalization to out-of-domain TRs and
demonstrated that incorporating domain-specific data into fine-tuning improved overall
model performance and generalizability.

Furthermore, in [30], an end-to-end recommendation system is proposed for trou-
bleshooting failed test cases using NLP techniques. The study explores various models,
including language models, for information retrieval and re-ranking to address the chal-
lenges posed by massive data in the troubleshooting process. This work demonstrated the
effectiveness of a two-stage BERT model fine-tuned on domain-specific data in generating
recommendations.

In network-assisted use cases, generating synthetic data is a very important usage.
Rare events that are difficult to capture in the field can be generated with this data collection
process technology, which impacts the model training phase or safe online exploration.
For example, the work in [31] focuses on synthetic data generation in the telecom domain
for extractive question answering (QA). It develops a pipeline using BERT-like and T5
models to generate synthetic data and achieves state-of-the-art results in telecom QA. The
findings suggest that synthetic data, in addition to human-annotated data, can improve
model performance.

In the case of customer-assisted use cases, two use cases stand out. The first use
case is the question and answering within the domain, and the second use case is the
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telecom virtual assistance designed to support field technicians in their daily work. For
such purposes, the knowledge source can be text descriptions from any telecom-related
document, such as product manuals describing a system’s operation. The authors in [32]
conducted research on adapting question-answering models to the telecommunication
domain. By fine-tuning the pre-trained LLMs with a relatively small dataset, a significant
domain adaptation is achieved, as a result reducing the need for extensive annotation
efforts. This work emphasized the potential for constructing domain-specialized question-
answering systems using LLMs.

4.2. Network Automation

Intent-based network management has been introduced in telecommunications to
offer automated control and intelligent optimization of complex networks [33,34]. Intent-
based networking (IBN) [35] and Intent-driven Networks (IDNs) have evolved from SDNs
and NFVs management disciplines [36] as a successive evolution of policy-based networks
(PBNs) [37]. Central to these management disciplines are the network policies governing
the network operation. Intent-based operation extends previous approaches in that it first
offers an abstraction layer expressing the desired outcome of the network service, and
second, it automatically determines how the network should be configured in an efficient
and reliable manner [38].

As shown in Figure 4, IBN is characterized by a closed-loop cycle comprising four
processes: (i) intent translation, where the abstracted intent is mapped to a network
configuration; (ii) intent resolution, where configuration conflicts are resolved; (iii) intent
actuation, where the requested service is provisioned; and (iv) intent assurance, where
provisioned services are resilient to network changes. In its simplest form, IBNs require a
translation of intents to network policies, and finally, to detailed network configurations
that govern the infrastructure and the resources. More flexible and dynamic forms require
the employment of intent-driven systems with associated reasoning engines.
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Figure 4. Intent-based automation process cycle.

At the core of all flexible and dynamic intent-driven systems lies the crucial ele-
ment of knowledge representation. This involves modeling intents in a way that is easily
understood by humans while also being executable by machines. In this context, knowl-
edge graphs have emerged as a widely adopted method for representing intents. These



Telecom 2024, 5

115

knowledge graphs encompass entities, relationships, and constraints, serving as structured
repositories for intent definitions, essentially defining an ontology [39].

However, it is essential to note that knowledge representation is just one aspect
of the broader picture. Intent-driven systems rely on reasoning engines as their key
components, which can take the form of rule-based logic, advanced semantic reasoning
capabilities, or large language models. These engines play a pivotal role in interpreting
intents, translating them, and breaking them down into specific network actions. They are
specifically designed for tasks such as inferring intent decomposition, resolving conflicts,
and optimizing configurations to ensure the provision of services aligned with the intended
goals [40].

Another distinctive characteristic of intent-driven systems is their adaptability. Com-
bining knowledge-based systems with machine learning techniques allows these systems
to evolve alongside changing network conditions and user requirements [41]. They can
be designed to learn from historical data and user feedback, continuously enhancing their
ability to comprehend and fulfill intents. Moreover, intent-driven systems contribute sig-
nificantly to ongoing network improvements. They achieve this by automating routine
tasks, optimizing resource allocation, and ensuring compliance with established policies.
Their reliability is further bolstered by their ability to anticipate potential consequences
of actions, foresee issues, and proactively mitigate them by selecting alternative network
configuration solutions that align with the intended objectives.

Advances in natural language understanding, explainable Al and distributed knowledge
graphs are promising future directions to further augment the capabilities of these intent-
driven systems, making them indispensable in the face of growing network complexity.

4.3. Network Optimization

Apart from dealing with network demands in terms of operations and automation,
telecommunication systems, especially the RAN domain, are expected to support an increased
number of differentiated businesses and a massive amount of devices and services. In such
a scenario, the complexity of resource allocation decisions will increase beyond existing
RAN computational and storage capacity, hence making it difficult to efficiently optimize
network configuration and planning. To address the increasing complexity, Al-driven network
optimization based on machine learning (ML) techniques has been proposed. Trained on large
datasets, generalized ML models are generated with relatively high accuracy and precision.
Although the training can be performed centrally, in many cases within RAN, a centralized
approach is prohibitive due to requirements on cost, latency, and bandwidth. In the more
general case, privacy preservation concerns and/or regulatory limitations advocate in favor
of a distributed learning solution such as federated learning, split learning, or distributed
learning based on DNN, DQN, DRL, etc. In the case of RAN, distributed learning is also
mandated by the nature of RAN, which is inherently distributed. Furthermore, with the
recent advances of distributed learning [42], it is now possible to address these challenges and
exploit the knowledge that is distributed in many network nodes. As depicted in Figure 5,
decentralized learning can be divided into three main categories:



Telecom 2024, 5

116

Central
parameter
server

: | Clifnts : : Clients %%g :

| ) | o |

[ I 9999 | ! (‘ ’) |

; I S o A

| I g | I

| | xﬁ)‘ . % ) XZ”’ |

| : - <N g

T I Qgpo((( ,)) ! [ Q00 |

= A e e AL

| Central | X,(t) | | :

Q000 : server ! ! ! : Q000 xi(t) :

aggo | Cogow) Ll () g |

() ! i i |oo A —_— Qoo"oo !

Ae | | Be &R AL
| T |

(b) (0)
Figure 5. Distributed learning approaches for network optimization. (a) Federated learning setup,
with a central parameter server and a number of clients that participate in the training of a machine
learning model located in the server; (b) split learning setup, with a central parameter server. Here,
all clients have a copy of the partial model and cooperate in training the model in a sequential order;
(c) fully distributed learning setup consisting only of clients each having a local copy of the model
and cooperating in training the model via direct communication.

*  Federated learning—In federated learning (FL), multiple (possibly large numbers of)
clients participate in the training of a shared global model by exchanging model
updates with a central parameter server (PS) [43]. This is performed by using an
iterative process where each global iteration, often referred to as communication round,
is divided into three phases:

1.  The PS sends the current model parameter vector x (an M-dimensional vector)
to all participating clients. Either the model is sent directly, or a differential
compared to the previous round is transmitted.

2. The clients, the total number of which is N, perform one or more steps of stochas-
tic gradient descent on their own (private) training data and obtain a model up-
date. Specifically, the nth client computes a gradient update x,, (M-dimensional
vector).

3.  The M-dimensional model updates xy, ..., xy from the N clients are then sent
back to the PS. The PS aggregates these updates by adding them together to
obtain the updated model x. A typical aggregation rule is to compute a weighted
sum of the updates, that is, compute the M-dimensional total update Y"™_; a;x,,
for some weights a;. Other non-linear aggregation rules are also possible, for
example, to safeguard against malicious or malfunctioning agents [44].

The above procedure is repeated until a termination criterion is met. The termination
can, for example, be when a desirable training accuracy is achieved, when a predefined
number of iteration rounds have been reached, or when a global loss function meets the
minimum requirements. The loss function depends on the computational problem intended
to be solved using the FL system, and typically, it represents a prediction error on a test
dataset. The above procedures are depicted in Figure 5a.

»  Split learning—Split learning (SL) is another cooperative ML technique used to train
a neural network model between a client and a central server by splitting the model
at a cut layer into a client-side model and a server-side model [45]. The existing SL
approach conducts the training process sequentially across clients, where each client
calculates the intermediate results and transmits them to the next client in order. Each
client passes the intermediate gradient in backward order when casting backward
propagation. Furthermore, relevant features from the data are then transmitted to the
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central server which processes these features, performs the necessary computations,
and sends back the updated parameters. This approach allows the sensitive data to
remain on the client’s side, ensuring privacy, while still benefiting from the centralized
server’s computational power. Split learning maintains a partition between data and
computations, safeguarding user privacy during model training [46]. A depiction of
SL is illustrated in Figure 5b;

e Fully distributed learning—In fully distributed learning setups, clients collaboratively
perform learning without transmitting model updates to a central parameter server [47].
Instead, all clients have their own instance of the learning model. Each client has its
own private training data. The clients are connected according to a connectivity graph
such that each client has one or more neighbors. This scenario is illustrated in Figure 5c.
The training proceeds by exchanging updates between the clients and their neighbors
using, for instance, gossip-based averaging, where nodes iteratively share and merge
information to collectively refine their local models. Fully distributed learning operates
in a decentralized manner, promoting data locality and fostering collaboration among
neighboring nodes while avoiding a central server’s reliance [48].

Wireless networks often have limited bandwidth and high latency; therefore, dis-
tributed learning is beneficial. Firstly, it minimizes data transmission by processing data
locally on sites, which reduces the risk of exposing sensitive information. Instead of trans-
mitting raw data to a central server, only model updates or aggregated information are
shared. Secondly, utilizing multiple sites allows for scaling machine learning tasks while
reducing latency in decision-making and increasing system efficiency and robustness. If a
site in the network fails or has no available computational resources, the overall learning
process can continue without significant interruptions. Finally, transferring learned models
creates a smaller network footprint than transferring raw data, thus offloading the user
plane. A combination of a low network footprint and better resource utilization yields
energy savings.

Future research in distributed learning needs to address data, system, and model
heterogeneity. Data heterogeneity relates to challenges with domain adaptation and identi-
cal and independent distributions, (i.i.d). System heterogeneity refers to system-related
inconsistencies encountered between different sites that may skew the overall process in
terms of robustness and resilience. Whilst, model heterogeneity refers to FL with different
model architectures.

4.4. Limitations, Challenges, and Future Research

Knowledge-based applications in wireless networks offer several advantages and
prove themselves invaluable in addressing the complexity of telecommunications use cases.
Despite the advantages, knowledge-based applications are limited in many aspects as they
introduce new demands to be met. The following list, which is by no means exhaustive,
summarizes some of the limitations of knowledge-based applications in wireless communi-
cations. It should be also noted that the magnitude probability of occurrence and ease of
mitigation of what is listed below is different in each category of KRR.

- Data quality—Knowledge-based applications heavily rely on historical and real-time
data and data quality. If data is inaccurate in case of data poisoning and harmful
content or is incomplete or outdated, it can lead to incorrect decisions and predictions.

- Initial training—Training certain knowledge-based models such as LLMs initially
requires a substantial amount of data and computational resources. This can be a
barrier to adoption, especially for smaller networks.

- Data privacy—The collection and analysis of user data or exposure/training on a
company’s proprietary data for knowledge-based applications raise privacy concerns.
Striking a balance between data-driven insights and user privacy is a significant
challenge in the case of private information exfiltration. There is a chance that the data
being used for training is exposed in the output in the case of Generative Al type of
use cases; therefore, data source and proper curating of data is very important.
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Security—Protecting the knowledge base from intervention threats and ensuring the
security of data used for training and decision-making is a significant challenge.
Trustworthiness—resilience, fairness/biases, and hallucinations are important challenges
in Generative Al-based formalisms, where the research in this area is still fairly new.
Scalability—As wireless networks grow in size and complexity, managing and ana-
lyzing vast amounts of data can become challenging in wireless communication, and
optimizing spectrum allocation and management in real-time is complex. Knowledge-
based systems must adapt to changing spectrum conditions and demands. Complexity
and scalability issues may arise in knowledge-based systems.

Resource consumption—Knowledge-based applications can be computationally inten-
sive and costly, requiring significant processing power and memory. This can strain
network resources, especially in resource-constrained environments.
Interoperability—Integrating knowledge-based systems with existing network infras-
tructure can be complex. Modern wireless networks encompass various technologies
(e.g., 5G, IoT, and mobile edge computing) and require handling diverse types of data.
Ensuring compatibility and smooth integration is a challenge.

Real-time decision making—Wireless networks are inherently dynamic, and adapting
knowledge-based models to rapidly changing conditions can be difficult. Ensuring
that knowledge-based systems can make timely decisions in dynamic environments
is challenging.

The limitations listed above have a major impact, mainly on the technology aspects of

knowledge-based applications. Further, other partly non-technical challenges governing
the usage of advanced Al technologies in telecommunications also comprise

Ethical considerations—The use of user data and Al algorithms in wireless networks
raises ethical concerns, including bias in decision-making and the responsible use of
Al technology.

Regulatory compliance—Compliance with data protection and privacy regulations, e.g.,
General Data Protection Regulation (GDPR), poses challenges for knowledge-based
applications that involve user data.

Human-machine interaction—Ensuring that knowledge-based systems can effectively in-
teract with human operators and users is a challenge, particularly in critical applications.
Cyber-security threats—In the age of digitization, protecting the knowledge base from
cyber threats is a significant challenge for the protection of telecommunications busi-
nesses. Access to knowledge base contents implies access to critical business processes
and technology know-how. Cyber attacks may enable the infection of knowledge
bases with malicious knowledge and misbehaving models.

The rich range of limitations and challenges and the use-case discussions reveal

that knowledge-based applications are still in their infancy. In addition to the future
work suggested above for the top three technologies, some further future research and
development directions can be outlined based on the general challenges and limitations
discussed. To this end, we envisage different research areas on how to use, experiment, and
develop knowledge-driven solutions for wireless networks:

i

ii.

iii.

Optimization of network operation including advanced self-optimized, self-configured,
and self-healed networks where resource allocation is performed intelligently and in
real-time based on context awareness and accurate data;

Security of knowledge utilization to improve privacy-preserving techniques and en-
hance security protocols in wireless networks. The former should aim at using
knowledge representation to understand data sensitivity and reasoning to enforce
data protection policies, while the latter should aim to understand complex attack
patterns and to implement proactive defense mechanisms;

Automation where KRR and emerging technologies like 5G/6G, IoT, and edge comput-
ing are integrated to develop cross-domain applications enabling network automation;
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iv.  User experience where KRR is utilized to model user preferences or behavior and to
adapt network services accordingly for enhanced user experience. In addition, KRR
can be also utilized to implement QoS-aware protocols that can dynamically adjust to
meet the varying service quality requirements of different applications;

v.  Sustainability where KRR is applied to reduce the carbon footprint of wireless infras-
tructure and improve the energy-efficient operation of the network, as well as to
model renewable energy sources while integrating them into the network’s energy
management strategies,'

vi.  Interoperability that require working towards standardizing KRR approaches for wire-
less networks to ensure interoperability between different systems and vendors, as
well as collaborating with international bodies to develop guidelines and best practices
for the introduction of KRR in telecommunications.

Each of these research areas not only presents opportunities for technological ad-
vancement, but also indicates the key research directions, such as the need for robust data
management, advanced algorithmic development, and the balancing of efficiency with user
privacy and security concerns. Collaboration between academia, industry, and regulatory
bodies will be crucial to address these challenges and harness the full potential of KRR in
wireless communications.

5. Conclusions

In this article, we have identified different categories of knowledge representation and
reasoning formalisms that can be used in telecommunication systems. We further defined
a methodology to evaluate the identified categories based on a set of qualitative criteria.
The criteria have been defined and the conformance of the different approaches have been
discussed. From the evaluation, we could conclude that different use cases are better served
by different knowledge-based approaches. Further, we have also identified the application
domains and discussed the knowledge-driven evolution of telecommunication concerning
use cases targeting network operation, automation, and optimization objectives. Overall,
knowledge-driven applications empower wireless networks to become more adaptive,
intelligent, and responsive to dynamic conditions, leading to enhanced efficiency, improved
services, and better overall performance.

Generally, current knowledge representation and reasoning applications in wireless
communications struggle with dynamic environmental adaptation, real-time decision-
making, and efficient resource management, while also facing challenges in ensuring
security and user privacy. Future research directions should focus on developing so-
phisticated, context-aware models for dynamic networks, enhancing self-optimization,
improving security protocols, and integrating with emerging technologies like 5G/6G
and IoT, all while maintaining energy efficiency and global interoperability. Within the
key Al technologies, future studies should focus on advances with LLMs and generative
approaches, extensions of knowledge graphs, and enhancements of deep Al technologies
for distributed intelligence. To this end, future standards and applications strengthen the
importance of knowledge in Al, and its deployment in telecommunication businesses and
services is expected to only amplify.
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