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Abstract: The dynamics of network traffic are complex and nonlinear, and chaotic behaviors and
their prediction, which play an important role in local area networks (LANSs), are studied in detail,
using the largest Lyapunov exponent. With the introduction of phase space reconstruction based on
the time sequence, the high-dimensional traffic is projected onto the low dimension reconstructed
phase space, and a reduced dynamic system is obtained from the dynamic system viewpoint. Then,
a numerical method for computing the largest Lyapunov exponent of the low-dimensional dynamic
system is presented. Further, the longest predictable time, which is related to chaotic behaviors in the
system, is studied using the largest Lyapunov exponent, and the Wolf method is used to predict the
evolution of the traffic in a local area network by both Dot and Interval predictions, and a reliable
result is obtained by the presented method. As the conclusion, the results show that the largest
Lyapunov exponent can be used to describe the sensitivity of the trajectory in the reconstructed
phase space to the initial values. Moreover, Dot Prediction can effectively predict the flow burst. The
numerical simulation also shows that the presented method is feasible and efficient for predicting the
complex dynamic behaviors in LAN traffic, especially for congestion and attack in networks, which
are the main two complex phenomena behaving as chaos in networks.

Keywords: LAN; phase space reconstruction; low dimensional dynamic system; largest Lyapunov
exponent; prediction

1. Introduction

From dynamic system viewpoint, a network is a complex nonlinear dissipative dynamic system
in which there is a rich variety of nonlinear dynamic phenomena, such as traffic bursts, congestion,
etc. [1,2]. Indeed, as a highly complex nonlinear system, the time sequence of network traffic, which
includes a wide variety of chaotic attractors, is related to the complicated network traffic bursts,
congestion, network attacks and so on [3,4]. Therefore, chaotic behaviors and their network traffic
properties, have received increasingly more attention in recent years as a research new topic.

In practice, it is significant to study how to predict the changing of LAN traffic sampled at low
resolution, that is, traffic prediction means to identify bursts or other singular phenomena in advance,
and this will have an important significance for traffic control if the changing trend of the traffic has
been predicted earlier and accurately. Moreover, it is also useful for designing congestion control,
allocating resources and scheduling strategy efficiently, in order to mitigate or prevent congestion and
make sufficient use of the network resources [5,6].

Traditionally, the prediction methods for the network traffic involve developing some empirical
models such as fuzzy adaptive predictive method, autoregressive integrated moving average
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model, artificial neural networks method, and so on, instead of analyzing the real or sampled time
sequences [7-11]. With the rapid development of nonlinear dynamics, it is shown that there exists a rich
variety of nonlinear dynamics in the network traffic. To this end, a strategy, namely, the reconstruction
of phase space based on the time sequence, is introduced in the prediction process, and by this method
the local characteristics of flow rates can be captured directly from the real time sequence. In addition,
it is well-known that there exists a butterfly-effect in chaotic systems, so the predictions of long-term
behaviors maybe fail in the network traffic if the traditional model-based methods are used. Despite
the issues mentioned above, the short-term behaviors can be predicted due to the slight divergence of
the trajectories of the system in a sense.

Following the theories relevant to chaos, the phase space reconstruction based on time sequence,
which the high-dimensional traffic can be projected onto, is introduced, and the relationships between
the largest Lyapunov exponent and complicated network traffic are studied in this paper. Then,
a numerical method is presented to compute the largest Lyapunov exponent, and the influences of
parameters of the reconstructed phase space on the largest Lyapunov exponent are discussed further.
Finally, as an example, the presented method is applied to predict LAN traffic.

2. Fundamental Theories

2.1. Phase Space Reconstructions for Time Sequences in Networks

As a complex nonlinear dissipative dynamic system, the long-term behaviors of LAN traffic will
be attracted to a global compact, finite dimensional and invariant manifold. In practice, the invariant
manifolds can be constructed by vast amounts of data, and then the original nonlinear dynamic system
can be projected onto the invariant manifold and studied on it. It is clear that a low-dimensional
dynamic model or mathematical model should be obtained directly from sampled high-dimensional
data, before the largest Lyapunov exponent method is used to predict the change of the LAN traffic,
that is, the phase space of the network traffic will be constructed. In 1980s, the famous Takens Theorem
was proposed, and it is the basis of reconstructing the phase space of a system from which only the
time sequence can be obtained [12]. For the sake of clarity, the process of phase space reconstruction
for time sequences can be stated in brief as follows:

1.  Suppose there is a time sequence, x(f) = (x(t1), x(2), . . . , x(tn)), here x(t) is the sample, nn the number
of samples, t the time and At the sampling interval. The Euclidean subspace with m-dimensions
can be constructed by the time sequence as a proper time lag 7 = kAt is chosen, and here k is a
positive integer. The first point of the m-dimensional subspace includes m values, in which x(t) is
the first element of the vector, x(1 + T) is the next one, and the last one is x(t; + (m — 1)), so the
first point in vector form in the phase space is defined as follows:

Yi = (x(t), x(b +7),--, x(t + (m—1)7))

2. Then let x(f;) be the first element in the vector, the second point in the m-dimensional subspace
can be obtained further using the same method, that is:

Yo = (x(k), x(ty + 1), , x(t2 + (m = 1)7))

3. The number of points in m-dimensional subspace is N = n — (m — 1)k, and all the points of the
subspace are:
Vi = (x(h), (b +7),---, x(by + (m = 1)7))
Yy = (x(k2), x(f2 +7),- -+, x(bp + (m = 1)7))

Yn=(x(thy —(m—171), x(ty — (m—2)7),- -+, x(tn))

where Y; can be considered as a point in the reconstructed phase space, including m elements.
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So the network traffic can evolve in the m-dimensional phase space spanned by a set of vectors Y;.
Obviously, there are N points in m-dimensional phase space, and the lines connecting the phase points
can describe the trajectory. In this study, C-C method is used to reconstruct the phase space.

2.2. C-C Method

In 1996, it was pointed out by Kugiumtzis [13] that the selection of the time lag T should not be
independent of the embedding dimension m, but be dependent on the time lag window T, which is
obtained by experiments and satisfies 1, > T, , where Ty, is the average trajectory period and can be
obtained based on the spectra analysis of the time series [13]. Moreover, the relationship between 1y
and T can be expressed by:

Tw=m-1)7 1)

In 1999, the well-known C-C method is proposed by Kim and Eykholt [14]. The C-C method is a
relatively simple method for computing the T, and T by the correlation integral method, and then m
could be obtained following Equation (1).

2.3. Physical Meaning of the Largest Lyapunov Exponent in Network

Lyapunov exponents A can be used to analyze the spatial-temporal evolution of the system in the
reconstructed phase space. Indeed, Lyapunov exponents are a measure for the sensitive dependence
on initial conditions, and give the average growth factor of the relative distance between two adjacent
trajectories in a unit time, which means this is a measure of the average divergent rate for adjacent
trajectories. In summary, the physical meaning of A in chaotic system can be expressed as follows [15]:

1. As A >0, two trajectories diverge rapidly in phase space, and the long time behaviors of the
dynamic system are sensitive to the initial conditions, implying the system is in a chaotic state.

2. As A =0, two trajectories will not diverge or converge implying there is no chaos.

3. AsA <0, two trajectories in phase space converge, and the long time behaviors of dynamic system
are not sensitive to the initial conditions, implying there is no chaos and the system is stable.

In the Lyapunov exponents, the largest Lyapunov exponent A can quantitatively describe the
divergence rate of two adjacent trajectories in phase space, that is, it can measure the butterfly-effect,
which is the chaotic behavior in time sequences. The butterfly-effect is a visual representation for
randomness and uncertainness in dynamics, so A; can be used as the quantitative index for the system.
Due to the butterfly-effect of the chaotic system, it is difficult to predict the long-term behaviors by A;.
However, A1 can be used to predict short-term behaviors. Moreover, the greater the value of A; is, the
shorter the time is needed for prediction due to the butterfly-effect [15,16].

2.4. Small Data Sets Method

There are some methods to compute largest Lyapunov exponent for time sequences, such as the
Jacobian method, Wolf-algorithm, P-norm method, Small data sets method, etc. Among them, the
common shortcoming of the Wolf-algorithm and Jacobian method are the poor computational results
because of the non-uniform distribution of trajectories. The P-norm method can avoid the shortcoming
of the above two methods by introducing parameter P, but it is difficult to choose the parameter P.
However, the method of Small data sets method is reliable with small computation cost, and it is also
easy to be carried out [17-19]. Hence, the Small data sets method will be used to compute the largest
Lyapunov exponent A; in this study. First, in the reconstructed phase space, the closest adjacent points
on the certain trajectories at initial condition should be found. With a separating limit in short distance,
it can be written as:

Yi— Y

(0) = Min

, P—4>p @)

where Y} is one point in the neighbor of Y;, and P is the average period of the time sequence.
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After i steps, the distance between the closest adjacent points can be expressed as:

, i=1,2,..,min(m—jm—k) 3)

dj(i) = Min)\Yjii — Yiyi

where d;(i) is the distance between the closest adjacent pair points j after i steps on the certain
trajectories. Then, the largest Lyapunov exponent can be estimated by analyzing the average divergent
rate of the closest adjacent points on the certain trajectories:

11 NF )
MO = Ty X a0 @

where N = n — (m — 1)k, At is the sample period. To compute A1 (i), for every i, the average value of all
Ind; (i) is calculated, that is:

1 ¢ ,
i) = @Z Ind; (i) )
j=1

where g is the number of d;(i) which is not zero. The slope of the curve governed by Equation (5) is the
largest Lyapunov exponent A1, and can be computed numerically by the least-squares approximate
method [19].

2.5. Longest Predictable Duration

As an index, the largest Lyapunov exponent could describe the divergence of the initial trajectory
at an exponential rate, and thus it can track the evolution trajectory of the dissipative systems in
phase space. In particular, the divergence or convergence of the trajectories between neighbors in
the time process means the unremembering or remembering the initial information, which relates to
the predictability. Therefore, the largest Lyapunov exponent is a suitable parameter for predicting
the chaotic system, and makes the prediction possible for the network traffic by studying the longest
predictable time or duration.

Furthermore, chaotic motion is not random but deterministic, that is, the system is predictable
within a certain critical period Ty. For a chaotic system, the largest Lyapunov exponent A; describes
the average divergent distance between Y, and Yj,,, which evolve after n iterations from the
two adjacent phase points Y; and Y}, that is:

’ Yk+n‘ — 7!)\1

d ©d) ©)

(0) =[¥; — ¥ )
If e"11 exceeds a critical value C, it means that the trajectory are diverged too much to be predicted,

and then the longest predictable time or duration is defined as the critical time T, that is:

’ Yk+n‘ ToAq
C= d(O) =e (8)
Then:

Generally, set C = e, the longest predictable time or duration can be rewritten as:

To=+— (10
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From the above equations, it is clear that the largest Lyapunov exponent can be used to predict
the chaotic behaviors in the time sequence within a short-time [20].

2.6. Prediction Method Based on the Largest Lyaponov Exponent

In this study, the Wolf method is used to predict the traffic flow [18]. In the method, Y; in phase
space will be assumed as the predicted center point, and Yj is the closest point with a distance d;(0)
from Y;. Then, there exists a relation as follows:

0) =1y i an

After evolvement with one step, Y; and Yj evolve into Yj,1 and Yj.1, respectively. Based on the
physical meaning of the largest Lyapunov exponent mentioned above, the following equation can be
obtained as:

Y41 = Yiewa | |=|; = el [e*r = a0 (12)

In Equation (12), x(t+1), the last component of the phase point Y}y, is the only unknown and
could be obtained from the following equation:

Yip1(m) = Yipq(m) + 0)ert)? Z Yii1(i) = Yepa ()] (13)

Then, the predicted value £(f,.41), which is used as known value in the following vector, can be
obtained by:

2(tn1) = Yjr(m) (14)
3. Numerical Examples and Analysis

As an example, the largest Lyapunov exponent and its numerical method presented above are
applied to the prediction of the traffic of a LAN. The real time sequence of LAN traffic used in this
study is obtained from the internal network of a group of network monitoring systems, and the test
time lasts from Monday to Sunday. Moreover, the LAN is an Ethernet host, the components of which
are composed of hundreds of medium-sized local area networks, and the real time sequence is obtained
by sniffing tools, namely, recording the number of network packets and the amount of data per second.
The information used here includes web browsing, file transfer, network service systems, efc.

3.1. Largest Lyapunov Exponent of LAN Traffic

Figure 1 shows the real LAN traffic flow within one week, as well as the average daily traffic
sequence, and the data are sampled from a business company. As shown in Figure 1, the usage of the
network is lower on weekends than on working days, and the network usage is highest on Monday,
implying the network can be easily congested in such period.

2.5x10°
22.0x10°
él.mo“
e~ 8
EI.OXIO
= 5.0x10’
0.0 i 1 } )
0 1x10°  2x10°  3x10°  4x10°  5x10°  6x10°
Time/(s)
(a)

Figure 1. Cont.
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Figure 1. Real LAN traffic data in the week. (a) Real network traffic; (b) Average daily traffic sequence.

Therefore, the traffic sequence on Monday will be selected typically as an example to analyze in
detail. Figure 2 is the real LAN traffic data and the average traffic flow per hour on Monday. Note that
8:00-12:00 and 14:00-18:00 are the working periods. It is clear that the usage of the network during
rest periods is lower than that in working periods, so the chaotic characteristic of the working periods
on Monday should be studied further.
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6
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Ra

Figure 2. Real LAN traffic data on Monday. (a) Real network traffic data; (b) Average traffic sequence
per hour.

First, the C-C method is used to reconstruct the phase space. Following the above method, the
average traffic sequence, time lag T, embedding dimension m and average time lag window T, are
computed numerically and shown in Table 1. The Small data sets method is used to compute the
largest Lyapunov exponent of the network traffic sequence in the working periods. The changes of y(i)
versus i in working period are shown in Figures 3 and 4 shows the approximate linear part of Figure 3.
The slope of the approximate linear part is computed by the least square method and its value is A
shown in Table 1.

It is clear from Figure 4 that the slopes are greater than zero in this two periods, namely, 10:00-11:00
and 11:00-12:00, and the largest Lyapunov exponents are relatively greater, implying the system is
obviously in a chaotic state.
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Figure 3. y(i) in the working periods. (a) Morning; (b) Afternoon.
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Figure 4. Approximate linear part of y(i) in the working periods. (a) Morning; (b) Afternoon.

Table 1. Parameters for network traffic in working periods.

"IYerilf)‘é‘sg 8:00-9:00 9:00-10:00 10:00-11:00 11:00-12:00 14:00-15:00 15:00-16:00 16:00-17:00 17:00-18:00
A"e({)aygti/tg‘fﬁc 772,602 1,881,664 8,721,630 2313709 2,731,960 1,504,641 985,395 1,555,366
Tw 32 48 99 40 100 51 72 4
T 4 4 1 1 2 3 4 3
m 9 13 100 41 51 18 19 15
A 0.0169 0.0171 0.0147 0.0386 0.0065 0.0103 0.0076 0.0178

However, for the other periods, the Lyapunov exponent fluctuates, that is, the slopes are changing
from positive to negative, so the stochastic characteristics are greater than the chaotic characteristics in
these periods. Moreover, as shown in Table 1, the largest Lyapunov exponent during 11:00-12:00 is the
largest one among all the periods, implying that the divergence rate of two adjacent trajectories in the
phase space is the most rapid one, the predictable time is the shortest, and the long-term prediction of
the motion becomes weak, implying the butterfly-effect is strong in the period. Furthermore, it can be
seen from Table 1 that there is no relationship between the largest Lyapunov exponent and network
usage. The reason is that the largest Lyapunov exponent could describe the divergence rate of the
phase space trajectory rather than the complexity of the network.

3.2. Prediction

In this section, the results are mainly obtained from dot prediction and interval prediction, which
are the two typical methods. Dot prediction means that the average rate of flow will be predicted of

the LAN. Interval prediction means the wide of the average rate of flow which the future traffic flow
may fall into.
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3.2.1. Dot Prediction

The LAN traffic data on Saturday and Sunday are chosen as an example of Dot Prediction, and
the average rate of flow of the first 1400 min are considered. For convenience, the data from 1401 min
to 1420 min in the traffic sequences are used in the analysis.

First, time lag T and embedding dimension m are obtained by the C-C method. Then, the largest
Lyapunov exponents are given by small data sets method, and the predictable time or duration are
computed numerically. According to Equation (10), the maximum steps are six and seventeen for
Saturday and Sunday, respectively, namely, 6 min and 17 min. In each process, the new predicted data
is considered as the sample data regressing into the traffic sequence to predict the next one.

The real traffic sequence and the predicted traffic data for the two days are shown in Figure 5,
and Table 2 lists the statistical results in the predictable time of the week. In Table 2, n obtained from
Equation (10) means the maximum step of the data which could be predicted. Let f be the relative
error, d; the real traffic data and d, the predicted traffic data. We have:

dy —dy
dy

f= % 100% (15)

Further, let 111 be the number of the network traffic data as f is less than 10%, and 7, the number
of the network traffic data as f is less than 30%. Then, f1 and f, are defined clearly as the probability
density as follows:

f1 = (n1/n) x 100% (16)

fz = (712/1’1) x 100% (17)

It is clear that Dot Prediction can demonstrate the trend of fluctuation in the network traffic,
especially in traffic congestion and burst states, which are the two main complex phenomena in the
chaotic network. Moreover, as the duration is greater than the computed largest predictable time
obtained by the largest Lyapunov exponent, the prediction precision becomes low. Moreover, the error
becomes obvious after the traffic burst. In this case, it needs to undergo a period of adjustment to
make the predicted data close to the real data again. To this end, the Interval Prediction is presented
and used.

F Y
2
L 4
%6)&104 —m—real data
< 5x10 icti
—e— predictive data

£ 4x10° P

A
2o 7\><
[
gm(f _.__._._._._4_. \./ g
5 0 |
~ 18 20

Tlme/(mlnute)
(a)

%

5
E‘ gi%gj —m—real data °
< 7x10, —eo— predictive data
2 6x10!
= ao . o2
SE /'/o\ ./'/ AN
g Ty =g Ng—0—pg g~ a—a—g—p—p—n— .

7 : = " .
o 2 4 6 8 10 12 14 16 18 20
Time/(minute)
(b)

Figure 5. Predicted data and the real data of the network traffic. (a) Saturday; (b) Sunday.
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Table 2. Results of network traffic in one week by Dot Prediction.

Date Monday Tuesday Wednesday Thursday Friday Saturday Sunday
ra(t]fyct’i;]s‘;w 1.86538 x 106 140022 x 106 7.35079 x 10° 139503 x 105  1.42701 x 106 1.80545 x 10° 155155 x 10°
T 4 2 3 7 2 2 4
m 6 12 3 3 19 27 8
M 0.1848 0.0475 0.146 0.1562 0.044 0.1557 0.0606
n 5 21 7 6 23 6 17
F1(%) 60 71 57 67 52 83 41
F2(%) 80 90 86 100 91 100 71

3.2.2. Interval Prediction

Two results based on Equation (13) will be chosen as the prediction interval, namely, the reference
or standard value, for network traffic sequence in one week, and the results are listed in Table 3, where
n3 is the number of the network traffic data which are included in the predicting interval. Then f3 is
defined as follows:

f3 = (1’13/1’1) x 100% (18)

In order to avoid too large predict interval which would induces wrong result, Y; 1 (1) in Equation

(13) should be limited to the neighbor of Yy, 1(m), the largest deviation value is selected in the 5% of
Y 1(m) as follows:

Yjr1(m) = Yiy1(m) £0.05 x Yy 1(m) (19)

After some computations and comparisons, it shows that the accuracy would become acceptable
and can be improved for the sequential prediction if the small predicting value of the two results
in Equation (13) is chosen as new historical data and added to the traffic sequences. The predicted
results in Table 3 show that the most of real data are included in the predicting interval. Moreover,
in comparison with the results shown in Table 2, the predicted results are more accurate in low
average network traffic such as on the weekend. As the average traffic increases, the prediction
accuracy becomes low. Hence, it can be concluded that the prediction method using the largest
Lyapunov exponent, which is based on the divergence rate of two adjacent trajectories in phase space,
is not available to the system with randomness, and the prediction possibility becomes weak for
random signals, since the random components of the network traffic would increase with the average
traffic increase.

Table 3. Results of interval prediction for network traffic sequences in one week.

Date Monday Tuesday Wednesday Thursday Friday  Saturday Sunday

n3 3 16 18 4 18 6 15
F3(%) 60 76 75 67 78 100 88

4. Concluding Remarks

The results show that it is feasible to predict the flow rate of Local Area Network Traffic by the
largest Lyapunov exponent. By the method presented, all the information from real traffic sequences
can be used to reconstruct a phase space, so that the system can be studied in a low dimension
reconstructed phase space, and a considerable amount of computation time can be saved. In particular,
the feature of the method presented is that a low-dimensional dynamic model or mathematical model
can be obtained directly from the sampled high-dimensional data via phase space reconstruction, and
then the traffic characteristics extracted from the low-dimensional dynamic model would be used to
predict the trend of the traffic.
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