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Abstract: We show that the successful use of a noiseless linear amplifier (NLA) can help
increase the maximum transmission distance and tolerate more excess noise of the plug-and-play
dual-phase-modulated continuous-variable quantum key distribution. In particular, an equivalent
entanglement-based scheme model is proposed to analyze the security, and the secure bound is derived
with the presence of a Gaussian noisy and lossy channel. The analysis shows that the performance of
the NLA-based protocol can be further improved by adjusting the effective parameters.
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1. Introduction

Quantum information science involves a variety of fields such as quantum cryptography [1],
quantum teleportation [2] and quantum communication [3]. The quantum key distribution (QKD)
protocol is one of the most feasible and practical applications of quantum information, which allows the
two remote parties, normally known as Alice and Bob, to generate and establish a series of secure keys
through an insecure quantum channel controlled by an eavesdropper called Eve [4]. The generated key
can then be applied in other cryptographic protocols to improve the security. Several achievements
have been made in both discrete-variable (DV) QKD [5,6] and continuous-variable (CV) QKD [7,8] in
recent years. CVQKD has been promoted as an alternative to DVQKD because it provides higher key
distribution rates compared to its DV counterpart [9]. However, the security of QKD lies in the idea
that any perturbation on quantum signals will surely introduce some noise, which limits the maximum
transmission distance in the quantum channel between the two legitimate parties.

In recent decades, numerous experiments on both DVQKD [9,10] and CVQKD [11,12] have
been carried out. In the CVQKD field, generally, the experiments were demonstrated based on the
one-way Gaussian-modulated coherent-states (GMCS) scheme. In the one-way experiments, quantum
signals obtained from the coherent state were transmitted with a strong local oscillator (LO) over
a noisy and lossy optical-fiber channel [13], and the quantum signals were transmitted only once.
A recent demonstration of one-way GMCS CVQKD has been achieved over 150 km of optical fiber by
controlling excess noise [12]. However, the ignorance of the nonlocal arrangement of LO will lead to
wavelength attacks [14], calibration attacks [15] and LO fluctuation attacks [16], which are all related
to the loopholes of LO. Therefore, self-referenced CVQKD without sending an LO is proposed, and
it can effectively remove the loopholes introduced by the LO transmission [17]. Nevertheless, in the
real-life experiments, it is a hard problem to realize content detection for two separate lasers, since
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the frequency instability, the fluctuation of the polarizations and the phase drifts caused by phase
transmission [18] of the two lasers will ruin the homodyne detection.

In contrast to the above schemes, the plug-and-play configuration [19] can generate a local LO with
a single laser source for the two legitimate parties. Unfortunately, the plug-and-play protocol shows
higher sensitivity to excess noise compared with one-way GMCS QKD and suffers from Trojan-horse
attack [20]. More recently, a plug-and-play CVQKD protocol based on dual-phase-modulated coherent
states (DPMCS) [21] is proposed and experimentally demonstrated over a 20-km fiber. This plug-and-play
DPMCS protocol can solve the loopholes associated with transmitting LO, as well as remove the instability
from the polarization drifts. From the experiment results, this proposed protocol can derive security
bounds against collective attacks and provide greater flexibility of shot-noise-limited measurement by
controlling the light power of the Local LO. However, in the practical experiments, the excess noise
in plug-and-play DPMCS CVQKD is larger than that in normal one-way GMCS CVQKD, and thus,
the secure transmission distance is limited to some extent.

In this paper, we consider using a heralded noiseless linear amplifier (NLA) [22] before the
homodyne detection as a way to develop the robustness of the plug-and-play DPMCS protocol against
noises and losses. Ordinary linear amplifiers can recover classical signals effectively, but when dealing
with quantum signals, they only provide limited advantages, as amplification is bound to retain the
original signal to noise ratio [23,24]. The probabilistic NLA can amplify the amplitude of a coherent
state while obtaining the initial level of noise [25]. The successful running of NLA can compensate
the influence of losses and noises, and therefore, it could be used to improve the performance of
CVQKD [26]. The availability of NLA has been demonstrated in one-way CVQKD experiments
over the last few years, which have provided a solid proof-of-principle. A more practical method
of implementing NLA in the CVQKD protocol just by post-selection of the measurements has been
proposed [27], which allows one to avoid physical implementation with NLA. A recent research work
also shows that a heralded noiseless amplification can be used in a two-way protocol [28].

The question arises whether the sophisticated NLA can be applied to the plug-and-play DPMCS
protocol to improve the whole performance. Here, we address this problem, by investigating the
most general NLA device. We can obtain the equivalent parameters of the plug-and-play DPMCS
and then transferring the situation based on reformulated entanglement-based version (EB) into that
without the NLA to compute the secret-key rate. Due to the non-deterministic nature of the NLA,
the security proofs with the NLA before homodyne detection are similar to those relevant protocols
with secure post-selection. Subsequently, we can find that inserting the NLA can truly help improve
the maximum transmission distance of the plug-and-play DPMCS CVQKD while tolerating more
excess to some extent.

The paper is organized as follows. In Section 2, we first review the prepare-and-measure
(P&M)-based and EB version of the plug-and-play DPMCS CVQKD protocol and the derivation
of the expressions of its secret-key rate. In Section 3, the most general NLA is inserted before the
homodyne detector, and then, we calculate the equivalent parameters, based on the transmission
channel of our protocol. In Section 4, the secret-key rates are computed with the NLA and without
the NLA in the plug-and-play DPMCS, and we make the analysis of the performance improvement.
Finally, we come to the conclusion and provide discussions in Section 5.

2. Plug-and-Play DPMCS Scheme

2.1. The Model of Plug-and-Play DPMCS Scheme

Generally, in the one-way protocol, Alice prepares the Gaussian signals and sends the signals
together with the LO to Bob. The plug-and-play DPMCS protocol aims to overcome some limitations
in the normal one-way GMCS protocol, and we first describe the physical models of the proposed
plug-and-play DPMCS CVQKD scheme with the untrusted coherent source in the middle under the
prepare-and-measure (P&M) and the equivalent entanglement-based (EB) schemes. With the P&M
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model illustrated in Figure 1, we can depict the scheme as follows. Alice uses the laser source to
generate a strong LO and the classical light via a beam splitter. Then, Alice sends the classical light
regarded as an ideal coherent source with shot noise (δXs, δPs) without Gaussian modulation through
the optical fiber to Bob. Under the realistic assumption, Eve can control the classical light, and this
would inevitably increase excess noise. In this scenario, the untrusted source noise is characterized
by introducing a PIA (phase-insensitive amplifier) [29] with a gain of G (G ≥ 1), in order to model
the intervention by Eve. The source noise induced by G can be measured carefully using a practical
detector at Bob’s side. The quadratures (δXA, δPA) denoting the untrusted coherent source transmitted
from Alice to Bob can be described as:

δXA =
√

GδXs +
√

G− 1δXI ,

δPA =
√

GδPs +
√

G− 1δPI . (1)

where (δXs, δPs) satisfy 〈(δXs)2〉 = 〈(δPs)2〉 = 1 (in shot noise units) and (XI , PI) denotes an idle
input ideally in a vacuum state with a noise variance VI . Then, Bob uses a dual-phase-modulation
scheme to prepare the coherent state, and Bob generates two random Gaussian numbers XB and PB of
mean value zero and variances VB. The coherent state (δXA, δPA) is dual-phase-modulated by using
two polarization-independent phase modulators installed in a perpendicular position to compensate
for the birefringence of the transmission medium automatically. The prepared quadratures sent from
Bob to Alice are:

X = XB + δXA,

P = PB + δPA. (2)
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Figure 1. (a) The prepare-and-measure (P&M) scheme of the plug-and-play dual-phase-modulated
coherent states (DPMCS) protocol with the untrusted laser coherent source. A phase-insensitive
amplifier (PIA) can amplify both quadratures symmetrically, while the input noise will increase as the
result of the coupling process to internal modes. A PIA can be ideally described as a nondegenerate
optical parametric amplifier. RNG is random number generator. (b) The dual-phase-modulated scheme.
FM, Faraday mirror; PM, phase modulator; BS, beam splitter.
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The modulated random input from RNG satisfies the Gaussian distribution, so the variances of X
and P satisfy:

〈X2〉 = 〈P2〉 = V + ξs, (3)

where V = VB + 1, ξs = G − 1 + (G − 1)VI and VI can be set to one (in shot noise units) to model
a vacuum state. Bob sends the prepared coherent state to Alice through a quantum channel with a
transmittance efficiency T and excess noise εc; the channel-added noise referred to the channel input
can be expressed as χline = 1/T − 1 + εc (in shot-noise units). In this scheme, Alice uses homodyne
detection to randomly measure one of the two quadratures. A practical homodyne detector for Alice
can be modeled with the electrical noise Vel and an efficiency ηA. Therefore, the detection-added noise
referred to Alice’s input can be expressed in shot-noise units as χhom = [(1− ηA) + Vel ]/ηA. Then,
the total added-noise can be denoted as χtot = χline + χhom/T. The following procedures such as
classical reverse reconciliation and privacy amplification are similar to those in the normal one-way
GMCS protocols.

After analyzing the P&M scheme above, the equivalent EB scheme is derived in Figure 2 with
homodyne detections. We should remark that the optimality of a Gaussian attack is guaranteed under
a general collective attack. In the EB scheme, Alice’s detector efficiency can be modeled by a beam
splitter (BS) with transmission efficiency ηA and an Einstein–Podolsky–Rosen (EPR) state ρGH0 with
a variance Vd coupled to the BS. Vd is valued as Vd = ηAχhom/(1− ηA) = (1− ηA + Vel)/(1− ηA)

when Alice uses homodyne detection to correspond with the P&M detection-added noise. When
Bob’s detection and the EPR state are hidden in the black box, Eve cannot distinguish which scheme
is applied between the P&M scheme and the EB scheme to ensure safety. It should be mentioned
here when G = 1, the noise ξs = 0, so in this situation, the plug-and-play DPMCS EB scheme can be
regarded as a typical GMCS EB scheme.
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Figure 2. The schematic of the equivalent entanglement-based scheme of the plug-and-play DPMCS
protocol. Although Eve has no access to the users’ apparatus, the source is regarded to be equivalently
controlled in the plug-and-play protocol. Eve can either control Fred or not, to derive a tight secure
bound, and Fred will be assumed to be controlled by Eve instead of a mere neutral party. EPR,
Einstein–Podolsky–Rosen.
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2.2. Calculation of Secret-Key Rate with Reverse Reconciliation

In the above part, we analyzed the plug-and-play DPMCS in detail, and in this part, we will
analyze the secret-key rate based on the EB protocol with reverse reconciliation. As mentioned before,
to derive a tight security bound, Fred is assumed to be controlled by Eve, which means Eve may
acquire some extra secret-key information. What should be further pointed out is that Bob might
prepare an impure state; thus, the security bound is a lower and tight bound under Gaussian attack.
As we did in the one-way GMCS scheme, the secret-key rate against collective attacks [30] can be
calculated as:

∆I = βIAB − χAE. (4)

where β is the reconciliation efficiency, IAB is the Shannon mutual information between the two
legitimate parties and χAE represents the maximum information Eve could get from Alice. It should be
mentioned here that the security proofs show that the derived bounds in the collective attacks remain
asymptotically valid for arbitrary coherent attacks, and therefore, the results in this paper are valid for
both collective attacks and coherent attacks. The mutual information between Alice and Bob when
Alice uses homodyne detection can be calculated as:

Ihom
AB =

1
2

log2
VA

VA|B
=

1
2

log2
V + ξs + χtot

1 + ξs + χtot
. (5)

where the variance measured by Alice VA = ηAT(V + ξs + χtot) and the conditional variance VA|B =

ηAT(1 + ξs + χtot). V, ξs, χtot and χline take the corresponding forms in the above part. Using the fact
that Eve can purify the system ρBFA1E and Alice’s measurement can purify the system ρFBEHG, with
the fact that S(ρmA

FBEHG) is independent of mA for Gaussian protocols and the global pure state will
collapse to ρFBEHG, the maximum information available to Eve on Alice is bounded by the Holevo
quantity [31]. We can derive the form as:

χhom
AE = S(ρE)−

∫
dmA p(mA)S(ρ

mA
E ),

= S(ρBFA1E)− S(ρmA
FBEHG),

=
2

∑
i=1

G(
λi− 1

2
)−

5

∑
i=3

G(
λi − 1

2
). (6)

where mA is the measurement of Alice and in the homodyne detection, and it can be mA = xA or
mA = pA (dmA = dxA or dmA = dpA). ρ

mA
E is the eavesdropper’s conditional state on Alice. S is the

Neumann entropy of the quantum state ρ, and p(mA) is the probability of Alice’s measurement. G(x) =
(x + 1)log2(x + 1)− xlog2x. λ1,2 are the symplectic eigenvalues of the covariance matrix γBFA1E, which
characterizes the state ρFBA1E, and λ3,4,5 represent the symplectic eigenvalues of the covariance matrix
γ

mA
FBEHG characterizing the state ρ

mA
FBEHG after Alice’s projective measurement. The covariance matrix

γBFA1E has the following expression due to its dependence on the system including Bob and the lossy
and noisy quantum channel.

γBFA1E =

[
V · I2

√
T(V2 − 1) · σz√

T(V2 − 1) · σz T(V + ξs + χline) · I2

]
, (7)

where I2 is the 2× 2 unit matrix and σz =

[
1 0
0 −1

]
. The symplectic eigenvalues of the above

covariance matrix can be expressed in the form as:

λ2
1,2 =

1
2
[A±

√
A2 − 4B], (8)



Entropy 2017, 19, 546 6 of 15

where A and B can be expressed as:

A = V2(1− 2T) + 2T + T2(V + ξs + χline)
2,

B = T2(1 + Vχline + Vξs)
2. (9)

The covariance matrix γ
mA
FBEHG can be expressed as:

γ
mA
FBEHG = γFBEHG − σT

FBEHGA3
HhomσFBEHGA3 . (10)

In the above equation, Hhom = (XγA3 X)MP stands for the homodyne detection on mode A3;

here, X =

[
1 0
0 0

]
and Moore–Penrose pseudo-inverse of a matrix MP. The matrices γA3 , γFBEHG,

γFBEHGA3 can be all obtained from the decomposition of the covariance matrix:

γFBEHGA3 =

[
γFBEHG σT

FBEHGA3

σFBEHGA3 γA3

]
. (11)

can be derived with appropriate rearrangements of columns and lines from the matrix describing the
system FBEA3HG (Figure 3):

γFBEA3 HG = (YBS)T [γFBA1E ⊕ γH0G]YBS. (12)

Here, γFBA1E is given in Equation (7), and γH0G is the matrix that describes the EPR state of
variance vd used to model the homodyne detector’s electronic noise. The matrix can be written as:

γH0G =

 vd · I2

√
(v2

d − 1) · σz√
(v2

d − 1) · σz vd · I2

 . (13)

where vd is mentioned before as vd = (1− ηA + vel)/(1− ηA). The matrix YBS describes the beam
splitter transformation, which models the inefficiency of the homodyne detector on acting mode A2

and H0. It can be written as:

YBS = IF ⊕ IB ⊕YBS
A2 H0

⊕ IG

YBS
A2 H0

=

[ √
ηA · I2

√
1− ηA · I2

−
√

1− ηA · I2
√

ηA · I2

]
. (14)

Till now, we get all the elements to calculate the symplectic eigenvalues λ3,4,5, and they are given
by expressions with homodyne detection as:

λ2
3,4 =

1
2
[Chom ±

√
C2

hom − 4Dhom], λ5 = 1, (15)

where:

Chom =
Aχhom + V

√
B + T(V + ξs + χline)

T(V + ξs + χtot)

Dhom =
V
√

B + Bχhom
T(V + ξs + χtot)

. (16)
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where χline and χhom can be expressed as:

χhom =
(1− ηA) + vel

ηA
. (17)

χtot = χline +
χhom

T
. (18)

Using the related equations above, we can calculate the asymptotic lower bound of the secret-key
rates in Equation (4) against collective attacks.

3. Channel Equivalence of Plug-and-Play DPMCS CVQKD with NLA

From the above section, we have analyzed the security of the plug-and-play DPMCS CVQKD
scheme with its equivalent EB scheme. In this section, we use the most general NLA before Alice’s
homodyne detection in our scheme shown in Figure 3. In this new version of the scheme, Alice and
Bob implement the plug-and-play DPMCS protocol, while Alice adds an NLA before her homodyne
detection to her stage; here, we assume Alice’s homodyne detector is perfect (ηA = 1 and Vel = 0),
and all the rest of our calculations are based on this condition. Then, only the events in accord with a
successful amplification can be used to extract the secret-key rate, which can be regarded as similar to
those protocols with suitable post-selection.
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𝑇, 𝜒𝑙𝑖𝑛𝑒

quantum 

memory

A1

G

H

E

𝐻0

𝑉𝑑
Alice

Eve

Bob

quantum 
channel

𝐴2 EPR𝐴3

𝑋𝐴(𝑃𝐴)

V

Fred

𝑔  𝑛

𝜂A

Quantum channel

Quantum channel

𝛆𝐜, T
Bob Alice

𝒈 𝒏

hom
 |𝐁𝐀 =

Bob Alice
𝜺tot
𝒈

, η
hom
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Figure 3. (a) Plug-and-play DPMCS scheme with the noiseless linear amplifier (NLA) before Alice’s
homodyne detection. Eve uses the EPR states to perform the collective attack, and Fred might be
controlled by Eve. (b) The basic equivalent protocol with and without the NLA. The lower bound
of the secret-key rate corresponding to the successful amplification in the protocol (λ, εc, T) and the
virtually equivalent protocol (ζ, ε

g
tot, η).

Since the plug-and-play protocol is quite similar to the one-way protocol with the noisy and lossy
Gaussian quantum channel and the output of the NLA remains in the Gaussian regime, it is reasonable
for us to derive the equivalent parameters ζ, ε

g
tot, η of the state sent from Bob to Alice to help us keep

the same average value and variance, thus finally obtaining the secret-key rates.
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Firstly, to simplify the model, the input state ρ̂ is a thermal state before Alice’s homodyne detector,
which can be expressed as ˆρth(λch) = (1− λ2

ch)∑∞
n=0 λ2n

ch |n >< n| with variance V(λ) = 1+λ2

1−λ2 . Then,
the state is displaced by α = αx + iαy, and it comes out as:

ρ̂ = D̂(α)ρ̂th(λch)D̂(−α) (19)

This would be the state received when Alice knows Bob’s heterodyne measurement results.
As discussed in detail in [22], when the state passes through the NLA, we can conclude that the state is
transformed into:

ρ̂′ = D̂(g̃α)ρ̂th(gλch)D̂(−g̃α). (20)

where g̃ equals g 1−λ2
ch

1−g2λ2
ch

. The parameter g should satisfy gλch < 1 to keep the system’s physical

interpretation. Let us find the the values of α and λch corresponding to the equivalent EB scheme in
the above parts. When Bob encodes the Gaussian variables and obtains the results βB after heterodyne
detection on one mode of the EPR mode |BA〉 = |λ〉, the second mode is projected on a coherent
state with an amplitude proportional to λβB. Additionally, when the second state is sent through the
quantum channel of transmittance T, the displacement α can be taken as:

α =
√

TλβB. (21)

From the last section, we can clearly see the incoming state before Alice’s homodyne detector

with the variance TVB + 1 + Tξs + Tεc. Then, the variance 1+λ2
ch

1−λ2
ch

of the thermal state corresponds to

Alice’s variance when VB = 0 can be expressed as:

1 + λ2
ch

1− λ2
ch

= 1 + T(ξs + εc)

⇒ λ2
ch =

T(ξs + εc)

2 + T(ξs + εc)
. (22)

Next, the action of the NLA on a displaced thermal state given in Equation (20) produces the
transformation:

√
TλβB

NLA−−→ g
1− λ2

ch
1− g2λ2

ch

√
TλβB

T(ξs + εc)

T(ξs + εc) + 2
NLA−−→ g2 T(ξs + εc)

2 + T(ξs + εc)
. (23)

The next step is to think about the action of the NLA when Alice does not have any knowledge of
Bob’s measurement. In such a situation, her state is a thermal state ρ̂B = (1−λ∗2)∑∞

n=0(λ
∗)2n|n >< n|,

and we can obtain:

1 + λ∗2

1− λ∗2
= 1 + TVB + T(ξs + εc),

⇒ λ∗2 =
T(2λ2 + (ξs + εc)(1− λ2))

2− 2λ2 − λ2T(ξs + εc − 2) + T(εc + ξs)
. (24)

where VB = V − 1 = 1+λ2

1−λ2 − 1. Since the NLA always transform a thermal state with a gain of g,
we can derive:

T(2λ2 + (ξs + εc)(1− λ2))

2− 2λ2 − λ2T(ξs + εc − 2) + T(ξs + εc)
NLA−−→ g2 T(2λ2 + (ξs + εc)(1− λ2))

2− 2λ2 − λ2T(ξs + εc − 2) + T(ξs + εc)
. (25)
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Now, all the equations required to resolve the equivalent expression of the effective parameters ζ,
ε

g
tot, η are obtained. Using the equations above, those parameters should satisfy:

√
ηζ = g

1− λ2
ch

1− g2λ2
ch

√
Tλ. (26)

ηε
g
tot

ηε
g
tot + 2

= g2 T(ξs + εc)

T(ξs + εc) + 2
. (27)

η(2ζ2 + ε
g
tot(1− ζ2))

2− 2ζ2 − ζ2η(ε
g
tot − 2) + ηε

g
tot

= g2 T(2λ2 + (ξs + εc)(1− λ2))

2− 2λ2 − λ2T(ξs + εc − 2) + T(ξs + εc)
. (28)

This system can be resolved and the solution can be expressed as below:

ζ = λ

√
T(g2(ξs + εc − 2)− (ξs + εc − 2))− 2

η(g2 − 1)(ξs + εc)− 2
,

η = g2 T
T(g2 − 1)( 1

4 T(ξs + εc)(g2 − 1)(ξs + εc − 2) + 1− (ξs + εc)) + 1
,

ε
g
tot = (ξs + εc)−

1
2
(ξs + εc)T(g2 − 1)(ξs + εc − 2). (29)

Then, we should pay attention to the effective parameters satisfying 0 ≤ λ < 1, 0 ≤ η < 1, so we
can obtain:

0 ≤ λ < (

√
T(g2(ξs + εc − 2)− (ξs + εc − 2))− 2

T(g2 − 1)(ξs + εc)− 2
)−1. (30)

Then, we can derive the maximum gain gmax for those physical-value parameters as:

gmax =

√
(ξs+εc)(T(ξs+εc−4)+2)+4

√
T(ξs+εc−2)+2

ξs+εc −2
√

(ξs+εc)(T(ξs+εc−2)+2)+4T−4

T(ξs+εc−2)2 . (31)

After deriving these results, we must consider the validity of these expressions. Firstly, these
parameters naturally degenerate to the real physical parameters without the NLA where g = 1,

g = 1⇒ ζ = λ, η = T, ε
g
tot = ξs + εc. (32)

Then, when there is no excess noise (ξs + εc = 0), they match the similar results in previous
outcomes:

ε
g
tot = 0⇒ ζ = λ

√
1 + (g2 − 1)T, η =

g2T
1 + g2T − T

, εg = 0. (33)

Through complex calculations, we can use the equivalent parameters to calculate and compare
the secret-key rate ∆INLA with and without an ideal NLA in the next section.

4. Increase of the Maximum Transmission Distance

In Section 2, we have analyzed the DPMCS scheme and obtained the secret-key rate analysis.
In Section 3, we get our needed parameters to calculate the secret-key rate with the NLA. The secret-key
rate comparison must be performed in a given channel with fixed transmittance T and total excess
noise εtot, which cannot be controlled by the two legitimate parties. Bob is allowed to optimize his
modulation variance VB in order to maximize the secret-key rates, for the modulation cannot be infinite.
Here, we come to the successful amplification of the NLA with the probability Pss f . The precise value
of the Pss f depends on practical implementations. Since we only care about the maximum distance and
endurable excess noise, the precise value of the Pss f is not crucial to our study because the NLA cannot
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transform a negative secret-key into a positive one. We can assume Pss f is constant and reaches the
upper limitation of 1/g2 [22] when the NLA has a sufficient dynamics to neglect distortions. Therefore,

∆INLA = Pss f ∆I(η, ε
g
tot). (34)

Before calculation, let us find out if the maximum gain of NLA gmax only depends on T, ξs and εc

from Equation (31); we give the relationship in Figure 4 between the gmax and the channel losses in dB,
while the parameter εc is 0.04, which is achievable from previous experiments [32]. The parameter
gmax here means the maximum gain to satisfy the physical meaning constraints 0 ≤ η < 1, and all the
equivalent parameters take physical values.

Losses (dB)
0 1 2 3 4 5 6 7 8 9 10

g
m

ax

1

2

3

4

5

6

7

8

G = 1
G =1.01
G = 1.02

Figure 4. In the curve, gmax against the losses in dB, where εc = 0.04, VI = 1 represents that the noise
variance of the PIA in Figure 1 is one (in shot-noise units); G has different values of 1, 1.01, 1.02. We can
clearly see gmax increase with the increase of the losses.

From the illustration, we cannot use a fixed gmax to match every value of T. For instance, in the
above illustration, when the loss is 0 dB, which means the transmittance T is one, gmax can be derived
as one, which means the NLA cannot be used in the channel with no losses. However, for general
strong losses, gmax is large enough, and the NLA has a sufficient dynamics; thus, we can use the NLA
with constant g to help us to improve the performance of the plug-and-play DPMCS CVQKD scheme.

The simulations of ∆I and ∆INLA with the same parameter transmittance T and excess noise εc

are shown in Figure 5. We can see that the secret-key rates with the NLA of gain g remain positive
for losses, which can be maximally improved by ∆∑ = 20log10g = 9.5 dB. Here, we briefly calculate
this result. The transmittance T with the NLA of gain g can be transformed into TNLA = T/g2 of high
losses. When calculating the maximum distance, we set the maximum losses with positive secret-key
rates to zero, which can be derived as:

10
−m
10 = g210

−M
10 (35)

where M and m represent the maximum losses when the secret-key rates remain positive with and
without the NLA. After calculation, we could obtain M−m = 20log10g.
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Figure 5. Maximized secret-key rates against losses in dB units. The maximization is performed in
different ξs, which is determined by the eavesdropper. Due to the probability of success 1/g2, it is
reasonable for us to keep the information on its positivity. The parameters needed are as below:
β = 0.9, V = 3.3, εc = 0.04. From left to right, the dashed, solid and dash-dotted lines represent the
analytical series expansion without NLA, the numerical expansion without NLA and using the NLA
corresponding to the secret-key rates for G = 1, 1.01, 1.02.

There are some other points we need to address from Figure 5. From the simulations, the parameter
ξs to model Fred’s behaviors can affect the transmission distance, and we see that with the increased
ξs = (G− 1) + (G− 1)VI , the maximal transmission distance will decrease. Additionally, when ξs is
zero, the numerical curve is in great agreement with the analytical series expansion curve without
NLA; however, with the increase in ξs, we can clearly see the departure between the numerical curve
and the analytical series expansion curve without NLA. The reason can be explained as the increase
in G reduces the maximum transmission, as well as it breaks the high-loss condition, which can be
regarded as the main reason. Therefore, to improve the performance, it is reasonable for us to reduce
the influence controlled by Fred when we use our plug-and-play DPMCS scheme with the NLA.

The other important quality for the plug-and-play DPMCS scheme with the NLA is the tolerable
excess noise. The maximum tolerable excess noise against losses for our proposed protocol by using
an NLA with gain g = 2 and g = 3 is shown in Figure 6, where we can also get the maximal excess
noise against losses without the NLA.

Here, we do not compare the maximum tolerable excess noise when G = 1.02 (refers to ξs = 0.04)
because from Figure 5, we can see its analytical expansion secret-key rates drop to zero quickly within
the loss around 4 dB, which cannot satisfy the high-loss condition, so it is not necessary for us to draw
its illustration to prove our conclusion. From the scene where G = 1.01, we can clearly see that the
NLA can help to tolerate more excess noise, and with increased g, the maximum tolerable excess noise
will increase, as well. We can also see that the permitted maximum losses can be maximally extended
as 20log10g dB with the NLA in the analytical expansion.
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Figure 6. Maximum excess noise in analytical expansion against losses when the secret-key rates are
positive. (a) represents G = 1 with and without NLA. (b) represents G = 1.01 with and without NLA.
The curves only depend on the positivity of the secret-key rates rather than the success probability.
We can see that NLA can help tolerate more excess noise in high losses.

Finally, we come to the optimal parameters analysis. Here, we consider the parameters including
reverse reconciliation efficiency β, the variance VB and the gain of NLA g. From Figure 7a, we can
clearly see with the increase of β that the maximized secret-key rates will also increase. However,
the parameter ξs introduced by Fred can affect the secret-key rates, and we can see when ξs = 0,
the minimum value of β for positive secret-key rates is around 0.8 while the minimum value is around
0.87 when ξs = 0.02 when the loss is 16 dB and the gain g is three. Physically, ξs, here introduced by
Fred referring to the increased excess noise, corresponds to the imperfections of the coherent states
of the signal source. From Figure 7b, the increased variance VB can help increase the maximized
secret-key rates when VB reaches a certain value, but beyond that value, the secret-key rates will drop
and even become negative when VB is too large. Therefore, there exists an optimal variance VB to
obtain the maximized secret-key rates, and from Figure 7, we can see that the optimal VB is almost the
same as the increased gain g of the NLA.

Figure 7. Maximized secret-key rates against reverse reconciliation efficiency β and the variance VB.
In (a), the excess noise εc is 0.04; the loss is 16 dB; λ is optimized in accord with β from [22]. In (b),
the excess noise εc is 0.04; the loss is 16 dB; and the reverse reconciliation is 0.9. In both (a,b), ξs

introduced by Fred will affect the secret-key rates.
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From Figure 8, we can see that the NLA can help increase the secret-key rates when the gain g is
up to a certain value, but beyond that certain value, the secret-key rates will drop and even become
negative when g is too large. So there exists an optimal value g, and the optimal value of g slightly
increases with the excess noise ξs. The reason can be mainly explained by the fact that when g is too
large, the effective excess noise ε

g
tot would be too large from Equation (29), though the transmittance η

is higher, to give a positive secret-key rate. Furthermore, when ξs is introduced by Fred, the maximized
secret-key rates and the positive range will both decrease.

gain g
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Figure 8. Maximized secret-key rates against the gain g of the NLA. The probability of success is 1/g2;
the excess noise εc is 0.04; the loss is 16 dB; and the reverse reconciliation efficiency is 0.9. With the
increased g, the secret-key rates will increase to a certain value. Beyond the certain value, the secret-key
rates will drop and even become negative.

5. Conclusions and Discussions

In this paper, we have reviewed the plug-and-play DPMCS scheme, and based on its equivalent
protocol, we analyze its security. Then, we propose the scheme using a noiseless linear amplifier
before the receiver’s homodyne detection to improve the performance against losses and noises.
Our calculation of the secret-key rates with the NLA is based on an effective system, which is equivalent
to the EB-based protocol where the quantum signals are sent through a Gaussian noisy and lossy
quantum channel. We demonstrate that the NLA can help increase the distance by the equivalent
20log10g dB of losses, and it may help the scheme to tolerate more excess. However, we should here
closely address the noise ξs controlled by Fred, which will affect the maximum improved transmission
distance to get better performance.

For future work, we will further consider the adjustments of the system parameters and the use
of the same NLA before Bob’s heterodyne detection to get better performance, as well as keep the
symmetry of the whole scheme. Moreover, it should be mentioned here that the gap analysis between
practical implementations and theoretical models with NLA should also be considered, and the effects
of the imperfections are also influential in our experiments. If more complex parameters are considered,
the experimental conditions will deserve more investigation.
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