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Abstract: Stochastic distribution control (SDC) systems are a group of systems where the outputs
considered is the measured probability density function (PDF) of the system output whilst subjected
to a normal crisp input. The purpose of the active fault tolerant control of such systems is to use
the fault estimation information and other measured information to make the output PDF still track
the given distribution when the objective PDF is known. However, if the target PDF is unavailable,
the PDF tracking operation will be impossible. Minimum entropy control of the system output can
be considered as an alternative strategy. The mean represents the center location of the stochastic
variable, and it is reasonable that the minimum entropy fault tolerant controller can be designed
subjected to mean constraint. In this paper, using the rational square-root B-spline model for
the shape control of the system output probability density function (PDF), a nonlinear adaptive
observer based fault diagnosis algorithm is proposed to diagnose the fault. Through the controller
reconfiguration, the system entropy subjected to mean restriction can still be minimized when fault
occurs. An illustrative example is utilized to demonstrate the use of the minimum entropy fault
tolerant control algorithms.

Keywords: fault diagnosis; fault tolerant control; entropy; mean constraint; probability density function

1. Introduction

Fault diagnosis (FD) and fault-tolerant control (FTC) has long been regarded as an important and
integrated part in control systems. The research of this aspect has been carried out for nearly thirty
years, where the major research is aimed at deterministic systems. However, most practical systems
are subjected to random inputs from sensor noises [1], random disturbances [2] or random parameter
changes. In order to improve the reliability of the control system, the research of fault diagnosis and
fault-tolerant control for stochastic dynamic systems has been one of the liveliest research areas in
control theory and practice [3]. For stochastic systems, the so-far obtained FDD (fault detection and
diagnosis) approaches can be classified as

1.  The system identification technique [4];

2. Observer or filter-based method [5];

3.  The statistic approach based on the Bayesian theorem, Monte Carlo approach, likelihood method,
and hypothesis test technique [6].

Moreover, in a safety-critical system, the role of a fault-tolerant control system is extremely
important. One of its functions is to steer the process to a safe state whenever undesirable events occur.
A fault-tolerant controller can be able to attenuate the effects caused by random variables.
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For most control algorithms, it is supposed that system noise obeys Gaussian distribution.
Traditional statistics such as mean and variance can be used to represent the randomness of
the system output. However, for non-Gaussian systems, the variance cannot fully represent the
randomness of the system output. A more general measure, rather than just the variance of the system
output, needs to be considered for the randomness of the system output of non-Gaussian stochastic
systems. Therefore, entropy concept [7] is proposed to measure the uncertainty of the system output of
stochastic systems.

In existing FTC results of SDC systems, it is assumed that the target PDF is pre-specified.
Nonlinear filters are designed to detect and diagnose the fault of the stochastic distribution system
based on square-root approximation [8]. However, fault tolerant control is not considered. A nonlinear
adaptive observer-based fault diagnosis algorithm is proposed to diagnose the fault in the dynamic
part of the non-Gaussian SDC systems based on the rational square-root B-spline approximation
model [9]. Through the controller reconfiguration, a good output PDF tracking can still be realized
when fault occurs. An iterative learning observer based fault estimation algorithm is proposed [10]
and the fault tolerant controller is designed so as to make the post-fault PDF still track the given
distribution. However, in most cases, the objective PDF can’t be determined in advance and, as a result,
the reasonable fault tolerant tracking controller cannot be designed. Therefore, minimum entropy
control of the system output can be considered as an alternative strategy. A minimum entropy control
method of closed-loop tracking errors is proposed [11]. A nonlinear observer is designed to obtain
the pseudo-weights vector [12]. Then, the PDF tracking control and the minimum entropy control
are developed. An integrated design of fault diagnosis and fault tolerant control (FTC) for nonlinear
systems using Takagi-Sugeno (I-S) fuzzy models is proposed in [13]; meanwhile in the presence of the
model uncertainty along with actuator/sensor faults and external disturbance. An augmented state
unknown input observer is proposed to estimate the fault and the system state simultaneously, and
using the fault estimation information, an FTC controller is developed to ensure the robust stability of
the closed-loop system. The design scheme of thruster failure tolerant control for underwater vehicles
is proposed [14], where each thruster of the underwater vehicle can rotate, offering a significant
advantage to optimize its control. Active and passive fault-tolerant control systems (FTCSs) aer
demystified by examining the similarities and differences between these two approaches from both
philosophical and practical points of view in [15]. A new method is proposed [16] to minimize the
closed loop randomness for general dynamic stochastic systems using the entropy concept. However,
a fault item is not involved in this literature. This forms the point of this paper, where the entropy
concept is used for design of the required fault tolerant controllers of stochastic systems.

In this paper, the rational square-root B-spline model [17] is used to represent the dynamics
between the output PDF and input. The considered system in [17] is subjected to any arbitrary bounded
random input and the purpose of the control input design is to make the output probability density
function of the system output track a given distribution function as close as possible, that different
from the objective PDF known in literature [17], the target PDF in this paper can not be determined in
advance. Considering the existence of the fault, a nonlinear adaptive observer based fault diagnosis
algorithm is proposed to diagnose the fault. Through the controller reconfiguration, the system entropy
can still be minimized when fault occurs. The contribution of this paper is that the entropy concept is
introduced to design of fault tolerant control for non-Gaussian stochastic distribution systems when
the objective PDF can not be determined in advance.

The rest of this paper is organized as follows. Section 2 presents the model description, where
a nonlinear dynamic relationship is considered. An observer is constructed in Section 3 for fault
detection. In Section 4, the nonlinear adaptive observer based fault diagnosis algorithm is proposed,
and the rational square-root B-spline model, which is different from that in [10], is used for the
shape control of the system output PDF. Section 5 gives the design process of fault tolerant control.
Simulation results of FD and FTC are presented in Section 6, followed by some concluding remarks in
Section 7.
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2. Model Description

Denote 17 € [a,b] as a uniformly bounded stochastic process variable and assume that it represents
the output of a stochastic system at sample time ¢. Denote u(t) as the control input that controls the
distribution of 7(t). At any time, (t) can be characterized by its probability density function (v, u(t)),
which is defined by

Pla < () < elu(®) = [ y(u(t)dy,

where P(a < 5(t) < e|u(t)) represents the probability of the output y(t) lying inside the interval [a, €)
when u(t) is applied to the system. It also means that the shape of the output probability density
function, v (y, u(t)), is controlled by a crisp input u(t). It is assumed that interval [a, b] is known and
the output probability density functions 7(y, u(t)) is continuous and bounded. Using the rational
square-root B-spline function approximation principle [17], the rational square-root B-spline expansion

as follows,
m

)y w;(u(t))pi(y)
VIl ul) = ——= : (1)
\/ 5 woiu())ewoj () [ 91(y)5(y)dy

ij=1

where ¢;(y)(i = 1,- - -, m) are the pre-specified basis functions defined on [4,b] and w;(i = 1, - - -, m)
are the corresponding weights.

For most systems, a dynamic relationship between w; and u is expressed. In this paper, a nonlinear
dynamic relationship will be considered. This leads to the following model for the considered dynamic
stochastic system:

%(t) = Ax(t) + Hg(x(t)) + Bu(t) + GF(t),

V(t) = Dx(t), @

vy, u(t)) = M, ©)

VV()TEV(t)
where x(t) € R" is the state vector, V() € R™ is the output weight vector, u(t) € R" is the control
input vector and F(t) € R" is the fault vector. A € R"*", B € R"*",D € R"*" E € R"*™ H € R"*"
and G € R"*" are system parameter matrices. Equation (2) represents the dynamic model of the
weights vector. Equation (3) describes the static output PDF model using the rational square-root

B-spline expression, where

V(1) = fwr (u(t)), @a(u(t)), ., com (u(t))]T € R, V(1) £ 0,
CH) = [91(9), 92(9), s ()] € R,
b T
E= [ cociy.
Assumption 1. The nonlinear function g(x(t)) should satisfy the following Lipschitz condition:
18 (xi) = g(x) | < tma]|xi — x;l,

where my is a Lipschitz constant.
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3. Fault Detection

The purpose of the fault detection is to use input vector in Equation (2) and output probability
density function y(y,u(t)) to detect the fault F. In order to detect such a fault, an observer is
constructed [18] as follows:

2(t) = Ax(t) + Hg(2(t )) +Bu( )+K€d(f)

ea(t) = [P o) VAW uD) — Va0, 1)y, @
Y, u(t) = M, )
V(H)TEV(t)

where £(t) € R" is the estimated state, ¢;4(f) is the residual signal, o(y) is the pre-specified weighting
vector defined on [a, b] and K is the gain of the observer.
Denote the observation error vector as

ea(t) = 2(t) — x(b).

The residual signal can be calculated as follows:

ealt) = 7o) VAW D) - VA )y

_ (b C(y)d 40 2 4
J7 e)Cy)dy] \/V(t)TEV() OTED Y ©)
ZDey(t) ZV(H) =l

:\/V(t)TEV VVOTEV (1)  VV(OTEV(E

where Z = [ o(y)C(y)dy.

Using Equations (2) and (4), the error dynamic system can be formulated that

éa(t) = 2x(t) —x(t)
= Ae+ H[g(2(t)) — g (x(t))] — GF(t) + Ked( ) ;
— Ae+ HIg(£(t)) — g(x(t))] — GF(t) + —=Dealt) ZV(t) TV(t) )

,/ HTEV (t K\/V HTEV(H  VVTEV(E P

Assume that the basis function ¢;(y) and o(y) are selected such that the pair (A, L) is observable.
The gain L can be selected such that matrix M = A + L1XD is Hurwitz.

Lemma 1. There exists a A ( T1 = Apin(E)/ Amax(E), To = Apax(E)/ Apin(E)), Ty < |M| < To) such
that the following equation

VVTEV —VVTEV = AM{(VVTV —VUTV) = A (V]| = V) ®)
holds.
Theorem 1. It is supposed that there exist two positive definite matrices P and Q such that the

following equalities
M'P+PM=-Q,P=PT'>0,Q0=Q" >0 )

hold, and then the observation error system is asymptotically stable.

Proof. When no fault occurs, F = 0. Denote K = Li4/V(#)TEV(t), and L, is the gain matrix of the
observer. Then, the error dynamic system can be further formulated as
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éﬂw=<A+L@Dwﬂw+H@@u»ﬂﬂﬂﬂ+quﬂﬂV@£F£§3%. (10)

The Lyapunov function is selected as follows:

= %eg( £)Pey(b).

It can be shown that

7= e ()Pea(t) + hef ()Pey(t) A
- %e (£)Qeql(t )+€d”(t)PH[g|(ge(t))g(x(t))]+e§(t)PL12V(t)(/\1(|V‘§t()t)|T—E‘|/‘(/t()t)|)) an
1 2T ||PL1XD
< 5 (i Q) 2 TP~ 2mIPHID a0
when
Ain(Q) > ZTz”ﬁL};TD' + 2 || PH] (12)

hold, and then 7t < 0. The proof is completed. [
The fault can be detected when ||e;(t)|| > T, where (T > 0) is a pre-specified threshold.

4. Fault Diagnosis Algorithm

Once the fault has been detected, the fault diagnosis needs to be carried out in order to estimate
the size of the fault. A fault diagnosis observer is constructed [19] as follows:

Zn(t) = Ay (t) + Hg (£ (t)) + Bu(t) + Kgem(t) + GE(t)
en(t) = [ o) [V (v, u(6)) = /7(y,u(E))dy 13
'Ym(y M(t)) — C(}/)Vm(t)
’ V Vi (OTEV, (1)’

where [ is the estimation of F. It is assumed thate,, = £,, — x, E = F — F, and then

em(t) = / )1y 1y, 1(5) = /2w,
B De,, TV (t ) TV (t)
 VVu(OTEV,(1) \/Vm YTEV.(t) /V(HTEV(t

Denote K; = Ly+/ Vi (t)TEVy, (), and the gain L, can be selected such that matrix (A + L,2D) is
Hurwitz. Then, the error dynamic system can be obtained as follows:

ém = Aey + H[g(2m(t)) — g(x(t))] + Kgem(t) + GE(t)

= (A + Ly=D)ey + H[g(3m(t)) — g(x(1))] + GE + LZZV(t)(A2(||V§/tzl|);E”‘y(";)(t) D).

(14)

Assumption 2. Suppose that |F(t)|| < X, where N is a positive constant.

Theorem 2. It is supposed that there exist constant I' > 0 and two positive definite matrices Py, Qq such that
the following equality holds:

(A+ L,ED) P, + Py (A + L,ED) = —Qq, (15)
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and the adaptive tuning law is selected as follows:

dﬁ:{ TV (OTEV (e (||E]| > 6
dt 0 (IIE] <

and then the error dynamic system (14) is stable.

Proof. The Lyapunov function is selected as follows:

1 1 ar
~el Pe,, + EFTP, (17)

7T1:2

and then the first derivative of 711 is formulated as follows:

1 1 S
= Eé?q;Plem + Eeﬂplém + PTF

T
= EeZ,;[(A + L,2D)TPy + Py (A + LyED)]ey, + el PLH[g(%

m(t)) = g(x(t))]
A (VO = Vi (8|

)

+ el PyGE(t) + ETF + eL P L2V (1)

V(H)TEV(t)
1 P L2 ||| D||T
< 3 V(@) 212 o Py e

I'YD||T N
+ llewl|(IP1G = DTETT| + ”|E”H2>||F||

(18)

2 ~
= —O1llem|” + dallem ||| El,

where | | LoD T
1 = L (Ain(Qr) — 21 P1L2ZNIDITs

— 2my||P HI|),
2 IIE]|

[ITED|| T,
IIE]|

From Assumption 2 and Theorem 2, it can be obtained that

5 = (|G - DT +

).

N2(8,)*

11 < =61 ([lem|l — 57)* + 46,2

26,

(19)

No» (6 o
When [l > S22 V00
1
in system (2), the observation error system is stable. [

, it can be obtained that 77y < 0. This means that when fault occurs

5. Fault Tolerant Control

Once the fault has been diagnosed, the controller that is designed for the healthy system should
be modified so as to compensate for the performance losses caused by the fault in the system.

When the objective PDF can not be determined in advance, or no objective PDF can be used, control
target of the SDC system can be translated into controlling the entropy of the system output. It has
been pointed out that the entropy has been used to characterize the uncertainty of the output variables
for non-Gaussian stochastic systems. Thus, the uncertainty is expected to be as small as possible.

When the position of the output variable’s PDF is not determined, the minimum entropy of the
output variables is generally difficult to be determined in practice. Therefore, control target subjected
to mean constraint will be suitable for the solution of the minimum entropy controller.
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Since the mean and entropy of a non-Gaussian stochastic variable are independent of each other,
these two terms may be addressed separately. For this purpose, the following performance function
is used

FOu(8)) = (1~ 1) = [y, () Dy, u(0)dy + SuT (6)Ra() 0)

It can be seen that the first term in Equation (20) is the error between the mean and its target
value py, where y = | ab yy(y, u)dy. The second term is the Shannon entropy of the output variables,
and the third term is a natural quadratic constraint for the control input, where R = RT > 0.

The purpose of the controller design is to find the required optimal control input such that the
performance index function is minimized. This purpose can be realized by selecting a control input
such that the performance function does not increase. The performance index of the close-loop system
can be seen as a Lyapunov function. In order to minimize | in Equation (20), the first order derivative
of | can be readily formulated that

2
4= 2B v+ atorae) - Sy @ ) - . @D

At this stage, by selecting the following control input

. o —pg)” | d(y,u(t))
T e A (OB Gy
= (1 2O, u6)) + vy - DL B 1)~ af— g,

where A > 0, it can then be formulated that

aj
E——)\W—P‘ﬂ <0. (23)

Therefore, the performance index is convergent.
From Equation (2), it can be obtained that

V(t) = Dx(t) = DAx(t) + DHg(x(t)) + DBu(t) + DGF(t). (24)

From Equation (3), it can be obtained that

( J (25)
a V(OTEV (1) Y
VT y(Cw)TCy)dy)V(E)
B V(HTEV(t) ’
and then
Iy u(t)) _2(V)'Cy)N)(CW)(VEHTEV(H)) - (CW)V(H)(V(H)TE))
av (V(HTEV(1))? ’ 28

(
au(t) 2V [ yCy) Cly)dy(V(HTEV () = V(1) (V()TE))
IV (t) V(1) '
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When no fault occurs, F = 0, using Equation (24), it can be obtained that

T T T
TORA) = =] [yl — gl + 2 OEV IO (CIC0)

2[v(H(C(y)"]IC(y ) (f)](V(t)TE)
x(DAx(t) + DHg(x ())+DBM( )) 2(p — pg)
X[Z( (HTEVIO)IVOT [} y(C() Cly)dy
(V( )TEV( ))
)T [} y(Cw)TCly)dyV (D (V(t )TE)]
(V(H)TEV(H))?
X (DAx(t) + DHg(x(t)) + DBu(t)).

When the fault occurs and has been diagnosed, it can then be rewritten as

by 2(Vin () TEVin (4)) [Vin () T (C (1)) ] C ()

ul (ORur(t) = =A| 7 yy(y,ua(6))dy — gl + f7] (Vi () TEV,u ()2

T T
S (CEQ (t};fg(yv)mV(T)()z)](Vm( EE ) 3, () + 1y

X (DAxy (t) + DHg(x (1)) + DBul( )+ Dcﬁ( ))
2(Viu(t)TEViu(t) )T [P y(C(y))TC(y)dy

—2r =l <v < >TEvm< >>

_zvmmTffy(C(y))TC(y)dyvm<t><vm<t>TE>

(Vi (T EVin ()2 ]
X (DAxy(t) + DHg(x1(t)) + DBuy(t) + DGE(t)),

8 of 15

(27)

(28)

where 1 is the reconfigured controller. The state x and fault F can be substituted by the state of the

fault diagnosis observer state x,, and the fault estimation £, respectively.

6. Simulation Example

The following B-spline is selected as ¢;(y)(i = 1,2,3)

1, 3 9 1, 5, 7 5
py) = (zy +2y2+2y+2)I1+(—§y3—§y2—5y—g)lz
(1 ta -ty b el le Ly by
+GY 5 =Syt b+ (- 5y - Sy + Ol
4 1 2
$2(y) = (gy +y? +2y+§)12+(*§3/ -y +3)k
1 2 1 4
+GYP =+ 3+ (v’ + v - 2y+3)15,

15 1 1 1, 1 1
pa3(y) = (GV° +50° + 3y + b+ (=3 + 51 +2y+6)
R -2l —§)I+(—1 343y —9 + 1

where

1 yeli-4i-3 .
Li(y) = =1,2,3,4
i) { 0 otherwise (i 12,3,4,5,6),

(29)
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It is assumed that the system dynamics can be represented as

'(()) x(t) + Hg(x(t)) + Bu(t) + GF(t)
Dx(t
VAD) = v

where g(x(t)) = sin(0.8x(t)),
Ao —3.1866 —1.0208 B 26 1
~\ —02857 —35050 | 1 =23/

0.1 09
1 1.9 0
G—<1>,D— 02 01 ,H—< 0 _0‘505>.

1 06

Positive definite matrices P; and Qq are selected as follows:

P 0.3505 0.0958 0 = 10
"7\ 00958 05123 /<" \ o 1)
It can be solved via linear matrix inequality (LMI) related to Equations (9) and (15) to obtain the
0.3 0.3036

-3.15 1.1448
of fault estimation adaptive tuning rule I' = 7.95.

detect observer gain L1 = ( diagnostic observer gain L, = ( > and the parameters

To simulate the algorithm, it is assumed that the three types of faults are constructed as follows:

The step fault:

0 t < 5s
F =
! {1 t > 5s,

The intermittent fault:

L[ 1 2<t<i5<i<asa5 <t <50
27 o, else,

The incipient fault:
F3 =1+ 0.3sin(—0.5(t — 40)),

The ramp-like fault:
1 t <10
F,=4¢ 14+04(t—10) 10<t<?25
7—-02(t—25) 25<t<50.

Case 1: When a step fault occurs, the fault detection signal is shown in Figure 1 and the fault
diagnosis result is shown in Figure 2. From the two figures, it can be concluded that desired fault
detection and diagnosis results have been obtained. If the system works normally, then we have
F; = 0. Figure 3 shows the result of the output entropy and Figure 4 shows the result of the output
PDF. Figure 5 presents the response of the mean. In the simulation, fault F; is set to 1 after 5 s. Figure 6
shows the changes of the entropy when a fault has occurred in the system. It can be seen that the
control input is driving the system towards the direction of less randomness. From Figure 7, it can be
seen that the post-fault PDF can still follow the faultless PDF, leading to good fault tolerant control
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results. Figure 8 presents the response of the mean when a fault has occurred in the system, and it can
be seen that the mean value levels off and approaches the objective value.

Case 2: When the intermittent fault, incipient fault and ramp-like fault occur, the fault diagnosis
results are shown in Figures 9-11. From the three figures, it can be concluded that diagnosis results
have been obtained. Figures 12-14 show the change of the entropy when the three faults have occurred
in the system. It can be seen that the control input is driving the system towards the direction of

less randomness.

3
2.5
N
[
<
82
S 15f
3
©
z
[
05¢
0 ‘ ‘ ‘ ‘
0 10 20 30 40 50
/s
Figure 1. Fault detection signal.
1.4
1.2
Iy
c 1f :
2 |
£ :
3 0.8 !
= |
3 I
2 06 !
] 1
b= |
& o4l |
|
I
0.2F ! 1
! fault
[ — — — fault estimation
0 ‘ ‘
0 10 20 30 40 50
s
Figure 2. The fault and fault estimation.
13
121
11F
> 17
Q
)
2
o9
0.8
o

0 10 20 30 40 50
t/s

Figure 3. The response of entropy when system is normal.
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System of three—dimensional graph (PDF)

20

t/s

mean
o
=
I

0.4} B

0 n n n n
0 10 20 30 40 50

ts

Figure 5. The response of the mean when system is normal.

1.3
1.2f 1
11F B
> 1 N
a
g
&
0.9 4
0.8 1
0 10 20 30 40 50

t/s

Figure 6. The response of entropy after fault-tolerant control.
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System of three—dimensional graph (PDF)

20

t/s

0.6 ]

mean

0.2 d

0 I I I I
0 10 20 30 40 50

t/s

Figure 8. The response of the mean after fault-tolerant control.

14

0.8

04F |

0.2 |I

Fault and fault estimation

fault q
— — — fault estimation

0.6 L L L T
0 10 20 30 40 50

t/s

Figure 9. The intermittent fault and fault estimation.
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0 10 20 30 40 50
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Figure 10. The incipient fault and fault estimation.
8
=
S
T
£
7
(0]
5
8
°
c
©
5
[}
w
1
/ fault
/ — — — fault estimation
0 . . . :
0 10 20 30 40 50
ts
Figure 11. The ramp-like fault and fault estimation.
13
12f 1
11p 1
= 1r 1
Qo
g
&
0.9} 1
08} 1
0.7 J\\/—f\v—\ﬁ\
0 10 20 30 40 50

t/s

Figure 12. The response of entropy after fault-tolerant control for intermittent fault.
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13

1.2}

11}

Entropy

t/s

Figure 13. The response of entropy after fault-tolerant control for incipient fault

13

1.2

11

Entropy

t/s

Figure 14. The response of entropy after fault-tolerant control for ramp-like fault.

7. Concluding Remarks

In this paper, when objective PDFs can not be determined in advance, the entropy concept
is applied to the design of a fault tolerant controller for a non-Gaussian stochastic distribution
system. The mean represents the center location of the stochastic variable, and it is reasonable that a
minimum entropy fault tolerant controller can be designed under the restriction of the mean. A rational
square-root B-spline function approximation model and the nonlinear dynamic system have been used
to formulate the stochastic distribution system. A performance function that includes the entropy term
and a mean constraint term is used to design the fault tolerant controller. The performance index is
regarded as a Lyapunov function. Using the Lyapunov stability criterion, the stability of the whole
system can be guaranteed. Furthermore, through the controller reconfiguration, the system entropy
can still be minimized. The simulations have further confirmed the proposed fault diagnosis and fault

tolerant control results.
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