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Abstract:



Cultural relics represent national or even global resources of inestimable value. How to efficiently manage and preserve these cultural relics is a vitally important issue. To achieve this goal, this study proposed, designed, and implemented an RFID and Sensor Web–enabled smart cultural relics management system (SCRMS). In this system, active photovoltaic subtle energy-powered Radio Frequency Identification (RFID) is used for long-range contactless identification and lifecycle management of cultural relics during their storage and circulation. In addition, different types of ambient sensors are integrated with the RFID tags and deployed around cultural relics to monitor their environmental parameters, helping to ensure that they remain in good condition. An Android-based smart mobile application, as middleware, is used in collaboration with RFID readers to collect information and provide convenient management for the circulation of cultural relics. Moreover, multiple sensing techniques are taken advantage of simultaneously for preservation of cultural relics. The proposed system was successfully applied to a museum in the Yongding District, Fujian Province, China, demonstrating its feasibility and advantages for smart and efficient management and preservation of cultural relics.
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1. Introduction


Cultural relics represent national or even global resources of inestimable value [1]. Relics are a type of historic and cultural inheritance that are usually used for enjoyment and educational purposes. Thus relic management and preservation is of vital importance. Relics can be found stored in warehouses, exhibited in museums, and sometimes circulated among museums for various purposes. During these processes, two issues are fairly critical: (1) massive numbers of cultural relics must be identified and recorded as they move in and out of museums and also checked frequently for stock inventory purposes; (2) damage from the natural environment, thefts and lost items occur frequently, causing serious cultural and socio-economic losses. For the first issue, many museums still adopt traditional schemes, including backward manual handwritten methods which are quite time consuming and error-prone, and barcode methods that require line-of-sight of the cultural relics. Therefore, there is a strong desire for intelligent identification and management systems that can both improve the efficiency and reduce errors. For the second issue, traditional methods primarily rely on individual human inspection or video surveillance. However, these approaches involve considerable human labor and do not achieve satisfactory results. Thus, there is an urgent need for an intelligent, efficient and effective means to manage and safeguard these precious cultural relics.



Radio Frequency Identification (RFID), one of the core technologies of the Internet of Things which is considered as the future evolution of the Internet [2,3], can be used to uniquely identify objects in the physical world. Unlike earlier bar-code technology, it does so without requiring a line of sight. Furthermore, RFID systems can discern between many tags located in the same general area without human assistance [4]. The Sensor Web, first proposed by Delin and Jackson [5], is considered as a smart macro instrument to raise awareness of the environment context, during which various communication technologies (e.g., WiFi, 3G, 4G, and WiMax) are used to communicate the real-time status of the real world [6,7].



Due to the excellent features in efficient object identification, ubiquitous sensing and indoor localization, RFID has been widely used for supply-chain management, smart tourism, smart grids and so forth [8,9,10,11]. Specifically, in the cultural heritage domain, RFID has been used for audits and stock-taking of museum collections [12,13], as well as enhanced user experience in heritage exhibitions [14]. RFID has also been further used with the Sensor Web to fully take advantage of the strengths of both technologies. For example, Chianese et al. designed a location-based smart application called SmARTweet for exhibitions and museums using RFID and sensor technologies. In this approach, sensors were deployed to allow visitors’ mobile devices to detect the closest artwork and thus provide personalized content [15,16]. Further, they took advantage of RFID and sensors to capture context information and detect events in their proposed smart Context Evolution System (CES), which can dynamically provide useful data and services to users in accordance with context switches [17]. Xing et al. proposed an RFID-based approach to monitor treasures to determine whether they have been changed. In this approach, the treasures are equipped with sensor nodes and wireless communication equipment [18].



From the studies mentioned above, it is apparent that RFID and Sensor Web technologies have shown great suitability and advantages for indoor smart applications closely related to location, environmental parameters and similar contexts. Nevertheless, in the cultural heritage domain, most of the attention has been paid to enhancing the user experience in exhibitions. Though there are some solutions using RFID for museum art collection inventory, the preservation of cultural relics from environmental or artificial damages—tasks that are both fundamental and vitally important, is still not satisfactory. Thus, in this paper, considering the suitability of RFID and Sensor Web technologies and their current level of development for applications in the cultural heritage domain, we design and develop an RFID and Sensor Web-enabled system for managing and preserving cultural relics in an intelligent and efficient manner, which provides a new perspective on solving the aforementioned problems. This study makes the following three contributions:

	(1)

	
The system offers efficient and intelligent management for cultural relics. It takes advantage of RFID, Android-based and web-based applications to collaboratively and automatically identify, conveniently register and efficiently manage information concerning cultural relics, improving the degree of intelligence and reducing the time needed and errors made.




	(2)

	
The system provides safe, efficient protection for cultural relics. In the proposed system, RFID technology is innovatively used to detect whether the targeted cultural relics are within a predefined safe range. Further, the RFID, sensors and video surveillance are collaboratively used to improve the effects of protection of cultural relics from both environmental and artificial damages, as well as thefts. Rules were designed to determine whether it should alarm to initiate further actions based on sensing results of these three types of techniques.




	(3)

	
A demo application of the system was tested in a real-world scenario: a museum located in Yongding District, Fujian Province, China. In this demonstration, several types of ambient sensors, RFID, an Android-based terminal application and a server-side web application were adopted and deployed. It successfully tested the feasibility and suitability of the proposed system for managing and safeguarding cultural relics.









The reminder of this paper is organized as follows: Section 2 and Section 3 present the design and implementation of the proposed system, respectively. In Section 4, we discuss features of the proposed system based on the demonstration application discussed in Section 3. Finally, we provide conclusions and some directions for future work in Section 5.




2. System Design


2.1. RFID and Sensor Web-based System Architecture


Considering the requirements for managing and preservation of cultural relics mentioned in Section 1, the architecture of the proposed system is designed with three layers, including a context-aware layer, a communication layer and an application layer, as depicted in Figure 1. The system is described in more detail in the following subsections.


Figure 1. Architecture of the proposed system.



[image: Sensors 17 00060 g001]






2.1.1. Context-Aware Layer


The context-aware layer is the fundamental layer of the whole architecture. It consists of physical objects and sensor devices [2]. The physical objects in the museum scenario are primarily cultural relics, exhibition rooms, warehouses and so forth. The sensor devices include RFID tags, temperature sensors, humidity sensors, vibration sensors, video sensors, and so on. This layer is responsible for the identification of cultural relics and for collecting the context information specific to the cultural relics. Information collected in this layer is then transmitted to the application layer through proprietary communication manners in the communication layer.




2.1.2. Communication Layer


The communication layer is responsible for transmitting information collected in the context-aware layer to the application layer, or more specifically, the middleware sub-layer of the application layer. The means of communication include both wired and wireless transmissions. The wireless transmissions further consist of 3G, 4G, WiFi, Bluetooth, ZigBee and so forth. Adopting which communication means depends on sensor devices and communication constraints.




2.1.3. Application Layer


The application layer is actually comprised of two sub-layers, namely, a middleware sub-layer and a cultural relics management-oriented applications sub-layer. The middleware sub-layer is responsible for receiving raw data from the sensors in the context-aware layer and transforming the received data into a form that can be understood by human beings according to predefined communication protocols. It is also responsible for sending the transformed data to back-end servers to support higher-level applications. The cultural relic management-oriented applications sub-layer is primarily comprised of applications for managing relics' transitions in and out of the museum, inventory, and preservation. These applications operate on different platforms and devices, depending on their implementation mechanisms and their roles and functions in the entire architecture.





2.2. Cultural Relics-Centric System Modeling


The goal of the proposed system is to both manage the cultural relics and preserve them from damage and loss. Figure 2 shows a cultural relics-centric model of the system. There are primarily four types of objects in this system: cultural relics, RFID tags, ambient sensors, and cameras. RFID tags are attached to cultural relics for their unique identification, while ambient sensors and cameras are deployed and associated with cultural relics for real-time monitoring and protection. They produce real-time sensory data and surveillance data, revealing the dynamics of the environment around cultural relics. Cultural relics are exhibited in certain places during certain periods of time and are sometimes circulated among museums for some purposes. During such movements, their positions are changed, and sometimes their status and ownership are changed as well. Such information is modeled as dynamic properties of cultural relics, recording spatio-temporal track of cultural relics which can be used for tracing them.


Figure 2. Cultural relics-centric system modeling.
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2.3. Logical Data Model


Based on the system modeling results depicted above, business process analysis and system function requirement analysis, we designed logical data model of the system that depicts and store both static and dynamic information, and relations between objects in the SCRMS. A diagram of this data model is shown in Figure 3, consisting of 18 tables and relations between them. These tables can be divided into the following eight categories from the perspective of their roles in the process.

	
The cultural relics-related tables include Cultural_Relics and Cultural_Relics_Picture. These tables are primarily used to store the basic metadata of cultural relics that is collected when they are first registered or subsequently updated. Specifically, RFID is associated with cultural relics through the field RFID (a unique ID) in the Cultural_Relics table.



	
The exhibition-related tables include Museum, Exhibition_Hall, Region and Region_Cultural_Relics. From these tables, the hierarchical exhibition space from museum to exhibition hall, and then from exhibition hall to region, is expressed. The spatial coordinates of each exhibition space are measured and recorded in the corresponding tables. Using these coordinates, we can easily locate a specific cultural relic. Further, inquiry of cultural relics based on spatial filters can be realized.



	
The circulation-related tables include Operation_Order and Cultural_Relics_Track. Operation_Order stores the details of every circulation (in-out of the museum) of cultural relics, which is critical for further check and inventory. This information is uploaded through mobile terminals at every circulation operation. The Cultural_Relics_Track table records the tracking information for cultural relics to accompany their circulation (i.e., where it is now and where it was last). This information is useful in preserving cultural relics.



	
The sensor-related tables, including Sensor_Collection_Info, Sensor, Sensor_Parameter, and Sensor_CulturalRelics_Association. They store both static and dynamic (i.e., sensor status) sensor metadata and dynamic sensory data, and meanwhile reveal the association relation between sensors and the cultural relics they monitor.



	
The camera-related tables, including Camera and Camera_Cultural_Relics_Association, with the first recording camera metadata and the second revealing the association relation between the cultural relics and the cameras that monitor them.



	
The abnormality- and alert-related tables include Loss_Info and Alert_Info. Specifically, Loss_Info records loss info of cultural relics, including which ones have been lost and when and where they were lost and so on. The Alert_Info table stores all the alerts related to abnormal ambient contexts and safety issues of the cultural relics in predefined formats.



	
The user-related table (User) stores basic and required information about users of the system. It can be used for administration and authentication of both user and system functions. In the proposed system, a user account must be allocated by system administrator; users cannot self-register for security considerations.



	
The system configuration-related table is called Parameter_Pool. This table stores metadata of all the parameters in the proposed system, which is helpful for plug and play of sensors and cameras.







Figure 3. Logical data model of the proposed system.
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2.4. Communication Interfaces


To achieve the targeted management of cultural relics, five categories of communication interfaces are designed based on system functions, as illustrated in Figure 4. Input and output parameters of the interfaces are all in the form of JavaScript Object Notation (JSON) [19], which is a lightweight data-interchange format, easy for humans to read and write, and easy for machine to parse and generate, reducing volume of data transferred between clients and servers. Using these interfaces, the system becomes loosely coupled and easy to extend and maintain.

	
Interfaces for management of user information: These interfaces are primarily used for creation and authentication of system users, verification of user authentication and edition of user information.



	
Interface for initial registration of cultural relics: Registration information includes unique ID of the RFID tag attached to cultural relics, metadata of cultural relics (e.g., name, type, dynasty, excavation place, belonging museum, exhibition hall, and images etc.), attached sensors and camera information, and any optional notes.



	
Interfaces for management of circulation information of cultural relics: One is CR_in_register, which is used to register all the cultural relics that enter the museum, and the other is CR_out_register which is used to register cultural relics that leave the museum. Parameters both interfaces require are: a timestamp of the registration operation, damage flag (as detailed in Equation (1)), ID of the staff member handling the registration, list of IDs of cultural relics that are moving into or out of the museum, and optional notes. There are also two non-shared parameters: (1) in CR_in_register, the preMuseumID parameter indicates the museum a cultural relic arrived from, and an in_order_type indicating the purpose of entry, as expressed in Equation (2); (2) in CR_out_register, the targtedMuseumID parameter indicates the museum to which a cultural relic is going, and an out_order_type that indicates the purpose of the move, as expressed in Equation (3):


[image: there is no content]



(1)






[image: there is no content]



(2)






[image: there is no content]



(3)







	
Interfaces for inquiries of basic information These interfaces are designed to query the basic information of cultural relics, sensors, and cameras according to predefined filters, such as acquiring a list of cultural relics whose status are normal or obtaining sensor information (value type, lower threshold and upper threshold of measures between which the cultural relics can remain in good condition) based on sensor ID and so forth.



	
Interfaces for inquiry of sensory data and alert information: Sensory data are obtained based on sensor ID and spatio-temporal constraints, while alert information is obtained through temporal filters.







Figure 4. Five categories of interfaces.
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3. System Implementation and Case Study


3.1. System Components


3.1.1. Context-Aware Hardware


In the proposed system, four categories of context-aware hardware are adopted: (1) RFID tags and readers (as shown in Figure 5a) are used to bind each cultural relic to a specific RFID tag at initial registration, to identify cultural relics through the attached RFID tag, and to acquire details from or upload circulation information of cultural relics to back-end server based on the unique ID stored in the RFID tag; (2) Ambient sensors in the proposed system include sensors for collecting air temperature, air humidity, vibration and displacement of cultural relics; (3) Video cameras are deployed in collaboration with the RFID tag and vibration sensor for security monitoring purposes to help prevent theft; (4) Mobile terminals are used by museum staff to perform registration and circulation-related operations, using a developed mobile client application installed on the mobile terminals. Specifications of the three categories of hardware are detailed in Table 1.


Figure 5. Context-aware hardware: (a) RFID reader; (b) Integrated circuit board containing RFID tag and ambient sensors; (c) The integrated circuit board is placed in a box to prevent potential damage from dust, water and other factors; (d) High-definition video cameras for real-time surveillance of cultural relics with infrared imaging and motion detection features.
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Table 1. Specifications of context-aware hardware.







	
Context-Aware Hardware

	
Sub-Type

	
Specifications






	
RFID

	
tag

	
Operating frequency: 2.4 GHz

Operating distance: 50 m

Baud rate: 1 Mbps

Power supply: photovoltaic subtle energy and a 1200 mA battery

Operating temperature range: −20 °C~70 °C

Operating humidity range: 5%~95% (non-condensing)

Storage: 1.5 KB




	
reader

	
PDA connectivity means: Bluetooth, USB

Bluetooth version: 3.0

Endurance: ≥ 8 h

Operating frequency: 2.4 GHz

Operating distance: 80 m (depending on tag)

Baud rate: 1 Mbps




	
Ambient sensor

	
temperature sensor

	
Temperature sensing range: −40 °C ~85 °C

Temperature accuracy: ±0.5 °C




	
humidity sensor

	
Humidity sensing range: 0~100% RH

Humidity accuracy: ±3% RH @20%~80% RH, 25 °C




	
vibration and displacement sensor

	
Optional gyroscope full scale range: ±250, ±500, ±1000, ±2000 °/s

Optional accelerometer full scale range: ±2, ±4, ±8, ±16 g

VDD: 2.5V ± 5%, 3.0V ± 5%, 3.3V ± 5%; VDDIO: 1.8V ± 5%




	
Video camera

	
video camera

	
Sensor type: 1/2.9“, Low Illumination, 2.0 MP CMOS sensor

Minimal illumination: 0.01 Lux @ (F1.2, AGC ON) with full color, 0.001 Lux @ (F1.2, AGC ON) with black-and-white; 0 Lux with IR

Shutter: 1/50 (1/60)~1/10,000 s

Lens: 2.8–12 mm @ F1.4; horizontal field: 74.6°~26.8°

Frame rate: 1080P@25fps (PAL); 1080P@30fps (NTSC)

Video codec standard: H.264

IR View Distance: 50~60 m

Smart alarm: motion detection, video-losing alarm, IP address conflict detection

Mobile remote surveillance: iOS and Android support




	
Mobile terminals

	
smart mobile phone

	
Operating System: Android OS 4.4

CPU: 1.7 GHz

RAM Storage: 3 GB

ROM Storage: 16 GB










In our proposed system, the RFID tag and ambient sensors are integrated into one small circuit board (as shown in Figure 5b), facilitating the deployment and integrated sensing of ambient context. The board is then placed in a box to prevent dust, water and other potential damage factors, as shown in Figure 5c. Video cameras, as shown in Figure 5d, can monitor exhibition halls and cultural relics in real time, with features of infrared imaging, motion detection and motion states prediction [20] which can aid in theft prevention during both day and night.



Data is transmitted using both wired and wireless communications: video data is wired, while RFID data is Bluetooth and the ambient sensors use GPRS.




3.1.2. Data Collection and Administration Software


In the proposed system, three types of software are developed for data collection and administration, operating on different platforms:

	
Android-based middleware and application. The reason why it is called middleware is that it can obtain RFID data by communicating with an RFID reader via Bluetooth, and further uploads the collected RFID data to a back-end server. It’s also a client application, which provides well-designed graphical user interfaces (GUI) for staff in museum to conduct management tasks for cultural relics including registration and circulation-related tasks. The main GUI is illustrated in Figure 6a.


Figure 6. Data collection and administration software: (a) Android-based middleware and application; (b) Server-side cultural relics information management system.
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Windows service-based ambient data collection middleware. This middleware is implemented as a kind of Windows service, without GUIs, which runs in the background silently and can reduce consumption of system resources. It communicates with the ambient sensors through GPRS connections, sends data requests periodically, parses the received data according to a predefined protocol, and stores parsed sensory data to a back-end MySQL database management system.



	
Web-based server-side cultural relics information management system. It’s implemented based on the open source Struts2 framework [21,22]. The web clients are based on Bootstrap, which is the most popular HTML, Cascading Style Sheet(CSS) and JavaScript (JS) framework for developing responsive projects on the web [23], and jQuery [24,25]. This server-side system provides user management, sensor management, video cameras management, cultural relics management, as well as Android application version management functions to system administrators through a web browser, contributing to convenient and flexible management wherever the Internet is accessible, as illustrated in Figure 6b.










3.2. Key Technologies


3.2.1. RFID-Based Identification and Management of Cultural Relics


In our proposed system, to realize smart and efficient management, all cultural relics are attached with an RFID tag each, which stores a unique ID, at their first registration, as shown in Figure 7. Operators can then easily upload and register the details of these cultural relics to the server-side information management system through the Android-based application. These information is stored in a back-end server-side database, serving as a profile of the virtual personalities of each cultural relic indexed by the unique ID. When cultural relics enter the museum or are shipped to another museum, operators simply scan the RFID tags attached to them and register corresponding entry/exit information in the information management system using the aforementioned Android application.


Figure 7. RFID-based identification and management of cultural relics.
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3.2.2. Collaborative Preservation of Cultural Relics


Traditional methods often adopt singular preservation scheme, which leads to low accuracy. To overcome this limitation, the proposed system collaboratively uses multiple sensing techniques to safeguard cultural relics. As shown in Figure 8, RFID technology, Sensor Web technology and video surveillance technology are taken advantage of to check existence of cultural relics, their ambient contexts and any abnormal behaviors, respectively. Specifically, the RFID tags attached to cultural relics are checked periodically by comparing the IDs read by RFID readers with what are stored in upper computer, as shown in Figure 9.


Figure 8. Flowchart of collaborative loss prevention for cultural relics.
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Figure 9. RFID-based loss prevention for cultural relics.
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The three kinds of sensing techniques are collaboratively used according to the rules {Rule #1, Rule #2, Rule #3} defined below. If the boolean variable flagMatchAlarm equals true, then it alarms.








	Rules to determine whether it should alarm.

	Input: 

	
flagAllRFIDExist, a boolean variable representing whether the IDs read from RFID tags attached to all cultural relics match what are preset in upper computer. True if they match, false if not.



flagAbnormalityDetected, a boolean variable representing whether abnormal behaviors are detected by video cameras. True if detected, false if not.



flagAmbientThresholdExceeded, a boolean variable representing whether ambient parameters exceed the preset threshold that are safe for cultural relics. True if exceeded, false if not.




	Output: 

	
flagMatchAlarm, a boolean variable indicating whether it should alarm. True if it should, false if not.






Rule #1

Begin:

1:If (flagAmbientThresholdExceeded == true) then

2:{flagMatchAlarm = true;}

3:End If

End



Rule #2

Begin:

1:If (flagAllRFIDExist == false) then

2:{flagMatchAlarm = true;}

3:End If

End



Rule #3

Begin:

1:If (flagAbnormalityDetected == true && flagAllRFIDExist == false) then

2:{flagMatchAlarm = true;}

3:Else If (flagAbnormalityDetected == true && flagAllRFIDExist == true) then

4:{flagMatchAlarm = false;}

5:End If

End






Through this method, detection results from different means can corroborate each other, which can improve the overall accuracy of detection. When an abnormality is detected, the system raises an alarm and sends corresponding messages to appropriate staff immediately to initiate further actions.





3.3. Case Study


3.3.1. Application Scenario


To test the proposed system, we deployed and applied the system to a real-world scenario—a museum in the Yongding District (Longyan, China). As Figure 10 shows, this museum contains one exhibition hall comprising 19 exhibition regions. In each region, a video camera is installed for real-time surveillance. Each cultural relic is attached with an RFID tag and ambient sensors for its identification, real time ambient sensing and preservation. An active RFID reader is deployed at the center of courtyard of the museum, connected to an upper computer via a wired connection. The reader periodically communicates wirelessly with all the RFID tags attached to cultural relics to check their existence and prevent losses.


Figure 10. Appearance and layout of the museum in the Yongding District (Fujian Province, China): (a) Appearance of the museum, the first floor of which is used to exhibit cultural relics; (b) Layout of the first floor of the museum; (c) An example of two exhibition regions.
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3.3.2. Results


In this section, we present the results, primarily focusing on three aspects of cultural relic management: initial registration, circulation, and preservation.



Figure 11a shows the Android-based application GUI used for the initial registration of cultural relics. The ID of the RFID tag attached to the cultural relic is automatically read through an RFID reader. Other data fields, such as the relic's name, excavation place, category, dynasty and so on are manually input by the operators. Ambient sensors and a video camera are associated with the cultural relic at this stage as well.


Figure 11. Management results of the application scenario: (a) Initial registration of cultural relics; (b) Circulation management for cultural relics (the Return operation is shown here as an example).
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Figure 11b presents the Return operation interface as an example of the circulation management process for cultural relics. The list of cultural relics returned are read automatically by the RFID reader, with previous site automatically retrieved from server, state manually checked by the operators, operators obtained from login info, and return time from the system clock.



Figure 12 shows the results of identification of RFID tags by the RFID reader deployed at the center of the museum courtyard and online monitoring of ambient context of cultural relics, using both ambient sensors and video cameras. They work collaboratively to prevent loss of and damage to cultural relics.


Figure 12. Monitoring results of the application scenario: (a) Preservation of cultural relics by checking the existence of RFID tags; (b) Preservation of cultural relics through online monitoring using ambient sensors and video cameras.
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4. Discussion


4.1. RFID-Based Automatic Efficient Identification and Lifecycle Management of Cultural Relics


In the proposed system, RFID is used for identification and tracking of cultural relics, achieving lifecycle management of cultural relics. It’s used in cultural relics’ initial registration, in-out recording and scrap management. In comparison with traditional methods, it provides the following benefits, as summarized in Table 2.



Table 2. Comparison of the proposed RFID-based system with traditional means.







	

	
Efficiency

	
Recognition Distance and Environment

	
Error Rate

	
Prevention of Loss






	
Manual

	
handwritten, one-by-one, very slow

	
at a short range with cultural relics being touched, mostly during the day with light

	
high

	
on-guard, time-consuming, high cost, poor effect




	
Barcode

	
automatic, one-by-one, fast

	
at a short range (0.2~0.76 m), sometimes with cultural relics touched, mostly during the day with light

	
extremely low

	
recognized by a fixed reader, at a short range, passive, not safe enough for it’s easy tore off and stained




	
The proposed RFID-based method

	
automatic, multiple RFIDs can be read at the same time, very fast (as shown in Figure 13)

	
contactless, long distance (0.8~20 m), both during the day and night, with or without light.

	
extremely low

	
recognized by a fixed/mobile reader, at a long range, active, very safe










Because the RFID tags used in this system support long-range automatic identification which can reach as far as 20 m, cultural relics with RFID tags attached can easily be recognized in a contactless manner. As the RFID tag only stores the unique ID of cultural relics, which usually occupies far less than one thousand bytes of storage space. Therefore, according to our experiments conducted on the RFID tags adopted in the proposed system (as shown in Figure 13), it took 1.45~3.7 s to read all tested tags during the initial registration, circulation or scrap registration of cultural relics, considering that these operations are usually performed within 3~10 m; the stock-take process can be completed in no more than 4 s for all tested cultural relics.


Figure 13. Average time consumed for reading different volumes of data (64 bytes and 1024 bytes in each tag respectively) from all 35 RFID tags simultaneously from different distances (3 m, 10 m, and 20 m). For each distance and volume, 10 tests were performed and the average consuming time was obtained.
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However, as barcodes require that the tag be within line-of-sight and are read one by one, it is obvious that the proposed RFID-based way is far more convenient and efficient than the barcode way, let alone the traditional manual handwritten way. Moreover, as Figure 14 indicates, it took around 2.38~4.61 s to write data into all the tested RFID tags, making initiation of RFID tags or later updates of information stored in these tags easily and efficiently, which however could not be achieved with barcodes for they are read-only and obviously far more efficient than manual handwritten way.


Figure 14. Average time consumed for writing different volumes of data (128 bytes, 256 bytes, 512 bytes and 1024 bytes for each tag respectively) into all 35 RFID tags simultaneously. For each volume, 5 tests were performed and the average consuming time was obtained.



[image: Sensors 17 00060 g014]






Automation and convenience of operations in the management of cultural relics can be improved to a great extent. Besides, as much information are input from the Android application through simple selection of preset items in the proposed system, errors that may be made by traditional manual means could be reduced significantly.



Moreover, the proposed RFID-based system provides many other advantages, as listed below.

	(1)

	
The RFID tag used in the proposed system is powered both by photovoltaic subtle energy and by an extra battery. Under most circumstances, energy produced from sunlight is sufficient to power the tag, even though sunlight in the museum may be not so strong. The battery is provided only for the case when the tag has insufficient photovoltaic energy. From the charging curves of the adopted RFID tag under different weather conditions (rainy day, cloudy day and sunny day) with different luminance, as shown in Figure 15, Figure 16 and Figure 17 respectively, the tag can be fully charged in relatively short time even when the sunlight is not so abundant, which makes it fairly suitable for use in an indoor museum environment, and meanwhile much more energy-saving and environmental friendly than traditional battery-based ones.


Figure 15. The charge curve of the photovoltaic subtle energy-powered RFID tag adopted in the proposed system. This experiment was conducted in a rainy day. The luminance ranged between 1825 lux and 13,000 lux during the test period of time. The RFID tag was fully charged at 10:27, and the whole charging process took around 50 min.
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Figure 16. The charge curve of the photovoltaic subtle energy-powered RFID tag adopted in the proposed system. This experiment was conducted in a cloudy day. The luminance ranged between 23,000 lux and 26,000 lux during the test period of time. The RFID tag was fully charged at 09:09, and the whole charging process took around 20 min.
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Figure 17. The charge curve of the photovoltaic subtle energy-powered RFID tag adopted in the proposed system. This experiment was conducted in a sunny day. The luminance ranged between 77,000 lux and 85,000 lux during the test period of time. The RFID tag was fully charged at 15:01, and the whole charging process took around 1 min.
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	(2)

	
The RFID tag in our proposed system stores only a unique ID, while the detailed information of cultural relics is stored in the back-end server-side database, reducing the need for storage space in the RFID tag whose storage is limited. Users can obtain details of specific cultural relics easily based on the unique ID and interfaces provided when needed. Moreover, as the frequency of communication between user and back-end server is much lower than that between the RFID tag and the reader, it reduces volume of data transmitted to a great extent and thus reducing the energy consumption during data transmission.




	(3)

	
Last but not least, based on the unique ID stored in the RFID tag and the dynamic information stored in the back-end server, users can easily track information concerning the provenance and circulation of cultural relics, i.e., where they originated, where they have been stored and exhibited, where they are now, and where they will be, all of which are highly beneficial for cultural relics management.










4.2. Sensor Web-Based Unobtrusive Sensing of Ambient Context of Cultural Relics


Various physical and chemical factors such as light, temperature, relative humidity, and pollutants can affect displayed cultural relics [26]. Thus, monitoring of these ambient contexts is of vital importance to preservation of cultural relics. In our proposed system, air temperature and humidity in each exhibition region is collected at predefined intervals that can be adjusted as needed periodically. Once the monitored data exceeds the predefined threshold that is safe for cultural relics, the system raises an alarm and sends alert information to museum staff immediately who can then take appropriate actions. Through this mechanism, cultural relics are protected from extreme ambient damage and guaranteed to remain in good condition effectively.




4.3. Collaborative Monitoring for Comprehensive Safeguarding of Cultural Relics


In traditional cultural relic safeguarding schemes, video surveillance is a common approach that has achieved good results [26,27,28]. RFID technology has also been used to safeguard treasures [18]. Nevertheless, these approaches are typically used individually, whose effects cannot meet the requirements for protecting precious cultural relics. In our proposed system, we take advantage of RFID technology, video surveillance technology, and vibration sensor technology collaboratively to prevent the loss of cultural relics. Each technology has its own mechanism for loss detection that works from different perspectives. They work collaboratively to improve loss detection effects and realize more comprehensive safeguarding of cultural relics than traditional individual way does, contributing to much safer museums.




4.4. RFID and Sensor Web-based Architecture for Integrated Management, Monitoring and Preservation of Cultural Relics


Traditional RFID-based systems pay most attention to audits and stock-taking of cultural relics [12,13], while sensor-based client-server systems pay most attention to monitoring of the ambient context of cultural relics [29]. Considering the requirements in modern museums, the proposed system integrates these two technologies, taking advantage of the excellence of RFID in efficient identification and tracking, and the excellence of the Sensor Web in ambient monitoring to realize efficient management and effective preservation of cultural relics. The proposed integrated framework and methods make it more qualified and suitable for use in modern museums than traditional singular technology-based systems.





5. Conclusions


RFID- and Sensor Web-related technologies have been one of the main enablers for smart applications in smart cities. They have shown great potential in solving cultural heritage-related problems. For example, they have been used to build a single smart space (S3) to improve users’ cultural experiences when visiting cultural heritage [30]. Nevertheless, the simultaneous smart management and preservation of cultural relics still remains a challenge. To help solve this problem, an RFID and Sensor Web-enabled system was designed and implemented. In this system, RFID technologies are adopted for contactless identification, easy and convenient registration and circulation-related management operations of cultural relics, reducing both the time required and errors that could be easily made by manual operations or barcode means. The Sensor Web is also adopted for real-time monitoring of the ambient context of cultural relics, preserving them from damage by physical and chemical factors. Together they record the static metadata (identities and virtual personalities), dynamic status and trace information of cultural relics. Collaboratively used RFID technologies, sensor technologies, and video surveillance technologies are taken advantage of to prevent loss of cultural relics with satisfactory effect. A pilot application in a real-world scenario—a museum located in the Yongding District (Longyan, Fujian Province, China)—successfully demonstrated the feasibility of the proposed system integrating RFID and Sensor Web in helping simultaneously solve the management and preservation problems associated with cultural relics.



Cultural relics are in essence assets. Therefore, the successful experience of adopting RFID and Sensor Web together for management and preservation of cultural relics can also be applied to other domains. For example, we can use RFID for apparatus identification with instructions for manipulation, Sensor Web for ambient monitoring of laboratories, and collaborative safeguard techniques for preservation of expensive apparatus.



Although the proposed system has been tested successfully and has shown its feasibility in efficient management and effective protection of cultural relics, there are still some limitations. For example, the ambient sensors used in our system collect only the ambient air temperature and humidity around cultural relics, which is not enough data for full ambient sensing and preservation. Moreover, while such parameters can be sensed, this system provides no way to adjust them, which leads to a human labor requirement for ambient condition adjustment. Therefore, improving the sensing capabilities and providing the system with ways to automatically adjust ambient context will be the focus of our future work to further improve the preservation of cultural relics, during which big data analysis methods can be taken advantage of. Yet another meaningful direction would be to take 3D indoor Geographical Information Systems (GIS) into consideration to provide better geo-location-based management, tracing and preservation of cultural relics. The further great picture would be that cultural relics are connected to each other, cooperate with each other and can “talk” with each other instantly, which will contribute to smarter and more interactive and alive museums.







Acknowledgments


This work was supported by grants from Project of Creative Research Groups of Natural Science Foundation of Hubei Province of China (2016CFA003), the National Nature Science Foundation of China (NSFC) Program (41301441), the National High Technology Research and Development Program of China (863 Program) (No. 2013AA01A608), the National Basic Research Program of China (973 Program) (No. 2011CB707101).




Author Contributions


Changjiang Xiao, Nengcheng Chen and Jianya Gong conceived and designed the main idea and experiments; Dandan Li, You Lv and Changjiang Xiao performed the experiments; Changjiang Xiao wrote the paper. All authors read and approved the final manuscript.




Conflicts of Interest


The authors declare no conflict of interest.




References


	1. 
Chianese, A.; Piccialli, F. Designing a Smart Museum: When Cultural Heritage Joins IoT. In Proceedings of the IEEE Eighth International Conference on Next Generation Mobile Apps, Services and Technologies, Oxford, UK, 10–12 September 2014; pp. 300–306.

	2. 
Khan, R.; Khan, S.U.; Zaheer, R.; Khan, S. Future internet: The internet of things architecture, possible applications and key challenges. In Proceedings of the IEEE 2012 10th International Conference on Frontiers of Information Technology (FIT), Islamabad, Pakistan, 17–19 December 2012; pp. 257–260.

	3. 
Miorandi, D.; Sicari, S.; De Pellegrini, F.; Chlamtac, I. Internet of things: Vision, applications and research challenges. Ad Hoc Netw. 2012, 10, 1497–1516. [Google Scholar] [CrossRef]

	4. 
Want, R. An introduction to RFID technology. IEEE Pervasive Comput. 2006, 5, 25–33. [Google Scholar] [CrossRef]

	5. 
Bröring, A.; Echterhoff, J.; Jirka, S.; Simonis, I.; Everding, T.; Stasch, C.; Liang, S.; Lemmens, R. New generation sensor web enablement. Sensors 2011, 11, 2652–2699. [Google Scholar] [CrossRef] [PubMed]

	6. 
Chen, N.; Xiao, C.; Pu, F.; Wang, X.; Wang, C.; Wang, Z.; Gong, J. Cyber-physical geographical information service-enabled control of diverse in-situ sensors. Sensors 2015, 15, 2565–2592. [Google Scholar] [CrossRef] [PubMed]

	7. 
Xiao, C.; Chen, N.; Wang, X.; Chen, Z. A semantic registry method using sensor metadata ontology to manage heterogeneous sensor information in the geospatial sensor web. ISPRS Int. J. Geo-Inf. 2016, 5, 63. [Google Scholar] [CrossRef]

	8. 
Vogt, H. Efficient object identification with passive RFID tags. In Proceedings of the International Conference on Pervasive Computing, Zurich, Switzerland, 26–28 August 2002; Springer: Berlin/Heidelberg, Germany, 2002; pp. 98–113. [Google Scholar]

	9. 
Hahnel, D.; Burgard, W.; Fox, D.; Fishkin, K.; Philipose, M. Mapping and localization with RFID technology. In Proceedings of the ICRA’04, International Conference on Robotics and Automation, 26 April–1 May 2004; pp. 1015–1020.

	10. 
Ni, L.M.; Liu, Y.; Lau, Y.C.; Patil, A.P. LANDMARC: Indoor location sensing using active RFID. Wirel. Netw. 2004, 10, 701–710. [Google Scholar] [CrossRef]

	11. 
Want, R. Enabling ubiquitous sensing with RFID. Computer 2004, 37, 84–86. [Google Scholar] [CrossRef]

	12. 
Smarttrack. RFID for Museums and Art Galleries. Available online: http://www.smarttrackrfid.com/benefits.html#fast-track (accessed on 24 November 2016).

	13. 
Southwest Solutions Group. Manage Your Museum Art Collection Inventory with RFID Tracking Software. Available online: http://www.southwestsolutions.com/museums/rfid-tracking-software-system-for-museum-art-collection-inventory-management (accessed on 24 November 2016).

	14. 
Lu, D.; Pan, Y. The impact of digital technologies on the exhibition of cultural heritages. In Digital Preservation for Heritages: Technologies and Applications; Springer: Berlin/Heidelberg, Germany, 2010; pp. 121–158. [Google Scholar]

	15. 
Chianese, A.; Marulli, F.; Moscato, V.; Piccialli, F. SmARTweet: A location-based smart application for exhibits and museums. In Proceedings of the 2013 International Conference on Signal-Image Technology & Internet-Based Systems (SITIS), Kyoto, Japan, 2–5 December 2013; pp. 408–415.

	16. 
Chianese, A.; Piccialli, F. Improving user experience of cultural environment through IoT: The beauty or the truth case study. In Intelligent Interactive Multimedia Systems and Services; Damiani, E., Howlett, J.R., Jain, C.L., Gallo, L., De Pietro, G., Eds.; Springer: Cham, Switzerland, 2015; pp. 11–20. [Google Scholar]

	17. 
Chianese, A.; Piccialli, F. A smart system to manage the context evolution in the cultural heritage domain. Comput. Electr. Eng. 2016, 55, 27–38. [Google Scholar] [CrossRef]

	18. 
Xing, T.; Xie, B.; Tang, Z.; Zheng, X.; Ren, L.; Chen, X.; Fang, D.; An, N. Who move the treasures: A RFID-based approach for the treasures. In Proceedings of the Ubiquitous Intelligence and Computing, 2014 IEEE 11th International Conference on and IEEE 11th International Conference on and Autonomic and Trusted Computing, and IEEE 14th International Conference on Scalable Computing and Communications and Its Associated Workshops (UTC-ATC-ScalCom), Bali, Indonesia, 9–12 December 2014; pp. 154–162.

	19. 
Bray, T. The Javascript Object Notation (Json) Data Interchange Format. Available online: https://tools.ietf.org/html/rfc7159 (accessed on 21 August 2016).

	20. 
Chen, J.; Sheng, H.; Li, C.; Xiong, Z. PSTG-based multi-label optimization for multi-target tracking. Comput. Vis. Image Underst. 2016, 144, 217–227. [Google Scholar] [CrossRef]

	21. 
Foundation, T.A.S. Apache Struts. Available online: https://struts.apache.org/ (accessed on 22 August 2016).

	22. 
Huo, Y.; Cui, Z.; Liu, T.; Zuo, X.; Wang, H. Design of Java EE-based remote health service system. In Proceedings of the 2014 Sixth International Conference on Intelligent Human-Machine Systems and Cybernetics (IHMSC), Hangzhou, China, 26–27 August 2014; pp. 339–342.

	23. 
Bootstrap. Available online: http://getbootstrap.com/ (accessed on 22 August 2016).

	24. 
De Volder, K. jQuery: A generic code browser with a declarative configuration language. In Proceedings of the International Symposium on Practical Aspects of Declarative Languages, Charleston, SC, USA, 9–10 January 2006; Springer: Berlin/Heidelberg, Germany, 2006; pp. 88–102. [Google Scholar]

	25. 
Bibeault, B.; Kats, Y. jQuery in Action; Dreamtech Press: New Delhi, India, 2008. [Google Scholar]

	26. 
Bacci, M.; Cucci, C.; Mencaglia, A.; Mignani, A. Innovative sensors for environmental monitoring in museums. Sensors 2008, 8, 1984–2005. [Google Scholar] [CrossRef] [PubMed]

	27. 
Garibotto, G. Multi-camera human re-identification for video security of museums. In Proceedings of the EVA 2010 Conference on Electronic Imaging & the Visual Arts, Firenze, Italy, 21–23 April 2010.

	28. 
D’Orazio, T.; Guaragnella, C. A survey of automatic event detection in multi-camera third generation surveillance systems. Int. J. Pattern Recognit. Artif. Intell. 2015, 29, 1555001. [Google Scholar] [CrossRef]

	29. 
Atzori, L.; Iera, A.; Morabito, G. The internet of things: A survey. Comput. Netw. 2010, 54, 2787–2805. [Google Scholar] [CrossRef]

	30. 
Chianese, A.; Piccialli, F.; Valente, I. Smart environments and cultural heritage: A novel approach to create intelligent cultural spaces. J. Locat. Based Serv. 2015, 9, 209–234. [Google Scholar] [CrossRef]













































© 2016 by the authors; licensee MDPI, Basel, Switzerland. This article is an open access article distributed under the terms and conditions of the Creative Commons Attribution (CC-BY) license (http://creativecommons.org/licenses/by/4.0/).







media/file26.jpg
18000
16000
14000
12000
10000
a000
6000
a000

average consuming time (ms)

2000

128

7945

11

75

256 s12
Volume of data written into each RFID tag(Byte)

1024

15030





media/file8.jpg





media/file27.png
average consuming time (ms)

18000

16000

14000

12000

10000

8000

6000

4000

2000

128

7945

4611

375

256 512
volume of data written into each RFID tag(Byte)

1024

15930





media/file13.png
= =
Attach tags Administrator
to cultural relics

S.can and input > Data
details of cultural relics <P

Excha nge
RFID

Reader

Incoming negistration Mobile

Terminal Information Management System

Scan and input
location of inventory

Scan and input
details of cultural relics

Out

Out stockroom registration





media/file31.png
< o o
(A) Aviauenb 21430919

852 858 9:01 9:03 9:05 9:06 9:08 9:09 9:10

8:50

time





media/file12.jpg
Q

- )

At tags Administrator
tocohunsireics
Scan sndioput Data
aetal of catura e
Exchange
Incoming fegistration Pl Mobile
i at Terminal Information Management ystem
sconandingit
acaton of ivenory
Sconand gt

et ofcatuaiels

Owt stockroom registration





media/file18.jpg





media/file9.png





media/file14.jpg
RFD reader periodicaly Amblentsensors collect Video cameras moritor exhbiion

reads 0s of pre-deployed environmental parameters region and culural relcs, and
a8 atached 1o culural (temperature, huidiy, vbration, detect Boromal behavior
rlics andplacement etc) pericdically continuallyin realtime

No

6 they exceed tho
preset threshold tha s
e for culurareics

Yes
b

Matchalarm rles{Rul 41,
Rule 2, Rule 13}

&b

ves
Y

No—————> —

e

¥

Notiysaffs
thoughsmis

2

Checkmanually
andhandiethe





media/file20.jpg
_

o 201500016 e s o w8
e, Chen Catirohy o 20 s e
i, YoogdogFofan ey 5 L o
[ — o o s iy

a0 Cama0150TI8 =

[ ssovwssn ]
e Sensog21T +

) -

@) (b)





media/file23.png
RFID Monitor

Y — o

Serial Port: COM3 v

Baud Rate:

115200 v

Sequence TagID

201500002
201500003
201500003
201500004
201500005

201500006
< | 1]

b B = T & ) B S ' I e

m

Sumn of Recognized RFIDs: 190
ID of RFID tag: 201500001

Customize ID of RFID Tag:

Contents in the Tag:

Open

¥rite ID

¥rite
Content

¥

' ExhibitionHatt:1

China Unicom ¢7% % oo A 40%ED 21:19

China Unicom EA o

0 G 2% 84% M) 15:19

| Wi

Relics Information:
Name: Chen Calligraphy
0150016
“Excavation Place: Yongding Fujian
Ambient Context Information:
\femperature: 24°C
Humidity:59%
Vibration:0 mm/s
Displacement:0 mm

Middle-hall

L\

Zoom Focus Aperture

(b)






media/file5.png
Museum
Museum_ID numeric(12,0) <pk>
Museum_Code varchar(15)
Address varchar(100)
Museum_Owner varchar(50)
Telephone varchar(20)
Museum_Name varchar(50)
Notes varchar(250)

Exhibition_Hall

Hall_ID

FK MuseumID

Sensor_Collection_Info

Info_ID numeric(12,0) <pk>

Sensor_ID numeric(12,0) <fk> Alert id numeric(12,0) <pk>
Value_ID numeric(12,0) Cultural_ID humeric(12,0) <fk>
Value varchar(30) Alert Lewel s

Datetime datetime T

Abnormal_Flag char(1)

Notes

Hall_name
Coordinate_X_Min
Coordinate_X_ Max
Coordinate_Y_MIn
Coordinate_Y_Max
Museum_ID

numeric(12,0) <pk>
varchar(50)
numeric(5,0)
numeric(5,0)
numeric(5,0)
numeric(5,0)
numeric(12,0) <fk>
varchar(250)

Alert_Message varchar(250)

Alert_Date

datetime

FK_HallID

Region

Region ID
Region_Name
Coordinate_X Min
Coordinate_X Max
Coordinate_Y_Min
Coordinate_Y_Max
Hall_ID

numeric(12,0) <pk>
varchar(50)
numeric(5,0)
numeric(5,0)
numeric(5,0)
numeric(5,0)
numeric(12,0) <fk>

FK RegionlID

Display_Flag char(1)

FK SensorID
Sensor
Sensor_ID numeric(12,0) <pk>

Sensor_Name
Sensor_Type

Coordinate_X
Coordinate_Y

varchar(50)
char(3)

numeric(5,0)
numeric(5,0)

FK SensorID

D

numeric(12,0) <pk>

FK CulturallD

Region_ID

1D numetric <pk>
Cultural_ID  numeric(12,0) <fk1>
Start_date datetime
End_date datetime

numeric(12,0) <fk2>

FK CulturallD

FK _CulturallD

Cultural_Name
Cultural_Type
Producing_Century
Producing_Area
Belong_Museum
Coordinate_X
Coordinate_Y

varchar(50)
char(3)
char(3)
varchar(250)
varchar(15)
numeric(5,0)
numeric(5,0)

State char(3)
State_Date datetime
Notes varchar(250)

!

FK CulturallD

Coordinate_X
Coordinate_Y

Camera
Camera 1D numeric(12,0) <pk>
Camera_Name  varchar(50)
Camera_Type char(3)

numeric(5,0)
numeric(5,0)

State char(3)
State_Date datetime
Belong_Museum varchar(15)
FK CameralD
D numeric(12.0) <pk>

aamera_ID numeric(12,0) <fk1>
Cultural_ID numeric(12,0) <tk2>

FK CulturallD

State char(3) Sensor_ID  numeric(12,0) <fk2>
State_Date datetime Cultural_ID numeric(12,0) <fk1>
Sensor_Description varchar(250) State char(3)
Belong_Museum  varchar(15) State_Date datetime
RFID varchar(30)
FK_SemnsorID
Sensor_Parameter Order_Type char(3)
D numeric(12,0) <pk> Operator_name varcha.r(50)
Sensor_ID numeric(12,0) <fk1> Opergtor_ID numgrlc(12,0)
Value_ID  numeric(12,0) <fk2> Datetime datetime
= ' Cultural_ID numeric(12,0) <tk1>
FK ValuelD ID numeric(12,0) <tk2>
=9 Museum_ID numeric(12,0)
‘ Pre_Museum_ID numeric(12,0)
Parameter_Pool Damage_Flag  char(1)
Value ID numeric(12,0) <pk> FK UserID
Value_Name varchar(50)
Value_Type char(3)
Lower_Threshold numeric(5,0) User
Uper_Threshold  numeric(5,0) D numeric(12.0) <pk>
Unit_Type char(3) NAME varchar(50)
LOGIN_NAME varchar(50)
PASSWORD varchar(30)
SEX char(1)
IDENTITY_CARD varchar(20)
BIRTHDAY date
Tel varchar(15)
E mail varchar(50)
IS_ADMIN char(1)

FK UserID

Ope
Ope

Ope

FK CulturallD

FK_P

rator_ID
rator_Name

Cultural_ID
Loss_Date
Loss_Museum_ID
Loss_Museum_Name

rate_Museum_|D

Operate_Museum_Name
Description

icturelD

Cultural_ID numeric(12,0) <tk>
State char(3)

FK CulturallD State_Date datetime
Belong_Museum varchar(15)
Current_Museum varchar(15)
Pre_Museum_ID numeric(12,0)
Damage_Flag char(1)
Damage_Description varchar(250)
Order_ID numeric(12,0)
Column_12 <Undefined>

Cultural_Relics_Picture

numeric(12,0)
varchar(50)
numeric(12,0) <fk2>
datetime
numeric(12,0)
varchar(50)
numeric(12,0)
varchar(50)
varchar(4000)

D
Cultural_ID
Picture_ID

Picture_Path
Plcture_Name
Upload_date

numeric(12,0) <pk>
numeric(12,0) <fk>
numeric(12,0)
varchar(100)
varchar(50)
datetime






media/file15.png
RFID reader periodically Ambient sensors collect Video cameras monitor exhibition

reads IDs of pre-deployed environmental parameters region and cultural relics, and
tags attached to cultural (temperature, humidity, vibration, detect abnormal behavior
relics and placement etc.) periodically continually in real time

o they exceed the
preset threshold that is
fe for cultural relics~

Do the IDs match
what are preset?

Is there any abnorma
behavior?

Yes

\ 4

Match alarm rules{Rule #1, _

- YCD

Rule #2, Rule #3}

Yes

Alarm

v

Notify staffs
though SMS

v

Check manually
and handle the
case





media/file19.png
- WD
i Bt

(b)

w £ ~ © g €5 y s . =
o S D
p——. a F - - o )
J ) -~ h op |
] y \ -
£ f = .
£ o N
I ' < !
- $ :
N 7 S 7 N
S 0
5 L L o
|7; -

o

- \ / vl

N _ 72
c

c = o © ~ S

nm ™ o~ - a.m - - . mm

(a)






media/file28.jpg
electric quantity (v)

35 945 947 9:50 9555 10:00 1005 10:0 10:27 1045 1100 11:30

time






media/file2.jpg
Sencor.

Ehibition

ehibitionTme.
- exhibiionPlace -

steacheatrin

i v Seatic_praperey
“ exhibitionlnfo

\ [}

Y

Froperty

Colrorsl Relie

LosTime

e Steachedsenzors
Dynaste_Property]
~time
\ ] - postion
© staus
Coners attachedComers \ -
B [ ———
- suneilancebata | etreplasiontato
Lowe Cireatation
~CreuionTime






media/file32.jpg
s oo~
(x) Rnuenb suape

15:00 1501 15:02 15:03

time






nav.xhtml


  sensors-17-00060


  
    		
      sensors-17-00060
    


  




  





media/file11.png
China Unicom [ B ¢ & 0 ® 2 "l 92%E5 14:53 : = [ -
T e & Cultural Relics Info  x
€ > C N [)202.114.118.60:9002/CulturalRelicsMngtSys/managesensor.html & =
L Parameter Management ~
User Management
8
Sensor Management
Camera Management A Search
Museum Management
Search:
Dictionary Management
YW 9 Belong
(f‘ \ ; Museum Status Datetime Description Operation
°/ G J App Version Management
— THTB Passive tempeérature Yongding Active  2015-12- It's a passive temperature and humidity
Online Monitoring HoIding Search e-Guide and humidity sensor Museum 21 sensing device, with measuring range of 5
ook il Delete
I y r@ Showing 1 to 1 of 1 entries
Relics Register Return Move In
1 1
Settle In Move Out
® Add a sensor B A
f
A S 0,0 Sensor Name
Damage Register Connection Setting
Sensor Type | Temperature Sensor ¥
l Ralona Musaum | Yanadinag Museum v M I

(a) (b)





media/file6.jpg
Interfaces






media/file24.jpg
4000

£ w0
Z a0
S 200
£ 2000
2 100
g
8 o
2 s
£ o
L
— o2 pyees

e e,

/\

3 10 2
1450 1821 1324
3257 732 3555

distance between the RFID reader and RFID tags (m)





media/file29.png
electric quantity (v)

9:35

9:45

9:47

9:50

9:55 10:00 10:05 10:10 10:27 10:45 11:00 11:30

time





media/file1.png
Application

RFID and Layer
Sensor Web- Middleware
enabled
Smart Communication wire d > L
Culural Layer communications 3,G I:
Relics A :
Management :
and
Preservation "
Context-Aware ‘ ((( B
Layer . S _
RF'D Temperature ~ Humidity Vibration " Video
Sensor Sensor Sensor Sensor

— Museum






media/file10.jpg





media/file7.png





media/file33.png
< o o
(A) Avauenb o3d9)9

15:00 15:01 15:02 15:03

time





media/file16.jpg
7 Buetoath
- ComparisnaiiDs

| Cultural Relics |
! Attached with RFID!
1

Wisess Daeo ! wied | upper |
Tags !

Communication | Reader| Communication | Computer





media/file3.png
- circulationType :

|
|
m [\_\‘
L 1Il - - -
RFID Exhibition Cultural Relics
Cultural Relics "D - exhibitionTime Managemgnt and
Preservation ' - exhibitionPlace Tracing
lll. Static_Property
/
! exhibitionInfo
Sensor attachedRFID l'\
ID : | ‘} Property
- sensoryData Cultural_Relics
- threshald attachedSensors
Dynamic_Property
- time
| Q - position
- status
Camera attachedCamera l"ull e
p Isl:l)lweillanceData ; (=} l,l circplationInfo
"l,
Loss Il!.ll Circulation
- LossTime : \ - circulationTime
\





media/file22.jpg





media/file17.png
| Cultural Relics |
| Attached with RFID!
Tags

D/, &
Bluetooth

Wireless
Communication

—RSZSZ/USB/...D

b ||

Ds TS

/

Comparison of IDs

RFID
Reader | Communication

Wired Upper

I |
I I
| Computer





media/file4.jpg





media/file30.jpg
electric quantity (v)

3 905 906 908 909 910
time






media/file25.png
4000

m
£ 3500
e 3000
=
2500
<
= 2000
2
% 1500
S
o 1000
Qo
© 500
)

% 0

e/ Bytes

e 1024 Bytes

3 10 20
1450 1821 1324
3257 3732 3555

distance between the RFID reader and RFID tags (m)





media/file0.jpg
Middievare

coitassowe RO T e K(((( IP

Layer
=) gty it

e

Communication W
Layer <o






media/file34.png





media/file21.png
China Unicom W \\ @ "/;‘.:\ I-Ill 87%|9) 14:40 China Unicom E 25 0 ’@ ‘? 3(:I|I 679[; 14:05

China Unicom {4

submit submit
rRrID: 201500016 Safe ranges:
; Temperature 20 45
Name: Chen Calligraphy P
. .. Humidity 30 70
Excavation Place: Yongding,Fujian
: Vibration 0 60
Category:  Calligraphy v
i 0 1))
Dynasty: ~ Contemporary 4 Displacement
ASSOCIATED CAMERA
Museum:  Yongding Museum v
Camera ID Cam20150718
Exhibition Hall: 1 4

ADD PHOTOS
ASSOCIATED SENSOR

Sensor Name Sensor0217

Type of Sensor  Integrated Sensor 4

Safe ranges:

Temperature 20 45

Humidity 30 70

(a)

<

Retumn Time:

Previous Sites

State: @ Normal

Return

2015-12-03 14:44

XiaMen Museum

Operator Viky

Notes

A
Not Normal

TAGID: 201511112

Name: Plaque of Song Dynasty
TAGID: 201511113

Name: Qing Clay Pot

TAGID: 201511114

Name: Blue Bottle

(b)





