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Abstract: Smart homes can improve the quality of life and be implemented by Internet of Things (IoT)
technologies. However, security is a very important issue in smart homes. For this reason, we propose
a secrecy transmission protocol for primary user (PU) by selecting friendly jammer in cognitive IoT
model. In particular, a secondary transmitter (ST) is selected to transmit secondary signals by the PU’s
frequency spectrum, while another ST is chosen to transmit artificial noise to protect the transmission
confidentiality of the PU against eavesdropping. Moreover, two selection schemes are presented
to confirm the former and the latter ST, and the goal is to optimize the secondary transmission
performance and the primary security performance, respectively. For the non-security model and
the proposed protocol, we derive the closed-form expressions of the intercept probability and the
outage probability for the PU. We also obtain the closed-form expression of outage probability for the
secondary user. The numerical results show that the security performance of the PU is significantly
enhanced in our protocol compared to the non-security model. In addition, the outage performance
of the secondary users is also improved in high secondary transmit SNR region.

Keywords: aided opportunistic jamming; artificial noise; cognitive Internet of things; intercept
probability; physical layer security

1. Introduction

The Internet of Things (IoT) is an emerging wireless application [1] and has many applications [2,3].
Many techniques for IoT have arisen in recent years such as adaptive monitoring techniques [4-6].
Moreover, IoT technologies can implement smart homes, which can improve the quality of life.
However, the security and privacy problems are very important in smart homes [7] and have received
significant interest [8-12]. Furthermore, combining cognitive radio technique and IoT, Cognitive
Internet of Things (CIoT) is proposed, which is an enhanced IoT paradigm. However, the available
bandwidth for IoT is very limited. Thus, the spectrum efficiency is a key issue for IoT design [13,14].
To improve the utilization efficiency of radio spectrum, Cognitive Radio (CR) [15] is a promising
technology [16]. In Cognitive Radio Networks (CRN), unlicensed users opportunistically access to the
licensed spectrum band [17]. Furthermore, unlicensed users cannot harm the performance of primary
users. However, since the spectrum access is dynamic and the communication mode is broadcast
communication in wireless communication, any unlicensed users and eavesdroppers can have access
to the shared spectrum. Therefore, the eavesdroppers readily overhear any active transmissions over
wireless networks. However, cognitive radio technology also introduces some new security threats,
e.g., using the shared spectrum by selfish behavior, reporting false sensing information, etc. Therefore,
ensuring security is a key issue in CloT.
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To ensure security, physical-layer security technology is an effective confidentially protection
mechanism [18-22]. In Ref. [23], when the wiretap channel condition between a source node and an
eavesdropper node is worse than the channel condition between the source node and the destination
node, the source node can successfully communicate with the destination node in perfect secrecy.
Ref. [22] emphasized that both the primary users (PUs) and secondary users (SUs) must be defended
from eavesdropping in cognitive networks. Specifically, it is legitimate that the SUs are allowed to
access the primary spectrum by cooperating with the PUs, where the SUs act as a relay or a friendly
jammer to elevate the PU’s secrecy [24]. Some studies [25,26] reveal that resource allocation is
an efficient approach to ensure the PU’s security requirement while achieving good transmission
performance for the SUs who cooperate with the PUs. In addition, both the secure communications for
PUs and SUs are considered in Ref. [25]. In contrast, Refs. [27-29] studied some transmission schemes
to maximize secrecy rate or to minimize secrecy outage probability for the SUs in the underlay cognitive
models, respectively. In addition, the user selection in cooperative transmission is also an efficient
method to enhance the security performance for communication systems due to the multiuser gain.
The security enhanced technologies of the SUs is investigated with the user selection in Refs. [21,30,31].
However, transmission protocols for improving the secrecy performance of the PUs are barely known.
How to design the transmission protocol for protecting the PU’s security requirement remains a crucial
issue in cognitive Internet of things model, where home terminal-to-terminal communication coexists
with uplink or downlink of the femtocell station.

To improve the primary secrecy performance and secondary outage performance, we employ
cooperative jammer and multi-user diversity technology in this paper. Namely, artificial noise is
transmitted by selecting a secondary transmitter (ST), which can improve the outage performance of
the primary system. Moreover, an ST has access to the primary spectrum if it can improve the outage
performance of the secondary performance and satisfy the interference threshold. To encourage the
secondary transmitter to act as a friendly jammer, the interference threshold for secondary system is
relaxed by primary system in this paper. The main contributions are summarized as follows:

e  We propose a ST cooperative transmission protocol by selecting jammer, which transmits
an artificial noise to disturb the eavesdropper.

*  We propose a selection scheme to determine the friendly jammer and secondary signal transmitter.
The ST, which can provide the smallest intercept probability, is chosen as the friendly jammer to
transmit artificial noise.

*  We derive the closed-form expressions of the intercept probability and the outage probability
for the primary system over Rayleigh fading channels, respectively. We also derive the outage
probability of the secondary user over Rayleigh channels.

The remainder of the paper is organized as follows. The system model of cooperative jammer
selection for primary systems is provided in Section 2. Section 3 analyzes the performances of
transmission and security for our proposed protocol. Section 4 provides numerical simulations for the
proposed protocol. Section 5 concludes this paper.

Notations: The channels coefficients over links PS — PD, PS — SR, PS — E, ST; — PD, ST; — SR,
ST, — E, and ST; — E are denoted by hp, hps, hpg, hs;p, hs,, hs,, and hs g, respectively. Rp denotes
the minimum rate of transmission for primary systems. We also use Rg to denote the minimum rate
of transmission for secondary systems. The transmit power of ST and PT are denoted by Pp and P,
respectively. The expectation of a variable X is denoted by E[X]. The probability of a variable X is
denoted by Pr{X}.

2. The System Models and the Selection Schemes for STs

In this section, we propose a ST cooperative transmission protocol and a selection scheme to
determine the friendly jammer and secondary transmitter. Figure 1b shows The system configuration of
our protocols. The system model comprises a primary pair (PS-PD), an eavesdropper (E), a secondary
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receiver (SR) and K secondary transmitters ST;, where i € I, I = {1,...,K}. In this transmission
models, one secondary user is selected as a friendly jammer to interfere with eavesdropping at
first, which is denoted by ST,, 0 € I. The other one has access to the licensed spectrum if the
secondary transmission cannot cause an outage over link (PS—PD), which is denoted by ST;,i € I and
i # 0. However, the transmitted information of primary users can be overheard by the eavesdropper.
To prevent eavesdropping, ST, transmits the artificial noise to interfere the eavesdropper. In the
proposed model, PD and SR know the information of the artificial noise and the eavesdropper does
not know the information. Therefore, PD and SR will not be affected by the artificial noise, which
may disturb the eavesdropper. In the proposed protocol, on the one hand, ST,, which provides the
most optimal security performance, is selected as a cooperative jammer. On the other hand, if the
best outage performance of the secondary system is achieved by selecting a secondary user ST;, and
the interference threshold of the primary system is satisfied for the secondary user ST;, then ST; has
access to the licensed spectrum. Furthermore, we study two criterions, which are used to select the
cooperative jammer and secondary information transmitter, respectively. In addition, we assume that
hy ~ CN(O, (75), where v € {P,PS;,PE,S;P,S;,S,E,S;E}. We also assume that noises are Additive
White Gaussian Noise (AWGN) with zero mean and variance Nj.

(a) The conventional model (b) The proposed model

Expectation signal ~ Eavesdropping signal  Interference signal Artificial noise

Figure 1. The system models.

2.1. The System Model Based on the Security Enhancement Approach by Friendly Jammer Selection

To ensure the Quality of Service (QoS) of the primary system, the interference to primary users
caused by secondary users must be less than a given threshold (i.e., the interference threshold is
satisfied by secondary users). The secondary users have access to the licensed spectrum if they satisfy
the above condition. A collection of the secondary transmitters is expressed as S, in which all STs
can meet the interference threshold. The transmission process of the proposed protocol is illustrated
as follows.

When S = @, the primary signals are transmitted by PS, the artificial noise is transmitted by
ST,, but the secondary transmission is interrupted and SR does not work. PD can eliminate perfectly
the artificial noise, which leads to a serious threat to the correct reception of the primary signals at E.
Thus, the received signals at PD and E in this case are given by

Y52 (t) = /Pohpxp (1) +np (1), )
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and
=/ Pphpgxp (t) 4+ \/ Pshs gxn (t) +ng (t), )

where xp (t) and x, (t) represent the primary signal and the artificial noise, respectively. Furthermore,
normalizing, E[|xp (t) |?] = 1 and E[|xn (t) |*] = 1. np (t) and ng (t) denote the noises at PS and E,
respectively. Hence, the instantaneous capacities of the channel PS — PD and the channel PS — E are
given by

C5=2 = log, (1 + Polhp[2/No) 3)
and | |2
_ Polh
52 _ 1o (1+PPE). 4
E 82 Ps|hs,|? + No @)

When S # @, denoting S = S; and having S € {@} U S}, the primary signals, secondary signals
and artificial noise are transmitted by PS, ST; and ST,, respectively, in the same spectrum band,
where ST; € 5;,ST, € S;and ! = 1,2,...,2K"1 — 1. In this case, mutual interferences are aroused
between the primary and secondary users. The artificial noise is eliminated perfectly at PD and SR,
but leads a serious threat to the correct reception of the primary signals at E. Thus, the received signals
at PD, SR and E are given by

S S (t) = /Pphpxp (t) + v Pshgpxs (t) +np (), )
S () = v/ Pshg,xs (t) 4 /Pphpsxp (t) 4 ns (t), (6)

and
S SU(t) = /Pphpgxp () + v/ Pshs gxn (t) + /Pshsgxs (t) +ng (t), ()

where xg (t) is the secondary signal and ng (t) denotes the noise at SR. Moreover, we assume that
E[|xs () |?] = 1. Hence, the capacities of the channels PS — PD, ST; — SR, and PS — E are given by

- Pp|hp?
CS St — lo (1 +—_— 8
P 52 Ps|hs;p|? + No ®)
_ Ps|hs, |2
S=5 s |hs
C2 "o 1+ —7—-—+77"F"-—1, 9
5 &2 ( PP|hPS|2+N0> ©)
and | |2
5=5 Pp|hpg
C: ' =1lo (1 + ) 10
E 52 Ps|hs,E|? + Ps|hs;g|> 4+ No {10)

where 0,i € I and i # 0. The number of elements in set S; is denoted by L — 1. It is easy to know

= {1|Cp > Rp,i € 1,i 7'5 O}, S-l = {Z|Cp < Rp,i € 1,i 7& 0} and Sl U 51 = {STl'|i e i ;é O}.
Hence, if Cp > Cg, then the physical-layer secrecy is obtained. If Cp < Cg, the secrecy intercept
event happens. Its definition refers to [32]. Hence, in wireless systems, the physical-layer security
is measured by its probability. Two selection criteria of ST, and ST; are described in detail in the
next subsection.

2.2. The Selection Schemes for ST, and ST;

In the multi-users underlay cognitive model, the primary security performance, and the
primary and secondary transmission performances are the three most important indicators in system
performance analysis. Moreover, the security performance of primary users can be improved effectively
since a secondary user acts as a friendly jammer to interfere eavesdropping. By choosing a suitable user
as the friendly jammer will further enhance the primary security performance. To optimize the primary
physical-layer security performance, a secondary transmitter is selected to serve as a cooperative
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jammer, we use ST, to denote the secondary transmitter, which can provide the most optimal security
for the primary. Thus, the selection criteria of ST, can be written as

—arg min Pr{C3™® < Cy @} =arg max |hsg|?, 11
J gje{l,...,K} {P E } gje{le}| S]E| (11)

where C5~? and C3~? are calculated by Equations (3) and (4), respectively. In addition, the secondary
transmission performance is significantly improved by cooperative rewards that some primary
spectrum is released or the value of interference threshold is relaxed for secondary transmission.
However, different secondary transmitters have different transmission efficiencies. To maximize
the secondary transmission performance, a secondary transmitter is denoted by ST; that satisfies
the interference threshold. Moreover, ST; has access to the licensed spectrum if the optimal outage
performance of the secondary system is obtained by ST;. The selection criteria for ST; can be written as
S=5,

ST; = arg SrTnierS\[ Pr {ngs’ < RS} = arg Srga;)g(] Cs 7, (12)

where ngs’ is calculated by Equation (9). Therefore, we focus on the selection of the secondary,
which can have access to the primary spectrum and can be the cooperative jammer.

2.3. The Conventional Non-Security Model

As shown in Figure 1a, the system model of the conventional non-security management protocol
comprise of a primary pair (PS-PD), an eavesdropper (E), a secondary receiver (SR) and K secondary
transmitters ST; (1, ..., K). This conventional model is a typical cognitive underlay system, where STs
can have access to the primary spectrum and need to satisfy the interference threshold settled by
primary system. Compared with the conventional model, we can see that the received signals at PD
and SR and the corresponding instantaneous capacities are identical. In contrast, the received signals
at E and the corresponding instantaneous capacities are different. Thus, if SC€ = @, the received signals
at E and the corresponding instantaneous capacities are given by

yE (t) = v/Pohpexe () + ng (1) (13)
and
Cga):ngO+J%MmF/MO. (14)

If the secondary signal is transmitted over primary spectrum (namely, S¢ = @), the received
signals at E and the corresponding instantaneous capacities are given by

YE (t) = /Pphpgxp (t) + \/Pshsgxs (t) + ng (t) (15)

and

PP‘hPE|2 ) ) (16)

CS = log, (1 + —PIPE
E g2< Ps|hse|? + No

3. Performance Analysis

3.1. The Primary Outage Probability for the Proposed Protocols

We use Qp to denote an event, which represents an occurrence of outage of the channel PS — PD.
Hence, if CIS):Q) < Rp or CIS)#Q) < Rp, the event Qp occurs. Obviously, the secondary transmission may
make the event happen when S # @. Thus, we obtain
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2K-1_1
Pout = Pr{S = @} Pr{Qp|S =0} + Y. Pr{S=5}Pr{Qp|S =5} (17)
I=1

and

Pr{S =@} ﬁ Pr{Cp < Rp} ﬁ Pr{ Pelle” oy 1} (18)

=0y = p < Rpy= CRTRRFIENA —1¢,
i=1,i%0 i—1izo  \Pslhspl*+ No
where C3=? is given by Equation (3). Since |hp|? and |hgp|* are ii.d. exponential distribution with

parameters 1/0% and 1/ ‘Tsz,va respectively, letting X; = |hp|? and X, = |hgp|?, Equation (18) can be
rewritten as

Pr{S =} ﬁ Pr{Cp < Rp} ﬁ Pr{ P Xy }
i=1,i%0 ic1izo (PsX2+No
15[ /°° /PP(P5X2+N0)/PP 1 ;1 drd
= —ePdxydx
i=1,i#o 0 0% 1 (19)
PPNo
= ﬁ opPpe T
i=1,i#0 (TPPP+pPPSJSP
Furthermore, Pr{Qp|S = @} and Pr{S = S;} can be calculated as follows:
_pPNg
Pr{Qp|S = @} = Pr{log, (1+ Polhp[2) < Rp}p =1—e¢ "% 20)
and
Pr{S=5}=]]Pr{Cp <Rp} ][ Pr{Cp > Rp}
i€s, j€s,
2 _PpNo 2 _PpNo (21)
:H 1_%6 Ppog %e PP"IZ’,
ics, opPp + ppPsog p jes, 0pPp + ppPs0sp

where pp = 2RP — 1. According to the definition of the set S;, we can see that Pr{Qp|S = S;} equals
to zero in OSTS and OCJS. Thus, the expression of the outage probability for the primary system is
obtained by substituting Equations (19)-(21) and Pr{Qp|S = S;} = 0 into Equation (17).

3.2. The Outage Probability of the Secondary System

We use ()g to denote an event, which represents an occurrence of outage of the channel ST — SR.
If Cg =5 < Rg, then the event (g occurs. Therefore, we have

2K-1_1
Sout =Pr{S=0}Pr{Qg|S=0}+ ) Pr{S=5}Pr{Qs|S=257} (22)
=1

and os
Pr{Qg|S =5, = in Pr{C2~"' <R
r { Q| 1} Jnin r{ s ' < s}

= Pr< max M<2R5—1
sT,es; Pplhps|? + No (23)

Pt Ps|hs.|?
=[1Pr 5|725'|<2RS—1 :
Pl Pp|hps|> + No
Furthermore, |hg,|* and |/ips|? are i.i.d. exponential distribution with parameters 1/ aéi and 1/02g,
respectively. Let Z; = |hg |? and Z, = |hps|?, thus Equation (23) can be rewritten as
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Pr{Q|5—5}—L]"[_1Pr{PSZl< }
Slo =~y = 1 PrZy + Ny Ps

1
Z Z]
L-1 oo 1 —2= rps(Ppzi+No)/Ps 1 — 2
SUE
0 0

> —e %i dz1dzy
i=1 70 Ops, s, (24)
_ psNzo
Pgo;
il UZVPS + Pst(T2 ,
i=1 S; PS;

where ps = 2Rs — 1. We can see that Pr{)s|S = @} = 1. Thus, the expression of the outage probability
of the secondary system is obtained by substituting Equations (19), (21), (24) and Pr{Qg|S =@} =1
into Equation (22).

3.3. The Intercept Probability of the Primary Transmission

The secrecy intercept event for the primary system is denoted by ()i;. Hence, the intercept
probability of the primary transmission is equal to the probability of the event (), occurrence [33].
In addition, the secrecy intercept event occurs when C5=% < C3=2 or CI‘E#@ < Cg#@. Obviously,
the event Oyt occurs only when S # @. Therefore, we obtain

2k
Pint =Pr{S =@} Pr{Qine|S =@} + Y  Pr{S=5}Pr{Qin|S=5}. (25)
=1

Moreover, |hpg|?, |hs.g|* and |hs,g|* are exponential variables with parameters 1/03;, 1/ (rgiE
and 1/ aéoE, respectively. Let X3 = |hSiE\2, X3 = |hs,g|*> and Xy = |hpg/®. Thus, when S = @,
the conditional intercept probability Pr{n|S = @} and Pr{Qiyt|S = S;} can be derived as

Pr{Qin|S =0} = Pr{

hpE|
= Pr{ |hp|* < L
H r{l "< Ps |hs,g]? + No/Ps (26)

oe{l,...
Ny Xy }
Ps X3+ No/Ps

Pelhp[? _ Pp|hpg|*
No Ps - maxoe (1, k} |hs,el* + No

H Pr {Xl < =
0€{1,...K}

and 5=§ 5=§
Pr{Qin|S = 5} = Oe?llinK} Pr {CP_ P< Gy ’}

P

:Pr{Cg S < min CS Sl}

0e{1,...K}
K
5=5 5=5
ZHPT{CP Z<CE I} (27)
o=
o Pr{ Pp|hp|? - Pp|hpg|? }
oui UPslhsp[?+No  Ps|hsg|* + Ps|hs,el* + No

ﬁ{ X; Xy }
o1 Xp + No/Ps X3+X3+N0/Ps '

Let X, = Xo 4+ No/Ps, X3 = X3+ X3+ No/DPs, Y1 = X1/Xp, Yo = X4/X3,and Y3 = X4/ (X3 +
Ny/Ps). Following Equations (Al) and (A9) in Appendix A, the probability density of random
variables Y7, Y, and Y3 can be written as follows:
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o /ey Mo/ (Pecdp) | N
Yl _1/1 = ! 5 + 5 5 e Sop
o5/ 08 p +
(‘712)/‘751-1) + y1) p/I5p T Y1 28)
e ﬂl 5 _I_ albl e_blyll
(611 + yl) ap + bl
_ Noyzz
frr (v2) ! No/ (Psofp) | opge "
Y, \Y2) = 2 2 2 ) 2
5./ 0% &+ 0% — 02
(UI%E /0% + yz) pE/ 05,5 T Y2 S,E 95K 29)
=C 1 5 —+ b2 eihzyz,
(a2 + ]/2) a + 2
and
02 /02 NO/ Psg'é E _ Noys
frs (vs) = 2 PEz = 2+ 2./ ((72 %:123 e M
(UPE/ o5 g+ yg) PE/ YS,E (30)

as ﬂ3b3 —b
_|_ e 3}/3/
((%ers)z “3+b3>

where a7 = 012)/0311,, b1 = NO/PSUP, ay = az = O'PE/O'S b =b3 =N /Pso'PE, c= O'S E/(U'S E ‘752115)'
By using the equalities in Equations (28)—(30), Equations (26) and (27) can be rewritten, respectively,

as follows:
Pr{Qin|S=0}= ] Pr{Xi<(No/Ps)Ys}
0e{l,...K}

No -
o as asbs b g 1
= ]I + e~ 3y / —e bdxdys (31)
0e{l, . K} /0 < (a3 + ]/3)2 az + b3> 0 (71%
=— J] asbre™ " IEi (—a5 (b1 +b3))
oe{1,...K}
and
K
Pr{QinS =5} = [TPr{v1 < Yo}
o=1
o Yy
= H/ ¢ +cbz (2 +2a2) —bzyz/ 2 m + b (1 ;—al)e_blyldyldyz
0 (y2 + a2) 0 (y1 +a1) (32)
K _
~T1 (C ~ maze (1+a1hy azbl)e“Z(bﬁbZ)Ei (—az (b1 + b))
2
o=1 (a1 — az)
o 2 (1¥ aba ~0102) o400 (g, (g 4 by)) — 1)
(ﬂl — {12) ay —az
where Fi(x f o X loYdy = r+ In(—x) + Yo k’_‘—;, x < 0, r is the Euler’s constant. Therefore,

the 1ntercept probability of the primary system in proposed protocol is obtained by substituting
Equations (19), (21), (31) and (32) into Equation (25).

3.4. The Outage and Intercept Probability for the Conventional No-Security Protocol

Similar to the performance analysis for the proposed protocols, the primary and secondary outage
probability and the primary intercept probability are calculated, respectively, as follows:

PGt = Pr{sC = 0} Pr {0p|s = @} +2Kipr{sc =5} pr{oplsC =5}, (33)

=1
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2K_1

Sout—Pr{S @} Pr{Qs\sC }+ 2 Pr{ }Pr{ns|sc } (34)
and .
pC, = Pr{sC - @} Pr {Qim|sC = @} + l; Pr{sC - Sl}Pr{Qint|SC = sl}. (35)

We can see that Pr{Qs|S¢ = @} = 1, Pr{Qp|S¢ = S;} = 1. To encourage STs to aid the
transmission of artificial noise, we set Rp, > Rp. Therefore, we also have

rpy No

K K O_ZPP _ 5
PriSC =@t =]Pr{CS <Rp, } = 1— P e o |, (36)
{ } E { g 0} g o Pe + ppy Psod p
Pr{sC =5} =[] Pr{cf <R} [TPr{Cf > R, }
i3, jes
pp,No
= H 1- U%PP e Pl?"I%
i, o3Pp + ,BPPOPSU'ép (37)
2 _ PpyNo
x[T|1- 5 op PP e L
_PpyNo
Pr{QP\sC - @} _ Pr{logz (1 +Pp|hp|2/N0) < Rpo} —1—¢ "%, (38)

L L U%PS *[pffo
Pr{0s[s¢ =8} =TTPr{c§ <R} =] (1~ 5 sye “% |, (39)
i=1

2
i1 s, Pp + pSPPUPS,

Pr {Qint|SC = @} =Pr {Pp|l’lp|2/N0 < PpthE|2/N0} =Pr {X1 < X4}

TE I
= P —e PdXxqdxy
‘TPE o3 (40)

7P
op + opg

Pr{ Ol S€ = 51} = Pr{c§ < cf}

:P{ Pplhp|? Ppg|ip|? }
Ps|h50p|2+No P5|h50E|2+N0

+ C]El( aq (b] + bz))

(41)
—1-

ar —
+ cEi (—a (b1+b2)) f2(b1tb2)

where PPy = 2RP0 -1, dy = O'I%E/O'éiE, 1 = ,B[llﬁz(l + ﬁsz — ﬁalbz)/(ﬁQ - ‘3611)2 and Cr = ‘Balﬁz(ﬁle —

ﬁalbl — 1)/(&2 — ﬁal)z.
4. Numerical Results

The simulation results of the proposed protocols are provided in this section. The systems
comprise a primary pair (PS-PD), an eavesdropper (E), a secondary receiver (SR) and K secondary
transmitters ST; (i = 1, ..., K). Since the secondary user can serve as cooperative jammer, the primary
user relaxes the interference threshold in return, which decreases the minimum achievable rate of
primary user Rp. Thus, we set Rp = 1.5 Bit/s/Hz and Rp = 1 Bit/s/Hz in the conventional model
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and the proposed model, respectively. If the parameters are not specified, the simulation parameters
are settled as follow: Rg = 1 Bit/s/Hz; r; = 101g(Pp/Ny) = 10 dB is the average transmit SNR of the
primary user. In addition, 03 = 0%, = 03 = 03z = 1, U%DE =3, aéiE =1/5and 03 = 4.

The outage probabilities of the primary user versus r, in the conventional model and the proposed
model are shown as Figure 2, where r, = 101g(Ps/Np). The special parameter is the number of STs,
which is fixed as K = 3;4;9. In Figure 2, the outage probability of primary system increases with
increase of the secondary SNR. In the same protocol, the primary outage probability decreases with
increase of the number of secondary users. This is because the diversity gain increases with increase
of the number of secondary users. Furthermore, the outage probability of primary system in our
proposed protocol is less than the conventional protocol, which is because that the secondary user is
encouraged to serve as friendly jammer, which decreases the interference threshold.

0.16 T T T

—— K=3 in proposed protocol
0.14—| —©— K=3in conventional protocol | —————+—————— —4
—*— K=4 in proposed protocol :
| —* K=4in conventional protocol
K=9 in proposed protocol

K=9 in conventional protocol ) S

o

[

N
T

©
=

The outage probability of primary

0 5 10 15 20
The average transmit SNR of secondary (dB)

Figure 2. The outage probabilities of primary users versus r, with different K values.

The outage probabilities of the secondary user versus r are shown in Figure 3, which is generated
by using the same parameters as those in Figure 2. In Figure 3, in the same protocol, the secondary
outage performances are improved when the number of STs becomes larger. Moreover, the outage
probabilities of secondary decrease firstly, and increase with the increase of the average SNR for
secondary in the two protocols. Furthermore, the increasing trend is due to that the interference
threshold is always not satisfied by secondary user when the SNR of the secondary user is too
large. In the small secondary average SNR range, the outage performance of secondary users in the
conventional model is better than the performance in the proposed protocol. This performance
is mainly determined by the multi-user diversity gain. In this case, the proposed protocol has
a lower multi-user diversity gain than the conventional model due to one secondary transmitter
acting as the cooperative jammer. In contrast, the proposed protocol can provide a better secondary
outage performance in the high secondary average SNR range because the primary user relaxes the
interference threshold.

Figure 4 is generated using the same parameters as those in Figure 2, which shows the intercept
probabilities of the primary versus rp with different number of STs. In Figure 4, the primary security
performance is improved significantly in the proposed protocol and is improved slightly in the
conventional model as the number of STs becomes larger due to the multi-user diversity gain.
Moreover, compared with the conventional protocol, our protocol can provide better primary security
performance. The intercept probabilities of the primary system decrease with the increase of r, in
the proposed protocol because the interference from ST to eavesdropper increases with the increase
of r,. However, the intercept probabilities of the primary system decrease firstly and increase with
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the increase of r, in the conventional protocol. In the small value range of rp, the interference
threshold is always satisfied, but the interference from ST to eavesdropper increases with the increase
of r, which causes the decreasing phenomenon. In the large value range of r,, the interference
threshold is hard to satisfy. Thus, the access probability of the secondary transmission decreases and
the interference from ST to eavesdropper is reduced with the increase of r;. This is the cause of the
latter increasing phenomenon. These numerical results can also be found in Figures 5-7.

09 T T T
—+— K=3 in proposed protocol
0.8~ —— K=3in conventional protocol
—*— K=4 in proposed protocol
0.7~ | —* K=4inconventional protocol
K=9 in proposed protocol
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Figure 3. The outage probability of secondary system versus r; in the two protocols with different
K values.
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Figure 4. The intercept probabilities of primary users versus r, with different K values.

The intercept probabilities of primary users versus r, with different values of 0Z; are shown
in Figure 5. Namely, the special parameter is the channel coefficient 03, which equals 3, 3.5 or 4.
As described in Figure 5, the primary security performance is improved significantly in the proposed
protocol and is improved slightly in the conventional model as the value of ¢3; becomes larger.
Compared with the conventional protocol, our protocol can provide the better primary security
performance because the larger value of UgoE represents the better channel conditions for links
ST, — E. In other words, the interference from ST, to eavesdropper increases with the increase of
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(TéoE. In addition, the interference to eavesdropper from ST, is greater than that from ST;. In proposed
protocol, both ST, and ST; interfere with the eavesdropping. However, the interference to eavesdropper
just comes from ST; in the conventional model and the probability that 7 is equal to 0 is 1/K.

> 0.4
g —— SéoE:B in proposed protocol
‘= 0.35 M
& —e— 32 _=3in conventional protocol
o SoE
E 0.3 —+—52 _=35in proposed protocol
5 SoE
2 _ . .
—5 o_zsq\ —A— SSoE—S.S in conventional protocol -
o
o 2 _,
§ 02 SSOE—4 in proposed protocol
= 2 _- .
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o °©
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J
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4
/
¢
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(=}
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The average transmit SNR of secondary (dB)

o
(&}

Figure 5. The intercept probabilities of primary users versus r, with different 0'§E values.

The intercept probabilities of primary users versus r, with different values of o3 as shown in
Figure 6. Namely, the special parameter is the channel coefficient o3, which equals to 1.2, 1 or 0.8.
In Figure 6, a smaller value of 03 can lead to a good primary security performance in the same protocol
because a larger value of U%E represents the better channel conditions for links PS — E. In other words,
the instantaneous capacity of PS — E increases with the increase of ¢3;. In the proposed protocol with
the larger values of oy, the primary security performance is enhanced significantly in small value
range of 7, and is enhanced slightly in large value range of r,. Compared to the conventional protocol,
the proposed protocol can provide the better primary security performance. These numerical results
are consistent with those in Figures 4 and 5.

The intercept probabilities of primary users versus r, with different values of r; are shown in
Figure 7. Namely, the special parameter is the average SNR of the primary user, which is set as
r1 = 101g(Pp/Np) = 5, 10 or 15 dB. In Figure 7, the primary security performance in the proposed
protocol is improved as the value of ; becomes larger. On the contrary, the primary security
performance in the conventional model is reduced as the value of r; becomes larger. The valid
primary information received by eavesdropper and the interference to eavesdropper are the two main
factors related to the security performance of primary system. The more valid primary information
is received by the eavesdropper, the worse is primary security performance achieved, and the more
interference to he eavesdropper, the greater is primary security performance achieved. In the proposed
protocol, the smaller value of r; causes the less valid primary information received at eavesdropper,
so the smaller intercept probability of the primary system is obtained. In the conventional model,
the interference threshold is hard to satisfy with the smaller r; and the interference caused by ST; to
eavesdropper is very little, so the larger intercept probability of the primary system is obtained. All of
the above numerical results are consistent with the theoretical results in Section 3.
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Figure 6. The intercept probabilities of primary users versus r, with different U%E values.
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Figure 7. The intercept probabilities of primary users versus r, with different r; values.

5. Conclusions

In this paper, we have investigated the physical-layer security for a cognitive Internet of things
model, which is composed of a primary pair (PS-PD), a secondary receiver (SR), K secondary
transmitters and an eavesdropper. To protect the information of primary users against eavesdropping,
we have proposed the ST cooperative jammer selection transmission protocol. In return, for the
cooperation of ST,, interference threshold for secondary user is relaxed by the primary system
compared with the non-security management model. When this interference threshold is satisfied
and the best outage performance of secondary users is obtained by selecting ST;, then the secondary
user ST; has access to the licensed spectrum. Due to the cooperation of ST,, the security performance
of primary users are enhanced. Due to the cooperation of ST, and the selection of ST, the outage
performance of secondary users are enhanced in high secondary transmit SNR region. Furthermore,
the intercept probability and outage probability of the primary system have been derived. The outage
probability of the secondary system has also been obtained. For comparison purposes, the conventional
non-security management was also investigated as a baseline. The numerical results have shown
that our protocol has better primary secrecy performance than the non-security management model.
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In addition, the proposed protocol also has better secondary and primary transmission performance
than the conventional model.
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Appendix A

Let X1, X», X3 and X4 be exponentially variables with parameters 1/02, 1/ Uéip, 1/ ‘TSZUE' 1/ USZI,E
and 1/0’1%]_3, respectively. Let Xz = Xo + Ny/Ps, )?3 = X3+ 5\(3 + No/Ps, Y1 = Xl/f{z, Y, = X4/)~{3,
and Y3 = X3/ (X3 + Ny/Ps). Since

FXZ (fz) = PI‘{XZ < sz} = PI‘{Xz < Xy — No/Ps}

- _ %2 No _ %
2=No/Ps 1 3 p PsiSp 3p (AD)
= ——e SiPdxy, =1—e "5 it
0 o2
S.p
we have N i
0 X2
1 p2, 2,
- = — S:P S:P
sz (%) = 02 e -~ " (A2)
S.p

From Equation (34), we have

FY1 (yl) = Pr{Xl/XZ < ]/1} =Pr {X] < fzyl}

o 1 _Lg — 2 Hy 1 -4
_ e Fsop , %5p / —e o} dx,d%y
No/Ps 05.p 0 op (A3)
2 _ No_
=1— 7p Pscr% L
2 e e .
spY1T0p
Therefore, we obtain
2 2 _ Noyg
fri (1) = i No/Bs " rep (A4)
v, W) = , 2T 212 .
(UP+USiPy1> PSP

Similar to the derivation of the probability density of Yj, the probability density of random
variables Y3 can obtained by

2 2 _ Novs
U5 £UPE No/Ps )

e "%E, (A5)
277 2 2
<‘712>E + UszaEy3> IPE T 5,83

fY3 (y3) =
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In addition, since

Fg, (%3) = Pr{Xs < %3 — &3 — No/Ps}

we have

_ 3 PN x3
© 1 2 ¥3—%3—No/Ps 1 —
= / ——e ’S;E / ——e %SoP dx3dR3
0 05 0 75 p (A6)
2 No 3
0 _No
—1_ _"SeE Ry G
i ’
S,E ~ 9SE
1 N
~ Peo? o2
fgy (X3) = 5————¢ 5% "SE, (A7)
U5 ~ 9SE

From Equation (A7), we have
Fy, (y2) = Pr {X4/X3 < _1/2} =Pr{Xy < Z3y»}

o0 1 =l SV R
:/ ﬁe"’S"soEe "saE/ ——e “PEdxydX;
No/Ps 04 — 02 0 03 (A8)

2 2 _ No
— USDE _ O-PE P 172 y2
= 3 e TR ).
U5, ~ 95E 05 gY2 + Opg

Thus, we obtain

_ Noyzz
e TsobE O'I%E U%oENO/Ps
sz (]/2) = 2 _ 2 2T 2 02+ (A9)
5,E ~ USE (g'l%E/g'éoE + y2> pE/ 95, T Y2
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