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Abstract: In this paper, a synthesized design of fault-detection filter and fault estimator is considered
for a class of discrete-time stochastic systems in the framework of event-triggered transmission
scheme subject to unknown disturbances and deception attacks. A random variable obeying
the Bernoulli distribution is employed to characterize the phenomena of the randomly occurring
deception attacks. To achieve a fault-detection residual is only sensitive to faults while robust to
disturbances, a coordinate transformation approach is exploited. This approach can transform the
considered system into two subsystems and the unknown disturbances are removed from one of
the subsystems. The gain of fault-detection filter is derived by minimizing an upper bound of
filter error covariance. Meanwhile, system faults can be reconstructed by the remote fault estimator.
An recursive approach is developed to obtain fault estimator gains as well as guarantee the fault
estimator performance. Furthermore, the corresponding event-triggered sensor data transmission
scheme is also presented for improving working-life of the wireless sensor node when measurement
information are aperiodically transmitted. Finally, a scaled version of an industrial system consisting
of local PC, remote estimator and wireless sensor node is used to experimentally evaluate the
proposed theoretical results. In particular, a novel fault-alarming strategy is proposed so that the
real-time capacity of fault-detection is guaranteed when the event condition is triggered.

Keywords: fault detection and estimation; event-triggered transmission scheme; coordinate
transformation

1. Introduction

Wireless sensor networks (WSNs) have grown rapidly in the past decades and found
wide applications in the areas of industrial process, smart building, health care and battlefield
surveillance, etc. [1,2]. In those applications, data-transmission usually communicates over a wireless
channel. Replacing old batteries without energy of wireless sensors is always a costly operation or
even impossible [3]. In addition, the capacity of a wireless channel normally varies with external
environment. This time-varying property can impact the overall dynamic system performance.
Consequently, less data-transmission between the sensor and the remote state estimator (or actuator)
can significantly prolong the lifetime of the sensors. Event-triggered transmission schemes provide an
inspiring opportunity to a trade-off between energy efficiency and system performance.

In parallel with the quiet evolution of WSNs technologies, the network security problem
has recently become an emerging topic of research from the defenders’ perspectives. Due to the
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unprotected and shared property of a wireless communication link, the exchanged information can
be easily exploited by adversaries. It is worth mentioning that a deception attack is one of the most
dangerous attack behaviors which can maliciously degrade network reliability through arbitrarily
injecting the false data information. Using the techniques of variance-constrained and Lyapunov
stability theories, some excellent results concerning security control and estimation problems have
been reported in [4-6]. For instant, a security-guaranteed filter was designed in [4] for nonlinear
stochastic time-delay systems with randomly occurring sensor saturations and deception attacks,
where a new concept of mean-square security domain was introduced to quantify the security degree.
In [5], a variance-constrained distributed filtering was presented for time-varying systems subject to
multiplicative noises and deception attacks over sensor networks. Reference [6] addressed a problem
of observer-based event-triggered consensus control for a class of discrete-time multi-agent systems
with lossy sensors and cyber-attacks, where a dynamic output feedback controller was derived such
that the prescribed security in probability was guaranteed while obtaining an upper bound of the
quadratic cost criterion.

For the purpose of increasing the safety and reliability in modern dynamical system, model-based
fault diagnosis has been promising research and application topics. In the model-based fault diagnosis,
the observer-based strategy is often viewed as one of the most effective methods for fault diagnosis.
So far, the issues of observer-based fault diagnosis for dynamic system have received a great deal
of attentions from many researchers, and lots of outstanding results were made: [7-17]. Similar
to event-triggered control and estimation problems [18-20], the event-triggered data transmission
scheme could also be applied to fault diagnosis purposes. An event-triggered fault-detection filter
was established in [21] for discrete-time systems with nonlinear perturbation subject to transmission
delay, where the designed filter parameters were given through solving some linear matrix inequalities.
Literature [22] studied fault detection and isolation using event-triggered sensor data transmission
strategy. Its feature was that the proposed fault detection filter was presented based on I;, H_ and
He, and further applied to underwater robotic platforms. A polynomial fuzzy fault-detection filter
was designed in [23] for nonlinear discrete-time systems under an event-triggered data transmission
framework, where the asymptotically stable of the polynomial fault-detection residual system was
guaranteed while satisfying the desired performance criteria.

The aforementioned studies have proposed some results to show the effectiveness of
event-triggered scheme in fault diagnosis. However, an event-triggered fault detection and estimation
problem have not been fully investigated yet especially when the system is subject to deception attacks
in a possibly random way. On the other hand, the sensibility and real-time capacity of fault detection
were neglected in the existing literature. Due to the considered event-triggered scheme adopting an
aperiodic fashion to data-transmission, remote fault-detection filter can not detect in real time when a
fault occurs. Furthermore, a fault-detection residual may further become insensitive, because unknown
disturbances and faults are often coupled in practical systems, it is difficult to distinguish among them.
Therefore, the purpose of the paper is to solve the problems we discussed. The main contributions of
this paper are summarized as follows:

(1) A synthesized design of fault-detection filter and fault estimator with an event-triggered
sensor data transmission scheme in discrete-time stochastic systems is proposed, for the first time,
to deal with the phenomena of both unknown disturbances and randomly occurring deception attacks,
which reflects the reality closely. The design of the fault-detection filter and the fault estimator is
simple due to the utilization of reduce-order subsystems.

(2) Using the coordinate transformation approach, the desired fault-detection residual is sensitive
only to faults while insensitive to disturbances. An upper bound of the fault-detection filtering error
covariance is minimized at each iteration with proper filtering parameters computed via a recursive
algorithm. In particular, the proposed fault-alarming strategy cannot be influenced by the impact of
event-triggered data transmission to ensure a real-time capacity of fault detection.
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(3) System faults can be robustly estimated using the designed event-triggered remote fault
estimator at the same time. Two upper bounds of the state and fault estimation error covariance
matrices are obtained in form of Riccati-like difference equations by utilizing the mathematical
induction approach. The explicit forms of the fault estimator gains are obtained to minimize such
upper bounds through a recursive algorithm. Furthermore, the corresponding event-triggered scheme
is given to trade the computation for communication.

(4) A simulation testbed where the terminal voltages of a three-cell battery string are estimated is
implemented. Estimation accuracy, fault-alarming strategy and battery life are given for verifying the
effectiveness of the proposed theoretical algorithms.

Nomenclature: Prob {x} means the occurrence probability of the event x. E(-), Var(-) and tr(-)
denote the mathematical expectation, variance and the trace of a matrix, respectively. N and R denote
the sets of natural and real numbers, respectively. R”*" denotes the sets of m by n real-valued matrices,
whereas R" is short for R"*1. R"*" and R"" are the sets of n x n positive semi-definite and positive
definite matrices, respectively. When X € R'*", it is simply denoted as X > 0 or X > 0if X € R"’{".
For X € R"™*", XT denotes the transpose of X and || X|| denotes the Euclidean norm of X. “I” denotes a
identity matrix with appropriate dimensions. Furthermore, the terms state observer and state estimator
are used synonymously in this paper.

2. Problem Statement

2.1. System Model

Consider the following stochastic linear system defined on k € [0, N —1]:
Xky1 = Axy + Wwy + ﬁfk + Dd} 1)
Jx = Cxp + Vo + Efy

In above equations, the constant subscript “k” is a discrete-time index, system state x; is a
n-dimensional vector. The variables i, € R is the sensor’s measurement signals. The additional
terms, fault signals f is a g-dimensional vector to be detected as well as estimated, and dj, is bounded
external disturbances with dimension of s. The process noises {wy} and the measurement noises
{v;} are assumed white and zero-mean sequences with known variance: E (wyw!) = Qu > 0,
E (v,0]) = Ry > 0 and E (xox}) = Py > 0, respectively. The adopted mathematical model of
randomly occurring deception attacks is described by

{]/a,k =~ +_,Bk @
Yk = Vi + &Yk

where the variables 7, € RF and y; € R are the attack signals sent by adversaries and the received
measurement signals by the remote estimator, respectively. The non-zero By satisfying ||Bx|| < B is an
arbitrary limited magnitude signal where the bound B is a known positive scalar that can be estimated
through statistical tests or specified by security requirements. The random variable &y is a Bernoulli
distributed white sequence with the following probabilities

Prob{ay =1} =aand Prob{a, =0} =1 =1—w 3)

As can be seen from (2), it is clear that if a deception attack occurs, i.e., #x = 1, the remote estimator
can only obtain the signals S sent by attackers. If a; = 0, the actual measurement signals i are sent
to the remote estimator. In other words, the actual measurement signals received by remote estimator
can be rewritten as follows

v = (1 — ag) Jre + Py 4)
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Throughout this paper, the noise signals {wy }, {vx} and the stochastic variable a; are assumed
mutually independent. It is further supposed that the matrices A, C, E,E,W, D and V with appropriate
dimensions are known. Furthermore, an event-triggered transmission decision variable y; determines
whether the current measurement information is sent to the remote estimator or not. When 7, = 1
indicates that yy is sent out and 7y, = 0, otherwise. Therefore, only when 7 = 1, the remote estimator
knows the exact value y;. Clearly, the corresponding event only happens at each time instant.

Remark 1. In practice, attack detectors are usually viewed as a soft barrier, and there exists some network
constraints that should be faced by the adversaries. Such constraints include network load, network congestion,
and network transmission rate that are typically randomly fluctuated [5]. This kind of random characteristic
from network constraints should be taken into consideration if a comprehensive yet realistic deception attack
model is to be established. In addition, such a random nature brings a new challenge when designing our
fault-detection filter and fault estimator.

For the above system, two assumptions are first introduced as follows.

Assumption 1. [24]
rank (C x D) = rank (D) (5)

Assumption 2. [11]

For every complex number { with nonnegative real part,

rank (

2.2. Transforming of the System into Two Subsystems

A-¢I E D
C 00

) = n + rank (F) + rank (D) (6)

Inspired by [11,24,25], we will adopt the coordinate transformation approach to transform the
system into two subsystems: the first subsystem will free from disturbances, but subject to system
faults. For the first subsystem, a fault-detection residual based on the derived fault-detection filter
will only sensitive to faults; inversely, the desired fault estimator of the second subsystem will include
disturbances and system faults, which will robust to disturbances. The transformation results are
briefly presented below.

According to [11], Assumption 1 is equivalent to the existence of two non-singular matrices T

and S such that
=1

-1
_ 1| X _ -1 Y
x=T [le,andy—s [372] (7)

respectively, so that the system can be accordingly transformed into

Ry = Aufp + A + Wiwg + Fi fy
ii-&-l = Azzf]% + AZlfll + szk + Fka + Dddk ®)
y,% = (1 — uck) Cllfll + (1 - Dtk) Vlvk + (1 — ak) F1fk + leS]‘Bk
]/% = (1 — Dck) szf% + (1 — Dck) Vzvk + (1 — Dék) szk + akSQﬁk
where
_ An Ap Wy ~ R
TAT '=| *. o Tw=| |, TE=| . 9
Ay Axp W, k ©)
_ Cn O 1 - Fi 51
SCT ! = - |,sv=| Y|, sF=| 1|, s= 10
[ 0 Cp V 2 Sy 10)
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Matrix D has full rank and Cp; is invertible. It was shown in [11] that the pair (Cyy, A11) was
detectable if and only if Assumption 2 was satisfied. Two subsystems given by (8) can be rewritten
separately as

The 1st subsystem:

fiﬂ = An#} + A + Wiwe + Fi fi (11)
yi = (1—a) Cuff + (1 — ag) Viog + (1 — o) Fu fi + 2,51 Bx
The 2nd subsystem:
X = Anp + A% + Wowy + By fa (12)
i = (1— ) Coo® + (1 — ) Vour + (1 — &) Fafg e + e S2Pe
whereﬁzz [ﬁz Dd }/FZZ [ FZ O}andfd,k: gk
k

Remark 2. From the Formula (11) and (12), it can be easily seen that the 1st subsystem is not included
disturbances, as well as the 2nd subsystem contains both. For the 1st subsystem, a fault-detection filter and
fault-alarming strateqy will be designed under an event-triggered data transmission framework; for the 2nd
subsystem, an event-triggered fault estimator will be derived.

Before giving the main results, the following lemma, which will be useful in this paper, needs to
be introduced.

Lemma 1. (Lemma 1 [26]) For any two matrices X and Y with appropriate dimensions, the inequality XYT +
YXT < tXXT + v=YYYT holds where T > 0 is a constant scalar.

3. Event-Triggered Fault-Detection Strategy Based on Reduce-Order Filter

In this section, a fault-detection system will be presented involving a residual generator, a residual
evaluator and fault-alarming strategy under an event-triggered data transmission framework.

3.1. Residual Generator
For the residual generation, the following reduce-order filter is constructed as follows
21 7 2l 5 a2 ~ 21
Ty = Anufp + Ap¥y + K (yllc - J/k)

21 ~ 2l (13)
Y = a1Cr1 X

where fc}c and % indicate estimated state and output estimation values for each i = 1 and 2, respectively.
The matrix K} is the filtering gain to be determined. Denote state estimation errors for each i = 1 and 2 as
e = % — & (14)
Then, the corresponding error dynamics of the 1st subsystem without system faults are calculated
by subtracting the filtering (13) from the 1st subsystem (11)
1 _ =l 21
Ck+1 = Xe+1 T Xkl

_ . _ - N - (15)
= (All — D(lK,%CH) 611 + Alzei + Wlwk — (1 — Dék) K]%Vﬂ)k — leKllslﬁk — (ock — IX) K]%Cnfll
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Further, let us define error covariance P,i foreachi =1and 2 as

Pi=FE [(xk - %) (% - aﬁ;ﬂ (16)

The purpose of this section is to design a form (13) of fault-detection filter for the 1st subsystem (11)
subject to deception attacks. More specifically, we are interested in looking for the filtering parameter
K] such that the following requirements are met simultaneously:

(1) A form (13) of fault-detection filter such that an upper bound of the filter error convariance P,}
is derived, i.e., there exists a sequence of positive-definite matrices 15,} (0 <k < N —1) that satisfies

E [(fi ~ &) (% - xi)T] <P (17)

(2) The sequence of upper bound P} is minimized by the desired filtering gain K} through a
recursive scheme.

Now, an upper bound of the filtering error convariance is presented for our proposed
fault-detection filter in the following theorem.

Theorem 1. For the 1st subsystem (11) subject to deception attacks in the fault-free case and given
T (j =1, 2, and 3), the filtering error covariance satisfies the following form:

PI}+1 < p13+1 (18)
where
Pep1 = (147 + a) (An - MK;%CH) ( 1= 041K;%511)T + (1 +1 T3oc) ApPRAT,
+(a+ 5 te+ 5 a) B2RESIST (K ) + Wi Qu (W) (19)
+ Kl Cyy (p,} 44l (;%;)T) cr (k)" + mkiBiR, (51 (1)
vmp=1—-naa,=E [(zxk - oc)z] = a (1 — a) and the initial condition P} = Pg.

Proof. Based on the error dynamics of the 1st subsystem (15) and the definition of the filtering error
covariance (16), the expression for the error covariance matrix of the 1st subsystem can be expanded as

Pep =E {(xk - xi) (xk - 32/1)1
=FE [((AH — alK,lCn) et + Anel + Wywy — (1 — ) Ki Vivg — axKiS1Bx — (o — &) CnK;%f;%)
- - - - - _ T
x ((An —arKiCnr ) ef + Arae} + Wy — (1 — ) K Viog — eKES1 — (i — @) Cri K} ) }
= (An —aakiCn) B (An —aakiCn) " + AnP2AT, + WiQu(M) " +akiViR, () (k) ()
+ “K]lslﬁk,[;}];s{ (K]%)T + (All — tXlK;CH) E |:€,1 (@%) T:| ATZ + A~12E |:€% (EIIC)T:| <A~11 — lle]%CH>T
a (AH - alK,lc”H) E [e,{ﬁﬂ sT <1<,1) r_ aK1S,E {,Bk (e}c)T} (An - alK,{C‘H)T

— Ak 261 ST (k) — akis,E {,Bk (eﬁﬂ AT, + KA E [f; (f;ﬂ e (k)
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17 NT
wherea; =1—w,ap =E {(ock - a)z} = & (1 — «). Noticing the fact that E {3211 (fi)T} =Dl + 3?;1 (3?,1{) ,
we have
_ . _ _NT . _ N N . . T
Pk1+1 = (An — ‘XlK]%Cll) P]} (All — ‘XlK]%Cll) + AlZP]?Asz =+ Wle (Wl)T + DllKlilev(Vl)T(K]%)
T ~ _ T . ~ T /. o N\T
+ tXK;Slﬂkﬁ};S{ (K]l) + (All — alK,lC11> E |:8,1 (6%) :| A;FZ + Ale |:€% (Ellc) :| (A11 — D(lK]%Cn)
i 1 17] oT (1) 7T 1 N/ # 14 \T 21)
—a (AH - alchH) E [ekﬁk] s <Kk) — aKISiE {/zk (ek) } (An . oclKkC11>

Ak [p]] ST (k)" ~ axis,E {/Sk ()] A% + aakicn (p,} +5(8) T) ch(x)"

To obtain an upper bound of P,} 41, the following parts of this theorem can be proved by
mathematical induction. According to the initial condition, we have P01 > P&. Assume that 15,} > Plz,

and then 15,} 2 PI} 41 need to be proved. With the help of Lemma 1, it follows from (21) that

PL, < (141 +m0) (AH _ alK;Cn) P} (An — alk,ién)T + (1 ol W) A P2AT,
+ (w4 e+ 7 w) KES BB ST (K} W Qu (W) (22)
+a2KECy <P,} + % (%) T) ¢t (ki) " KR, ()T (ki) !

Combining inequality ||Bx|| < B into Formula (22) leads to

Pl < (147 + na) (An - oclK,lCH) Pt (An - qu,%C’H)T + (1 +1t T31Jc> ApP2AL,
+ (a+ e+ ) B2RESIST (K} W Qu ()T (23)
+ kG <p,3 44l (f;)T) Ch(K) + KR, (7)T (K2 = B,

which implies that inequality (18) is true. O

So far, the upper bound of the filtering error covariance has been presented in the above results.
We are now in a position to derive the desired filtering gain K} through minimizing this upper bound
at every time instant.

Theorem 2. Consider the 1st subsystem (11) with deception attacks in the fault-free case. For given
T (j =1, 2, and 3), the filtering gain is given by

K}% = K1 (1 +717 + thxz) Allplgéﬂ
o 3 T N\L (24)
x (a% (147 +0a?) CuPiCh + (a+ 5 + 55" B28:8] +wDIR, (D)) + X)

o ~ _ 2171\ T\ ~ _
where X = apCqq <P,} + JZ;1< (ii) > CY,. The obtained upper bound P} 11 Of the filtering error covariance p 1

on the 1st subsystem is minimized at each time instant.

Proof. The filtering gain described by (13) is optimal in the sense that minimizes the upper bound of
filtering error covariance. Notice that the first, second and third terms on the upper bound (19) are



Sensors 2018, 18, 321 8 of 25

quadratic in K}. The matrix differentiation formula can be applied to Formula (19), and differentiate
tr (P,} +1) with respect to K,{ The result is

51
a(t;ggl)) = 201 (1+ 71 + To00) (All B “1K’1<C“> FiCHh @)

~ . ~ _ 172N\ =
+2 (0 + 7 '+ 3 a) /321<,15151T+2a11<,1v1Rv(v1)T+2a21<,1cn( L (%) )c{l

Now, set the derivative equal to zero and solve for the optimal gain. The following form can
be derived:

Kl% = (1 +7 + TZOCZ) Allplgcfl

o 5 T -1 (26)
X (a% (1 + 1+ Tzzxz) C1PLCE + (a +5 1+ r;l) B?51ST + wDIR, (D},) + X)

~ ~ _ 72N\ ~
where X = apCqy <P,3 + 9?,1 (fi) > C1T1' O

Remark 3. In the Theorems 1 and 2, the constructed fault-detection filter has been presented for stochastic
systems against randomly occurring deception attacks. The available information of the deception attacks has
been reflected in our proposed filtering design including «, a1, ay and B. In addition, three scalars Ty, T and T3
have been introduced to enhance the flexibility in our fault-detection filter.

Remark 4. Theorem 2 provides the optimal gain K} without system faults, which is similar to the discrete-time
standard Kalman filter [27]. Consequently, when the 1st subsystem is healthy, the mean-square filtering error
is minimized so as to ensure accurate estimation; otherwise, the filtering error will be bigger than the system
without fault to achieve the purpose of fault alarming.

3.2. Fault-Alarming Strategy

Prior to presenting a novel fault-alarming strategy, a fault indicating signal (i.e., residual), can be
generated using the output estimation of the 1st subsystem as follows

re=E [} — ] @7

where yzllc =a;Cpy 3?,1 Once a fault occurs, the residual and the filtering error dynamics of the proposed
fault-detection filtering become:

re = a1Crieg — (a — &) Crafy + (1 — o) Viog + e S1Bre + (1 — i) Fi fi
eiJrl = (All — oclK,lCn) Ei + A~12€% + Wlwk — (1 — Oék) K%Vli)k (28)
— arKiS18 — (a — &) Cra%p + Fify — (1 — ay) KRy fy

Now, our event-triggered fault-alarming strategy is presented in Figure 1 and Algorithm 1.
As shown in Figure 1, the remote estimation of a system is based on the measurements taken by a
battery-powered sensor. The remote estimator receives the measurements through a wireless channel.
A copy of remote estimator and event generator (which is also called event-triggered data transmission
scheme) determines whether the current measurement information is sent to the remote estimator
or not. When an event occurs i.e., 7, = 1, the remote estimator receives the measurement, otherwise
Yk = 0. A local estimator runs the fault-detection residual of the above 1st subsystem that we defined.
Clearly, if the system is free from faults (fy = 0), then tli_)rg E (r¢) =~ 0; conversely, if a fault occurs in the
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system (F; fy # 0 and F f; # 0), then tlim E (r¢) > 0 to achieve fault alarming. Furthermore, a copy of
—00

remote estimator, event generator and local estimator are supposed to be integrated in an embedded
system which is presented in the experimental verification.

Algorithm 1 Event-triggered fault detection.

Step 1: Design a bank of fault-detection filter of the form (13).

Step 2: Compute the fault-detection residuals 7y, and choose a threshold & which can be chosen as
small as possible theoretically.

Step 3: If 1, < y, there exists no fault and the corresponding fault-alarming is turned off.

Step 4: If v, = 1, the current measurements can be sent to the remote estimator.

Step 5: else 7, = 0, the remote estimator cannot receive the measurements to achieve energy saving.
Step 6: end if

Step 7: else ry > Jf, a fault has occured and the corresponding fault alarming is turned on. For the
purpose of detecting system fault in the remote estimator, the current sensor measurements is sent to
the remote estimator without entering the event-triggered decision.

Step 8: end if

Step 9: end
7 =ler0
Plant Sensor 7, Event Re:mote
Generator Estimator
7y Local Fault-detection | 1 Fault
Filter Alarming

Figure 1. A block diagram of event-triggered fault-alarming strategy.

As discussed in Algorithm 1, if r, < 6 1L it implies that the system is free from fault; and then,
the event-triggered data transmission scheme can be utilized to achieve energy conversation. On the
otherhand, ifr, > ¢ s itis claimed that the system is faulty. The current sensor information is sent to the
remote estimator manually without entering event-triggered decision. The delay issue of fault-alarming
can be effectively solved, although such strategy may reduce working-life of battery slightly.

4. Co-Design Scheme of Fault Estimator and Event-Triggered Generator

After a fault occurs, a fault estimator for subsystem (12) is constructed as follows:

22 ~ a2 ~ 2l A A ~ 22

X1 = Anfi + Anfi + Bfi + K¢ (yi,k - yk)

X . y 2

fenr = fi t K (y,zg,k - Vk) (29)
22 ~ 22 7

Yy =n (C22xk + szk)

where xk is an estimated state and the matrices K (i = 2 and 3) are estimator’s gains with appropriate
dimensions to be designed. Fault estimation s1gnal fri1 is updated by the estimated information fj as
well as output estimation error yk. The previous measurement information yp,k is transmitted from
sensor to remote fault estimator module when no new measurement information is transmitted. In the
event generator module described in Figure 1, sensor information is not transmitted at each time
instant, rather this is done only at the transmission times that are denoted by ks and s € N. As a result,
measurements sent to the remote fault estimator module can be expressed as g;/k = yﬁcs (i=1and?2),
k € [ks, ks11) and k € N where kg1 > ks.

Remark 5. It is worth mentioning that our fault estimator utilizes the previous received measurement
information g% i because of implementation of event generator. As discussed in Algorithm 1, the current
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measurement information is sent to the remote estimator without entering the event-triggered decision when a
fault occurs. However, such a remote fault estimator can ensure that the undetected faults are also estimated if
the event condition is triggered.

Denote fault estimation error and the corresponding error covariance as
ek = fak — f (30)

Prp=E [ef,ke},k} 31)

Then, the error dynamics of the 2nd subsystem can be formulated as

2 %) 52
€k+1 = Yhk+1 — Xkl
= (Azz — 06]K%C22> 6% + Ane,l + (ﬁz — OclK]%Fz) efk+ szk — K,%ék (32)
— (1 — Dck) K%Vzvk — DCkK]%SQIBk + (Dék — 06) K%szf% + (Dék - zx) K%FZfd,k

where 6 = 72 — y”%] o

efke1 = faps1 — frat
P ~ 22
= fapr1 = fap+ fax — f — K (yé,k - yk)

. ! (33)
= fari1 — fax + fax — fr — a1KiCoef — (1 — ay) K3Vaor — ax K3 S2
+ (Oék — a) Kgézzf% — Kgék + (Dék — 0() K}?FZfd,k — ‘XlK]%FZEf,k
which can be rewritten as
Efk+1 = Afk + <I — tle’%Fﬁ) efk — DClK]%CZZE% — (1 — Oék) K]%r/zl)k — OCkK]‘?SQ,Bk (34)

+ (= ) KiCoo %} — K0y + (= ) K} P
where Afy = faii1 — fak-

Remark 6. Literature [28,29] assumed that the fault difference item was too small to be neglected, because the
sampling interval were supposed to be sufficiently small. However, in many practical cases, faults might generate
a great amplitude change of at a certain time, especially when time-varying faults occur. Hence, the paper
considers the effect on the estimation performance, which reduces the conservatism of our fault estimator.

Similar to the design of fault-detection filter gain, the gains K2, K} and the corresponding
event-triggered data transmission scheme can be derived such that upper bounds of state and fault
estimation error covariance are minimized at each time step. Before proceeding further, the following
assumption is made.

Assumption 3. [11] For a small positive constant by, the inequality H [ < by holds,

frrt ] B [ i

di 11 dk

where ||-|| is the Euclidean norm.

Now, it is ready to give the upper bounds of both the covariance matrix P? of estimation error
and the fault estimation error covariance Py in the following theorem.
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Theorem 3. For given positive scalars S, Tj (j = 4, ..., 15) and p; (j = 1, ..., 12), the state estimation error
covariance P2 and fault estimation error covariance Py have the following upper bounds 15,3 and Py with
initial condztzons P2 P2 and Pf 0= Pf o, respectively, where

_ _ N AT

Pl%+l = (1 + T+ 15+ T+ T7IX) (Azz — lle]%Cn) P,% (Azz — leK}%Cn)

. T
+ (1 +17 + T3 + To + T100{> A21Pk A21 + <1 + T + Tg + 1 + levc) (Fz — D(lK%Fz) Pfk( — DélK,%I‘é)
+ (1 + Tgl + T(;l + Tﬁl + T13IX) 52K2 (K,%) + (oc + 77’104 + Tﬁ)la + Tl’zlac + Tlgltx) K?S,82 52T< ) (35)
5 o \T ~ ~ T T - ~ 52 ~
+ Wa Qo (W2) T + (1 — ) K2V3R, () (K,%) + (1 + 7141) 02 K2Cop (Pk 13 (xk> > cL (K2)
_ - T
+ (1 + T14) @2K?Fy ((1 +715) Pex + (1 + Tfsl) fkfkT) Ef (Kl%>

and

_ _ T
Pris1 = (1+py + posr + s+ pa) (1= KGR ) P (1= KPR ) + (147! + psw + poa + p7 ) B31

+ (le +0;5 a1 + 05 0(1 + pgaoy + pgoq) chzzpk C22 (K,?)
T

+ («x +p3 e+ pg ta+ pg ey + p10a> B*K3S,ST < ) (36)
3 T
(1t 4oy oy e+ prga) ZKY(K]) (14 prn) aaKiCan (Pk +5(%) ) Ch(K})
_ . 5 5 T
+ (14 05t) w2kPE (14 p12) P+ (14 03" ) fifT) BT (K ) (1- @) K} aRo ()" (K3)
Furthermore, the event condition satisfies that
|7 - 72| < o (37)

Proof. First, recall from the definition of state estimation error covariance (16), P,f can be calculated

as follows
2 ) 22 2\T
b, =E (xk — xk) (xk — xk)
=E {(Azz — 0(1K]%C~22) 6’]% + Aﬂei + (ﬁz — lle%Fz) efk + szk — K]%(Sk
— (1 — ) K,%Vz‘()k — D(kK]%SQIBk + (o — ) K,%szf% + (le —a) K]%PZfd,k}
X [(Azz — tle]%sz) 6]% + A21611 + (ﬁz — Dé]K]%Fz) efk+ szk — K%(Sk
27 2 2~ =2 2 T
— (1 — ax) Ky Vaur — axKicSa By + (g — ) K Con %y + (g — &) KkFZfd,k}
~ ~ ~ ~ \T ~ ~
= (Azz — 0{1K%C22) P]g (A22 — DC1K]%C22) + A21P]3A§1
. R T o7 T
+ (Fz — 0(1K]%Fz) Pf,k (Fz — DqK]%Fz) + WhQyu (Wz) + K]%‘Sk&]z (K]%)

. . T T
+(1—a) KEaRy (V)" (K}) + aKES:piB] 3 (K3)
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+ (A~ ki) E [ (h) | A + Ak [ ()| (A - miKiCm)’
+ (Ao~ K E [l (- mnkde) 4 (B2 maiR) B e ()| (A - miGCan)
~ (Ao~ mikiC ) B [T (1)~ K22 [0n() | (A - i)
~ o (A — 01KiCa) B[] ST () —aisaE |pu(4) | (A —miKicn)’
+ A [elely] (- mkiR) " + (B mkiR) B lera(d)'| A5 - Auk [def] () o)
E

- 38 [a(e)"| 4% - ndaik ] ST (1) - arisam [ (el) '] 4%
. (ﬁz - alkiPz) E {ef,k(s,{ ] <Kk> —K2E [5kef,k] (ﬁz - MK,%Fz)T
—a (B - KR ) E o] | ST (k) "SR [Bie ] (72) " kCE REAEACS) '
+akESE [Bof | (k3) " 0K2CnE [x% (%) T] Ch(K}) ! mKCRE [farfar)"| H (K2) '
+ 0akFCaE [0 | F (1) + aKREE [ fd,k(az,zﬂ (k)"
By using the result of Lemma 1, the above equation can be simplified as
P2y < (14 14+ 15+ 6+ T7) (AZZ - alK,Ec”zz) P2 (AZZ - alK,fc*ﬂ) '
+ (1 FT T+ thx) AnPLAL + (1 + b T+ lea) (ﬁz leKsz) Pfk(ﬁz alKsz)T
+ (1w s KR (KR) g (s 4+ 75 Lo+ gl 15 731 ) KBS ST (Kk> (39)
+ WoQu (W) + (1 —a) K,%VZRU(VZ)T(K,3>T + (14 753" ) 2K CE {fk (%) } ¢l (Kf)

+ (1 + 114) a2 K2F, ((1 +71s) Py + (1 + Tl_sl) fkakT) Fy (KI%)T

T
Considering that E {xk (x2) T} P? + % (xk) and ||Bkll < B, (39) can be further reduced as

P2, < (14T +T5+ T + T0) (Azz - alK,%sz) P2 (Azz - alk,%ézz) '

+ (1 s+ Tiow) AnPLAL + (1455 55 i + Tow) (B — KRR Pry (B - mKER )

+ (14 s KRl (K}) g (47t + gl + 75w+ 73w ) KES,8%8] <K2> (40)
+ WaQu (W) + (1 — &) K,%VZRU(VZ)T(Ki)T + (14 73" a2kECn (Pk + 5 (%) ) ch (K,%)

. T
+ (14 74) azK%Fz ((1 + T15) Pf,k + <1 + T1_51> fkfkT> FZT <K%>
If the event condition is satisfied, i.e., Hgﬁ — ]7?7 r H < 6., we have

P2, < (14+7Ta+7T5+ T+ T70) (Azz - alK]%sz) P? (Azz - qu,%sz)T

+ (1 FT T+ T+ wa) AnPLAL + (1 + b rua) (ﬁz - qu%Fz) Py (ﬁz - alK,%Fz)T

+ (1 +r Tt T13:x) 82K2 (K,%)T + (lX + 5w+l + T e+ 71’3104) K2S,p%ST (K,%)T (41)
 aQu (W) + (1 - ) KEVaRo () (K2) " 4 (14 7331 makECm (pkz 4+ 2 (ﬁi)T> ch(x)"

+ (14 114) 02KEF> ((1 +715) Prx + (1 + Tﬂgl) fkf}?) E (KI%)T
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Next, let us calculate the error covariance of fault estimation as follows

Pf,k+1 =E [ef,k+1f?/z,k+1]
=E [Afk + (I — D(lK]%Fz) efk— leKngzei - (1 - D(k) K]:;’VZU](
—DckK,%SZ‘Bk — K}%5k + (le — IX) K]“:’szfi + (D(k — D() K£F2fd,k}
X [Afk + (I — 0(1K£F2> eff— Oé]KI‘:)szE]% — (1 - Dék) K%Vzvk
3 3 35 2 3 T
—tkakSZ,Bk — kask + (le — IX) KkCZZxk + (Dék — Dé) KkFZfd,k}
T L T 3 3 T
_ (1 _ tle;:’F2> Prx (1 - alngz) + AfMFT + a3K3C P2CT, <K§) +(1— ) K2ThR, (V)" (K;f)
T T 3 T . T
+akiS:BeBL ST (K7) + Kool (K}) + aakiCnE {xi (%) } L (k)
T N T T . T
+ 0K BE [fd,kfg:k] Ey (K%) + K} Cp [3?1% (fd,k)T] Ff <K£> + K RBE {fd,k (f% } Ch (K1§> 42)
T ] .
+E {Afke},k (1-wKiR) ] +E[(1-wKiR) epidfil | —mE {Afk (%) } Ch (K}
T
| (<)

~ (1= miR) B e ()| CB(K) "~ wkicuk [de]y] (1-mKir)”

— w1 KiCnE [ A | — o [Afip] ] 8] (K}) T MCS,E |Bisfl] —E [afio]

—a (1=K} E [eripl] S (K}) T MGSE [Biefi] (1-aiGR) '

 (1- kiR E [epof] (KD) KB [5iely] (1 - mkiR) + makiCoE [267] 51 (k1)

+ 1aK3S,E [;sk () T} (k) + mKiCnE []] (k) ~ KO [5f]]

+ KGR {5,( (%) T] Ch(K}) ! aICSE [Beel] () " 4 aiCE REAEACS) !

Similar to the derivations of (39), (40) and (41), the upper bound of Pf 1 can be given by

Ppri1 < (14 p1 + p2a1 + o3 + pg) (I - a1K2F2> Pf/k<1 - oclK,%l-})T + (1 + o7+ psar + psr + p7> bal
+ (04% +py ' +p5 a + psaan + P9“1) KiCn PP (K,f) '
+ (a +p5 e+ pg ta+ pg laay + p10a> B?K3S,ST (Kg) ! (43)
+ (1 e B P Pfol"‘) 62K3 (Kg)T + (14 p11) K3 Cp (P,? + % (fi)T) ¢l <K2>T
+ (14 ot) wakPE ((1+ pu) eppely+ (1401 ) AT ) F (KD) Tr1-a) KiVZRU(VZ)T(K,E)T
where AfiAfl < b31. Subsequently, by employing the mathematical induction approach, it is not

difficult to verify that
Pf,k+1 < Pf,k+l and Pl%—i—l < Pl%—i—l (44)

which completes the proof of upper bounds of state and fault estimation error covariance matrices. [

In what follows, the explicit forms of the fault estimator gains will be given via minimizing the
obtained upper bounds Py and P? , at each time step.
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Theorem 4. For the addressed subsystem (12) suffering from deception attacks, the gains of the proposed fault
estimator (29) are given by

K% = (txlflAzzp%ng + D(]f'zﬁzpf,szT) (oc%fl(fzzP,?CZTz + Oc%le:zpf,kFZT + 'fg(sezl + ’T’482‘325‘g

_ (45)
- -\ T - _ - 1
+ (1= a) TRy (V2) "+ (14 Tua) oy + (14773 ) M )

K% = ﬁllepflszT (ﬁla%szf/szT +ﬁ2C22Pk2(szz +p3SZIBZSg -|-‘D~4(S£I
_ (46)
. B . 5 oy -1

+ (1 + Pn) ar My + (1 + plll) ar M3z + (1 — 0() VzRv(Vz) )
where ¥ = 1+ +TB+T+Te b = 1+ 4+ +m+Ton 5 = 14+1 +15 " +
ol e, G = (1 T r;zl) «, M = b ((1 +15) Py + (1 + rlgl) fkfkT) Ff,
”_~p2¢2£2T~T~_1 ~ 2 -1 -1
My = Cyo | PE+xc(X) )Cp 01 = 1+ p1+ o201 + o3+ ps, P2 = a7 +py a1 + 05 a1 +

psaay + pory, P3 = &+ p3 '+ pg e + pglamy + pron, Py = 1+ p5" +p; " + pglar + prga and
M;=F ((1 +p12) Pri + (1 +P1_zl> fkfkT) F.

With the aid of estimator gains (45) and (46), the obtained upper bounds P2 .1 and Pg i q of the
state and fault estimation error-covariance matrices in (38) and (42) can separately be minimized at
each time step.

Proof. According to Theorem 3, the design of gains K? and K% needs to be minimized by tr (P,f +1)

and tr (Pf,k+1> , respectively. For this purpose, taking the derivatives of tr (13,? +1> and tr (Pf,k+1> with
respect to K? and K?, respectively; and then, getting the derivatives be zero, we obtain
) (1 (72,,)) ~ o A _
TR —2m% (A — a1KiC ) PECH — 200% (B — a1 KEEs ) Py + 2023 + 201KES26%5] )
+2(1—a) K2VaRy (75) T 42 (1 + T14) ag KNIy + 2 (1 T r;f) KN, =0

where ] = 14+ 14+ 15+ T+ Ta, ©h = 1+T5_1—|—T8_1+T11+T1206, T = 1—|—T6_1+T9_1+T1_11+
T3, Ty = (1+~c131+r;1+7151+7;21) 8, M = F ((1+r15)13f,k+ (1+r;51) fkfkT) FJ and N, =

~ 5 2/ 2\T\ =
C22 <P]g —i—xk (xk) ) CEZ

9 (tr ( Prisa _ . o m
M = 2014, (1 — alK;j’Pz) Py xF) +202KiCaaPECT, + 203K 528253 + 2040, K,

9 (K}) (48)

~ _ ~ ~ ~\T
+2(1+ p11) K3 My + 2 (1 - pnl) 0K M5 +2 (1 — o) K;VaR, (V)

where o1 = 1+ p1 + poay + p3a + pa, Po = a? —|—p2’1¢x1 +p§1a1 + pgany + pony, 03 = « +pgla +pgla +
o5 'aa + proa, s = 1+ p3 '+ 07"+ pg " + pigwand Ms = B> ((1+ pra) Pric+ (1+ ') fef'T) B
Then, we have

- ~ =2 o = ~ o ~ ~\T
Dé%TlK]%CZZPkZC;z + DC%TzK]%szf’kFZT + T3§3K]% + T4K]%SZIBZS; + (1 — IX) K%VzR-U (Vz) (49)
+ (1 + T14) sz%M1 + (1 + T1_41) DQK]%MZ = txlflAzzp]?ng + Délf'zﬁzpf,kFZT
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ﬁltx%Kinpf,kFZT + ﬁzK,%ézgp]gész + ﬁgKﬁSzﬁzszT + ﬁ453K2 + (1 + p11) DCQK]%MZ

_ ~ ~ U (50)
+ (141 ) w2KEM + (1— ) K3 VaRo (V2) " = e PruFf
which can be further calculated as follows
K% = (alflAzzp]?ng + Délfzﬁzpf,kF;) (oc%fl(fzzP]?CZTz + Dc%szzpf,szT + f'g(sezl + f452[;252T
_ (51)
5 T 3 B -1
+ (1= a) TRy (V2) "+ (14 Ta) oy + (14733 ) o )

K} = pray P Fy (ﬁl“%szf,szT + 9260 PECHy + p3S2B2S] + padi]

(52)

~ ~ . - -1
+ (1 + p11) ay Mo+ (1 + pl_ll) ar M3 + (1 - 0() VzRU(Vz)T)

Hence, the desired filter gain matrices can be obtained via (51) and (52). In addition, the upper
bounds 15,% .1 and Pgq of the state and fault estimation error-covariance matrices are recursively
calculated by Riccati-like difference Equations (35) and (36), respectively. [

Based on the results derived, the complete algorithm of the event-triggered remote fault estimation
is concluded in Algorithm 2.

Algorithm 2 Recursive algorithm of the event-triggered remote fault estimation.

Set the initial conditions P}, P3, Pr, 3?(1), fé, Yo =1land k = 0;
1: whilek < N —1 do
2: Calculate P}, P? and Py i sequentially according to (19), (35) and (36);
3 Calculate K,l, K,% and K;z’ in terms of (24), (45) and (46);
s if Hy% - y;k‘ < 5, then
5 Yx = 0, the remote fault estimator cannot receive the current measurement information to
achieve energy conversation;

6: State estimation step:
21 2l T 22 - 21
7: Xpy1 = Anxy + ApX + K,% (y;,k — yk);
21 ~ sl
8: Y = oqCuxk;
22 ~ a2 ~  »al A2 . 22
9: X1 = Anki + AnX + Bfe + K2 (y?),k - yk);
10: Fault estimation step:
P 7 3 (72 CZAW
11: Jr1 = fe H K (yp,k - yk)/
22 ~x a2 2
12: Y= <C22xk + Fka)}
13: else
14: Yr = 1, the current measurement information can be allowed to send out to ensure
robust estimation;
15: State estimation step:
21 2l Y - 21
16: Xpi1 = AnXp + ApXg + K% (y}( - yk);
22 T 22 2l AP ~ 22
17: Xpt1 = Azgxk +A21xk +F2fk+K1% (]/% —yk),'
18: Fault estimation step:
P 7 3 (52 _ 42Y.
19: Jerr = fie + K¢ (yk_yk)'
22 ~ 22 2
20: Yy = <C22xk + szk);
21 end if

22: end while
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Remark 7. The scalars B, 6, and by, reflected in the state and fault estimation error covariance upper bounds (35)
and (36), represent the available items of randomly occurring deception attacks, event condition and fault
difference, respectively. it is easily shown that the state and fault estimation error-covariance bounds are
dependent on these scalars which means that bigger scalars B, 5, and by could lead to bigger upper bounds. It can
be noted that the derivations of event-triggered state estimator for the 1st subsystem is not included in the proof
of Theorems 3 and 4. They are omitted because their derivations are similar to the derivations of fault estimator
for the 2nd subsystem, which have little influence on our main results. Furthermore, the performance of the
proposed fault estimator coincides with that of the time-driven estimator for 5, = 0. Hence, the derivation of
event-triggered fault estimator is omitted, when 7y, = 1.

Remark 8. From the event condition in (37), it is clear that the proposed event-triggered sensor
data-transmission scheme is based on a send-on-delta requlation [30,31], namely, only when the measurement
values change more than a predetermined threshold, the sensors transmit their sampling data to remote
data centers for processing. Neither the approximated probability density functions of states conditional
on measurements nor the assumption on the distribution of 0y is required in the presented fault estimator.
In addition, the implementation of event-triggered scheme cannot bring too much computational burden, which is
proved in the next section. The design of fault-detection filter and fault estimator are simple because they are
based on reduced-order subsystems. In other words, the applicability and feasibility of the event-triggered fault
estimator are enhanced.

5. Experimental Verification

5.1. Experimental Setup

To evaluate the performance of the designed fault-detection strategy and event-triggered fault
estimator, a simulation platform, representing a scaled version of an industrial system, is implemented,
where the terminal voltages of a three-cell battery string are observed over a wireless channel. As shown
in Figure 2, the dynamic system which worked in a local personal computer which collocated with
a sensor node communicates wirelessly with a remote estimator. We now describe the details of the
components of our system.

remote estimator

W
o,

Figure 2. The components of our system.
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Figure 3 shows that hardwares of wireless sensor node that consist of an STM8S micro-controller,
USR-C322 transceiver and a rechargeable polymer lithium-ion battery. The reason why we choose
the wireless transceiver is that it can use a low power consumption pattern. Indeed, most wireless
modules belong to the characteristic of high performance in the mainstream market. Despite the fact
that event-triggered transmission mechanism can make the wireless modules sleep, it still consumes
the energy similarly as it works. Luckily, this problem has been successfully solved through choosing
USR-C322. Then, it makes the module enter a “status of deep sleep” and stop working completely.
Moreover, STM8S microcontroller has embedded 32 Kbyte Flash, 2 Kbyte RAM, 16-bit advanced
control timer and abundant communication interfaces that allow us to use them as a sensor node.
The selection of STM8S microcontroller implies that the implementation of event-triggered scheme
cannot bring too much computational burden. More information about the hardwares of the node can
be found in [32,33].

USR-C322 transceiver
a rechargeable Polymer Lithium-Ion Battery

& : _(: L ";12_‘ -
mN,’(smzxn
AW

s 6a 6a =—

Figure 3. The components of our wireless sensor node.

Now, the proposed theoretical results is applied to a linear continuous-time system of the three-cell
battery string presented in [11]. After discretisation with sampling period T = 1s, the discrete-time
system can be described as the system (1) with following parameters

—0.6026 0 0 1 00 0.1795 5.2484 0.0225
A= 0 —0.6026 0 ,C=1]101 0],B=] 01795 5.2484 0.0225 | (53)
0 0 —0.6026 0 01 0.1795 5.2484 0.0225
—3 ] 0 2 3
W=|1|,V=|1|,D=|1|, F=F=| 2 (54)
-1 1 1 1
where v = | V! V2 V2 | and V| are the terminal voltage of each cell of the ith cell. Control
input of this batter system u; = 'z 1 Cy | in which Z is state of charge and the current C,, = 3A.
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Considering the main technical specifications of voltage sensors, the following parameters are chosen
as Qyp = 0.2915 and R, = 0.3606. For k = 0,1,... N — 1 and N = 100, the unknown disturbances dj
are supposed to be a random noise uniformly distributed in [—0.32,0.32].

In order to transform the original system, the following transform matrices S and T are used as

1 0 -2
S=T=1]0 1 -2 (55)
0 0 1
Then, we have
—0.6026 0 0 —0.1795 —5.2484 —0.0225 1
TAT ! = 0 —0.6026 0 , TB=| —0.1795 -5.2484 —0.0225 (56)
0 0 —0.6026 0.1795 5.2484 0.0225
-1 0 1 100 —2 ]
TW=| 3 |,TD=| -1 |, TF=SF=|0|,SCT'=|0 1 0|,SV=| -1 (57)
-1 1 1 00 1 1

The probability of deception attacks, the upper bound of fault difference item and the
event-triggered transmission threshold are selected respectively as: « = 2%, b; = 0.45 and 6, = 0.017.
Furthermore, 7; (j = 1, ..., 15) are chosenas 1, Band p; (j = 1, ..., 12) are determined as 0.15.

5.2. Experimental Results

The experiment consisting of four parts are designed to verify the effectiveness of the
obtained theoretical results: (A) the performance on the remote state estimation without faults and
fault-detection strategy; (B) the accuracy on the remote fault estimation and comparsion between a
learning observer [11,34] and our proposed algorithm; (C) the analysis on the energy-saving trend of a
50 mAh polymer lithium-ion battery and (D) the effect on remote event-triggered fault estimator with
the increased probabilities of deception attacks.

Experiment 1. In the first experiment, the information sent by attacker is By = | 0.1e"9%¢ 0.13sink 0 } T,
which is also applied to the subsequent experiments. The performance on remote state estimation with fault-free
condition and fault-alarming strategy are verified in Fiqures 4—7. As shown in Figures 4—6, the estimated
voltages by an event-triggered state estimator (ETSE) approximately closes to the measured trajectories and the
estimated voltages by a time-driven state estimator (TDSE), leading to a accurate state estimation result. Next,
assume that a unknown fault is created as follows:

0 k<19
= 58
Ji {0.1k otherwise (58)

In Figure 7, the red line at 0.5 V is the threshold J; that we selected for fault alarming. When a
fault occurs at 20 s, fault-detection residual 7y is quickly diverging. Comparatively, the residual r; with
no fault still remains a convergence status. It is clear that fault can be detected immediately via the
proposed fault-alarming strategy.
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Voltage 1 (V)

Figure 4. Estimated and measured voltages for the 1st battery cell.

Voltage 2 (V)

0 5 16 1‘5 26 2‘5 3‘0 3‘5 4‘0 45
time (seconds)
Estimated and measured voltages for the 2nd battery cell.

Figure 5.

Voltage 3 (V)

Figure 6. Estimated and measured voltages for the 3rd battery cell.
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Faulty
—e— Fault free
Threshold

Residual (V)
&

0.5+

5 10 15 20 25 30 35 40 45 50
time (seconds)

Figure 7. Fault-detection residual of the 1st subsystem.

Experiment 2. Here, the effectiveness of event-triggered fault estimator (11) is evaluated in the presence of
randomly occurring deception attacks. Let us consider a constant fault and a time-varying fault are respectively
supposed as

(59)

po 5 k<o [o7sin@sk) k<50
7\ -5 otherwise 71 —sin(0.5k) — 0.5 otherwise

The estimation trajectories of constant and time-varying faults using the presented event-triggered
fault estimator (ETFE) and time-driven fault estimator (TDFE) are depicted in Figures 8 and 9. It is
observed that the proposed estimation algorithm has the ability to robustly construct constant and
time-varying faults. Further, to compare the fault estimation performance clearly, the square error

( fak— fk> ! X\ fax — fk) on actual time-varying fault described in (59), the estimated fault computed
by a periodic learning observer (LO) and our fault estimation algorithm over 1000 Monte Carlo runs
are demonstrated in Figure 10. The corresponding communication behaviors of event-triggered sensor
transmission scheme are also presented in Figure 10. It is indicated that the square error using the
proposed estimation algorithm is slightly larger than the learning observer. From these figures, it can
be concluded that the estimation performance is not decreased obviously although the obtained
event-triggered strategy reduces the transmission times relatively.

Actual constant fault
—6— Estimated fault by TDFE
—— Estimated fault by ETFE

Fault and its estimate
)
T

) 1 I I I 1
0 10 20 30 40 50

time (seconds)

Figure 8. Fault estimation of the constant fault.
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Fault and its estimate

Acutal time-varying fault

—©— Estimated fault by TDFE

—»— Estimated fault by ETFE
T T T

I | | 1 1 I
0 10 20 30 40 50 60 70 80 90 100
time (seconds)

Figure 9. Fault estimation of the time-varying fault.
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Figure 10. The evolution of square error and the corresponding event-triggered communication behaviors.

Experiment 3. In order to investigate the proposed event-triggered transmission scheme which influences the
battery life, we use a 50 mAh Polymer Lithium-lon battery to complete our third experiment. As shown in
Figure 11, the batteries have been fully charged when we get ready to run the procedure, while the wireless sensor
nodes have not worked in Figure 12 since the batteries were run out. The relationship between time and 50 mAh
battery voltages is given in Figure 13, which is shown to compare with periodic data transmission mechanism,
the proposed event-triggered sensor data transmission scheme can prolong about 11.8% battery life.
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Figure 12. The final voltages of Polymer Lithium-Ion batteries.
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Figure 13. The relationship between time and voltages.

Experiment 4. In the final experiment, the effect on remote fault estimator accuracy is examined in the presence
of the increased probabilities of deception attacks. Similar to the second experiment, the square estimation error

aN\T A
( fax— fk) X\ fax— fk) on actual time-varying fault borrowed from (59), the estimated fault calculated by

the proposed fault estimation algorithm are given in Figure 14. It can be found that a bigger attack probability
results in a bigger error bound, which implies that estimation performance degrades slightly as the attack
probability increases.
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Figure 14. The evolution of square estimation error with the increased probabilities of deception attacks.

6. Conclusions and Future Work

This paper presented a synthesized design of two types of estimators to simultaneously
event-triggered fault detection and fault estimation for a class of discrete-time stochastic systems
subject to subject to unknown disturbances and randomly occurring deception attacks. The unknown
disturbances were removed from the 1st subsystem using a coordinate transformation approach
so as to ensure the sensitivity of fault detection. An upper bound of fault-detection filtering error
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covariance matrix was recursively calculated by a Riccati-type difference equation. The explicit form
of the fault-detection filtering gain was obtained to minimize such upper bound through a recursive
algorithm. In order to achieve real-time capacity of fault-detection, a novel fault-alarming framework
was considered which could effectively solve a time-delay issue of fault alarming when an event
condition was triggered. Similar to the design of fault-detection filter, fault estimator was designed so
as to derive the upper bounds of state and fault estimation error covariance matrices and minimize
them at each time step. At the end of paper, a simulation platform, where the terminal voltages of
a three-cell battery string was estimated over a wireless channel, was verified to the feasibility and
effectiveness of the proposed theoretical results. In the future, the proposed results will be extended to
some more practical cases including more general time-varying nonlinear systems and multi-sensor
scheduling problems.
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