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Abstract: Although the Crowd-Sensing perception system brings great data value to people through
the release and analysis of high-dimensional perception data, it causes great hidden danger to
the privacy of participants in the meantime. Currently, various privacy protection methods based
on differential privacy have been proposed, but most of them cannot simultaneously solve the
complex attribute association problem between high-dimensional perception data and the privacy
threat problems from untrustworthy servers. To address this problem, we put forward a local
privacy protection based on Bayes network for high-dimensional perceptual data in this paper.
This mechanism realizes the local data protection of the users at the very beginning, eliminates the
possibility of other parties directly accessing the user’s original data, and fundamentally protects
the user’s data privacy. During this process, after receiving the data of the user’s local privacy
protection, the perception server recognizes the dimensional correlation of the high-dimensional data
based on the Bayes network, divides the high-dimensional data attribute set into multiple relatively
independent low-dimensional attribute sets, and then sequentially synthesizes the new dataset. It can
effectively retain the attribute dimension correlation of the original perception data, and ensure that
the synthetic dataset and the original dataset have as similar statistical characteristics as possible.
To verify its effectiveness, we conduct a multitude of simulation experiments. Results have shown
that the synthetic data of this mechanism under the effective local privacy protection has relatively
high data utility.

Keywords: crowd-sensing perception system; perceptual data; high-dimensional data;
local differential privacy; the refined Bayes network

1. Introduction

The boom in equipment manufacturing, communication technology, data processing, algorithms,
together with the emergence of Internet of Things (IoT), gives rise to the Crowd-Sensing [1,2], a key
access to the formation of information value service from the physical world. As shown in Figure 1,
various smart devices, which are portable in large space, can realize the perception and digitization
of the physical world across time and space. Consequently, large-scale data are acquired for the
Crowd-Sensing system [3]. The data are then published to third-party users via sensing servers to
perform various analyses, mining and machine learning, ending with providing accurate feedback and
decision-making guidance for social production and life [4]. In addition to its large scale, Crowd-Sensing
data obtained by immense heterogeneous sensing devices boast the attributes of multidimension or
even high-dimensional characteristics in many cases, and, therefore, mining the correlation among

Sensors 2020, 20, 2516; doi:10.3390/s20092516 www.mdpi.com/journal/sensors

http://www.mdpi.com/journal/sensors
http://www.mdpi.com
http://dx.doi.org/10.3390/s20092516
http://www.mdpi.com/journal/sensors
https://www.mdpi.com/1424-8220/20/9/2516?type=check_update&version=2


Sensors 2020, 20, 2516 2 of 22

the attribute dimensions is vital to the value of Crowd-Sensing data. For example, the correlation
analysis of physical features in a patient’s health record helps in the prediction and discovery of
potential disease [5], and the correlation analysis of shopping and browsing behaviors of mobile phone
users facilitates the personalized recommendation system [6]. Mobile Crowd-Sensing perception is to
take the user’s smart mobile device as the basic perception unit, carry out conscious or unconscious
collaboration through the mobile internet, realize the distribution of perception and perception data
collection, so as to effectively complete the large-scale perception tasks in the fields of urban traffic,
society, and environment. With the development of sensors, the modes of Crowd-Sensing perception
data tend to be diversified. In addition to sensor data in traditional digital forms, more and more
Crowd-Sensing perception data are presented in various forms such as sound, image, and text.
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Crowd-Sensing usually contains sensitive information of users, including their environment
(such as GPS) and daily behavior (such as step counting). If the sensitive information is misused or
released beyond the perceived destination, or cannot be effectively protected in the life cycle of data
generation to extinction, it may result in the exposure of perceived user privacy [7–9]. Worse still, it might
give rise to advertising harassment, economic loss, and even threats to personal safety. Therefore,
the protection of Crowd-Sensing data is of particular importance and has been widely addressed
by the industry and academia [10]. At present, anonymity-based privacy protection [11] (such as
K-anonymity, L-diversity, and T-neighborhood, etc.) and encryption-based privacy protection [12,13]
(such as Homomorphic Encryption, secret sharing, security multi-calculations, etc.) are two common
methods. However, both anonymity-based and the encryption-based methods fail to meet the demands
of strict privacy guarantees and large-scale data processing. Anonymity-based methods often lack strict
privacy security guarantees and are thus only suitable for privacy protection of small-scale data [14].
Although the encryption-based methods have better security guarantees, the encryption operation
will bring a large computational expense, which makes it difficult to apply to resource-constrained
sensing devices [15]. The past decades have witnessed the booming of differential privacy (DP). It has
emerged as a standard for privacy protection, due to its rigorous mathematical definition and flexibility
in combination. Additionally, due to being light-load, differential privacy is particularly suitable for
big data processing and scenarios analysis such as Crowd-Sensing data. However, there are still two
major challenges in the application of differential privacy to high-dimensional perceptual data in
Crowd-Sensing systems.

The first challenge: non-local privacy protection. Most of the existing privacy protection research
focuses on the processing of the collected data, without considering the privacy exposure risks in
the data acquisition process. Besides, most research assumes that the data server is a safe place
for privacy. In practice, the existing end-to-end encryption ensures that the perceptual data will
not be stolen in the communication process, and the centralized differential privacy technology can
prevent original perceptual data from third-party thievery via differential and speculative attacks to
the published data. However, what is stored in the server is still the unprotected original perceptual
data, which is vulnerable to internal attacks [15,16] (such as database leaks and improper operations
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by server administrators, etc.). Therefore, effective privacy protection should be to realize local privacy
protection of the original perception data on the perception device side.

The second challenge: attribute dimension flood. High dimensions and complex correlations [17]
among the attribute dimensions make it almost impossible to put protection on every dimension [18].
What is more, the direct privacy protection of high-dimensional data, under the same privacy guarantee,
makes utility of the perceived data low and computational expenses larger [19,20]. Therefore, it is
a great challenge to protect the privacy of the data while retaining the correlation of the original data.

In response to the above challenges, all kinds of differential privacy protections have been put
forward successively, but their application is still less satisfactory. For one thing, some of these
protections provide local privacy protection for distributed systems to a certain extent, but they are
unqualified for high-dimensional data because of their low utility or high computational complexity.
For another, other protections emphasize the centralized privacy protection of high-dimensional
data through degrading the dimensionality of high-dimensional data and adopting low-dimensional
privacy protection. Unfortunately, these protections fail to provide effective guarantees on local privacy
protection for distributed systems, though welcome results have been yielded in so-called “divide and
rule”. In order to overcome the difficulties in compatibility between local privacy and high-dimension
data in existing privacy protection mechanisms of Crowd-Sensing system, we propose a local privacy
protection mechanism for high-dimensional perceptual data based on Bayes network, and the main
contributions are as follows.

(1) We propose an aggregation and publication mechanism for high-dimensional perceptual data
of local differential privacy. Not only can it provide local privacy guarantees for Crowd-Sensing
users, but it can also approximate the statistical characteristics of high-dimensional perception data
and publish synthetic data with similar distribution, achieving a good compromise between local
differential privacy and high-dimensional data utility.

(2) We also propose an entropy-inspired estimation for the Bayes network construction, which better
retains the correlation between attributes and minimizes the calculation amount in the construction process.
As a result, we upgrade the efficiency and stability of the algorithm is upgraded to a certain extent.

Finally, we conduct a lot of simulation experiments on the proposed mechanism on multiple
real datasets. The experimental results show that the mechanism proposed in this paper retains the
attribute correlation of high-dimensional data well, and achieves satisfactory accuracy on the synthetic
dataset in both statistical query and analysis tasks.

The remainder of this paper is organized as follows. Section 2 describes related work. Section 3
introduces the system model. In Section 4, we introduce some necessary basic knowledge. Section 5
describes the protection algorithm of local differential privacy on high-dimensional perceptual data.
Experimental evaluation results are provided in Section 6. Finally, in Section 7, we conclude this paper.

2. Related Work

This paper mainly focuses on local differential privacy protection during the publication of
high-dimensional perception data in the Crowd-Sensing system. Therefore, the related work is mainly
analyzed and summarized from the aspects of privacy protection for high-dimensional data release
and local differential privacy protection research. Differential privacy was designed for protecting
a single data record from being speculated via adding an appropriate amount of random noise before
the publication. For example, adding sensitivity to the histogram on the data range (the sensitivity in
the histogram is the calibrated Laplace noise) is a typical protection before data publication [21–23].
As the number of data dimensions grows, the calculation volume of the high-dimensional histogram
increases exponentially. Meanwhile, the frequency of most data buckets in the high-dimensional
histogram hits zero, which shows great sparsity. In addition, the original protecting noise will result in
extremely low Signal to Noise Ratio (SNR), thereby losing the utility of the data. Up to now, studies on
safe high-dimensional data publication, in the most cases, have attempted to cut high-dimensional
data into multiple low-dimensional data clusters as their first step, taking attribute as their division
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criteria. PriView [24] constructs k marginal distributions of low-dimensional attribute sets, and then
estimates the joint distribution of the high-dimensional. However, this method only works based on the
assumption that all attributes are independent of each other and attribute pairs are processed equally.
Actually, this assumption is not in line with the fact that the attributes in Crowd-Sensing perception
systems are associated with each other. Most relevant research sees the correlation between attributes
as the criteria for division, such as PrivBayes [19] who adopts the Bayes network to represent the
inter-attribute correlation and divides the data by the inter-attribute correlation. However, the method
depends too much on sampling the related attribute pairs for index mechanism. When too many
attribute pairs are involved, the accuracy of the index mechanism plunges. Accordingly, the Bayes
method has been refined by weighting in the literature [25]. Chen et al. [20] introduce dependency
graph and joint trees to represent the dimensional association of data. This method calculates the
correlation between any two attributes. However, the method is plagued by the complexity of the
algorithm, although it is possible to find as much correlation as possible. Markov Chains are also
adopted to represent the correlation of data in some other research, but the application on time-related
data works better. PrivHD [26] reduces the dimensionality of high-dimensional data via forming
Markov nets and segmenting the network to form a joint tree. What is more, it introduces high-pass
filtering technology to make differential privacy so as to reduce the search purview of the index
mechanism. However, all the methods above are centralized processing, so they are not desirable for
the distributed environment of the Crowd-Sensing system.

Local differential privacy [27,28] is a privacy protection intended for distributed environments.
Local differential privacy, a conception of differential privacy protection, is a relatively new research
area [29–33]. The perturbation mechanism based on the compressed input domain [34], the perturbation
mechanism based on information distortion [35], and the local differential privacy implementation of
randomized response technology [36] have been proposed in certain literature. The randomized response
technology is a major perturbation mechanism for the localized differential privacy. RAPPOR [28]
perform local protection by means of randomized response technology, but it is only effective enough
for statistical query of low-dimensional data. As the data dimension increases, its communication cost
increases exponentially. Kairouz et al. [37] propose the O-RAPPOR method in the case of the unknown
value of the attribute variable after the RAPPOR mechanism. O-RAPPOR introduces HashMap and
cohort operations to advance the encoding and decoding of RAPPOR. The intention of the introduction
is to degrade the impacts of attribute value on the randomized response process. K-RR [38] is another
classic method for the release of single-value frequency. Unlike RAPPOR which performs randomized
response processing after encoding each value, the K-RR method directly performs randomized
responses between multiple values of the variable. Similarly, Kairouz et al. [37] introduce HashMap and
grouping operations after K-RR and propose the O-RR method in the case of the unknown value of the
attribute variable. Then the O-RR utilizes the perturbation method in K-RR to perform privacy protection
treatment, after the process of HashMap. In the case of one-to-many perturbation, the k-Subset method
has been put forward in certain research [39], which extends the perturbation output to a form of
aggregate. In other words, for a specified single input, it may have multiple output results. In addition,
there has been research on the application of local differential privacy on various types of data in
recent years, such as image data [40], set-valued data [41], and key-valued data [32]. There is also
other research on differential privacy protection in distributed environments. For example, a logistic
regression model for differential privacy in the distributed environment has been advanced [42].

3. System Model

The Crowd-Sensing system in this paper consists of a large number of sensing users which are
connected to a central server. Local privacy protection is carried out after the records of multiple
attribute dimensions are perceived and collected, and then the records are sent to the central server.
The server collects all locally protected data, estimates and analyzes the statistical distribution of
high-dimensional data, and then synthesizes a novel dataset of approximate distribution for third-party
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users for public query and mining. It must be admitted that the method proposed in this paper does
not completely solve the challenge of non-local privacy protection, but it also explores the solution to
this challenge to some extent. Here, we mainly focus on data privacy, so we do not consider specific
network models.

Assume that there are N users in the system, and each user record contains d attributes. The aim
of data publication is to publish a synthetic dataset of the same size and similar distribution with
the original dataset in the central server. Let X =

{
X1, X2, . . . , XN

}
denote the original dataset,

and Xi denote the data record of the ith user. The attribute set of the dataset is A = {A1, A2, . . . , Ad},
and x j is the value of the corresponding attribute A j. Thus, the data of a single user is represented
as Xi =

{
xi

1, xi
2, . . . , xi

d

}
, and xi

j is the jth attribute of user i.

PX∗(A1, A2, . . . , Ad) ≈ PX(A1, A2, . . . , Ad) (1)

The range of the attribute is Ω = {Ω1, Ω2, . . . , Ωd}, where Ω j =
{
ω1

j ,ω
2
j , . . . ,ω

|Ω j |

j

}
is the range of

the attribute A j, ωi
j is the ith value of the attribute A j, and

∣∣∣Ω j
∣∣∣ is the range modulo. After receiving all

user data, the central server performs a series of data processing and finally releases an approximate
synthetic dataset X∗ with N records, which share the range with attribute set A of the original dataset
X∗, making the joint probability distribution on the attribute set A meet Equation (2).

PX∗(A1, A2, . . . , Ad) ≈ PX(A1, A2, . . . , Ad) (2)

PX(A1, A2, . . . , Ad) , PX(x1 = ω1, . . . , xd = ωd) is the d-dimensional joint probability distribution
of the attribute set A of the original dataset X. Here, xi represents the ith attribute variable, and ωi ∈ Ωi.

4. Basic Knowledge

4.1. Local Differential Privacy

Differential privacy (DP) [43] is a privacy protection technology that masks real data by adding
appropriate random noise to the original data. It has a good mathematical foundation with wide
application. Centralized database is the main application of the protection based on differential privacy
technology, assuming that the data have been securely acquired and the collectors are trustworthy.
However, the database server may not be reliable in terms of privacy security, and therefore local
differential privacy (LDP) [38,44] is required. LDP emphasizes that the data perturbation must be
performed in the user terminal instead of the central server, so that users can independently process
their own sensitive information.

The localized differential privacy protection model fully considers the possibility of data collectors
stealing or revealing the privacy of participants (or rather, users) during the data aggregation process.
In the localized differential privacy model, each participant (user) performs privacy processing on
the data held by him, and then sends the processed data to the central server (i.e., the data collector).
The central server performs statistical analysis on the collected data to obtain the analysis results while
ensuring that the individual’s private information is not leaked. The definition of local differential
privacy is as follows.

Definition 1 (local differential privacy [44]): suppose that N users are given, and only one
record corresponds to a user. The privacy protection algorithm M is given and its domain Dom (M)
and range Ran (M) are defined. If the algorithm M yields same output with any two records Xi

and X̂i
(
Xi, X̂i

∈ Dom(M)
)
, the probability of X∗ is shown in Equation (3) as follows,

P
(
M

(
Xi

)
= X∗

)
6 eεP

(
M

(
X̂i

)
= X∗

)
. (3)
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Then M is qualified for ε—local differential privacy. According to its definition, the output
similarity of any two records is great enough to ensure that M meets local differential privacy.

The randomized response method [36] is currently the most commonly used technology of
local privacy protection, which, in most cases, takes advantage of the uncertainty of the response to
protect the original data. Randomized response technology was first adopted in sociological research.
While answering private questions, they randomly make decisions between two answers, “Yes” and
“No.” Among them, the respondents who give the true answers are with a certain probability p,
while those who give random answers are with a probability of 1−p. In this way, the true response of
the respondents cannot be determined, so the privacy of the respondents is protected. What is more,
when there is a quantity of respondent responses, true results can be inferred by probability to ensure
the effectiveness of the data.

4.2. The Bayes Network

The Bayes network is a probabilistic graph model and a directed acyclic graph (DAG) in form,
which is often used to deal with the dependencies between variables [20,25]. Assume that A is a set
of attributes on the dataset D and the size of its dimension is d. In the Bayes network each attribute
in A is represented as a node and an edge connecting two nodes indicates the correlation between
attributes. If the node Ai directly affects the node A j, a directed arc from Ai to A j denotes that the two
are causal relationship or unconditionally independent, that is, Ai → A j . The core of the Bayes network
is conditional probability, which essentially utilizes prior knowledge to establish a correlation of any
random variable (attribute). The Bayes network can be regarded as a collection of d attribute-parent
pairs (AP), where every attribute pair contains an aggregate Πi including a node and all its parent
nodes. The attribute pair can be represented as (Ai, Πi). Let N represent a Bayes network graph and A
represent the set of all nodes in the network A = (A1, A2, . . . , Ad), then the joint probability distribution
of all attributes is expressed in Equation (4) as follows,

P(A) =
d∏

i=1

P(Ai|Πi) = P(Ad|A1, . . . , Ad−1) . . .P(A2|A1)P(A1). (4)

Figure 2 and Table 1 illustrate the Bayes network. The figure shows the decomposition of five
joint nodes into five APs through the Bayes network. In other words, it demonstrates one group of
low-dimensional attribute clusters. The joint probability of all nodes A1, A2, . . . , A5 in the figure can be
calculated by P(A1, A2, . . . , A5) = P(A1)P(A2)P(A3

∣∣∣A1A2)P(A4
∣∣∣A1)P(A5

∣∣∣A3) .
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Table 1. Bayes network parameters.

Attribute Attribute-Parent Pairs

A1 (A1, ∅)
A2 (A2, ∅)
A3 (A3, {A1, A2})
A4 (A4, {A1})
A5 (A5, {A3})
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5. The Protection Algorithm of Local Differential Privacy on High-Dimensional Perceptual Data

Based on the related work, system model and basic knowledge mentioned above, we propose
a local differential privacy protection for high-dimensional perceptual data based on the Bayes network
in this paper, which qualifies the central server with efficient data publication. Figure 3 presents an
overview of this work, which includes three main modules: privacy protection at the local users
end sides, dimensionality reduction of high-dimensional perceptual data through Bayes network,
and formation of synthetic dataset via sampling and synthesizing. Among them, while the local
protection is performed at the local user sides, both the dimensionality reduction of high-dimensional
perceptual data and the formation of synthetic dataset are performed on the central server.
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5.1. Local Privacy Protection

The randomized response technology ensures local privacy protection, but it can only disturb
discrete data containing two kinds of values, which is not suitable for multi-valued cases. To deal with
multiply-value data, we refer to the variables binarizing in RAPPOR [28], and thereby user data xi

j is in

the form of binary strings si
j to represent 1. Here, the binary string is constructed mainly according

to the value range of the attribute and the position of the attribute value in the value range in this
paper. The local user determines the length of the binary string according to the range size

∣∣∣Ω j
∣∣∣ of the

attribute variable A j, and each value ωi
j corresponds to a bit in the binary string. Therefore, loci is the

bit of the value ωi
j. In the data converting, set loci as 1 in the binary string and others as 0, then we can

get the unique binary string si
j of the data. What is more, the representation of every attribute value is

unique since that the characteristic binary string of every value is independent. As shown in Figure 4,
there is a diagram of attribute binarization, and the lower part is the value range of the attribute and
the corresponding characteristic binary string.
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5.1.1. The Algorithm of Local Privacy Protection

The specific processing of the local differential privacy protection is shown in Algorithm 1,
which includes the following three main steps.

Step 1: Binarization. For user i, suppose there is an original record Xi =
{
xi

1, xi
2, . . . , xi

d

}
of d

attributes, in which xi
j denotes the jth attribute of the user i. The range size is

∣∣∣Ω j
∣∣∣ in each attribute

Aj. The position loc of the value xi
j is determined by comparing the original data xi

j with the set of

attribute value ranges Ω j. The length is
∣∣∣Ω j

∣∣∣ and loc in string is set as 1.

Algorithm 1 Data transformation with local differential privacy

Input: User’s data record
{
xi

j

∣∣∣∣ j = 1, 2, . . . , d
}
, attribute set A = {A1, A2, . . . , Ad}, random flipping probability f;

Output: Randomized binary string ŝi of raw data Xi;
1: for 1 6 j 6 d do
2: Each user i transform each attribute jth value into a binary string si

j;

3: Randomly flip each bit of si
j to obtain a randomized binary string ŝi

j;
4: end for
5: Concatenate randomized binary strings for all d attributes to obtain ŝi.
Return: ŝi.

Step 2: Flip the bits randomly. Each bit of the binary string is randomly assigned according to
Equation (5) as follows,

ŝi
j[b] =


si

j[b], with probability o f 1− f

1, with probability o f f
2

0, with probability o f f
2

. (5)

Step 3: Concatenate the binary string. The binary string ŝi
j( j = 1, 2, . . . , d) of every attribute of

user i is connected and
d∑

j=1

∣∣∣Ω j
∣∣∣ bit vector ŝi and send it to the central server. In this way, the bit vector is

considered to have local privacy protection.

5.1.2. Privacy Analysis

Theorem 1. Assuming that the data record has d attributes and the probability of the randomized response on
the user’s local end is f, the local differential privacy level [28] of the users’ end is shown as follows,

ε = 2dln

1− 1
2 f

1
2 f

. (6)

Proof. In the local privacy protection, privacy perturbation of user data is first carried out at the
local end, so only the user owns the original data. After sending the data, the possibility of other
participants or attackers obtaining the original information is eliminated, and thereby the user’s private
information is still under protection. Besides, the central server does not add noise to the collected
data after acquiring user data, so the confidence of privacy guarantee in this paper stems mainly from
the local processing.

Set T as the user’s original binary string and T′ as the inverted binary string. T and T′ are two

records of two users, respectively. Then the conditional probability ratio P(T′=T∗|T=T1)

P(T′=T∗|T=T2)
is related to

the privacy level ε and recorded as RR. T =
{
t1 = 1, . . . , td = 1, td+1 = 0, . . .

}
can be obtained from the



Sensors 2020, 20, 2516 9 of 22

out-of-order original data, based on the fact that only one bit in the binary string of a single attribute in
the user’s is 1 (the position of the attribute value is 1). After using the formula, the probability of the
unchanged bit value is 1 − 1

2 f and the probability of the changed bit value is 1
2 f. According to [28],

it can be calculated by

RR =
P(T′=T∗ |T=T1)
P(T′=T∗ |T=T2)

6 max
T1,T2,T∗∈Ran(M)

P(T′=T∗ |T=T1)
P(T′=T∗ |T=T2)

6 max
T∗∈Ran(M)

(
1− 1

2 f
)2(t′1+···+t′d−t′d+1−...−t′2d)

∗

(
1
2 f

)2(t′d+1+...+t′2d−t′1−...−t′d) (7)

Note that only if t′i = 1− ti, the ratio is the largest, RRmax =
(

1− 1
2 f

1
2 f

)2d
, and so ε = 2dln

(
1− 1

2 f
1
2 f

)
. �

5.2. Synthesis and Publication of High-Dimensional Data after Local Privacy Protection

5.2.1. Conception

The goal of publishing high-dimensional data after local privacy protection is to publish a new
dataset that is similar to the original dataset in the statistics (such as probability distribution whose
proofs or targets meet Equation (2)). Therefore, there are two direct methods. One is to estimate
separately the probability distribution in each dimension and then synthesize high-dimensional
data one by one. However, the final synthesized data without considering the correlation among
dimensions cannot be subjected to multidimensional joint query and correlation analysis, and thus
the value of high-dimensional data is lost. The other is to estimate the probability distribution of all
attribute dimensions simultaneously and synthesize a new dataset based on the estimated probability
distribution. However, the complete attribute value range will increase exponentially in size as
the number of dimensions grows, resulting in great computational complexity and extremely low
estimation accuracy. It is evident that the core of keeping high-dimensional data publication under
privacy protection lies in choosing an appropriate solution to reduce the dimension and decompose the
high-dimensional data into multiple low-dimensional data, to ensure their role of multidimensional
joint query and correlation analysis. In this paper, we employ the Bayes network to illustrate the
correlation among attribute dimensions in high-dimensional data, and the group features of its
probability distribution of multidimensional joint are utilized to estimate the probability distribution
of high-dimensional joint. After receiving the processed data of every user, the central server calculates
the correlation between attributes by virtue of a joint probability distribution estimation algorithm
that is feasible in the low-dimensions data. Then a Bayes network is constructed, and the synthesis
and publication of a new dataset is made. Since the perceptual data in this paper are heterogeneous
data, mutual information is introduced to measure the correlation between attributes. The core of
mutual information calculation is to calculate the joint probability distribution of the two attributes in
the locally protected perceptual data. During the construction of Bayes network, we need to solve
the mutual information—between a single attribute A j and its parent node set Π j—and the joint
probability distribution between multidimensional attributes. In the following part, we will introduce
the estimation algorithm of m-dimensional joint probability distribution, and then elaborate the steps
of the Bayes network construction.

5.2.2. The Estimation of the Multidimensional Joint Probability Distribution

We mainly extend the Expectation-Maximization algorithm (EM) [45,46] to calculate the joint
probability distribution between the multidimensional (such as m-dimensional) attributes. According
to the self-defined convergence precision δ, the expected value of the probability distribution is obtained
through continuous iteration. The specific process is described as follows. Let the m-dimensional
attribute set be A = {A1, A2, . . . , Am}, the index set be C = {1, 2, . . . , m}, and the value of attribute A j be
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ω j. Thereby, the joint probability distribution of m-dimensional attribute can be simply denoted as
P(ωC) or P(ω1ω2 . . . ωm), with N users in total. As shown in Algorithm 2, the estimation algorithm of
the joint probability distribution of multidimensional data includes the following steps.

Step 1: Parameter initialization. Let the initial joint probability be P0(ω1ω2 . . . ωm) =
1(∏m

j=1

∣∣∣Ω j
∣∣∣)

(Algorithm 2, Line 1).

Algorithm 2 m-dimensional joint probability distribution estimation algorithm

Input: Attributes index set C = {1, 2, . . . , m}, randomized binary string ŝt
j(1 6 j 6 m), flipping probability f,

convergence
accuracy δ, attribute set A = {A1, A2, . . . , Am}, attribute domain size Ω = {Ω1, Ω2, . . . , Ωm};
Output: m-dimensional joint probability distribution P(ωC);
1: Initialize P0(ωC) =

1(∏m
j=1|Ω j|

) ;

2: for each user i = 1, . . . , N do
3: for each attribute j ∈ C do

4: Compute P(ŝi
j|ω j) =

|Ω j |∏
b=1

(
f
2

)si
j[b]

(
1− f

2

)1−si
j |b|

;

5: end for

6: Compute P(ŝi
C|ωC) =

m∏
j=1

P(ŝi
j|ω j);

7: end for
8: Set t = 1;
9: repeat
10: for each user i = 1, . . . , N do

11: Compute Pt(ωC|ŝi
c) =

Pt−1(ωC)P(ŝi
C |ωC)∑

ωC
Pt−1(ωC)P(ŝi

C |ωC)
(ωC ∈ Ω1 ×Ω2 × . . .×Ωm)

12: end for

13: Compute Pt(ωC) =
1
N

N∑
i=1

P(ωC|ŝi
C);

14: t = t + 1;
15: until maxωC Pt(ωC) −maxωC Pt−1(ωC) 6 δ;
Return: P(ωC) = Pt(ωC).

Step 2: Conditional probability calculation. Calculate the conditional probability of m-dimensional
data of each user, i.e., P(ŝi

1ŝi
2 . . . ŝ

i
m|ω1ω2 . . . ωm). As the meaning of each bit in the user’s binary

string is different and the bit flips are independent of each other, it is believed that the conditional
probability of m-dimensional attribute joint is the product of the conditional probability of each bit,

that is, P(ŝi
1ŝi

2 . . . ŝ
i
m|ω1ω2 . . . ωm) =

∏|Ω|
b=1

(
f
2

)sC[b](
1− f

2

)1−sC[b]
(Algorithm 2, Lines 2–7).

Step 3: Expectation-maximization estimation. The number of initial iterations is t = 1 (Algorithm 2
Line 8). The iterative process of expectation-maximization estimation involves the following two steps.

• Step E: The calculation of posterior probability. Given the conditional probability of the binary
strings of every user, the Bayes probability can be calculated by

Pt
(
ω1ω2 . . . ωm

∣∣∣ŝi
1ŝi

2 . . . ŝ
i
m

)
=

Pt−1(ω1ω2 . . . ωm)P
(
ŝi

1ŝi
2 . . . ŝ

i
m

∣∣∣ω1ω2 . . . ωm
)

∑
ω1
. . .

∑
ωm Pt−1(ω1ω2 . . . ωm)P

(
ŝi

1ŝi
2 . . . ŝ

i
m

∣∣∣ω1ω2 . . . ωm
) . (8)

Here, Pt−1(ω1ω2 . . . ωm) is the results after t = 1 iterations (Algorithm 2, Lines 10–12).

• Step M: Iteratively update the parameter Pt(ωC). Replace the prior probabilities of the previous

round with the average Pt(ωC) = 1
N

N∑
i=1

P(ωC|ŝi
C) of the posterior probabilities of N users to
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generate a new k-dimensional joint probability distribution (Algorithm 2, Line 13), and then return
to Step E.

The steps above keep iterating until the difference between the two final joint probability is
less than the convergence precision δ, namely, maxωCPt(ωC) −maxωCPt−1(ωC) 6 δ. Here, δ is defined
according to the accuracy requirements (Algorithm 2, Line 15).

Generally speaking, if the initial value is a proper selection, the estimation of multidimensional
joint probability distribution based on the EM can converge to a just estimated value after a certain
number of iterations. However, as the number of dimension m increases, the size of the state space
after multidimensional combination is

∏m
j=1

∣∣∣Ω j
∣∣∣, which is inclined to exponentially grow. As a result,

the complexity of the algorithm increases sharply. Moreover, with the increase of the state space,
the actual values of many states disappear (that is, the quality of being sparse). However, the EM
algorithm may still estimate the probability distribution of these sparse states, which will bring great
estimation errors, and thus ultimately show great loss of utility.

5.2.3. Bayes Network Construction

After we obtain the joint probability distribution of arbitrary m-dimensional attributes, we can
work out the mutual information between the m-dimensional attributes subsequently. Generally,
the larger the value I is in the mutual information, the more relevant the two attributes are. Suppose we
want to build a Bayes network N with a maximum number of in-degree k (that is, the maximum number
of parent nodes of each node is k) based on the dataset D. Let each attribute in A = {A1, A2, . . . , Ad}

denote a node in the Bayes network. The network is constructed by collecting nodes from the attribute
set one by one. Algorithm 3 below expounds the construction process of the Bayes network.

Algorithm 3 Bayes network construction algorithm

Input: Dataset D, maximal degree of Bayes network k, attribute set A;
Output: Bayes network N;
1: Initialize N = 0, S = 0;
2: Randomly pick a node from A as X1 and add it into S, add (X1, 0) into N;
3: for i = 2 to d do
4: For ∀X ∈ A/S and ∀Π ∈ Ck

S, add (X, Π) into Ω and compute I(X, Π);
5: Choose the attribute-parent pairs (Xi, Πi) with the maximal I;
6: Add Xi into S and add (Xi, Πi) into N;
7: end for
Return: N =

{
(X1, 0), (X2, Π2), . . . , (Xd, Πd)

}
.

Assume that the set S holds the existing attributes, and the initially set is S = 0 and k denotes
the maximum number of parent nodes (Algorithm 3, Line 1). Firstly, we randomly select an attribute
from the d attributes as the initial node X1 for the Bayes network, and then set its parent node set to
empty, that is, Π1 = 0 (Algorithm 3, Line 2). At the same time, X1 will be added to the set S and (X1, 0)
will be added to N. Secondly, k nodes in S are selected to obtain a Ck

|S| set of all possible parent nodes
(when there are less than k nodes in S, the whole is regarded as one set of parent nodes on the purpose
to ensure that the number of parent nodes does not exceed k). The parent node sets combined with all
the nodes in A/S give rise to AP (X, Π) which will be stored in Ω. After that, we calculate the mutual
information I of all AP in Ω (Algorithm 3, Line 4, the detailed calculation of the mutual information
will be elaborated later on). Then, the attribute pair with the largest I is picked out and added to
the Bayes network. Meanwhile, the attribute point is moved to the set S (Algorithm 3, Lines 5–6).
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These steps are repeated before S = {1, 2, . . . , d}, and then the Bayes network construction is completed.
The correlation calculation mentioned in the fourth line of Algorithm 3 is shown as follows,

I(X, Π) =
∑

x∈Ran(X)

∑
y∈Ran(Π)

p(x, y) log
p(x, y)

p(x)p(y)
, (9)

where Ran(X) and Ran(Π) represent the range of the attribute node X and the attribute set Π,
respectively. p(x, y) are joint probabilities when the value (X, Π) is (x, y), which can be figured out
by Algorithm 2 in Section 5.2.1. Meanwhile, the attribute dimension m = 2, and p(x) as well as p(y)
indicate the prior probability when X and Π take the values x and y, respectively. p(x) and p(y) can
be obtained directly from the joint probability p(x, y) according to the relationship between the joint
probability and the edge probability.

5.2.4. The Refined Bayes Network

The Bayes network construction above can decompose high-dimensional attributes and effectively
reduce the computing load and improve the utilization of local data publication. However, there
are still two weaknesses after observation. For one, the construction of Bayes network is of great
uncertainty in every calculation since the initial node is randomly selected in Algorithm 3 (Line 2).
Attribute nodes are selected indefinitely and whereby big deviation could be made in the approximate
joint probability distribution of the Bayes network. For another, the selection of Imax in Algorithm 3
requires the calculation of mutual information of every attribute pair in Ω. However, in the iteration
process, only one node is picked out from V at a time and the weaker attribute pairs will repeat its
occurrence in the subsequent calculation of mutual information. It wastes memory and increases
the calculation load. In order to overcome these two shortcomings, we propose a better construction
algorithm of Bayes network, as shown in Algorithm 4. Please note that the mutual information in
Equation (8) can be rewritten into information entropy as follows,

I(X, Π) = H(X) + H(Π) −H(X, Π). (10)

Algorithm 4 An improved algorithm for Bayes network construction

Input: Dataset D, degree of Bayes network k, attribute set A;
Output: Bayes network N;
1: Initialize N = 0, S = 0 and V = A;
2: Compute the entropy H for each attribute in A, and choose the attribute with the maximal entropy as X1 add
it into S and (X1, 0) into N;
3: for i = 2 to d do
4: Ω = 0;
5: if |S| > k then
6: For ∀X ∈ A/S and ∀

{
Π ∈ Ck

S

∣∣∣Xpick ∈ Π
}
, add (X, Π) and

(
X j, Π j

)
into Ω, then cor I(X, Π);

7: else
8: For ∀X ∈ A/S and ∀Π ∈ Ck

S,add (X, Π) into Ω, then compute I(X, Π);
9: end if
10: Choose the attribute-parent pair with the maximal I and denote as

(
Xpick, Πpick

)
;

11: Choose the attribute-parent pair with the maximal value of I′
(
X j, Π j

)(
X j , Xpick

)
and denote

as
(
Xpick , Πpick

)
;

12: Add Xpick into S and
(
Xpick, Πpick

)
into N;

13: end for
Return: N =

{
(X1, 0), (X2, Π2), . . . , (Xd, Πd)

}
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Here, H(x) is the information entropy and shows the uncertainty of a variable. The larger the
entropy value is, the greater the uncertainty of the node. H(X, Π) stands for the cross-entropy between
the variables X and Π. Inspired by the formula, the attribute X with the larger information entropy
value H(X) is more likely to be picked, when searching for the attribute pair with the largest mutual
information value I. Therefore, we take the attribute with the largest information entropy as the initial
node to construct the Bayes network. In this way, the correlation between attributes in the constructed
Bayes network is probabilistically increased with better accuracy of joint query of high-dimensional
data. In brief, the initial node should be selected based on entropy value. For details, see the second
line in Algorithm 4. The calculation of information entropy is as follows,

H(x) = −
∑

p(xi) log p(xi), i = 1, 2, . . . , |Ω|.# (11)

Here, xi is the ith possible value of the attribute x, while p(xi) is the edge probability of xi.
With regard to the redundant calculation of the attribute mutual information, we modify Lines 4–6 of
Algorithm 3 to reduce the number of attribute pairs in Ω. In this way, we can reduce the calculation load.
Firstly, when |S| > k and the attribute pairs in Ω is bigger than 1, the mutual information I of all attribute
pairs is calculated. The attribute pair

(
Xpick, Πpick

)
that boasts the largest mutual information and the

attributes
(
X j, Π j

)
with the largest mutual information I in the remaining attributes of X j , Xpick are

selected (Lines 9–10 in Algorithm 4). Xpick is the nodes to be added to the Bayes network. Xpick and(
Xpick , Πpick

)
are added to S and N, respectively (Line 11 in Algorithm 4). Then in the next round of

iteration, only the composition attribute pairs made up of ∀X ∈ A\S and Π from Xpick in the previous

round of iteration are stored in Π, and the selected
(
X j, Π j

)
in the previous round of iteration is added

to Π (Algorithm 4 Line 5). Eventually, mutual information is re-calculated and nodes are re-selected,
and calculation ends when V = Ø. The whole improvement details are shown in Algorithm 4.

5.3. Synthesis of Dataset

From Equation (3), we can independently sample and generate numbers on each attribute
according to the conditional probability distribution of the Bayes network, thereby synthesizing a new
dataset. Specific steps are as follows.

Step 1. The node (attribute) whose parent node set is 0 in the constructed Bayes network is
regarded as the initial sampling nodes X1. The node data are sampled according to the edge probability
distribution calculated in Section 5.2.1. The number of sampling attribute data is recorded as N.

Step 2. From the un-sampled nodes, randomly select a node whose parent node set Πi has
been sampled as the sampling node for this round. Calculate its conditional probability distribution
P(Xi

∣∣∣Πi) based on the joint probability distribution in Section 5.2.1. The conditional probability
distribution is regarded as the basis for node sampling.

We repeat Step 2 until all attribute nodes are sampled. The sampled data of all nodes constitutes
a new N × d synthetic dataset. The new synthetic dataset to a certain extent holds similar performance
in the statistical probability distribution of the original dataset. Since the calculation above is on the
processed user data after local privacy protection, the algorithm process as a whole still guarantees
local privacy of the Crowd-Sensing users.

6. Experimental Evaluation

In this section, the mechanism proposed in the paper is simulated on real datasets. The accuracy
is evaluated and analyzed in three aspects, namely Bayes network construction, the multidimensional
probability distribution of the synthetic dataset, and classification task of the synthetic dataset.
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6.1. Experiment Setup

6.1.1. Dataset

In the simulation experiments, we used three real datasets: (1) NLTCS, a dataset of an American
nursing survey center, which records the daily activities of 21,574 disabled people at different period
(NLTCS is a data set often used to verify the feasibility of local differential privacy algorithm.); (2) Adult,
the partial data of 45,222 USA residents from the census 1994 (Adult is a data set often used to verify the
feasibility of local differential privacy algorithm.); and (3) TPC-E, a dataset from an online transaction
program developed by TPC, recording 40,000 pieces of data in transactions, transaction types, security,
and security status (TPC-E is a data set often used to verify the feasibility of local differential privacy
algorithm.). In the experiment, for the sake of simplicity, the non-binary datasets Adult and TPC-E
were sampled. The attribute value ranges were synthesized and compressed. The detailed information
of the three processed datasets are shown in Table 2.

Table 2. Dataset information description.

Dataset Data Type Dataset Size Dimension Domain Size (Processed)

NLTCS Binary 25,174 16 216

Adult Non-Binary 45,222 15 ≈ 226

TPC-E Non-Binary 40,000 24 ≈ 238

6.1.2. Experiment Methods

All simulation experiments adopted Python 2.7 and the experiment hardware included Intel
i5-3470, CPU of 3.20 GHz, memory of 8 GB, and Windows 10. The publication of Crowd-Sensing data
was simulated in the following steps. Firstly, the user node reads data in turn from the dataset and
a privacy-protected bit string appears after local privacy protection. Then, after sending these bit
strings to the central server for learning, a Bayes network model is built up based on Bayes network
sampling and synthesis, and finally releasing a new dataset for arbitrary query.

Then, these bit strings are sent to the central server for learning, constructing a Bayes network
model, based on Bayes network sampling and synthesis, and finally releasing a new dataset for
arbitrary query.

6.1.3. Experiment Parameters

During the simulation, the flip probability f of all datasets during local privacy protection ranged
from 0.1 to 0.9. In the construction of the Bayes network with the binary dataset NLTCS, the maximum
in-degree k had four values: 1, 2, 3, and 4. When constructing the Bayes network on a non-binary
dataset, the maximum in-degree k takes into account two values: 1 and 2.

6.1.4. Evaluation Indicators

The purpose of the experiment was to evaluate the utility of the synthesized data, which has been
published under local privacy protection. The utility was mainly evaluated from three aspects. Firstly,
find the differences in correlation identification in the Bayes between the synthetic dataset and the
original. The correlation identification gap tells the correlation loss in high-dimensional data under
local privacy protection. Secondly, compare the mean squared deviation between the edge probability
distributions of the synthetic dataset and the original to evaluate the accuracy of edge probabilities
on multidimensional attributes in the synthetic dataset. Then, the reliability of statistical query can
be measured based on the accuracy. Thirdly, identify the differences in data analysis between the
synthetic dataset and the original dataset, such as SVM classification (SVM classification is a classical
binary classification algorithm, mainly used to solve the problem of data classification in the field of



Sensors 2020, 20, 2516 15 of 22

pattern recognition.). Then the overall utility of high-dimensional data under local privacy protection
is evaluated.

6.2. Results

6.2.1. Bayes Network Construction and Attribute Correlation Accuracy

In this section, we conduct experiments to study the influence of the values of k and f on the
attribute correlation identification accuracy and entropy-inspired initial node on the construction of
Bayes network. In this paper, we employed the Bayes network to model the correlation between
attribute dimensions of high-dimensional data. Nodes in the Bayes network represent attribute
dimensions. The maximum in-degree k of a node in the Bayes network directly affects the number
of its parent nodes, and thus affects the calculation of the related attribute pairs. In addition, the flip
probability f determines the perturbation probability of the users’ data transmitting under local privacy
protection. Then f shapes the accuracy of the Bayes network construction.

Figure 5 shows the sum of the mutual information Isum =
∑d

i=1 I(Ai, Πi) of all attribute pairs in
the Bayes network constructed with different k and f. Mutual information measures the correlation
between attributes. The larger the mutual information is, the higher the attribute correlation is. It means
that the mutual information Isum to a certain extent tells how much correlation between attribute
dimensions in high-dimensional data has been lost. It can be concluded from Figure 5 that as the value
of k increases, the Isum of each dataset increases. In other words, the larger the value of k is, the closer
the constructed Bayes network is to the full probability distribution Pr[A] of the dataset. However,
Figure 5 also demonstrates that after k reaching a certain value, the growth of Isum gets much smaller.
This implies that the growth of k is no longer adequate in mining the correlation between attributes.
In other words, the work of picking attribute pairs with correlation has been completed. Besides, in
different datasets, after f becomes higher than a certain point, the recognition accuracy of the attribute
correlation in the Bayes network almost cannot be altered by the value of k. However, as f changes,
the development of Isum is different. This is because the calculation of mutual information is related to
both the edge probability distribution and joint probability distribution of attributes. With different flip
probabilities, the mutual information sum Isum of all attribute APs will be different even if the Bayes
network remains the same, but whether it increases or decreases depends on the data.
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Figure 6 compares Isums of all attributes in the Bayes networks constructed by random selection
and entropy-inspired initial nodes, where k = 2. It can be seen from the figure that the Isum as a whole
is higher than that of the attributes in the Bayes network constructed by random selection of the initial
nodes. This indicates that the entropy-inspired initial nodes better maintain the correlation between
high-dimensional attributes than the random selection. In this way, the accuracy of the joint query on
the synthetic dataset is ensured. As for a single dataset like the binary dataset NLTCS, the difference
between random selection and selection based on information entropy is slight. This is because the
sparseness of the binary attribute distribution is low but the correlation between attributes is strong
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enough. In terms of non-binary dataset, Adult, and TPC-E, the entropy-inspired selection generally
has much higher mutual information than the random when the f is small and the difference of the two
selection is small with large f value. This is because when f is small, the accuracy of the probability
distribution estimation is high, and thus the entropy-inspired method has significant advantages.
However, as f increases, the estimation deviation in joint probability distribution grows. Then selection
in the Bayes network randomizes, and, therefore, the entropy-based one loses its huge advantage.Sensors 2020, 20, x FOR PEER REVIEW 16 of 22 
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Figure 7 shows the accuracy of edge connections in the refined Bayes networks with different f,
compared with the accuracy in the Bayes network constructed with the original raw data. Edges between
two attributes in the Bayes network helps in the identification of attributes correlation. Whether there
are edges between two attributes in the Bayes network also intuitively reflects the judgment of related
attributes. The accuracy of the identification of attribute correlation by the mechanism in this paper
can be effectively reflected by comparing the recognition accuracy of the related attributes identified
by the model with the original dataset after the privacy protection. It is worth mentioning that because
the Bayes network constructed by the original data at different node degrees k is also different, there is
no direct comparison between different k, so here we only look at the impact of f on the accuracy of
construction. From the experimental results in Figure 7, it can be seen that given different node degrees
k, as f increases, the accuracy of correlation identification between attributes decreases overall. This is
because the increased degree of privacy protection will cause a certain degree of loss in the accuracy of
the constructed Bayes network.
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6.2.2. The Accuracy of Statistical Query

This section is an experiment-based evaluation on the statistical query accuracy of synthetic
datasets. Given a-dimensional attributes, the experiment compares the joint probability distribution of
the synthetic dataset (obtained directly from the synthesized dataset) and the distribution of original
dataset to work out the deviation in distribution, and thus the accuracy of statistical query is evaluated.
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Qa includes all the a-dimensional attribute unions. Deviation is measured by the average variation
distance, which was adopted in the literature [19,20,47]. The definition is shown as follows,

AVD
(
Qa, Q̂a

)
=

1
2

∑
ω⊂Ω

∣∣∣Qa(ω) − Q̂a(ω)
∣∣∣ |Ω| = 16, (12)

where, Ω is the range of a-dimensional attribute unions, Qa is the joint probability obtained from the
real dataset, and Q̂a is the joint probability from the synthetic dataset. In addition, the KL divergence is
introduced for measurement, which was used in the literature [48].

Figure 8 first shows the comparison between the original joint probability distribution and the
joint probability distribution estimations of the NLTCS, Adult, and TPC-E on the different range sizes
(|Ω| is 8, 16, 32, respectively), and AVD of the corresponding distribution differences. When the f is
smaller than 0.1, that is, when the privacy protection is relatively weak, it can be seen that in different
value ranges, the joint probability distribution deviations of both the synthetic dataset and the original
dataset are small. When the f is more than 0.9, that is, when the privacy protection is strong enough,
the joint probability distribution on the synthetic dataset still roughly indicates the original distribution
in the case of a small range |Ω| = 8. The AVD is low, but the effectiveness is still acceptable. In the
case of a large range (|Ω| = 16 or 32), the deviation of the joint probability distribution estimation of
the synthetic dataset is larger, and the corresponding AVD value is also bigger than before. When f is
moderate, like 0.5, the privacy protection is moderate. At this time, the joint probability distribution of
the synthetic dataset indicates the original distribution well in different value ranges, and the AVD
value is also small, which reflects a better data utility.
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Figure 9 demonstrates the querying deviation of the a-dimensional joint probability distribution
between the synthesized dataset and the original dataset on the NLTCS, Adult, and TPC-E3, with the
node in-degree k = 2 in the Bayes network construction and different f. Figure 9a–c shows the deviation
based on the AVD (average variation distance), while Figure 9d–f demonstrates the changes in the
corresponding KL divergence. Here, we mainly compare 2-5-dimensional joint probability, with Qa

representing the a-dimensional joint probabilities. The experimental results indicate that, on the whole,
for every Qa, the average deviation and the KL divergence increase as the value f grows. When f is
large, the average deviation and the KL divergence will surge. This is because larger f represents
higher degree of user privacy protection. The probability of sending fuzzy data is greater and the
distribution deviation from the original data is larger, which implies that there should be a compromise
between privacy protection and data utility. Meanwhile, with the same degree of privacy protection f,
as the query dimension a increases from 2 to 5, the corresponding average deviation and KL divergence
of Qa will soar. This is because as the query dimension increases, the state space corresponding to the
multidimensional combination becomes increasingly sparse, the error of the multidimensional joint
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probability distribution estimation will also increase, and the data utility is obviously lost. This also
explains the reason why it is necessary to reduce the dimensionality of the high-dimensional data in
order to ensure that the local privacy protection can still recover better data utility, which is consistent
with the conclusions in this paper.Sensors 2020, 20, x FOR PEER REVIEW 18 of 22 

 

 
 (a) (b) (c) 

 
 (d) (e) (f) 

Figure 9. The estimation deviation of 𝑎-dimensional joint probability distribution: (a) NLTCS (𝑘 = 2), 
(b) Adults (𝑘 = 2), (c) TPC-E (𝑘 = 2), (d) NLTCS (𝑘 = 2), (e) Adults (𝑘 = 2), (f) TPC-E (𝑘 = 2). 

6.2.3. Classification Accuracy 

This section is an experiment-based evaluation on the accuracy of multidimensional data 
analysis on synthetic datasets. We trained multiple SVM classifiers on three original datasets and 
three synthetic datasets on each dataset, and then obtained and compared their average test 
accuracies. In this experiment, 80% of the records in each dataset were taken as the training set and 
the other 20% of the records were used as the test set. Each binary attribute of the dataset was used 
successively as a label for classification before the training of multiple classifiers. Every classification 
task was simulated five times and then the average classification accuracy was calculated. 

Figure 10 depicts the average accuracy of SVM classification on NLTCS, Adult, and TPC-E by 
our method. Figure 11 depicts the average accuracy of SVM classification on NLTCS, Adult, and TPC-
E by MeanEST algorithm (MeanEST algorithm is a commonly used mean estimation local difference 
privacy algorithm in academia.) [49]. Figure 12 depicts the average accuracy of SVM classification on 
NLTCS, Adult, and TPC-E by Multi-HM algorithm (Multi-HM algorithm is the optimal local 
differential privacy algorithm commonly used in academia.) [50]. As f increases, the classification 
accuracy shows a downward trend, which also reflects the trade-off of data utility by privacy 
protection. When f is small (𝑓 < 0.5), the classification accuracy is high and close to the accuracy of 
the original data. When privacy protection is moderate (i.e., 𝑓 = 0.5), the accuracy of the SVM 
classification on the synthetic dataset gets higher and closer to that of no privacy protection. This is 
because the SVM is only influenced by the binary attributes which are generally not sparse, and thus 
its probability accuracy is high and the correlation is not easy to lose. On the whole, compared with 
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6.2.3. Classification Accuracy

This section is an experiment-based evaluation on the accuracy of multidimensional data analysis
on synthetic datasets. We trained multiple SVM classifiers on three original datasets and three synthetic
datasets on each dataset, and then obtained and compared their average test accuracies. In this
experiment, 80% of the records in each dataset were taken as the training set and the other 20% of the
records were used as the test set. Each binary attribute of the dataset was used successively as a label
for classification before the training of multiple classifiers. Every classification task was simulated five
times and then the average classification accuracy was calculated.

Figure 10 depicts the average accuracy of SVM classification on NLTCS, Adult, and TPC-E by our
method. Figure 11 depicts the average accuracy of SVM classification on NLTCS, Adult, and TPC-E
by MeanEST algorithm (MeanEST algorithm is a commonly used mean estimation local difference
privacy algorithm in academia.) [49]. Figure 12 depicts the average accuracy of SVM classification
on NLTCS, Adult, and TPC-E by Multi-HM algorithm (Multi-HM algorithm is the optimal local
differential privacy algorithm commonly used in academia.) [50]. As f increases, the classification
accuracy shows a downward trend, which also reflects the trade-off of data utility by privacy protection.
When f is small ( f < 0.5), the classification accuracy is high and close to the accuracy of the original
data. When privacy protection is moderate (i.e., f = 0.5), the accuracy of the SVM classification on
the synthetic dataset gets higher and closer to that of no privacy protection. This is because the SVM
is only influenced by the binary attributes which are generally not sparse, and thus its probability
accuracy is high and the correlation is not easy to lose. On the whole, compared with the other local
privacy protection method, the high-dimensional data based on local privacy protection in this paper
retains good data utility to a certain extent.
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7. Conclusions

In this paper, we studied better publication of high-dimensional perceptual data under local
differential privacy protection in the Crowd-Sensing system. At the beginning, we discussed the existing
technology of local privacy protection and high-dimensional data privacy protection, and proposed
the local privacy protection of high-dimensional perceptual data based on the Bayes network. In this
mechanism, the local differential privacy protection on each user’s data was carried out in the users.
Furthermore, after the sensing server receives and aggregates the protected data of each user, we built
the Bayes network to illustrate the correlation among attribute dimensions based on the estimation
of low-dimension probability distribution and the calculation of mutual information. Besides, in the
sequence of the reducing dimensionality and estimating low-dimensional probability distribution
based on the constructed Bayes network, a novel dataset was synthesized after sampling the perceptual
data under local privacy protection. To verify its effectiveness, we conducted quantities of simulation
experiments. Results show that the proposed local privacy protection justified its competence in
efficient data publication and privacy protection. Particularly, both multidimensional joint probability
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distribution query and data classification tasks on synthetic datasets have accuracy close to the
original data.

Author Contributions: Conceptualization, C.J. and Q.G.; methodology, C.J., Q.G., G.W. and S.Z.; software,
Q.G.; validation, C.J., Q.G., G.W. and S.Z.; formal analysis, G.W.; investigation, G.W.; data curation, Q.G.;
writing—original draft preparation, Q.G., C.J. and G.W.; writing—review and editing, Q.G. and S.Z.; visualization,
Q.G.; supervision, Q.G.; project administration, Q.G.; funding acquisition, C.J. All authors have read and agreed
to the published version of the manuscript.

Funding: This research was funded by Zhejiang Provincial Key Project of Philosophy and Social Sciences (Grant No.
16NDJC188YB), Natural Science Foundation of Zhejiang Province (Grant No. LQ20G010002), and the National
Science Foundation of China (Grant No. 71571162).

Conflicts of Interest: The authors declare no conflicts of interest.

References

1. Guo, B.; Wang, Z.; Yu, Z.; Wang, Y.; Yen, N.Y.; Huang, R.; Zhou, X. Mobile crowd sensing and computing:
The review of an emerging human-powered sensing paradigm. ACM Comput. Surv. 2015, 48, 1–31. [CrossRef]

2. Yürür, Ö.; Liu, C.H.; Sheng, Z.; Leung, V.C.; Moreno, W.; Leung, K.K. Context-awareness for mobile sensing:
A survey and future directions. IEEE Commun. Surv. Tutor. 2014, 18, 68–93. [CrossRef]

3. Li, G.; Wang, J.; Zheng, Y.; Franklin, M.J. Crowdsourced data management: A survey. IEEE Trans. Knowl.
Data Eng. 2016, 28, 2296–2319. [CrossRef]

4. Mohammed, N.; Chen, R.; Fung, B.; Yu, P.S. Differentially private data release for data mining. In Proceedings
of the 17th ACM SIGKDD International Conference on Knowledge Discovery and Data Mining, San Diego,
CA, USA, 21–24 August 2011; pp. 493–501.

5. Naveed, M.; Ayday, E.; Clayton, E.W.; Fellay, J.; Gunter, C.A.; Hubaux, J.-P.; Malin, B.A.; Wang, X. Privacy in
the genomic era. ACM Comput. Surv. 2015, 48, 1–44. [CrossRef] [PubMed]

6. Kohavi, R.; Provost, F. Applications of data mining to electronic commerce. In Applications of Data Mining to
Electronic Commerce; Springer: Berlin/Heidelberg, Germany, 2001; pp. 5–10. [CrossRef]

7. Clarke, R. What’s ‘Privacy’. Available online: http://www.rogerclarke.com/DV/Privacy.html (accessed on
24 March 2020).

8. Sweeney, L.; Abu, A.; Winn, J. Identifying participants in the personal genome project by name
(a re-identification experiment). arXiv 2013, arXiv:1304.7605.

9. Zhou, X.; Demetriou, S.; He, D.; Naveed, M.; Pan, X.; Wang, X.; Gunter, C.A.; Nahrstedt, K. Identity, location,
disease and more: Inferring your secrets from android public resources. In Proceedings of the 2013 ACM
SIGSAC Conference on Computer & Communications Security, Berlin, Germany, 4–8 November 2013;
pp. 1017–1028.

10. Jin, H.; Su, L.; Ding, B.; Nahrstedt, K.; Borisov, N. Enabling privacy-preserving incentives for mobile crowd
sensing systems. In Proceedings of the 2016 IEEE 36th International Conference on Distributed Computing
Systems (ICDCS), Nara, Japan, 27–30 June 2016; pp. 344–353.

11. Sweeney, L. k-anonymity: A model for protecting privacy. Int. J. Uncertain. Fuzziness Knowl. Based Syst.
2002, 10, 557–570. [CrossRef]

12. Lu, R.; Liang, X.; Li, X.; Lin, X.; Shen, X. EPPA: An efficient and privacy-preserving aggregation scheme for
secure smart grid communications. IEEE Trans. Parallel Distrib. Syst. 2012, 23, 1621–1631. [CrossRef]

13. Mármol, F.G.; Sorge, C.; Ugus, O.; Pérez, G.M. Do not snoop my habits: Preserving privacy in the smart grid.
IEEE Commun. Mag. 2012, 50, 166–172. [CrossRef]

14. Narayanan, A.; Shmatikov, V. Robust de-anonymization of large sparse datasets. In Proceedings of the 2008
IEEE Symposium on Security and Privacy (sp 2008), Oakland, CA, USA, 18–22 May 2008; pp. 111–125.

15. Dwork, C.; Roth, A. The algorithmic foundations of differential privacy. Found. Trends®Theor. Comput. Sci.
2014, 9, 211–407. [CrossRef]

16. Ács, G.; Castelluccia, C. I have a dream! (differentially private smart metering). In Proceedings of the
International Workshop on Information Hiding, Prague, Czech Republic, 18–20 May 2011; pp. 118–132.

17. Zhu, T.; Xiong, P.; Li, G.; Zhou, W. Correlated differential privacy: Hiding information in non-IID data set.
IEEE Trans. Inf. Forensics Secur. 2014, 10, 229–242. [CrossRef]

http://dx.doi.org/10.1145/2794400
http://dx.doi.org/10.1109/COMST.2014.2381246
http://dx.doi.org/10.1109/TKDE.2016.2535242
http://dx.doi.org/10.1145/2767007
http://www.ncbi.nlm.nih.gov/pubmed/26640318
http://dx.doi.org/10.1007/978-1-4615-1627-9_1
http://www.rogerclarke.com/DV/Privacy.html
http://dx.doi.org/10.1142/S0218488502001648
http://dx.doi.org/10.1109/TPDS.2012.86
http://dx.doi.org/10.1109/MCOM.2012.6194398
http://dx.doi.org/10.1561/0400000042
http://dx.doi.org/10.1109/TIFS.2014.2368363


Sensors 2020, 20, 2516 21 of 22

18. McSherry, F.D. Privacy integrated queries: An extensible platform for privacy-preserving data analysis.
In Proceedings of the 2009 ACM SIGMOD International Conference on Management of Data, Providence, RI,
USA, 29 June–2 July 2009; pp. 19–30.

19. Zhang, J.; Cormode, G.; Procopiuc, C.M.; Srivastava, D.; Xiao, X. PrivBayes: Private data release via bayesian
networks. In Proceedings of the 2014 ACM SIGMOD International Conference on Management of Data,
Snowbird, UT, USA, 22–27 June 2014; pp. 1423–1434.

20. Chen, R.; Xiao, Q.; Zhang, Y.; Xu, J. Differentially private high-dimensional data publication via
sampling-based inference. In Proceedings of the 21th ACM SIGKDD International Conference on Knowledge
Discovery and Data Mining, Sydney, NSW, Australia, 10–13 August 2015; pp. 129–138.

21. McSherry, F.; Talwar, K. Mechanism design via differential privacy. In Proceedings of the 48th Annual IEEE
Symposium on Foundations of Computer Science (FOCS’07), Providence, RI, USA, 21–23 October 2007;
pp. 94–103.

22. Su, D.; Cao, J.; Li, N.; Lyu, M. PrivPfC: Differentially private data publication for classification. VLDB J. 2018,
27, 201–223. [CrossRef]

23. Zhu, T.; Li, G.; Zhou, W.; Philip, S.Y. Differentially private data publishing and analysis: A survey. IEEE
Trans. Knowl. Data Eng. 2017, 29, 1619–1638. [CrossRef]

24. Qardaji, W.; Yang, W.; Li, N. Priview: Practical differentially private release of marginal contingency tables.
In Proceedings of the 2014 ACM SIGMOD International Conference on Management of Data, Snowbird, UT,
USA, 22–27 June 2014; pp. 1435–1446.

25. Liu, K.; Terzi, E. Towards identity anonymization on graphs. In Proceedings of the 2008 ACM SIGMOD
International Conference on Management of Data, Vancouver, BC, Canada, 10–12 June 2008; pp. 93–106.

26. Zhang, X.; Chen, L.; Jin, K.; Meng, X. Private high-dimensional data publication with junction tree. J. Comput.
Res. Dev. 2018, 55, 2794–2809. [CrossRef]

27. Wang, S.-L.; Tsai, Z.-Z.; Hong, T.-P.; Ting, I.-H. Anonymizing shortest paths on social network graphs.
In Proceedings of the Asian Conference on Intelligent Information and Database Systems, Daegu, Korea,
20–22 April 2011; pp. 129–136.

28. Erlingsson, Ú.; Pihur, V.; Korolova, A. RAPPOR: Randomized aggregatable privacy-Preserving ordinal
response. In Proceedings of the 2014 ACM SIGSAC Conference on Computer and Communications Security,
Scottsdale, AZ, USA, 3–7 November 2014; pp. 1054–1067.

29. Chen, R.; Li, H.; Qin, A.K.; Kasiviswanathan, S.P.; Jin, H. Private spatial data aggregation in the local setting.
In Proceedings of the 2016 IEEE 32nd International Conference on Data Engineering (ICDE), Helsinki, Finland,
16–20 May 2016; pp. 289–300.

30. Cormode, G.; Kulkarni, T.; Srivastava, D. Marginal release under local differential privacy. In Proceedings of
the 2018 International Conference on Management of Data, Houston, TX, USA, 10–15 June 2018; pp. 131–146.

31. Wang, N.; Xiao, X.; Yang, Y.; Hoang, T.D.; Shin, H.; Shin, J.; Yu, G. PrivTrie: Effective frequent term discovery
under local differential privacy. In Proceedings of the 2018 IEEE 34th International Conference on Data
Engineering (ICDE), Paris, France, 16–19 April 2018; pp. 821–832.

32. Ye, Q.; Hu, H.; Meng, X.; Zheng, H. PrivKV: Key-value data collection with local differential privacy.
In Proceedings of the 2019 IEEE Symposium on Security and Privacy (SP), San Francisco, CA, USA,
19–23 May 2019; pp. 317–331.

33. Zhang, Z.; Wang, T.; Li, N.; He, S.; Chen, J. Calm: Consistent adaptive local marginal for marginal release
under local differential privacy. In Proceedings of the 2018 ACM SIGSAC Conference on Computer and
Communications Security, Toronto, ON, Canada, 15–19 October 2018; pp. 212–229.

34. Xiong, S.; Sarwate, A.D.; Mandayam, N.B. Randomized requantization with local differential privacy.
In Proceedings of the 2016 IEEE International Conference on Acoustics, Speech and Signal Processing
(ICASSP), Shanghai, China, 20–25 March 2016; pp. 2189–2193.

35. Sarwate, A.D.; Sankar, L. A rate-disortion perspective on local differential privacy. In Proceedings of the
2014 52nd Annual Allerton Conference on Communication, Control, and Computing (Allerton), Monticello,
IL, USA, 30 September–3 October 2014; pp. 903–908.

36. Warner, S.L. Randomized response: A survey technique for eliminating evasive answer bias. J. Am. Stat.
Assoc. 1965, 60, 63–69. [CrossRef] [PubMed]

http://dx.doi.org/10.1007/s00778-017-0492-3
http://dx.doi.org/10.1109/TKDE.2017.2697856
http://dx.doi.org/10.7544/issn1000-1239.2018.20170756
http://dx.doi.org/10.1080/01621459.1965.10480775
http://www.ncbi.nlm.nih.gov/pubmed/12261830


Sensors 2020, 20, 2516 22 of 22

37. Kairouz, P.; Bonawitz, K.; Ramage, D. Discrete distribution estimation under local privacy. In Proceedings
of the 33rd International Conference on Machine Learning, Proceedings of Machine Learning Research,
New York, NY, USA, 20–22 June 2016; pp. 2436–2444.

38. Kairouz, P.; Oh, S.; Viswanath, P. Extremal mechanisms for local differential privacy. In Advances in Neural
Information Processing Systems; MIT Press: Cambridge, MA, USA, 2014; Available online: https://papers.nips.cc/

paper/5392-extremal-mechanisms-for-local-differential-privacy.pdf (accessed on 24 March 2020).
39. Wang, S.; Huang, L.; Wang, P.; Nie, Y.; Xu, H.; Yang, W.; Li, X.-Y.; Qiao, C. Mutual information optimally

local private discrete distribution estimation. arXiv 2016, arXiv:1607.08025.
40. Qin, Z.; Yu, T.; Yang, Y.; Khalil, I.; Xiao, X.; Ren, K. Generating Synthetic Decentralized Social Graphs

with Local Differential Privacy. In Proceedings of the 2017 ACM SIGSAC Conference on Computer and
Communications Security, Dallas, TX, USA, 30 October–3 November 2017; pp. 425–438.

41. Qin, Z.; Yang, Y.; Yu, T.; Khalil, I.; Xiao, X.; Ren, K. Heavy Hitter Estimation over Set-Valued Data with Local
Differential Privacy. In Proceedings of the 2016 ACM SIGSAC Conference on Computer and Communications
Security, Vienna, Austria, 24–28 October 2016; pp. 192–203.

42. Hay, M.; Li, C.; Miklau, G.; Jensen, D. Accurate estimation of the degree distribution of private networks.
In Proceedings of the 2009 Ninth IEEE International Conference on Data Mining, Miami, FL, USA,
6–9 December 2009; pp. 169–178.

43. Dwork, C. Differential Privacy. In Proceedings of the Automata, Languages and Programming, Venice, Italy,
10–14 July 2006; Springer: Berlin/Heidelberg, Germany, 2006; pp. 1–12.

44. Duchi, J.C.; Jordan, M.I.; Wainwright, M.J. Local privacy and statistical minimax rates. In Proceedings of the
2013 IEEE 54th Annual Symposium on Foundations of Computer Science, Berkeley, CA, USA, 26–29 October
2013; pp. 429–438.

45. Fanti, G.; Pihur, V.; Erlingsson, Ú. Building a rappor with the unknown: Privacy-preserving learning of
associations and data dictionaries. Proc. Priv. Enhancing Technol. 2016, 41–61. [CrossRef]

46. Ren, X.; Yu, C.-M.; Yu, W.; Yang, S.; Yang, X.; McCann, J.A.; Philip, S.Y. LoPub: High-Dimensional
Crowdsourced Data Publication with Local Differential Privacy. IEEE Trans. Inf. Forensics Secur. 2018, 13,
2151–2166. [CrossRef]

47. Zhang, J.; Cormode, G.; Procopiuc, C.M.; Srivastava, D.; Xiao, X. PrivBayes: Private data release via Bayesian
networks. ACM Trans. Database Syst. 2017, 42, 25. [CrossRef]

48. Acs, G.; Castelluccia, C.; Chen, R. Differentially private histogram publishing through lossy compression.
In Proceedings of the 2012 IEEE 12th International Conference on Data Mining, Brussels, Belgium,
10–13 December 2012; pp. 1–10.

49. Duchi, J.C.; Jordan, M.I.; Wainwright, M.J. Minimax optimal procedures for locally private estimation.
J. Amer. Stat. Assoc. 2018, 113, 182–201. [CrossRef]

50. Wang, N.; Xiao, X.; Yang, Y.; Zhao, J.; Hui, S.C.; Shin, H.; Shin, J.; Yu, G. Collecting and analyzing
multidimensional data with local differential privacy. In Proceedings of the 2019 IEEE 35th International
Conference on Data Engineering (ICDE), Macao, China, 8–11 April 2019; pp. 638–649.

© 2020 by the authors. Licensee MDPI, Basel, Switzerland. This article is an open access
article distributed under the terms and conditions of the Creative Commons Attribution
(CC BY) license (http://creativecommons.org/licenses/by/4.0/).

https://papers.nips.cc/paper/5392-extremal-mechanisms-for-local-differential-privacy.pdf
https://papers.nips.cc/paper/5392-extremal-mechanisms-for-local-differential-privacy.pdf
http://dx.doi.org/10.1515/popets-2016-0015
http://dx.doi.org/10.1109/TIFS.2018.2812146
http://dx.doi.org/10.1145/3134428
http://dx.doi.org/10.1080/01621459.2017.1389735
http://creativecommons.org/
http://creativecommons.org/licenses/by/4.0/.

	Introduction 
	Related Work 
	System Model 
	Basic Knowledge 
	Local Differential Privacy 
	The Bayes Network 

	The Protection Algorithm of Local Differential Privacy on High-Dimensional Perceptual Data 
	Local Privacy Protection 
	The Algorithm of Local Privacy Protection 
	Privacy Analysis 

	Synthesis and Publication of High-Dimensional Data after Local Privacy Protection 
	Conception 
	The Estimation of the Multidimensional Joint Probability Distribution 
	Bayes Network Construction 
	The Refined Bayes Network 

	Synthesis of Dataset 

	Experimental Evaluation 
	Experiment Setup 
	Dataset 
	Experiment Methods 
	Experiment Parameters 
	Evaluation Indicators 

	Results 
	Bayes Network Construction and Attribute Correlation Accuracy 
	The Accuracy of Statistical Query 
	Classification Accuracy 


	Conclusions 
	References

