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Abstract: Kidney cancer is a very dangerous and lethal cancerous disease caused by kidney tumors
or by genetic renal disease, and very few patients survive because there is no method for early
prediction of kidney cancer. Early prediction of kidney cancer helps doctors start proper therapy and
treatment for the patients, preventing kidney tumors and renal transplantation. With the adaptation
of artificial intelligence, automated tools empowered with different deep learning and machine
learning algorithms can predict cancers. In this study, the proposed model used the Internet of
Medical Things (IoMT)-based transfer learning technique with different deep learning algorithms
to predict kidney cancer in its early stages, and for the patient’s data security, the proposed model
incorporates blockchain technology-based private clouds and transfer-learning trained models. To
predict kidney cancer, the proposed model used biopsies of cancerous kidneys consisting of three
classes. The proposed model achieved the highest training accuracy and prediction accuracy of 99.8%
and 99.20%, respectively, empowered with data augmentation and without augmentation, and the
proposed model achieved 93.75% prediction accuracy during validation. Transfer learning provides
a promising framework with the combination of IoMT technologies and blockchain technology layers
to enhance the diagnosing capabilities of kidney cancer.

Keywords: kidney cancer; transfer learning; IoMT; deep learning; blockchain

1. Introduction

Kidney cancer incidence is increasing yearly, reaching 0.1550% (95 percent CI: 0.155–0.163%)
in 2018. The dependent 5-year overall survival rate was just 85.8% (95 percent CI: 85.5–86%),
demonstrating that this illness has a significant death risk. Clear cell renal cell carcinoma
is the most prevalent and lethal subtype of renal carcinoma, accounting for roughly 75%
of all renal carcinomas [1,2]. Tumor metastasis is the leading cause of mortality in KIRC
patients [3]. Early-stage kidney cancer has no clear clinical signs, and 26–31% of patients
have already metastasized to distant before they are detected [4–6]. Patients with KIRC
who have had their local tumors eliminated by prostatectomy are still at significant risk of
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metastasis and recurrence, and they are resistant to chemotherapy and radiation, resulting
in a dismal prognosis [7–9]. As a result, early recognition and diagnosis of this condition
are critical. Understanding the primary gene factors for growth may also aid in the
development of novel therapeutics [10].

Epidemiology is linked to the development of chronic kidney disease and many other
clinical characteristics. In general, nephrologists employ blood tests and urine tests to
confirm the use of CKD [11]. Genetics, diabetes, obesity, and age are all risk factors for
chronic kidney disease. The blood test determines how efficiently the kidneys filter blood
to eliminate creatinine, a typical waste product of muscle breakdown [12]. Rather, the urine
sample will demonstrate that the protein remains in frequent urination and that albumin
is a component of the blood that is not ordinarily transported to the urine via the kidney
filter [13]. When a urinalysis reveals that protein is being generated, it suggests that the
renal filters have been compromised and may indicate chronic renal disease.

For health care systems, transfer learning poses a number of security risks. Attackers
can simply obtain access to unified networks and steal data. The main disadvantage of
hacking efforts on various health care networks and patient records is that they might
endanger patients’ lives by distributing phishing and spam emails to them. Most network
systems in health care institutions are centralized, and their networks are frequently the
major targets of hacker assaults. All of these problems are caused by centralized networks.
All of these difficulties may be readily handled by utilizing blockchain-secured cloud
infrastructure. Satoshi Nakamoto created blockchain in 2008, comprising a time-stamped
collection of numerous hackers’ evidence files that are safeguarded by a network of separate
networks. Figure 1 depicts blockchain technology’s architecture. It is a straightforward
cryptographically linked set of blocks. Blockchain technology has several responsibilities,
such as transparency, decentralization, and rigidity. These three roles provided them with
opportunities to link with embedded devices, centralized networks, virtual currencies, etc.
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2. Literature Review

The authors of [14] attempted to categorize kidney cancer subtypes using miRNA
sequencing data for substituent component analysis. The purpose of categorizing a given
miRNA dataset into kidney cancer subtypes is to extract discriminating miRNA charac-
teristics and long-term memory, which is represented by a recurrent neural network. The
substituent component analysis approach was used to select the 35 most biased miRNA
data sets. This group of miRNAs enables long-term memory to categorize kidney cancer
miRNAs into five subtypes with an average accuracy of roughly 95% and Matthew’s corre-
lation coefficient values of approximately 0.92 in 10 randomized five-fold trials, which is
extremely close.

A deep neural network was used in [15] to discover and classify novel kidney his-
tological abnormalities. They demonstrate that DNN-based machine learning provides
a strong and generalized performance on a variety of histology image processing tasks.
The neural network retrieved and classified quantitative picture information to categorize
the differences between mice of various genotypes. The separation of the semi and the
genotype of the animal based on quantitative imaging parameters demonstrated good
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performance. These traits were not discovered in a systematic pathological examination on
the Internet of Medical Things platform.

A hybrid neural network was proposed in [16] to detect kidney cancer. To properly
incorporate the data in electronic health records, they represented the specific prediction
issue as a two-class function. The recurrent neural network was trained in this study [17]
to predict the onset of acute renal damage. The input sequence will be determined by the
recurrent neural network so that answers to earlier portions of the series are examined at
a particular point in the sequence. The recurrent neural network predicted the likelihood
of acute kidney damage in clinical parameter sequences.

They proposed a hybrid neural network [18] that combines bidirectional long-term
memory with automated encoding networks. The authors claimed that they built a data
collection based on much of the raw data from electronic health records. There are 36,132 re-
ports of hypertensive patients in the collection. The results of the testing demonstrate that
the suggested neural model for the task achieves 89.7% accuracy. The model was provided
with an artificial neural network, and the results of a model analysis revealed that the
performance of the recommended neural model is essential for the data set created.

The model correctly predicted that around 56% of all occurrences of acute kidney
injury would advance to diagnostic techniques [19] within a timeframe of up to 48 h at the
location of injury for each of the established severity categories of acute renal injury. With
a 33% accuracy, the procedure was chosen. That is, acute [20] renal damage was present
in one of the three anticipated instances, whereas the prognosis in the other two cases
was mistakenly reported. Additional testing revealed that in patients with chronic kidney
disease, 57% of the estimations were incorrect.

An assembling multi-stage deep learning strategy for kidney tumor segmentation was
introduced [21]. To combine the previous phases’ prediction outputs, a combination process
was performed to find the variance between different models in [22]. The average Dice
score for kidney and pediatric malignancies among 90 unnamed test cases was 0.96 and 0.74,
respectively. The findings are promising, but they might be enhanced by including a better
knowledge of benign cysts, which generally limit tumor division [23] on the Internet of
Medical Things platform [24]. The outcomes are dramatically decreased, as stated in this
research. In comparison [25] to the attempted batches of 8 to 16, the batch normalization
qualities were better utilized with the comparatively high batch size. The 42 samples’
outcomes improved between examinations.

There are numerous limitations in previous studies of machine learning and deep
learning techniques, the major thing being the absence of patient data security, which is
very crucial and alarming for the health sector. Table 1 shows the previous studies and
their limitations.

Therefore, in this study, the proposed model used different deep learning techniques
empowered with transfer learning to diagnose kidney cancer. The proposed model proto-
type used IoMT technology and blockchain security technologies to enhance the quality
and prediction of kidney disease. The major contributions of this study are given below:

• IoMT-based proposed framework.
• The proposed model used blockchain technology for patients’ data security.
• The proposed model used various deep learning techniques empowered with transfer

learning with the help of various parameters to predict kidney cancer.
• Numerous statistical matrixes were used to check the performance and reliability of

the proposed framework.
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Table 1. Limitations of previous studies.

Study Model Data IoMT Blockchain
Security Accuracy Limitations

Ibrahim et al. [14] LSTM miRNA
(Feature) NO NO 95% More validation for clinical

studies, handcrafted features

Sheehan et al. [15] DNN CT Scan
(Image) NO NO 81% Features issues, imbalance of data

Ren et al. [16] HNN Clinical
(Feature) NO NO 89.7% Handcrafted feature

Kallenberger et al. [17] RNN Clinical
(Feature) NO NO 87% Handcrafted feature

Vinod et al. [20] CNN RCC (Image) NO NO 92.61% Imbalance data issues

Moreau et al. [21] CNN Kits19
(Feature) NO NO 89% Handcrafted features, different

stages for more local features

Lee et al. [26] DNN RCC (Image) NO NO 85% Performance matrixes should be
improved, imbalance data

Shalski [27] Vascular
Tree

CT Scan
(Image) NO NO 92.1% Feature selection and data

segmentation, imbalance of data

3. Materials and Methods

Figure 2 shows the total overview of the proposed methodology of IoMT-based pre-
diction of kidney cancer empowered with blockchain security for patient and clinical data
security using transfer learning. At the initial stage of the proposed framework, data
were collected from different hospitals using Internet of Medical Things technology and
sent to the data preprocessing layer. Data preprocessing depicts data augmentation and
pixel correction. The proposed framework used data augmentation techniques to balance
the data samples to overcome the limitations of imbalanced data, and for pixel correc-
tion, the proposed model used different image processing techniques to enhance the data
sample quality for better prediction accuracy. After data preprocessing, the proposed
framework divides data into training and testing and stores it in a secure private cloud
on the blockchain. In the second phase, the training layer imports data from the private
cloud and provides Stochastic Descent Gradient Momentum (SGDM), Adaptive Momen-
tum Estimation (ADAM) and Root Mean Square Propagation (RMSPROP) deep learning
algorithms to train the data samples.

After training the data samples, the proposed framework measures the learning criteria
of all models. If models reach the learning criteria, then all training models are stored
separately in their secured, private blockchain clouds; otherwise, the models are retrained.
After training all of the models, the best-trained model is imported to the secure, private
blockchain cloud Z for the further testing process. In the final phase, i.e., the testing phase,
the following steps are performed: (1) import the best-trained model from private cloud
Z and import the testing data samples from a private cloud of data; (2) apply the testing
techniques and predict the kidney cancer (kidney cancer data samples are categorized
into three predictive classes: grade 0, grade 1, and grade 2); (3) apply various statistical
matrixes, e.g., Classification Accuracy (CA), Miss-Classification Rate (MCR), sensitivity,
specificity, f1-score, Positive Predicted Value (PPV), Negative Predicted Value (NPV), False
Positive Rate (FPR), False Negative Rate (FNR), Likelihood Positive Ratio (LPR), Likelihood
Negative Ratio (LNR) and Fowlkes Mallows Index (FMI), to check the performance of
the proposed framework (all equations are explained below) [28–34]. After the kidney
cancer prediction, patients can consult with doctors for early therapy. Table 2 depicts the
descriptive pseudocode of the proposed framework for the prediction of kidney cancer.
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∂p = ℵp/ζp (1)

where ∴ ℵ is for predicted class, and ζ is for true class.

χp= ∑3
h=1(

ℵp/ζh 6=p) (2)

ςp= ∑3
h=1(

ℵh 6=p/ζp) (3)

$p= ∑3
h=1(

ℵh 6=p/ζh 6=p) (4)

CA =
ℵp/ζp + ∑3

h=1(ℵp/ζh 6=p)

ℵp/ζp + ∑3
h=1(ℵp/ζh 6=p) + ∑3

h=1(ℵh 6=p/ζp) + ∑3
h=1(ℵh 6=p/ζh 6=p)

× 100 (5)

CMR = 100 −
(

ℵp/ζp + ∑3
h=1(ℵp/ζh 6=p)

ℵp/ζp + ∑3
h=1(ℵp/ζh 6=p) + ∑3

h=1(ℵh 6=p/ζp) + ∑3
h=1(ℵh 6=p/ζh 6=p)

× 100

)
(6)

Sensitivity =
ℵp/ζp

ℵp/ζp + ∑3
h=1(ℵh 6=p/ζh 6=p)

× 100 (7)

Specificity =
∑3

h=1(ℵp/ζh 6=p)

∑3
h=1(ℵp/ζh 6=p) + ∑3

h=1(ℵh 6=p/ζp)
× 100 (8)

F1-Score =
2 ℵp/ζp

2 ℵp/ζp + ∑3
h=1(ℵh 6=p/ζp) + ∑3

h=1(ℵh 6=p/ζh 6=p)
× 100 (9)

PPV =
ℵp/ζp

ℵp/ζp + ∑3
h=1(ℵh 6=p/ζp)

× 100 (10)

NPV =
∑3

h=1(ℵp/ζh 6=p)

∑3
h=1(ℵp/ζh 6=p) + ∑3

h=1(ℵh 6=p/ζh 6=p)
× 100 (11)

FPR = 100−
(

∑3
h=1(ℵp/ζh 6=p)

∑3
h=1(ℵp/ζh 6=p) + ∑3

h=1(ℵh 6=p/ζp)
× 100

)
(12)

FNR = 100 −
(

ℵp/ζp

ℵp/ζp + ∑3
h=1(ℵh 6=p/ζh 6=p)

× 100

)
(13)

LPR =

ℵp/ζp

ℵp/ζp+∑3
h=1(ℵh 6=p/ζh 6=p)

× 100

100− (∑3
h=1(ℵp/ζh 6=p)/∑3

h=1(ℵp/ζh 6=p) + ∑3
h=1(ℵh 6=p/ζp)× 100)

(14)

LNR =

100−
(

ℵp/ζp

ℵp/ζp+∑3
h=1(ℵh 6=p/ζh 6=p)

× 100
)

∑3
h=1(ℵp/ζh 6=p)/∑3

h=1(ℵp/ζh 6=p) + ∑3
h=1(ℵh 6=p/ζp)× 100

(15)

FMI =

√√√√( ℵp/ζp

ℵp/ζp + ∑3
h=1(ℵh 6=p/ζh 6=p)

× 100

)
×
(

ℵp/ζp

ℵp/ζp + ∑3
h=1(ℵh 6=p/ζp)

× 100

)
(16)
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Table 2. Pseudocode IoMT-based proposed framework for the prediction of kidney cancer.

Steps Code

1 Data Source (h1, h2, h3, . . . . . . . . . , hn)

2 IoMT (Data Source)

3 Data Preprocessing (Augmentation, Pixels Correction, Data Division)

4 Store Preprocessed Data
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4. Data Set

The proposed framework acquired data from an online source [35] for the prediction of
kidney cancer. The dataset consists of three classes of kidney cancer: grade 0, grade 1, and
grade 2, and each class carries 1100 data samples of kidney cancer. The total instances of
the dataset are 3300 after data augmentation from the proposed framework. The proposed
model augments the dataset using position augmentation techniques, such as scaling,
flipping, and color augmentation (e.g., contrast and brightness enhancement). Figure 3
depicts some samples from each class of the dataset.
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5. Simulation and Results

In this article, IoMT-based deep learning techniques empowered with transfer learning
and blockchain security were used to predict kidney cancer in its early stages for better
therapy. MATLAB 2021 was used for simulation purposes. For training and testing
simulation purposes, a MacBook Pro 2017 with 16GB RAM and 512GBSSD was used for the
proposed framework. The proposed model used a dataset in two parts: training and testing
of 70% and 30%, respectively. In the data preprocessing stage, the proposed framework
applied data augmentation techniques to balance the data in all predicted classes and pixel
correction techniques to enhance the images for better prediction results. Various deep
learning techniques empowered with transfer learning were used to train the models with
the help of kidney cancer data samples, and testing techniques were applied to predict the
cancer at each grade level. The proposed framework used various statistical matrixes to
check the performance of all models and choose the best model for prediction. All matrix
equations have been mentioned before.

The proposed model customized the last three layers for analysis and prediction of
kidney cancer. The proposed model customizes the fully connected layer according to the
output size of instances. The softmax layer precisely observes and detects the boundaries
of input instances and constitutes the convolutional layer, and the convolutional layer
extracts the features from input instances using the gabber filter. Every convolutional layer
uses a rectified linear unit activation function to activate the neurons and sends them to a
fully connected layer for a weighted sum. Therefore, the proposed method applied this
customized AlexNet model to predict kidney cancer.

Table 3 shows the overall training performance of all deep learning models empow-
ered with transfer learning. The proposed framework tunes all models at 500 iterations,
0.001 learning rate, and 20 epochs. Therefore, SGDM performs well above all training
models and achieves the highest classification accuracy and miss-classification rate (99.8%,
0.2%), respectively.

Table 3. Training results of AlexNet simulation models empowered with IoMT and blockchain.

AlexNet

Model Iterations Learning Rate Epoch CA (%) MCR (%)

SGDM

500 0.001 20

99.8 0.2

ADAM 99.00 1.00

RMSPROP 98.98 1.02

Figure 4 depicts the training progress of stochastic gradient descent momentum
empowered with transfer learning. The proposed framework sets the learning rate at
0.001 at 20 epochs with 25 iterations per epoch to train the model. As Figure 3 shows,
training progress is very smooth and converges at the 7th epoch. Therefore, the training
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model SGDM achieves the highest training prediction accuracy and loss rate of 99.8% and
0.2%, respectively.
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Figure 5 depicts the training progress of adaptive moment estimation empowered
with transfer learning. The proposed framework set the learning rate at 0.001 at 20 epochs
with 25 iterations per epoch to train the model. As Figure 4 shows, training progress is very
smooth and converges at the 5th epoch but has distortion till the 20th epoch. Therefore,
the training model ADAM achieves the highest training prediction accuracy of 99.00% and
1.00% loss rate, respectively.

Figure 6 depicts the training progress of root mean square propagation empowered
with transfer learning. The proposed framework set the learning rate at 0.001 at 20 epochs
with 25 iterations per epoch to train the model. As Figure 5 shows, training progress
is not very smooth and did not converge properly till the 20th epoch. Therefore, the
training model RMSPROP achieves a training prediction accuracy of 98.98% and 1.02% loss
rate, respectively.

Table 4 shows the testing confusion matrix of SGDM empowered with AlexNet (non-
augmented) for predicting kidney cancer at each level. Table 4 depicts the following
results: for grade 0, the proposed model correctly predicted 6 positive cancer patients
and 12 negative cancer patients and incorrectly predicted 0 positive cancer patients and 0
negative cancer patients; for grade 1, the proposed model correctly predicted 6 positive
cancer patients and 1 negative cancer patient and incorrectly predicted 1 positive cancer
patient and 0 negative cancer patients; for grade 2, the proposed model correctly predicted
5 positive cancer patients and 12 negative cancer patients and incorrectly predicted 0
positive cancer patients and 1 negative cancer patient.
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Table 4. Testing confusion matrix of SGDM empowered with AlexNet (non-augmented test data).

Total Samples
(18) Grade 0 Grade 1 Grade 2

Grade 0 6 0 0

Grade 1 0 6 0

Grade 2 0 1 5

Table 5 shows the testing confusion matrix of RMSPROP empowered with AlexNet
(non-augmented) for predicting kidney cancer at each level. Table 5 depicts the following
results: for grade 0, the proposed model correctly predicted 6 positive cancer patients and
12 negative cancer patients correctly and incorrectly predicted 0 positive cancer patients and
0 negative cancer patients; for grade 1, the proposed model correctly predicted 6 positive
cancer patients and 10 negative cancer patients and incorrectly predicted 0 positive cancer
patients and 2 negative cancer patients; for grade 2, the proposed model correctly pre-
dicted 4 positive cancer patients and 12 negative cancer patients and incorrectly predicted
2 positive cancer patients and 0 negative cancer patients.

Table 5. Testing confusion matrix of RMSPROP empowered with AlexNet (non-augmented test data).

Total Samples
(18) Grade 0 Grade 1 Grade 2

Grade 0 6 0 0

Grade 1 0 6 0

Grade 2 0 2 4

Table 6 shows the testing confusion matrix of ADAM empowered with AlexNet
(non-augmented) for predicting kidney cancer at each level. Table 6 depicts the following
results: for grade 0, the proposed model correctly predicted 6 positive cancer patients
and 1 negative cancer patient and incorrectly predicted 0 positive cancer patients and 1
negative cancer patient; for grade 1, the proposed model correctly predicted 5 positive
cancer patients and 1 negative cancer patient and incorrectly predicted 1 positive cancer
patient and 1 negative cancer patient; for grade 2, the proposed model correctly predicted
5 positive cancer patients and 12 negative cancer patients and incorrectly predicted 1
positive cancer patient and 0 negative cancer patients.

Table 6. Testing confusion matrix of ADAM empowered with AlexNet (non-augmented test data).

Total Samples
(18) Grade 0 Grade 1 Grade 2

Grade 0 6 0 0

Grade 1 1 5 0

Grade 2 0 1 5

Table 7 shows the testing confusion matrix of SGDM empowered with AlexNet (aug-
mented) for predicting kidney cancer at each level. Table 7 depicts the following results: for
grade 0, the proposed model correctly predicted 330 positive cancer patients and 659 nega-
tive cancer patients but incorrectly predicted 1 positive cancer patient and 0 negative cancer
patients; for grade 1, the proposed model correctly predicted 322 positive cancer patients
and 660 negative cancer patients and incorrectly predicted 0 positive cancer patients and 8
negative cancer patients; for grade 2, the proposed model correctly predicted 322 positive
cancer patients and 651 negative cancer patients and incorrectly predicted 15 positive
cancer patients and 2 negative cancer patients.
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Table 7. Testing confusion matrix of SGDM empowered with AlexNet (augmented test data).

Total Samples
(990) Grade 0 Grade 1 Grade 2

Grade 0 330 1 0

Grade 1 0 322 0

Grade 2 0 7 330

Table 8 shows the testing confusion matrix of ADAM empowered with AlexNet
(augmented) for predicting kidney cancer at each level. Table 8 depicts the following
results: for grade 0, the proposed model correctly predicted 330 positive cancer patients
and 651 negative cancer patients and incorrectly predicted 1 positive cancer patient and
8 negative cancer patients; for grade 1, the proposed model correctly predicted 321 positive
cancer patients and 661 negative cancer patients and incorrectly predicted 1 positive cancer
patient and 7 negative cancer patients; for grade 2, the proposed model correctly predicted
322 positive cancer patients and 651 negative cancer patients and incorrectly predicted
15 positive cancer patients and 2 negative cancer patients.

Table 8. Testing confusion matrix of ADAM empowered with AlexNet (augmented test data).

Total Samples
(990) Grade 0 Grade 1 Grade 2

Grade 0 330 0 1

Grade 1 0 321 1

Grade 2 8 7 322

Table 9 shows the testing confusion matrix of RMSPROP empowered with AlexNet
(augmented) for predicting kidney cancer at each level. Table 9 depicts the following
results: for grade 0, the proposed model correctly predicted 327 positive cancer patients
and 649 negative cancer patients and incorrectly predicted 4 positive cancer patients and
10 negative cancer patients; for grade 1, the proposed model correctly predicted 319 positive
cancer patients and 663 negative cancer patients and incorrectly predicted 3 positive cancer
patients and 5 negative cancer patients; for grade 2, the proposed model correctly predicted
324 positive cancer patients and 648 negative cancer patients and incorrectly predicted
13 positive cancer patients and 5 negative cancer patients.

Table 9. Testing confusion matrix of RMSPROP empowered with AlexNet (augmented test data).

Total Samples
(990) Grade 0 Grade 1 Grade 2

Grade 0 327 2 2

Grade 1 0 319 3

Grade 2 10 3 324

Table 10 shows the statistical matrix results of the proposed methodology for kidney
cancer prediction empowered with IoMT and transfer learning (augmented). The study
shows that SGDM had outstanding results throughout training and testing, achieving
the highest prediction accuracy and miss-classification rate of 99.20% and 0.80%, respec-
tively. On the other hand, ADAM achieved the second highest prediction accuracy and
miss-classification rate of 98.30% and 1.70%, respectively. Finally, RMSPROP achieved
a prediction accuracy and miss-classification rate of 98.18% and 1.82%, respectively.
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Table 10. Statistical parameter results for the proposed model for kidney cancer prediction empow-
ered with IoMT and transfer learning (augmented test data).

SGDM (%)

CA CMR Sen Spec F1 PPV NPV FPR FNR LPR

99.20 0.80 100.00 99.85 99.85 99.70 100.00 0.15 0.00 660.00

LNR FMI

0.00 99.85

ADAM (%)

CA CMR Sen Spec F1 PPV NPV FPR FNR LPR

98.30 1.70 99.69 98.95 98.77 97.87 99.85 1.05 0.31 95.13

LNR FMI

0.00 98.77

RMSPROP (%)

CA CMR Sen Spec F1 PPV NPV FPR FNR LPR

98.18 1.82 96.14 99.23 97.30 98.48 98.03 0.77 3.86 125.56

LNR FMI

0.04 97.30

Table 11 shows a comparative analysis of the proposed framework with previous
studies. The descriptive analysis shows that Ibrahim et al. [14] achieved a 95% classification
accuracy empowered with an LSTM on the miRNA feature dataset. Sheehan et al. [15]
achieved an 81% classification accuracy empowered with a DNN on the CT scan image
dataset. Ren et al. [16] achieved an 89.7% classification accuracy empowered with an
HNN on the clinical feature dataset. Kallenberger et al. [17] achieved an 87% classifica-
tion accuracy empowered with an RNN on the clinical feature dataset. Vinod et al. [20]
achieved a 92.61% classification accuracy empowered with a CNN on the RCC image
dataset. Moreau et al. [21] achieved an 89% classification accuracy empowered with a CNN
on the Kits19 feature dataset. Lee et al. [26] achieved an 85% classification accuracy empow-
ered with a DNN on the RCC image dataset. Shalski [27] achieved a 92.1% classification
accuracy empowered with a vascular tree on the CT scan image dataset.

We present a comparison of the proposed model with state-of-the-art models in Table 7.
It is evident in the table that our proposed methodology has outperformed all current
models for osteosarcoma detection in terms of accuracy. The studies cited in [15,26,35]
reported low accuracy, and inefficient models were used for classification. Although a few
other studies reported promising results [14,16,17,20,21,27], they are unable to ensure the
security of patient data, as well as the trained model. Our augmented model achieved
a very high accuracy of up to 99.30%. Moreover, our model uses blockchain for the security
of data as well as the trained model, while edge computing and fog computing facilitate
faster and reliable processing of IoMT-generated data.

This proposed model is beneficial for the assistants of consultants (i.e., a person who
organizes the doctor’s appointment—a nontechnical person) and trainees in underdevel-
oped countries, such as Pakistan, Afghanistan, and Sri Lanka, etc., because, in developing
countries, there is a large number of kidney cancer patients of different stages. Therefore,
the assistants of consultants (a person who organizes the doctor’s appointment—a nontech-
nical person) assign appointments on the basis of first come, first serve. Due to this issue,
some critical patients were neglected, and some did not survive. In the current scenario in
developing countries, it is very difficult to organize appointments on a priority basis. Our
system will assist the appointment maker in prioritizing patients based on their test reports,
thus saving lives. Our system will also assist and educate the trainees/medical students.
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Table 11. Comparative analysis of the proposed framework with previous studies.

Study Model Dataset IoMT Blockchain
Security Accuracy

Ibrahim et al. [14] LSTM miRNA (Feature) NO NO 95%

Sheehan et al. [15] DNN CT Scan (Image) NO NO 81%

Ren et al. [16] HNN Clinical (Feature) NO NO 89.7%

Kallenberger et al. [17] RNN Clinical (Feature) NO NO 87%

Vinod et al. [20] CNN RCC (Image) NO NO 92.61%

Moreau et al. [21] CNN Kits19 (Feature) NO NO 89%

Lee et al. [26] DNN RCC (Image) NO NO 85%

Shalski [27] Vascular Tree CT Scan (Image) NO NO 92.1%

Benchmark [35] ResNet Custom Biopsy (Image) No No 79%

Benchmark [35] VGG Net Biopsy (Image) No No 20%

The Proposed Model
(Augmented Test Data)

Transfer Learning (SGDM,
ADAM, RMSPROP) Biopsy (Image) Yes Yes 99.2%

The Proposed Model
(NonAugmented Test Data)

Transfer Learning (SGDM,
ADAM, RMSPROP) Biopsy (Image) Yes Yes 93.75%

6. Conclusions and Future Work

The early diagnosis of kidney cancer empowered with transfer learning and blockchain
security is very responsive and can help the health sector apply some major precautions
before major health consequences. This study proposed a new IoMT-based kidney cancer
prediction framework empowered with transfer learning, which involves some deep learn-
ing algorithms and blockchain security technologies. The proposed framework applied
SGDM, ADAM, and RMSOROP deep algorithms empowered with transfer learning to
obtain some mature results. For the enhancement of results, the proposed framework
applied some augmentation and pixel correction techniques. After enhancement and
comprehensive model training, the proposed framework achieved 99.2% and 0.8% for
test classification accuracy and miss-classification rate, respectively. In this study, all ex-
periments have been descriptively explained. This study plays a major role in the health
5.0 sector for early kidney cancer prediction. Furthermore, in the future, the proposed
framework will be expanded using federated learning techniques and machine learning
fuzzed model techniques to obtain more mature prediction results.

Author Contributions: M.U.N., M.F.K. and M.A. collected data from different resources. M.U.N.,
M.Z., M.A. and M.F.K. performed the formal analysis and simulation, M.U.N., M.Z., M.F.K. and
A.-u.R. contributed to writing—original draft preparation; H.A.H., M.A.K., T.M.G. and M.A.: writing—
review and editing; W.M., M.A.K. and M.Z. performed supervision; T.M.G., M.U.N., A.-u.R. and
M.F.K. drafted pictures and tables; W.M., T.M.G., M.A.K., M.A. and A.-u.R. performed revision and
improved the quality of the draft. All authors have read and agreed to the published version of
the manuscript.

Funding: This research received no external funding.

Institutional Review Board Statement: Not applicable.

Informed Consent Statement: Not applicable.

Data Availability Statement: The simulation files/data used to support the findings of this study
are available from the corresponding author upon request.

Conflicts of Interest: The authors declare no conflict of interest.



Sensors 2022, 22, 7483 15 of 16

References
1. Moch, H.; Cubilla, A.L.; Humphrey, P.A.; Reuter, V.E.; Ulbright, T.M. The 2016 WHO Classification of Tumours of the Urinary

System and Male Genital Organs-Part A: Renal, Penile, and Testicular Tumours. Eur. Urol. 2016, 70, 93–105. [CrossRef] [PubMed]
2. Zhan, C.; Wang, Z.; Xu, C.; Huang, X.; Su, J.; Chen, B.; Wang, M.; Qi, Z.; Bai, P. Development and Validation of a Prognostic Gene

Signature in Clear Cell Renal Cell Carcinoma. Front. Mol. Biosci. 2021, 8, 609865. [CrossRef] [PubMed]
3. Li, Y.; Gong, Y.; Ning, X.; Peng, D.; Liu, L.; He, S.; Gong, K.; Zhang, C.; Li, X.; Zhou, L. Downregulation of CLDN7 due to promoter

hypermethylation is associated with human clear cell renal cell carcinoma progression and poor prognosis. J. Exp. Clin. Cancer
Res. 2018, 37, 276. [CrossRef] [PubMed]

4. Motzer, R.J.; Bander, N.H.; Nanus, D.M. Renal-cell carcinoma. N. Engl. J. Med. 1996, 335, 865–875. [CrossRef] [PubMed]
5. Liu, H.; Yang, Y. Identification of Mast Cell-Based Molecular Subtypes and a Predictive Signature in Clear Cell Renal Cell

Carcinoma. Front. Mol. Biosci. 2021, 8, 719982. [CrossRef] [PubMed]
6. Karakiewicz, P.I.; Briganti, A.; Chun, F.K.-H.; Trinh, Q.-D.; Perrotte, P.; Ficarra, V.; Cindolo, L.; De La Taille, A.; Tostain, J.;

Mulders, P.F.; et al. Multi-Institutional Validation of a New Renal Cancer–Specific Survival Nomogram. J. Clin. Oncol. 2007, 25,
1316–1322. [CrossRef]

7. Pantuck, A.J.; Zisman, A.; SBelldegrun, A. The changing natural history of renal cell carcinoma. J. Urol. 2001, 166, 1611–1623.
[CrossRef]

8. Wood, C.G. Multimodal Approaches in the Management of Locally Advanced and Metastatic Renal Cell Carcinoma: Combining
Surgery and Systemic Therapies to Improve Patient Outcome. Clin. Cancer Res. 2007, 13, 697s–702s. [CrossRef]

9. Muselaers, C.H.; Boerman, O.C.; Oosterwijk, E.; Langenhuijsen, J.F.; Oyen, W.J.; Mulders, P.F. Indium-111–labeled Girentuximab
ImmunoSPECT as a Diagnostic Tool in Clear Cell Renal Cell Carcinoma. Eur. Urol. 2013, 63, 1101–1106. [CrossRef]

10. Li, F.; Yang, M.; Li, Y.; Zhang, M.; Wang, W.; Yuan, D.; Tang, D. An improved clear cell renal cell carcinoma stage prediction model
based on gene sets. BMC Bioinform. 2020, 21, 232. [CrossRef]

11. Lazichand, I.; Bakris, G.L. Prediction, and management of hyperkalemia across the spectrum of chronic kidney disease. Seminars
Nephrol. 2014, 34, 333–339. [CrossRef] [PubMed]

12. Changand, A.; Kramer, H. Should eGFR and albuminuria be added to the Framingham Risk Score chronic kidney disease and
cardiovascular disease risk prediction. Nephron Clin. Pract. 2011, 119, 171–177. [CrossRef] [PubMed]

13. Liu, K.D.; Yang, W.; Anderson, A.H.; Feldman, H.I.; Demirjian, S.; Hamano, T.; He, J.; Lash, J.; Lustigova, E.; Rosas, S.E.; et al.
Urine neutrophil gelatinase–associated lipocalin levels do not improve risk prediction of progressive chronic kidney disease.
Kidney Int. 2013, 83, 909–914. [CrossRef]

14. Ali, A.M.; Zhuang, H.; Ibrahim, A.; Rehman, O.; Huang, M.; Wu, A. A Machine Learning Approach for the Classification of
Kidney Cancer Subtypes Using miRNA Genome Data. Appl. Sci. 2018, 8, 2422. [CrossRef]

15. Sheehan, S.; Mawe, S.; Cianciolo, R.E.; Korstanje, R.; Mahoney, J.M. Detection and Classification of Novel Renal Histologic
Phenotypes Using Deep Neural Networks. Am. J. Pathol. 2019, 189, 1786–1796. [CrossRef] [PubMed]

16. Ren, Y.; Fei, H.; Liang, X.; Ji, D.; Cheng, M. A hybrid neural network model for predicting kidney disease in hypertension patients
based on electronic health records. BMC Med. Informatics Decis. Mak. 2019, 19, 131–138. [CrossRef]

17. Kallenberger, S.M.; Schmidt, C. Forecasting the development of acute kidney injury using a recurrent neural network. Cardiovasc.
Res. 2019, 115, e155–e157. [CrossRef] [PubMed]

18. Suberi, A.A.M.; Zakaria, W.N.W.; Tomari, R. Dendritic Cell Recognition in Computer Aided System for Cancer Immunotherapy.
Procedia Comput. Sci. 2017, 105, 177–182. [CrossRef]

19. Sudharani, K.; Sarma, T.; Prasad, K.S. Advanced Morphological Technique for Automatic Brain Tumor Detection and Evaluation
of Statistical Parameters. Procedia Technol. 2016, 24, 1374–1387. [CrossRef]

20. Tabibu, S.; Vinod, P.K.; Jawahar, C.V. Pan-Renal Cell Carcinoma classification and survival prediction from histopathology images
using deep learning. Sci. Rep. 2019, 9, 10509. [CrossRef]

21. Santini, G.; Moreau, N.; Rubeaux, M. Kidney tumor segmentation using an ensembling multi-stage deep learning approach.
A contribution to the KiTS19 challenge. arXiv 2019, arXiv:1909.00735.

22. Sobhaninia, Z.; Rezaei, S.; Karimi, N.; Emami, A.; Samavi, S. Brain Tumor Segmentation by Cascaded Deep Neural Networks
Using Multiple Image Scales. In Proceedings of the 2020 28th Iranian Conference on Electrical Engineering (ICEE), Tabriz, Iran,
4–6 August 2020.

23. Song, T.; Zhang, Q.W.; Duan, S.F.; Bian, Y.; Hao, Q.; Xing, P.-Y.; Wang, T.-G.; Chen, L.-G.; Ma, G.; Lu, J.-P. MRI-based radionics
approach for differentiation of hypovascular non-functional pancreatic neuroendocrine tumors and solid pseudopapillary
neoplasms of the pancreas. BMC Med. Imaging 2021, 21, 36. [CrossRef]

24. Shibata, T.; Teramoto, A.; Yamada, H.; Ohmiya, N.; Saito, K.; Fujita, H. Automated Detection and Segmentation of Early Gastric
Cancer from Endoscopic Images Using Mask R-CNN. Appl. Sci. 2020, 10, 3842. [CrossRef]

25. Sokoutil, M.; Sokouti, M.; Sokouti, B. Computer-aided diagnosis of thyroid cancer using image processing techniques. Int. J.
Comput. Sci. Netw. Secur. 2018, 18, 329–339.

26. Han, S.; Hwang, S.I.; Lee, H.J. The Classification of Renal Cancer in 3-Phase CT Images Using a Deep Learning Method. J. Digit.
Imaging 2019, 32, 638–643. [CrossRef] [PubMed]

27. Skalski, A. Kidney tumor segmentation and detection on computed tomography data. In Proceedings of the 2016 IEEE Interna-
tional Conference on Imaging Systems and Techniques (IST), Chania, Greece, 4–6 October 2016; pp. 238–242.

http://doi.org/10.1016/j.eururo.2016.02.029
http://www.ncbi.nlm.nih.gov/pubmed/26935559
http://doi.org/10.3389/fmolb.2021.609865
http://www.ncbi.nlm.nih.gov/pubmed/33968978
http://doi.org/10.1186/s13046-018-0924-y
http://www.ncbi.nlm.nih.gov/pubmed/30428910
http://doi.org/10.1056/NEJM199609193351207
http://www.ncbi.nlm.nih.gov/pubmed/8778606
http://doi.org/10.3389/fmolb.2021.719982
http://www.ncbi.nlm.nih.gov/pubmed/34646862
http://doi.org/10.1200/JCO.2006.06.1218
http://doi.org/10.1016/S0022-5347(05)65640-6
http://doi.org/10.1158/1078-0432.CCR-06-2109
http://doi.org/10.1016/j.eururo.2013.02.022
http://doi.org/10.1186/s12859-020-03543-0
http://doi.org/10.1016/j.semnephrol.2014.04.008
http://www.ncbi.nlm.nih.gov/pubmed/25016403
http://doi.org/10.1159/000325669
http://www.ncbi.nlm.nih.gov/pubmed/21811078
http://doi.org/10.1038/ki.2012.458
http://doi.org/10.3390/app8122422
http://doi.org/10.1016/j.ajpath.2019.05.019
http://www.ncbi.nlm.nih.gov/pubmed/31220455
http://doi.org/10.1186/s12911-019-0765-4
http://doi.org/10.1093/cvr/cvz279
http://www.ncbi.nlm.nih.gov/pubmed/31697360
http://doi.org/10.1016/j.procs.2017.01.201
http://doi.org/10.1016/j.protcy.2016.05.153
http://doi.org/10.1038/s41598-019-46718-3
http://doi.org/10.1186/s12880-021-00563-x
http://doi.org/10.3390/app10113842
http://doi.org/10.1007/s10278-019-00230-2
http://www.ncbi.nlm.nih.gov/pubmed/31098732


Sensors 2022, 22, 7483 16 of 16

28. Rahman, A.-U.; Alqahtani, A.; Aldhafferi, N.; Nasir, M.U.; Khan, M.F.; Khan, M.A.; Mosavi, A. Histopathologic Oral Cancer
Prediction Using Oral Squamous Cell Carcinoma Biopsy Empowered with Transfer Learning. Sensors 2022, 22, 3833. [CrossRef]
[PubMed]

29. Taleb, N.; Mehmood, S.; Zubair, M.; Naseer, I.; Mago, B.; Nasir, M.U. Ovary Cancer Diagnosing Empowered with Machine
Learning. In Proceedings of the 2022 International Conference on Business Analytics for Technology and Security (ICBATS),
Dubai, United Arab Emirates, 16–17 February 2022; pp. 1–6.

30. Ghazal, T.M.; Hamadi, H.A.; Nasir, M.U.; Rahman, A.U.; Gollapalli, M.; Zubair, M.; Khan, M.A.; Yeun, C.Y. Supervised Machine
Learning Empowered Multifactorial Genetic Inheritance Disorder Prediction. Comput. Intell. Neurosci. 2022, 2022, 1051388.
[CrossRef]

31. Nasir, M.U.; Khan, M.A.; Zubair, M.; Ghazal, T.M.; Said, R.A.; Al Hamadi, H. Single and Mitochondrial Gene Inheritance Disorder
Prediction Using Machine Learning. Comput. Mater. Contin. 2022, 73, 953–963. [CrossRef]

32. Nasir, M.U.; Ghazal, T.M.; Khan, M.A.; Zubair, M.; Rahman, A.-U.; Ahmed, R.; Al Hamadi, H.; Yeun, C.Y. Breast Cancer Prediction
Empowered with Fine-Tuning. Comput. Intell. Neurosci. 2022, 2022, 5918686. [CrossRef]

33. Rahman, A.U.; Nasir, M.U.; Gollapalli, M.; Alsaif, S.A.; Almadhor, A.S.; Mehmood, S.; Khan, M.A.; Mosavi, A. IoMT-Based
Mitochondrial and Multifactorial Genetic Inheritance Disorder Prediction Using Machine Learning. Comput. Intell. Neurosci. 2022,
2022, 2650742. [CrossRef]

34. Rahman, A.-U.; Nasir, M.U.; Gollapalli, M.; Zubair, M.; Saleem, M.A.; Mehmood, S.; Khan, M.A.; Mosavi, A. Advance Genome
Disorder Prediction Model Empowered with Deep Learning. IEEE Access 2022, 10, 70317–70328. [CrossRef]

35. Kaggle, Kidney Cancer. Available online: https://www.kaggle.com/datasets/atreyamajumdar/kidney-cancer (accessed on
1 May 2022).

http://doi.org/10.3390/s22103833
http://www.ncbi.nlm.nih.gov/pubmed/35632242
http://doi.org/10.1155/2022/1051388
http://doi.org/10.32604/cmc.2022.028958
http://doi.org/10.1155/2022/5918686
http://doi.org/10.1155/2022/2650742
http://doi.org/10.1109/ACCESS.2022.3186998
https://www.kaggle.com/datasets/atreyamajumdar/kidney-cancer

	Introduction 
	Literature Review 
	Materials and Methods 
	Data Set 
	Simulation and Results 
	Conclusions and Future Work 
	References

