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Abstract: As the core of blockchain technology, the consensus algorithm plays an important role
in determining the security, data consistency, and efficiency of blockchain systems. The existing
mainstream consensus algorithm is experiencing difficulties satisfying the needs of efficiency, security,
and decentralization in real-world scenarios. This paper proposes a hybrid consensus algorithm
based on modified Proof-of-Probability and Delegated Proof-of-Stake. In this method, the work
of block generation and validation is, respectively, completed by the nodes using the modified
Proof-of-Probability consensus algorithm and Delegated Proof-of-Stake consensus algorithm. When a
transaction occurs, the system sends several target hash values to the whole network. Each modified
Proof-of-Probability node has a different sorting algorithm, so they have different mining priorities.
Every time a hash is decrypted by a modified Proof-of-Probability node, the modulo operation is
done to the value of nonce, which is then compared with the expected value given by the supernode
selected by the Delegated Proof-of-Stake nodes. If they are not the same, the Proof-of-Probability node
enters the waiting time and the other Proof-of-Probability nodes continue to mine. By adopting two
consensus algorithms, the malicious nodes must control more than 51% of the nodes that adopt the
two consensus algorithms, at the same time, to effectively attack the system, that is, they must have
more than 51% of the computing power and more than 51% of the tokens. This not only increases
the cost of malicious attacks, but also reduces waste of computing power. In addition, the efficiency
of the DPoS algorithm makes up for the deficiency of the PoP algorithm in system efficiency, and
the mining behavior based on probability in the PoP algorithm also significantly weakens the ability
of supernodes in the DPoS algorithm to conduct monopoly behavior or other malicious behaviors.
In a word, the combination of the two algorithms makes the system perform better in terms of security,
system efficiency, and decentralization.
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1. Introduction

As a distributed shared ledger and database [1], blockchain has the characteristics of openness,
transparency, decentralization, and anti-tampering. With the above characteristics, blockchain is widely
used in the field of finance and the Internet of Things. Among them, a rising number of blockchain-based
technical implementations for smart city (e.g., references [2–4]) have been proposed. The above application
scheme makes full use of the decentralization of blockchain. Decentralization is realized by consensus
algorithms [5], the most representative of which [6] are PoW [7], PoS [8], and DPoS [9].

PoW ensures the safety and fairness of the system through computing power competition among
nodes, but it also causes a lot of unnecessary computing power and electric power waste. In addition,
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with the expansion of large mines and mining pools, it is difficult for individual users to obtain benefits,
which obviously violates the original intention of blockchain. In contrast, PoS does not completely rely
on computing power to compete for the right to keep accounts. The difficulty of node mining and the
probability of success are determined by the coin age, which effectively avoids the waste of resources
and increases the cost of attacking the whole system, because the node needs to have more than 51% of
tokens to carry out effective attacks. However, it also makes the system less reliable and fair. On the
one hand, nodes with more tokens tend to obtain more revenue and bring more revenue in the future,
which leads to a monopoly situation in PoS similar to that in PoW. On the other hand, because PoS does
not completely rely on computing power to compete for bookkeeping rights, it does not consume any
additional resources for the node to try to fork the blockchain, while other nodes will try to mine on all
forks without any loss in pursuit of profit maximization. As a result, PoS is prone to fork. DPoS, on the
other hand, continuously selects a few nodes to replace most nodes to produce blocks, which improves
the production efficiency of blocks, reduces the maintenance cost of the network, and enables common
nodes to have a greater opportunity to gain benefits. However, it also sacrifices some decentralization.
The PoP [10] consensus algorithm weakens the advantage of nodes with high computing power in
probability by introducing false hash and waiting time mechanism, but its definition of true hash is not
rigorous enough, which leads to the fact that the final selection result of true hash may not be unique,
resulting in the risk of the system being forked.

As can be seen from the above, a single mainstream consensus algorithm is often difficult to fully
satisfy the needs of real-world scenarios (e.g., security, decentralization, and efficiency). Therefore, we
hope to design a consensus algorithm to make it have the advantages of the mainstream consensus
algorithms and make up for their shortcomings as much as possible. This paper proposes a hybrid
consensus algorithm based on the modified PoP consensus algorithm and DPoS consensus algorithm
to make up for the shortcomings of single consensus algorithms. In this algorithm, the work of block
generation and verification is given to the nodes adopting the modified PoP consensus algorithm
and DPoS consensus algorithm, respectively. As a result, malicious nodes must have more than 51%
computing power and more than 51% tokens in the system to control the whole system and carry
out effective attacks. This significantly increases the cost of malicious attacks. Among them, the
modified PoP algorithm allocates the true hash and many false hashes together to the blockchain
network when a transaction occurs. Each node has a different hash sorting algorithm, so the decryption
order is different. Every time a node decrypts a hash, the modulo operation is done to its nonce value
and is compared with the expected value given in advance by the supernode in the DPoS nodes to
preliminarily verify the validity of the block. If they are not equal, the verification fails, and the PoP
node enters the waiting time, and the other PoP nodes continue to mine. The supernode can select
one more expected value for the next successful mining. After the verification is successful, block
validity will be further verified by other supernodes, and finally, a block will be successfully generated
and verified. The introduction of the waiting time mechanism and expected value mechanism greatly
weakens the advantages of high computing power nodes, thus, alleviating excessive computing power
competition and ensuring fairness; at the same time, it also ensures the generation speed of blocks to a
certain extent. In theory, our proposed consensus algorithm has higher block generation efficiency and
security than the traditional blockchain system.

The rest of this paper is organized as follows: the second section summarizes the related work,
the third section explains the process and details of the hybrid consensus algorithm, the fourth section
analyzes the security and liveness of the algorithm, and the fifth section evaluates the performance
of the algorithm. The sixth section summarizes the whole paper and proposes the future research
direction and goal.

2. Background and Related Work

This section will introduce the mainstream blockchain consensus mechanisms, such as PoW, PoS,
DPoS, and the original PoP consensus algorithm in detail.
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2.1. Proof-of-Work

The concept of PoW was first proposed by Cynthia Dwork and Moni Naor in their 1993 academic
paper [7], while the term proof-of-work was proposed in the 1999 paper [11] published by Markus
Jakobson and Ari Juels. Later, in his 2008 paper [12], Nakamoto took proof-of-work as the consensus
algorithm of bitcoin. The success of bitcoin had a great impact on cryptocurrencies, and PoW has
become one of the mainstream consensus algorithms.

The block structure in bitcoin is shown in Figure 1. It consists of version number, previous block
hash value, Merkle root, timestamp, difficulty, nonce value, and transaction data. Due to blockchain
being a decentralized distributed system, each node has the right to record transactions and package
them into blocks. In order to ensure that the blocks are orderly and effective, a method is needed
to make each node fairly compete for bookkeeping rights. The algorithm flow is shown in Figure 2.
By giving a target hash value, the algorithm requires that the block hash value calculated by the node is
less than the target value [13]. The nonce value plays a decisive role in the calculation process. Since the
information in the block is known and fixed except for nonce value, we can only guess the nonce value
randomly if we want to calculate the block hash value smaller than the target hash value. At the same
time, the hash function is irreversible and sensitive to the input value, so no node can cheat. Nodes
usually need to go through trillions of attempts to discover the nonce value. The first node to discover
the nonce value is regarded as a successful miner, and obtains the cryptocurrency from the system as a
reward, and its block will be regarded as effective and published on the blockchain. With the increasing
difficulty of mining and the emergence of mining pools, it is almost impossible for individuals with
limited resources to succeed in mining. The mining pool concentrates the computing power of multiple
nodes to mine and distributes the income to each node according to the computing power proportion
after successful mining. Obviously, the emergence of mining pools and mines makes it more difficult
for other personal nodes to mine successfully, which obviously goes against the original intention of
blockchain. In addition, the computing power of the four largest mining pools once exceeded 50% of
the total network, which greatly increased the possibility of a 51% attack [14] and seriously weakened
the security of bitcoin.
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Other problems with bitcoin include resources waste and inefficiency. In order to compete for
bookkeeping rights, miners have to keep mining. With the increasing difficulty of mining, the miners
will invest more computing resources, which not only wastes a lot of computing resources, but also
leads to the increasing power consumption of mining. A recent survey found that bitcoin mining
consumes 5 gigawatts of electricity per day. This is slightly less than 1% of the world’s total electricity
consumption, equivalent to about 4 million households. However, although the price of bitcoin has
dropped by about 75%, the computing power of the bitcoin system is rising, which has reached 54 eh/s
at present, meaning that the mining cost may be higher than the mining revenue in the future, making
the prospect of bitcoin not optimistic. At the same time, in order to prevent hard fork and make block
data difficult to be tampered with, bitcoin transaction needs to wait for six blocks to be confirmed
before it can be completed. In addition, block capacity, block generation speed, and other factors
further limit the transaction speed of bitcoin, which makes it difficult to put bitcoin into practical use
on a large scale.

2.2. Proof-of-Stake

Based on the existing problems of PoW, PoS was first adopted in the Peercoin launched in 2012.
Instead of requiring the certifier to perform a certain amount of computation, the proof of stake
requires the certifier to provide a certain amount of ownership of cryptocurrency. The mechanism
of proof-of-stake is that when creating a new block, the miner needs to create a “currency right”
transaction, which will send some coins to the miner according to the preset proportion. According
to the proportion and time of token owned by each node, and according to the algorithm, the
proof-of-stake mechanism can reduce the mining difficulty of nodes, thus, speeding up the search
for random numbers. This consensus algorithm can shorten the time needed to reach a consensus,
but in essence, it still needs the nodes in the network to mine. Therefore, the PoS algorithm does
not fundamentally solve the problem of low transaction efficiency and poor scalability of the PoW
algorithm in real-world scenarios. In addition, for those nodes that hold a large number of tokens, they
can gain tokens more easily than other nodes, which further consolidates the monopoly position of a
few nodes [15]. As a latecomer in the blockchain system, it is almost impossible to surpass the earlier
nodes in the number of coins and coin age. This also makes a large number of nodes tend to hold their
own tokens rather than transacting. These defects make the whole system unfriendly to new nodes,
which is not conducive to the expansion of the system.

Obviously, the shortcomings of PoW and PoS will eventually render the system centralized.
Therefore, a more stable and efficient DPoS algorithm is proposed.

2.3. Delegated Proof-of-Stake

DPoS (Delegated Proof of Stake) is the fastest, most effective, most decentralized, and most flexible
consensus mechanism among all consensus algorithms. The algorithm flow is shown in Figure 3. DPoS
uses the right of stakeholders to approve votes to solve consensus problems in a democratic and fair
way. All network parameters, from cost estimation to block spacing and transaction size, can be adjusted
by selected representatives. The principle is to let each holder vote, resulting in a certain number of
Representatives, which are verified and accounted for by these supernodes on behalf of the holder;
the rights of these supernodes are equal. DPoS is like the board of directors voting. The coin holders
cast a certain number of supernodes. The selected nodes generate blocks in turns, according to the
established schedule. If a supernode fails to exercise its power properly (such as generating blocks), it
will be removed, and the network will select a new supernode to replace it. All representatives will
receive 10% of the transaction fee contained in the average level block for reward. The deterministic
choice of block producers allows transactions to be confirmed in an average of one second. By protecting
all participants from unnecessary logical checks, DPoS greatly reduces the number of nodes participating
in verification and bookkeeping compared with the PoW and PoS algorithms. DPoS algorithm greatly
improves the efficiency and can reach the consensus verification at the second level [16]. It does not have
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complete decentralization, but has weak centralization. However, the design of the DPoS algorithm does
not guarantee that there must be sufficient real block producers. Due to a person or an entity may control
multiple nodes, the whole system may be substantially monopolized by one entity. For example, in LBTC
(lightning bitcoin), half of the nodes were controlled by the f2pool. At the same time, the governance
power and economic interests of supernodes are too centralized. If they collude, they will further form a
giant monopoly, which is at odds with the blockchain idea. In addition, there are many difficulties for the
system to deal with the nodes. Community election cannot effectively prevent the emergence of some
destructive nodes in time, which causes security risks to the network. At the same time, in the case of a
small number of network nodes, the supernodes elected are not representative.
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2.4. Proof-of-Probability

The overall structure of the PoP consensus algorithm is shown in Figure 4. In this method, each
node has a different hash sorting algorithm, mixing a true hash and many false hashes together. The true
hash is not determined in advance, but depends on a random number, n, that is, if a node calculates a
qualified hash value, and its nonce value is expressed as a binary number, and its nth bit is 1, then, the
current target hash is determined as a true hash. Otherwise, it is a false hash. Obviously, this method
makes it impossible for any node to know in advance whether the hash calculated by itself is a true hash
until it calculates the qualified nonce value. The first node that decrypts the true hash is regarded as the
successful miner and can create blocks and obtain rewards. If the hash is a false hash, the node needs to
wait for a period of time before it can start to decrypt the next hash. This is in order to limit excessive
computing power competition. Through this method, the advantage of the high computing power node
is weakened and the probability of successful mining of the general node is increased. However, the way
to determine the true hash is not rigorous, which will lead to the selection result of the true hash being not
unique, and then, cause fork. The specific algorithm flow is shown in Figure 5.
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2.5. Requirement Analysis

Based on a review of the literature, we consider that a good blockchain consensus algorithm
should satisfy as many of the following requirements as possible.

Bookkeeping right: Fair competition of bookkeeping rights is the basis of blockchain system
security and fairness. For the mining-based consensus algorithm, it needs to solve mathematical
problems to compete for accounting rights, and the higher difficulty helps to create fair competition.
Difficult mathematical problems that are difficult to solve but easy to verify can make the system
difficult to be cheated, and the system can withstand a large number of nodes. For other types of
consensus algorithms, it is not easy to guarantee security and fairness at the same time.

Resource saving: Low computing power consumption and electric power consumption can not
only reduce the waste of resources, but also reduce the operating cost of the node, which can effectively
avoid the situation that the cost is too high or even exceeds the income. In addition, it also helps to
deploy lightweight devices with low computing power in the blockchain.

High efficiency: In order to be used in a wider range of real-world scenarios, higher system
efficiency (e.g., transaction throughput) is necessary.

Decentralization: As the core feature of blockchain technology, the decentralized degree of
consensus algorithm determines the security (e.g., resistance of single point of failure) of the blockchain
system and the ability to prevent monopoly and protect user privacy.

Scalability: Due to the number of nodes in the blockchain being not fixed, the efficiency of the
blockchain system should not decrease significantly with the increase in the number of nodes.

Punishment mechanism: In order to maintain the security and stability of the system, the system
should have a punishment mechanism to stop malicious behavior in time, and it is best to remove the
malicious nodes from the network.

Resistance to temporary fork: In order to maintain the uniqueness of blockchain data, the
consensus algorithm should be able to avoid or effectively deal with the situation of fork. This paper
only discusses the fork caused by two nodes producing blocks at the same time.

Resistance to various attacks: To establish a secure network environment, the consensus algorithm
should make the system resistant to various attacks (e.g., 51% attack, distributed denial of service
attack, selfish mining attack and traditional sybil attack).

3. System Model and Algorithm

Through the analysis of the above requirements and the mainstream consensus algorithm, we
consider that the demand that a single consensus algorithm can meet is very limited, so we try to
combine the two consensus algorithms to make up for their shortcomings.
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The basic concept design of the algorithm proposed in this paper will be given in Section 3.1; the
specific algorithm flow and details will be given in Section 3.2.

3.1. Design

Through the analysis of various mainstream consensus algorithms, it is not difficult to realize that
there is a trade-off among three desirable properties, namely decentralization, efficiency and resources
saving, and security. For example, although PoW is highly decentralized and safe, it is inefficient and
consumes a lot of resources. Although DPoS is efficient, it sacrifices security and decentralization in
part. Therefore, using a single consensus algorithm to control the whole block generation process is
difficult to achieve satisfactory results. Therefore, this paper comprehensively considers the advantages
and disadvantages of PoP and DPoS, and uses them in the process of mining and block verification, in
order to improve efficiency as much as possible under the premise of ensuring security.

In the original PoP algorithm, the true hash is not determined in advance, but depends on a
random number, n, that is, if the nonce value of a hash is represented by a binary number and the nth
bit is 1, then, the current target hash is determined as the true hash. However, this way of determining
the true hash is not rigorous, the result may not be unique, and there is a greater risk of fork. Therefore,
in view of this defect, the following improvements are proposed for the PoP:

Before each round of mining, the supernode of DPoS needs to choose an expected value between
0 and 9. Every time the PoP node decrypts a hash, it modules the nonce value to 10. The reason for
choosing 10 is that we want to make the shortest time for successful verification of a block equal to that
of an existing mainstream blockchain system (e.g., bitcoin system) to ensure its practicability. If the
selected value is too small, it cannot effectively restrain multiple nodes with high computing power,
and if the value is too large, the system’s efficiency will be affected too much. If the result is the same
as the expected value selected by the DPoS supernode, it is considered to have decrypted the true hash.
The initial verification of the block is successful.

According to the number of tokens that DPoS nodes hold, they vote to select supernodes to make
decisions instead of themselves. In our proposed algorithm, the token acquisition method is basically
the same as that of the PoS-based blockchain system, that is, nodes need to purchase to obtain tokens.
By introducing a sublinear function Y =

2√X (Y is the corresponding number of votes and X is the
number of tokens held by the node), this limits the voting weight of nodes with many tokens. All the
voted nodes in each round form a candidate pool, from which 72 nodes with the most votes are selected
as supernodes. The reason why 72 nodes are selected as supernodes is that in the BitShares project,
which adopts the DPoS consensus mechanism, the number of supernodes is set to 101. However,
according to the observations of community members, there are not so many ideal nodes that can be
voted for, so we choose a relatively small number of 72 nodes. If the total number of nodes is less
than 72, all nodes will automatically become supernodes. After scrambling the sequence, a block is
successfully verified in turn. Blocks that are not generated in sequence are considered invalid. If there
is a supernode that does not act or does evil, it will be replaced by a new supernode selected from the
candidate pool according to the number of votes. If the number of supernodes is less than 72, no new
supernode will be added after the malicious supernode is removed until new nodes join the system.
The bits value is dynamically adjusted by the bit adjustment algorithm [12] to ensure that a hash is
decrypted every minute. In fact, the time to decrypt the hash can be dynamically controlled according
to specific needs. The supernode can specify an expected value for the first time. If it is not correct,
the PoP node which decrypted the hash will enter the waiting time. The supernode can specify an
additional expected value the next time a hash is decrypted, and so on. Ideally, each block that meets
the expected value can quickly pass the verification of more than half of the supernodes, so it can
ensure that a block can be generated for up to ten minutes. Every time a block is successfully created,
60% of the total revenue is allocated to the successful mining PoP node and 20% of the revenue is
allocated to the DPoS supernode of the current verification block. This 20% of the revenue is allocated
to the general DPoS nodes voting for the supernode.



Future Internet 2020, 12, 122 8 of 16

3.2. Main Algorithm

The algorithm flow of the proposed consensus algorithm is shown in Figure 6.Future Internet 2020, 12, x FOR PEER REVIEW 8 of 16 
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1. When the transaction occurs, the whole network publishes a true hash and many false hashes.
2. Each PoP node uses its own hash sorting algorithm to give the mining order.
3. The PoP node creates the block header and exhausts the nonce value for mining.
4. If a hash is decrypted, the nonce value is compared with the expected value given by the supernode

of DPoS. If they do not match, the PoP node needs to enter the waiting time (the waiting time
depends on the number of PoP nodes. If the number of nodes is less than 10, the waiting time is
1 min. If the number of nodes is greater than or equal to 10, the node needs to wait until a block
is successfully verified, i.e., at most wait for ten minutes) and mining should be continued by
other PoP nodes. When the next hash is decrypted, the current supernode can specify one more
expected value, until the tenth time, when ten expected values are specified; it must be consistent.
If it is consistent, it shall be submitted to other supernodes for further verification. If more than
half of the supernodes pass the verification, it shall be deemed as successful mining (it should be
noted that the nodes that generate blocks and pass all validation should also enter the waiting
time to prevent the same high computing power node from generating blocks continuously).
Otherwise, this PoP node will enter the waiting time, and other PoP nodes will continue mining.
After a block is generated and verified successfully, the next supernode will verify when the next
hash is decrypted.

5. DPoS supernodes are elected through calculating the corresponding votes of each DPoS node by
using the sublinear function according to the number of tokens they own (not one vote for one
person, which increases the cost of controlling votes, and is not linearly related to the number of
tokens, which limits the voting weight of nodes with many tokens). If more than half of the tokens
have voted, 72 nodes with the most votes will be selected as supernodes from the candidate pool.

6. After randomly disrupting the order of supernodes, each supernode validates the block by giving
the expected value in turn. If the node does something bad, it is removed from the system by
voting, and a node is selected from the candidate pool to replace it. After ten rounds, they vote
again to select the supernodes.
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4. Analysis of Algorithm

Due to the consensus algorithm proposed in this paper combining PoP and DPoS, this makes the
algorithm have the advantages of both algorithms. We will analyze the algorithm from two aspects of
security and liveness. The security and liveness analyses are as follows.

4.1. Security Analysis

In addition to the advantages of tamper proof and traceability of the traditional consensus
algorithm, the security of the algorithm is mainly reflected in: supernodes election security, mining
security, and system security.

4.1.1. Supernodes Election Security

DPoS nodes vote for supernodes by holding tokens, not by one node one vote, and the voting
end condition is more than 50% of the total token holding nodes having voted, which makes the
election process not susceptible to general Sybil attack. At the same time, by introducing formula (1),
the number of votes held by each node is not linearly related to the number of tokens held, which
effectively limits the nodes with many tokens and avoids monopoly.

Y =
2√

X (1)

4.1.2. Mining Security

By introducing a random expected value and waiting time, and using the bit adjustment
algorithm [12] to adjust the speed of the hash decryption, even if the malicious node has a very high
computing power, it cannot decrypt the true hash faster than other nodes and cannot guarantee stable
block generation speed. At the same time, even if the high computing power node decrypts the hash,
according to formula (2), it can be concluded that the average probability of each result being the same
as the expected value given by the supernode is only 55% at most, otherwise it will enter the waiting
time and continue mining by other nodes. This greatly weakens the advantages of high computing
power nodes probabilistically and avoids excessive computing power competition.

Pn =


1

10(n−1)

10∑
i=1

Pi, n < 10

1
10

10∑
i=1

Pi
n−i+1 , n ≥ 10

(2)

4.1.3. System Security

Based on the above reasons and the work of generating blocks and verifying blocks being
respectively allocated to two types of nodes, even if malicious nodes have more than 51% of the
computing power and 51% of the tokens, they may not be able to attack the system effectively. Therefore,
the hybrid consensus mechanism proposed in this paper has higher attack costs and significantly
reduces the risk of attacks. Separating the block generation and block verification and assigning them
to the two types of nodes can resist various traditional attacks to some extent, such as Byzantine
failures [17], the eclipse attack [18], selfish mining attack [19], and other double-spend attacks [20].
At the same time, it can resist DDoS attack [21] as well as the bitcoin system can. In addition, through
relatively stable income, high attack cost, and uncertainty of probability, collusion attack is restrained
from motivation. The above measures make the nodes in the consensus algorithm proposed in this
paper tend to do no evil in terms of cost and benefits (the interests of the two types of nodes responsible
for block generation and verification are irrelevant). Compared with the traditional blockchain system,
this increases the robustness of the system.
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4.2. Liveness Analysis

The algorithm proposed in this paper is mainly reflected in the following aspects: the completion
of supernode election in a limited time, the low consumption of supernode verification work, the
successful mining of PoP node in a limited time, and the stable block generation efficiency of the system.

Due to the supernode having to complete the election within a limited time or when the number of
votes reaches the standard, this can ensure that the supernode election ends in time. As the supernode
gives the expected value in advance, and the verification of the correctness of hash calculation
results can be completed by other supernodes immediately, block verification only takes a short time.
The introduction of the bits dynamic adjustment algorithm and expected value mechanism limits the
upper and lower bounds of block generation speed. The fastest is about 1 min, and the slowest is about
10 min. Therefore, the algorithm has good liveness.

5. Evaluation and Results

We evaluate the algorithm design extensively on the local cluster. First of all, the blockchain system
is implemented simply by python programming language, and the consensus mechanism is modified
according to the design. The main functions, such as supernodes election, PoP nodes mining, dynamic
addition of nodes, supernode verifying blocks, and submitting them to the blockchain are simply
realized. Then, we evaluate the supernodes election time, transaction throughput, and scalability of
the system. Finally, we compare the experimental data with the mainstream algorithm. In order to
facilitate programming and comparison, the environment configuration and some parameters are
uniformly given a random value of the same range.

The implementation of node communication in the algorithm is realized through Python socket.

5.1. Supernodes Election

As a hybrid algorithm, the modified DPoS algorithm used in the block verification work is
basically the same as the traditional DPoS algorithm when electing nodes. The only difference is the
number of supernodes that are elected. We set the number of supernodes of the hybrid algorithm as
72, and the number of supernodes of the DPoS algorithm as 21 and 101. The supernodes election time
is calculated by the time stamp returned by the system. After several rounds of experiments, 25 of
them were randomly selected. The experimental results are shown in Figure 7.
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According to the experimental data, in the same network configuration, the election time of this
algorithm and the DPoS algorithm are generally in the same order of magnitude, that is, it is basically
only affected by the network delay and the number of nodes.
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5.2. Transaction Throughput

Throughput is a key indicator of the efficiency of consensus algorithms. By using the bits dynamic
adjustment algorithm and expected value mechanism, the algorithm can ensure that its throughput
is roughly the same as that of bitcoin in the worst case, while avoiding excessive computing power
competition. In the process of system implementation, for comparison, we recorded the throughput
under the same premise. Then, randomly we selected 20 rounds of all experiments. The experimental
results are shown in Figure 8. From this, we can conclude that the transaction throughput of the
algorithm is better than the PoW algorithm in general, and its average transaction throughput is about
three times that of the PoW algorithm.

Future Internet 2020, 12, x FOR PEER REVIEW 11 of 16 

 

experiments. The experimental results are shown in Figure 8. From this, we can conclude that the 
transaction throughput of the algorithm is better than the PoW algorithm in general, and its average 
transaction throughput is about three times that of the PoW algorithm.  

It should be noted that, because the expected value mechanism operates based on probability, 
the throughput of the system in real-world scenarios is uncertain and floating randomly within a 
fixed range. 

 

Figure 8. Transaction throughput. 

5.3. Scalability 

The algorithm proposed in this paper implements a multi-node consensus process. In theory, 
the algorithm will have good scalability. In order to verify the scalability of the algorithm, we 
designed an experiment to explore the relationship between the number of nodes and transaction 
throughput. The experiment compares the transaction throughput of the blockchain system based on 
this algorithm and the PoW algorithm under the conditions of 18 nodes, 36 nodes, 72 nodes, and 144 
nodes. In each case, we did 20 sets of experiments and took the average of the throughput. The 
experimental results are shown in Figure 9.  

 
Figure 9. Scalability. 

It can be seen from the above figure that the PoW algorithm’s throughput will decrease with the 
increase in nodes, which is usually caused by the increase in the difficulty of hash calculation and the 
increase in consensus time. In contrast, the algorithm proposed in this paper has relatively low 
throughput only in the case of an increase in the number of elections caused by a small number of 
supernodes. As the number of nodes increases, its throughput will gradually increase and stabilize, 
that is, the throughput of the algorithm is not easily affected by the increase in the number of nodes. 
In general, under the same number of nodes, the throughput of this algorithm is basically higher than 
that of the PoW algorithm. 

After algorithm analysis and performance evaluation, we explain how our proposed consensus 
algorithm meets all the requirements mentioned in Section 2.5. 

Bookkeeping rights: In the consensus algorithm proposed in this paper, due to the introduction 
of the waiting time mechanism and the expected value mechanism, even if the node with high 

Figure 8. Transaction throughput.

It should be noted that, because the expected value mechanism operates based on probability,
the throughput of the system in real-world scenarios is uncertain and floating randomly within a
fixed range.

5.3. Scalability

The algorithm proposed in this paper implements a multi-node consensus process. In theory, the
algorithm will have good scalability. In order to verify the scalability of the algorithm, we designed
an experiment to explore the relationship between the number of nodes and transaction throughput.
The experiment compares the transaction throughput of the blockchain system based on this algorithm
and the PoW algorithm under the conditions of 18 nodes, 36 nodes, 72 nodes, and 144 nodes. In each
case, we did 20 sets of experiments and took the average of the throughput. The experimental results
are shown in Figure 9.
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It can be seen from the above figure that the PoW algorithm’s throughput will decrease with the
increase in nodes, which is usually caused by the increase in the difficulty of hash calculation and
the increase in consensus time. In contrast, the algorithm proposed in this paper has relatively low
throughput only in the case of an increase in the number of elections caused by a small number of
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supernodes. As the number of nodes increases, its throughput will gradually increase and stabilize,
that is, the throughput of the algorithm is not easily affected by the increase in the number of nodes.
In general, under the same number of nodes, the throughput of this algorithm is basically higher than
that of the PoW algorithm.

After algorithm analysis and performance evaluation, we explain how our proposed consensus
algorithm meets all the requirements mentioned in Section 2.5.

Bookkeeping rights: In the consensus algorithm proposed in this paper, due to the introduction of
the waiting time mechanism and the expected value mechanism, even if the node with high computing
power first calculates the nonce value, it has very small probability of matching the expected value,
and then, it will enter the waiting time. This significantly weakens the advantages of high computing
power nodes, so that other general nodes have a greater opportunity to obtain bookkeeping rights.
This effectively avoids excessive computing power competition. At the same time, due to the special
setting of the expected value mechanism, block generation efficiency can also be guaranteed, that is, a
block can be generated in one minute at the fastest time and in ten minutes at the slowest time (the
bitcoin system generates a block every ten minutes). Therefore, the proposed algorithm can provide
fair and efficient bookkeeping rights competition.

Resource saving: Due to the algorithm providing fair and reasonable bookkeeping rights
competition, the opportunity for nodes to obtain bookkeeping rights is not linearly related to its
computing power, so nodes will not excessively pursue high computing power, which obviously
avoids excessive computing power competition and reduces the waste of computing power and electric
power. Thus, the running cost of nodes is reduced. After further optimization, the algorithm can also
be deployed on some lightweight devices. Therefore, the proposed algorithm has the characteristics of
resource saving.

High efficiency: By introducing the expected value mechanism, block generation speed is
significantly improved compared with the bitcoin system. In the worst case, it has the same generation
speed as the bitcoin system, and in the best case, it is ten times as fast as the bitcoin system. In fact, the
bits dynamic adjustment algorithm can shorten the mining time and further improve block generation
speed. Therefore, the efficiency of this algorithm is better than that of the bitcoin system.

Decentralization: In PoW and other mining-based consensus algorithms, the competition for
bookkeeping rights seems fair, but it will be monopolized by high computing power nodes. In a
consensus algorithm such as DPoS, the supernodes obtained by election can be used for bookkeeping.
Although the competition of computing power is avoided and the system efficiency is improved, they
have almost all the power (i.e., the power of block generation and verification), which to a certain
extent, sacrifices decentralization and is easy to form a new monopoly. Thus, by combining PoP and
DPoS, we can not only compete for bookkeeping rights fairly through proper mining, but also weaken
the power of DPoS supernodes (i.e., the power to generate blocks is handed over to PoP nodes), and
only block verification can be carried out through them. Block verification by a small number of
nodes inherits the high efficiency of DPoS to a certain extent, and effectively avoids the occurrence of
monopoly. Therefore, the proposed consensus algorithm can provide good decentralization for the
blockchain system.

Scalability: In the blockchain system based on the PoW algorithm, the throughput usually
decreases with the increase in the number of nodes. As time goes on, excessive computing power
competition will lead to the increasing difficulty of target hash calculation, and it will take more
time for the system to reach a consensus due to the increase in the number of nodes. In contrast, the
proposed algorithm has a relatively low throughput only when the number of supernodes is small,
which leads to the increase in election times. With the increase in the number of nodes, its throughput
will gradually improve and tend to be stable. Due to block verification being only carried out by a
small number of DPoS supernodes, it takes less time for the blockchain system to reach a consensus,
that is, the throughput of the algorithm is not easily affected by the number of nodes. Therefore, with
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the same number of nodes, the throughput of the proposed algorithm is basically higher than that of
the PoW algorithm.

Punishment mechanism: In the blockchain system represented by bitcoin, there is usually no good
supervision and punishment mechanism, which means malicious nodes will not be punished even if
they carry out malicious attacks, which obviously increases the security risk of the blockchain system.
In the proposed algorithm, DPoS supernodes are still monitored by other DPoS nodes after being
elected. Once a supernode is found to have malicious behavior, other nodes will vote to remove the
supernode from the system. In addition, the algorithm also provides a similar punishment mechanism
for PoP nodes. Once a PoP node has malicious behavior, it will be immediately removed by voting.
Therefore, the proposed algorithm has a basic punishment mechanism.

Resistance to temporary fork: In most blockchain systems such as the bitcoin system, once two
nodes generate blocks at the same time, it will generally cause a short-term blockchain fork. Other nodes
will continue mining on the first received blockchain until one blockchain is longer than the other, and
the short blockchain will be replaced. In the proposed algorithm, the method to deal with fork is the
same as bitcoin. The difference is that our algorithm makes it more difficult for blockchain system to
fork than the bitcoin system. In our blockchain system, when a node generates a block, it needs to
further meet the expected value before it can pass block verification. The minimum success rate is 10%
and the average success rate is 55%. Therefore, when two nodes generate blocks at the same time, they
also need to meet the expected value before fork occurs. By calculation, we can see that the minimum
success rate is 1%, and the average success rate is 30.25%. Therefore, the proposed algorithm can make
the blockchain system much more difficult to fork than the general blockchain system.

Resistance to various attacks:

(1) 51% attack: For the blockchain system based on a single consensus algorithm, malicious nodes
usually only need 51% of the computing power or 51% of the token in the system to launch 51%
attacks. In the proposed algorithm, due to the combination of two consensus algorithms, the
malicious node must have 51% of the computing power and 51% of the token in the system to
launch an effective malicious attack, which greatly increases the cost of malicious attacks and
improves the security of the system.

(2) DDoS attack: In fact, blockchain technology itself can well resist traditional DDoS attacks. This is
because the traditional centralized system will absorb a lot of spam information, which may
lead to DDoS attacks, and the nature of DDoS attacks makes it almost impossible to achieve the
bandwidth needed to process these data. A decentralized blockchain platform allows users to
rent their bandwidth, which can be pooled, thus, greatly increasing the amount of data processing
and greatly reducing the risk of DDoS attacks. At the same time, for the proposed algorithm, due
to the use of the waiting time mechanism and the expected value mechanism, it is easy to verify
the validity of the request, so a large number of malicious requests will be easily rejected, and at
the same time, force the malicious nodes to enter the waiting time, which significantly reduces
the frequency of malicious attacks, and then, enables the blockchain system to effectively resist
DDoS attacks.

(3) Selfish mining attack: In the general blockchain system, malicious nodes may choose not to
disclose their own generated blocks, but to continue mining on their own branch. When the
length of the public branch exceeds that of the private branch, the malicious node will publish
the private branch to make the mining of the honest node invalid. However, in the proposed
algorithm, due to the introduction of the waiting time mechanism and expected value mechanism,
block generation only depends on computing power competition to a small extent, and more
depends on probability. Therefore, malicious nodes usually do not have the ability to create
private branches. In addition, even if a malicious node can generate blocks earlier, it must be
disclosed, compared with the expected value, and matched to be considered as a valid block.
Therefore, the malicious node can’t hide blocks and guarantee their validity. Moreover, it will be
regarded as malicious behavior to disclose a blockchain containing several invalid blocks later.
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Then, the malicious node will be removed by voting. Therefore, the proposed algorithm can
effectively prevent a selfish mining attack.

(4) Sybil attack: In the blockchain system, a single malicious node may disguise as multiple nodes
to control the whole network and conduct malicious behavior. In the proposed algorithm, due
to the combination of PoP and DPoS, no matter what kind of node the malicious node wants
to disguise as, it needs to pay a price. That is, if the malicious node disguises as a PoP node, it
must have certain computing power and carry out mining. Only if the node mines successfully
can it be regarded as an effective node. If it is disguised as a DPoS node, it must have a certain
number of tokens to participate in voting. Obviously, the cost of a Sybil attack by a malicious
node is as high as that of 51% attack. Therefore, the proposed algorithm can also better resist
Sybil attacks. It is worth mentioning that this algorithm can be further improved to better resist
Sybil attacks. For example, adding an authentication mechanism can make use of third-party
trusted organizations such as Oracle for authentication, but this will sacrifice the decentralization
of the system and the anonymity of nodes. Therefore, a guaranteed algorithm can also be used to
ensure that any new node must be guaranteed by the trusted node in advance, which can be used
for identity authentication under the premise of ensuring anonymity.

To sum up, the comparison between our consensus algorithm and other consensus algorithms is
shown in Table 1.

Table 1. Comparison between our proposal with other consensus algorithms.

Feature PoP-DPoS
(Proposed) PoW PoS DPoS PoP

Bookkeeping
right
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6. Discussion

This paper proposes a hybrid consensus algorithm based on modified PoP and DPoS. By adopting
two different consensus algorithms for block generation and verification, the system combines the
advantages of the two consensus algorithms. The superiority of high computing power nodes
is weakened by the fake hash and the waiting time mechanism introduced in PoP, and excessive
computing power competition is avoided. DPoS greatly improves the efficiency of block generation
and verification, but it also sacrifices decentralization to some extent. Each node can choose the
appropriate work according to its own situation, and obtain more stable income. Most importantly, this
method increases the cost of a 51% attack. An attacker needs to have both 51% of the computing power
and 51% of the tokens to effectively attack the system. It effectively prevents various double-spend
attacks. The optimization of the waiting time mechanism and the bit adjustment algorithm mentioned
in this method will be the main research directions in the future. Due to the introduction of a sublinear
function, the voting weight of some nodes holding a small number of tokens is more than that of a single
node holding a large number of tokens, which in another aspect, leads to the relatively weak resistance



Future Internet 2020, 12, 122 15 of 16

of the consensus mechanism to attacks similar to Sybil attacks [22]. Related improvement measures
will also be the main work in the future. In addition, the further management of the transaction by the
PoP node can resist a dusting attack. We will also compare the performance of this method with other
consensus mechanisms in extreme cases.
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