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Abstract: The COVID-19 pandemic provided a much-needed sanity check for IoT-inspired frame-
works and solutions. IoT solutions such as remote health monitoring and contact tracing provided
support for authorities to successfully manage the spread of the coronavirus. This article provides the
first comprehensive review of key IoT solutions that have had an impact on COVID-19 in healthcare,
contact tracing, and transportation during the pandemic. Each sector is investigated in depth; and
potential applications, social and economic impact, and barriers for mass adaptation are discussed in
detail. Furthermore, it elaborates on the challenges and opportunities for IoT framework solutions in
the immediate post-COVID-19 era. To this end, privacy and security concerns of IoT applications
are analyzed in depth and emerging standards and code of practices for mass adaptation are also
discussed. The main contribution of this review paper is the in-depth analysis and categorization of
sector-wise IoT technologies, which have the potential to be prominent applications in the new nor-
mal. IoT applications in each selected sector are rated for their potential economic and social impact,
timeline for mass adaptation, and Technology Readiness Level (TRL). In addition, this article outlines
potential research directions for next-generation IoT applications that would facilitate improved
performance with preserved privacy and security, as well as wider adaptation by the population
at large.

Keywords: Internet of Things; COVID-19; pandemic; IoT solutions; IoT privacy and security chal-
lenges; IoT applications

1. Introduction

The Internet of Things (IoT) is a collection of interconnected devices, humans, objects,
and services that share data to accomplish a common objective in different areas and
applications, as defined by [1]. IoT is used in many different domains, such as healthcare,
agriculture, transportation, distribution, and energy production. Rapid development was
made in the IoT industry due to both Wireless Sensor Network (WSN) that enables the
communication between devices and Radio Frequency Identification (RFID), which allows
the labelling of devices [1].

IoT currently plays an important role in many fields. Healthcare is one of the promi-
nent sectors benefitted by the advancement of IoT [2]. In the health sector, IoT has dras-
tically changed the lives of both the young and elderly, as it can constantly track their
health [3]. These devices are of greater use with reduced cost and faster disease diagnosis.
The role of the IoT landscape has been significantly changed due to the COVID-19 pan-
demic [4]. Some use is directly related to mitigating the spread of the virus (e.g., contact
tracing, temperature screening, etc.) whereas others seek to facilitate the new normal cre-
ated by the pandemic (e.g., working from home, homeschooling, home fitness, etc.) [5–7].

The coronavirus disease (COVID) is a contagious disease caused by Severe Acute
Respiratory Syndrome Coronavirus 2 (SARS-CoV-2), which can be spread through nose
discharge and saliva droplets from the sneezes or coughs of infected people. COVID-19
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symptoms involve shortness or difficulty in breathing, fever, cough, vomiting, fatigue, and
loss of taste or smell. Transmission risk is highest when the distance between the carrier
and the subject is less than 2 m. Hence, limiting human-to-human interaction is the current
appropriate solution [8].

It is important to be able to detect early cases, trace, and isolate infected people
during pandemics. A system is needed to keep businesses running and customers and
employees healthy. IoT technologies with RFID, Near Field Communication (NFC), Wi-Fi,
Bluetooth Low Energy (BLE), and GPS help provide better solutions for the aforementioned
cases. These technologies are now infused with small, wearable, and portable devices.
Energy consumption, computational time, cost, data rate, practicality, and coverage may
differ from one device to another, depending on the material and technology used. Other
than patient needs, IoT helps in resolving machinery issues faster for healthcare workers,
managing pharmacy inventory controls, and keeping track of tagged equipment, such as
nebulizers and oxygen tanks [9].

Our paper focuses on the role of IoT during COVID-19, IoT-based solutions for COVID-
19 in different industries, challenges, and threat mitigation practices for IoT. The main
research question that this paper trying to address is: “What is the use and impact of IoT
basic technologies during COVID-19 and beyond?”.

In order to answer the above research question, a comprehensive review was con-
ducted by the authors. Consequently, it was found that IoT provided solutions for many
applications and systems in different industries (healthcare, transportation, entertainment,
retail, education, and communication) during the COVID-19 pandemic and there is more
potential in the post-COVID-19 era. Solutions vary from wearable devices and temperature
screening to contact tracing solutions.

This article is organized as follows: Section 2 discusses the related work and re-
views. Section 3 presents the paper methodology and research objectives. The role of
IoT during COVID-19; the IoT inspired frameworks for tackling COVID-19, and future
pandemics in different sections are discussed in Section 4. Section 5 presents the role of
IoT and expectation in the post-COVID-19 era. Section 6 displays IoT privacy, polices,
and security challenges. Section 7 presents IoT threat mitigations and emerging Code
of Practice. Section 8 present the implications and future directions. Finally, Section 9
concludes the paper.

2. Related Work

The COVID-19 pandemic has given rise to various predictions on the future. It is
envisaged that IoT will play a significant role in the new normal. This article presents,
analyses, and discusses IoT-inspired solutions during the pandemic in different sectors,
challenges, and opportunities beyond the pandemic.

The large number of interconnected devices used by the IoT that can track and alert
different types of illness help in creating a smart network for health management systems.
Patient information is captured without the need for human interaction, which could be
beneficial in decision-making methods [2].

There are many wearable lightweight IoT devices [10] that could be used to limit
contagious viruses such as COVID-19 and improve healthcare offerings. Some symptoms
can be effortlessly monitored with the use of IoT devices. If symptoms of the virus are
detected, the device can notify both the user and the closest health department. IoT can
also work as a mapping network that shows places with dense population or places that
have an increased number of cases and a higher risk of infection. This can improve the
intervention of health department performance to detect and save individuals in critical
situations (e.g., the patient is unable to contact the health department at the right time due
to symptoms) and share data with different departments to come up with a faster cure and
to keep civilians safe. With the use of technologies such as 4/5 G and the cloud, it is much
easier to monitor patients from a great distance, especially individuals who find it difficult
to reach or access healthcare facilities.
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Another benefit of IoT devices in the healthcare sector is the reduction in human error,
which is more frequent than machine or AI errors. IoT can provide more accurate diagnosis
and patient reporting, taking into consideration that human mistakes will likely recur.

IoT technology plays a significant role in detecting the virus by using fever screening
to recognize some of the virus’ symptoms, limiting spread by enforcing social distancing;
and managing remote health monitoring, pollution and air quality control, occupancy
control, and smart parking. The use of fever screening requires no contact between people
and allows multi-targets detection. Sensors and cameras provide colour temperature scales
and images. Pre-screening of employees, disaster evacuees, or patients is the first line of
defense against the virus [5]. This does not guarantee virus detection but can be used to
determine if the subject may have symptoms of the virus, and further inspections are made
for final determination. Fever screening can be used in airports, schools, warehouses, and
other crowded areas. Figure 1 illustrates the temperature screening output of a solution
available in the market.

Figure 1. Temperature Screening [11].

2.1. Is the State-of-the-Art IoT Enough to Tackle COVID-19 Related Challenges?

IoT can tackle most COVID-19 challenges. It can support control of the pandemic
by using it as an alerting mechanism, a warning mechanism, or a penalty mechanism, or
a combination. The mechanisms can be categorized into three levels, alerting being the
first level and penalty as the third level. At the alerting level, IoT can alarm the users
if, for example, an area has a dense population, cases are in a specific area, and if there
is going to be a lockdown. The warning and penalty levels work together. A warning
could be issued, for example, for people who arrive from another city to not leave home
for 14 days, and a penalty can be applied if the warnings are ignored. These mechanisms
can limit the spread of the virus and control the pandemic. However, with the increased
intervention, more personal data and permissions (or consent) are required from the user,
which affects user privacy and security. There is a conflict between data access to provide
better services and protecting user privacy. The amount of data collected from IoT devices
puts individuals at risk as they become more easily identifiable with the use of profiling,
tracing, and unauthorized processing, which can violate data protection laws such as
General Data Protection Regulation (GDPR), due to the requirement of explicit consent
from users. However, legitimate interests can play a bigger role in controlling a global
pandemic such as COVID-19. Security and privacy issues associated with Coronavirus
diagnosis and prognosis are discussed by the author of [12].

During the pandemic, IoT-inspired technologies provide greater use with a reduced
cost and faster disease diagnosis. For instance, the ADAMM Asthma monitor that detects
asthma attack [13] and the Smart Continuous Glucose Monitoring (CGM) [14] are of great
examples of the use of IoT in the health sector. In these critical times, IoT can be of great
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help to the elderly as they are more vulnerable to the virus than the other age groups. They
are also more prevalent due to the increase in life expectancy. IoT wearable devices that can
perform biometric reading and activity tracking, such as the Apple smart health watch [15]
and the Omron blood pressure monitor [16], can help in constantly monitoring their health
remotely. Grandcare is also a useful system that allows elderly people to communicate
with their loved ones and would be ideal for home monitoring [17].

A study conducted by [18] proposed eight machine learning algorithms to early
identify suspected COVID cases. Five of these algorithms present more than 90% accuracy
in identifying potential cases. The framework also analyses the treatment response and real-
time monitoring of the patient to understand the nature of the virus. This high accuracy
can help in detecting many early cases and to rush with appropriate treatment. With
innovation technologies, IoT is capable of creating high-quality outcomes and customized
attention and benefits to the patient by reducing the associated losses [3].

2.2. Related Reviews

A number of reviews can be found in the literature that address different aspects of
IoT. Some of them are the latest reviews on COVID-19 related IoT applications and their
performance and impact. The review conducted by [19] provides a survey for emerging
healthcare applications in various use case scenarios. It also focuses on key application-
specific viewpoints of communication technologies, highlighting the consideration of
long-range and short-range communications. A review by [20] discusses the Quality of Ex-
perience (QoE) in IoT. The review presents factors impacting QoE of IoT systems, practical
QoE models without human interference, and the effect of security on the QoE of automatic
IoT systems. The review presented in [21] identifies different security challenges and
solutions. Hence, the challenges mainly fall under privacy, secure routing, and forwarding
for IoT. Rahmani and Mirmahaleh [22] highlight different strategies to face COVID-19 and
their negative and positive impacts on people and then classify and analyze the treatments
and prevention methods. A review of IoT application in agro-industrial fields is presented
in [23]. This review presents solutions for environmental problems but declares that “future
solutions will need to fully embrace Cloud services and new ways of connectivity in order
to get the benefits of a truly connected and smart IoT ecosystem”. The review presented
in our article focuses on IoT-based technologies and applications during COVID-19 in
key sectors. The sectors are selected based on the research conducted by the authors and
previously published research in the literature.

3. Methodology

In order to answer the usage and impact of IoT Technologies during and beyond
COVID-19 (i.e., the research question mentioned in Section 1), the below research objectives
are drafted:

(a) Identification of key IoT Technologies, which had an impact on managing the COVID-
19 pandemic via a comprehensive literature review

(b) Review of social-economic impact, maturity of the technology, and timeline for
wider deployment

(c) Analysis and discussion of policy, privacy, and security challenges, and finally identi-
fication and analysis of best practice and code of practices for IoT technologies

In order to achieve the above research objectives, the following research methodology
is followed in this study. The review was carried out using publicly available, secondary
data sources, which discuss different aspects of IoT technologies in diverse sectors. The
main data sources used in this review are SCOPUS library, Web of Science citation database,
ACM library, IEEE Xplorer, Google Scholar, etc. A number of keyword searches were used
to find relevant studies and reviews necessary to answer the research questions of our
study. The main keywords combinations included “COVID-19”, Coronavirus, IoT, IoE,
IIoT, IoMT, and other relevant key words. An exclusion criterion was not used.
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As for the review protocol, key IoT areas for the review was selected based on the
number of search results that appeared for all keyword combinations. In addition to the
above keyword search by the authors, recommendations by previously published research,
tutorials, surveys, and reviews were used to select the sectors to focus on this review. The
details of each IoT application was analyzed, categorized, and summarized. The analyzed
IoT applications were categorized based on the sector and the industry. Then a deep dive
into individual IoT technology under each sector was performed. Each key application
was also ranked based on the potential economic and social impact it would make. These
decisions were made based on the insights from the data collected about each application.
In addition, the timeline for wider adaption of the each IoT technology is predicted based
on the collected data about the application area. Finally, Technology Readiness Level of
each IoT application is depicted based on the current maturity level. In order to determine
the TRL levels, the European Union’s scale of TRLs with nine categories were used [24].

The privacy and security concerns as well as best code of practices for IoT were
also derived from the data collected from the relevant literature. A deep analysis is per-
formed to identify the key challenges and opportunities for each application area under
respective sector.

4. A Framework of Solutions to Tackle COVID-19 and Emerging Pandemics in the
Future Using IoT

The implemented health regulations (local and national-wide lockdowns) that ensured
the safety of the people had a significant impact on many different industries. This review
sought to understand the usage and impact of IoT-based technologies on COVID-19. The
selected applications and industry sectors are not an exhaustive list. It is chosen based
on the initial research conducted by the authors and based on the recommendations by
previous empirical studies. The required data for the review was collected using the
methodology described in Section 3. A multitude of applications and industry sectors
which used IoT-based technologies during COVID-19 were identified from the initial
research. Table 1 illustrates the top search results that appeared for different keyword
combinations. Based on the number of search appearances and recommendations made
by previous empirical studies [25–28], the following industry sectors and applications are
chosen for in-depth analysis in the study.

Table 1. Number of search results.

Database SCOPUS Library
(Journals)

ACM
Library

IEEE
Xplore

Google
Scholar

Keywords

IoT or Internet of Things and
COVID and Health 561 75 68 11,800

IoT or Internet of Things and
COVID and Transport 203 39 6 5460

IoT or Internet of Things and
COVID and Education 386 62 19 9110

IoT or Internet of Things and
COVID and Communication 852 87 70 12,900

IoT or Internet of Things and
COVID and Retail 21 9 5 3050

IoT or Internet of Things and
COVID and Entertainment 24 7 4 1870

IoT or Internet of Things and
COVID and Contact tracing 206 77 13 1860
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• Healthcare
• Transportation
• Education and communication
• Retail, entertainment

Furthermore, some sectors were combined to effectively evaluate the usage and impact
of the chosen applications. While industry sectors such as healthcare are mentioned in
almost all previous studies in the literature, some of the sectors discussed in this article are
not widely researched. In addition to the selected sectors, IoT has been used in several other
industries, such as agriculture and hospitality [29–31]. However, a wider usage has not
been observed for those sectors, in comparison to the selected applications for this study.

Figure 2 illustrates the chosen key sectors affected by COVID-19 and growth areas
identified based on the review conducted. In this figure, key application areas within each
domain are also highlighted.

Figure 2. IoT applications based on key observations.

Figure 3 below illustrates a selected IoT applications and usage of IoT in different sec-
tors. The following sub-sections discuss IoT solutions and frameworks that help different
industry sectors to minimize the impact created by the COVID-19 pandemic.

4.1. IoT in the healthcare sector

Healthcare is one of the key sectors that benefited from IoT-inspired solutions during
the COVID-19 pandemic. These solutions range from wearable solutions to support for
emergency services such as paramedics. Even though some of the IoT solutions are not
mature enough to deploy on a wider scale, they provided promising usage during the
pandemic. This validation will help these applications to mature in the future and be
deployed in a wider context with confidence.

COVID-19 is caused by the SARS-CoV-2 virus, which affects the respiratory system.
Research in [32] proposes a wearable strain sensor that measures the volume and respira-
tion rate of the user’s respiratory system. These sensors can track and monitor patients’
breathing conditions through the Internet of Medical Things (IoMT) and continuously
update the involved doctors of the patient’s respiratory condition. This is also time saving,
as it is easier for the concerned doctors to make appropriate recommendations remotely.
The author of [33] proposes a wearable IoT-based system to detect stress levels. This is an
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appropriate solution for people who are suffering from stress, anxiety, and isolation due to
the pandemic.

Figure 3. IoT Applications and Systems.

During the COVID-19 pandemic, the use of contact tracing has proved to be an ap-
propriate solution to protect personal data, while keeping people safe. There are wearable
light IoT devices such as Triax Proximity Trace that use contact tracing to address social
distancing as it alarms users when they are too close to each other [6]. Enterprise depart-
ments can distribute wearable devices that ensure safety regulations without the need for
mobile phones or downloads. Tags are sent through Bluetooth technology without the
need to track a user’s location. In addition, anonymized keys that change every 15 min are
used for further privacy protection. The Province of Alberta has introduced contact tracing
application for COVID-19. The application confirms positive cases and notifies Canadians
who have been near those who have received a positive result [34].

Stanford Children’s Health Hospital was able to jump from meeting 20 patients
daily to more than 600 patients through a two-way, live telehealth interaction, or “virtual
visit” [35]. Electronic communications—audio and video—are used to allow interaction
between the patients and their consultant or healthcare provider without having to meet in
person, which is a viable alternative rather than a mass gathering in the hospital with a
chance of virus infection.

Another great solution for home-based health monitoring is the smart thermometer,
Kinsa. The device can map fever and illness to help users to react faster with the current
situation. It also keeps logs of a family’s health and their health history, tracks medications
and set reminders, and offers friendly features for kids’ ease of use. The device connects to
the Kinsa App using Bluetooth and extra information can later be sent to the concerned
party [36].

During the pandemic, medical staff associated with ambulance services deal with
more pressured and tense situations. Ambulance IoT aided equipment provides solutions
that are time-efficient, where experts can advise the staff of necessary actions to deal with
patients in critical situations [25]. IoT-based Emergency Medical Services (EMS) are great
systems to save lives in critical situations. The author of [37] proposes a system that
provides real-time information regarding the number of available beds, blood levels of
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all types, blood type availability, and doctors’ availability. Real-time data can be obtained
from the ambulance during major accidents and with multiple casualties.

Table 2 summarizes the key IoT applications in this domain, anticipated economic and
social impact, predicted timeline for wider adaptation, and Technology Readiness Levels
(TRLs) of the application for wider deployment.

Table 2. Key observations of IoT in the healthcare sector.

IoT Application
Societal and Economic

Impact (Low,
Medium, High)

Timeline for Wide Usage
(Immediate,

Post-COVID-19, Future)

Technology Readiness Levels
(TRLs) of the Application for

Wider Deployment

1 Remote Health
Monitoring [5,13,14,16] High Immediate TRL9

2 Wearable
Sensor [5,32,33,38–41] High Immediate TRL9

3 Contact Tracing [6,34] High Immediate TRL9

4 Medication Tracking [9,36] High Post-COVID-19 TRL8

5 Emergency Services [25,37] High Immediate TRL5

Figure 4 visualizes Healthcare IoT technology in three dimensions (Societal and
Economic Impact, Timeline for Wide Usage, and Technology Readiness Levels (TRLs) of
the Application for wider deployment), as summarized in Table 1. This provides enhanced
visualization of the technology impact, timeline, and TRL.

Figure 4. Key observations of IoT in the healthcare sector.

4.2. IoT in the Transportation Sector

COVID-19 has had a huge impact on the transportation industry. With the adoption of
COVID prevention methods, a reduced demand for transport has been noticed [42], which
has also affected other areas, such as agricultural supply chains [43]. IoT applications such
as the toll and reservation ticketing system, navigation tracking and GIS mapping, control
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and guidance systems, supply chain management solution systems, and smart vehicle
applications can tackle some problems during the pandemic to limit crowded areas and
help the process of importing and exporting goods. IoT-based Intelligent transportation
systems can provide automation in roadways, railways, marine, and airways [44], which
help in limiting human-to-human interaction to reduce the infection risk, while enabling
continuation of the workflow.

SALUTARY is a safe and reliable public transportation system that aims to make use
of Information and Communication Technologies (ICT) to deal with congested situations in
public transportation (bus stops, subway stations, trams, busses, trains, and railway) [45].
The system performs real-time monitoring of the number of users to predict congestion,
inform the users, and adapt system operations, such as modifying routes and timetables.
Adding the system to the Intelligent Transportation System (ITS) can allow innovative
crowd detection and offer services such as online ticketing, reservation, and vehicle access
control to limit the congestion.

Sutar proposed an IoT, GPS, and Android-based solution that addresses the issues
with traffic management for public transport systems and the increased number of vehicles
on the streets [46]. Al-Dweik also proposed an IoT multifunctional real-time roadside unit
for intelligent transportation systems that reduce vehicle congestion and mange metering
routes [47].

A framework developed by [48] uses real-time datastream and user incident reports
to provide incident notification and route recommendation for users who travel mainly
by bus.

Vaccine distribution became a key point with the introduction of several reliable
vaccines globally. The distribution of vaccines is a critical task due to the temperatures they
have to maintain for their effectiveness; for example, Pfizer is required to maintain −700 ◦C.
Many countries have deployed IoT to monitor this cold chain of vaccine deployment. A
case reported from Germany had to discard a huge quantity of vaccines since they observed
that one supply could not maintain the required temperature throughout the delivery [49].
On the other hand, it was reported that hackers are trying to attack this cold chain of
vaccine supply. Therefore, these IoT-based monitoring platforms should be protected from
unauthorized access.

These intelligent transport solutions could provide much needed services while ad-
hering to healthcare guidelines.

Table 3 summarizes the key IoT applications in this domain, anticipated economic
and social impact, predicted timeline for wider adaptation, and TRLs of the application for
wider deployment (also visualized in Figure 5).

Table 3. Key observations of IoT in the transportation sector.

IoT Application
Societal and Economic

Impact (Low,
Medium, High)

Timeline for Wide Usage
(Immediate,

Post-COVID-19, Future)

Technology Readiness Levels
(TRLs) of the Application for

Wider Deployment

1 Public Transportation
Monitoring [45] High Immediate TRL9

2 Intelligent Transportation
System [44,47] Medium Immediate TRL3

3 Smart Vehicle [46] Medium Future TRL7

4 Traffic
Management [45–47] High Immediate TRL9

5 Incident Notification [48] Medium Immediate TRL7
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Figure 5. Key observations of IoT in the transportation sector.

4.3. IoT in the Education and Communications Sector

The pandemic has forced a change in the education system by limiting face-to-face
teaching and on-campus learning [50]. Distance learners and students who study at home
will be able to continue their education through IoT and advanced technologies. Studies
show that some virtual studies can prepare students for laboratory exercises and essential
non-cognitive skills [51].

Ilieva proposed an IoT framework to facilitate adaption of the studying process to
the current situation [52]. This framework administers both teaching and examination
processes via IoT. The components used are web camera for attendance, behavioural
indicators, and emotional state and GPS tracker to capture movement and monitor location;
a wearable device that examines brain signals, heart rate, and blood pressure; sensors that
examine the collected data and detect abnormalities and notifies the lecturer; and different
algorithms such as face recognition, deep learning, and classification algorithms used for
monitoring and management. In addition, eye trackers, EEGs, and web cameras are used
in examination for student inspection and to detect cheating. The above study shows the
real use of IoT to support distance learners.

An integrated IoT framework proposed by Awais focuses on human emotion analy-
sis [53]. The analysis of physiological signals is done through Long Short-Term Memory
(LSTM) based emotion recognition to identify different emotions. This framework enables
communication and recognition of human emotions in real time of above 95%, which can
support student engagement, healthcare infrastructure, and educational institutions in
approaching an effective distance learning paradigm while minimising COVID-19 pan-
demic threats.

Google and Apple recently added a COVID-19 exposure notification system for An-
droid and Apple phones [54]. The system notifies the user when they come into contact
with someone who has been reported of having COVID-19. The system also provides
instructions of what to do if you have been in contact with someone with COVID-19. The
system ensures the user’s privacy by not sharing location and by generating random IDs
to prevent tracking. The only information shared is the day of contact, the duration of the
contact, and the distance between the users.
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Table 4 summarizes the key IoT applications in this domain, anticipated economic
and social impact, predicted timeline for wider adaptation, and TRLs of the application for
wider deployment (also visualized in Figure 6).

Table 4. Key observations of IoT in the Education and Communications sector.

IoT Application
Societal and Economic

Impact (Low,
Medium, High)

Timeline for Wide Usage
(Immediate,

Post-COVID-19, Future)

Technology Readiness Levels
(TRLs) of the Application for

Wider Deployment

1 Distance Learning [51,52] Medium Immediate TRL6

2 Distance
Communication [51,52] High Immediate TRL9

3 Virtual Studies [51] Low Future TRL5

4 Face Recognition [52,53] Medium Post-COVID-19 TRL9

Figure 6. Key-observations in the Education and Communication sector.

4.4. IoT in the Retail Sector

There are different IoT systems that can help with the COVID-19 situation, such as
industrial internet of things (IIoT). IoT retail self-checkout and warehouses both reduce
human-to-human interactions and eliminate crowded and jammed areas, making it less
likely for people to spread or be infected with the virus. With the use of an IoT retail
self-checkout, problems such as long queues, billing, and human error can be solved [55]
without human intervention. IoT can also be used to enhance supply chain management
with delivery, storage, and inventory. An example of this would be the IoT automated sys-
tems used in Amazon warehouses, as they provide seamless workflow, real-time tracking,
and reduced overall handling costs [56].

Connected products and devices help optimize complex supply chain operations.
Inventory tracking can be improved using RFID technology. Smart tags enable real-time
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product adjustments and pricing [57]. This can limit the number of in-store workers and
can enable home workers to easily adjust and monitor the workflow without the need
to be physically present, in line with health guidelines. IoT can enhance supply chain
performance in quality, cost, flexibility, and delivery with the use of information-sharing,
intelligence, data auto capture, and visibility, which improve businesses’ environmental,
social, and financial sustainability [58].

A proposed IoT-based Standard Operating Procedure (SOP) compliance system by
Bashir that checks the number of people who enter an area and monitors their body tem-
perature, ensures physical distance, and notifies managers and the concerned authorities
of any violation [59]. This system does not register personal information and does not
provide contact tracing information, thus ensuring people’s privacy.

Table 5 summarizes the key IoT applications in this domain, anticipated economic
and social impact, predicted timeline for wider adaptation, and TRLs of the application for
wider deployment (also visualized in Figure 7).

Table 5. Key observations of IoT in the retail sector.

IoT Application
Societal and Economic

Impact (Low,
Medium, High)

Timeline for Wide Usage
(Immediate,

Post-COVID-19, Future)

Technology Readiness Levels
(TRLs) of the Application for

Wider Deployment

1 Supply Chain
Management [56–58] High Immediate TRL9

2 Inventory Tracking [56,57] High Post-COVID-19 TRL9

3 Automated Systems [56] High Post-COVID-19 TRL7

4 Self-checkout [55] Low Immediate TRL8

Figure 7. Key observations of IoT in the retail sector.
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4.5. IoT in the Entertainment Sector

The entertainment industry has been greatly affected by the pandemic. Different
activities such as going to the gym, sport fields, clubs, theatres, concerts, and travel are
restricted due to the lockdown. The IoT technology can help ease these limitations by
providing solutions such as smart gyms and wearable devices. IoT is used in many ways
to monitor the physical environment and to collect mobility socio-economic data that save
resources and time [60].

JaxJox recently announced an interactive fitness studio, which acts as a smart home
gym for users. The system provides different performance data and fitness classes with AI
performance tracking and personalized coaching experience. Friends and members can also
work out together using the virtual group training function, providing a better experience
for group workouts [7]. A framework by Jain provides efficient resource utilization in the
gym and provides innovative services to the users [61]. This works as a great solution for
users who are not capable of using a public gym anytime soon.

Gupta and Jilla proposed the Digital Fitness Connector (DFC), which is compatible
with over 80 ANT health and fitness sensors. The sensors are able to track speed, heart
rate, power, cadence, pace, and distance, which is also connected to smartphones [38]. This
helps the users to monitor their physical activity in real-time and store their data.

This technology can go along with pandemic or governmental regulations as it helps
reduce face-to-face interactions, imposes limits on gathering with other people, and mitigate
the risk of exposure to coronavirus at any healthcare premises. These lightweight devices
can also help in reinforcing and implementing these regulations. There are a few countries—
Jordan, Bahrain, and Bulgaria—that use electronic bracelets as a monitoring and control
mechanism to ensure that the public are in line with coronavirus quarantine measures and
to ensure that the rules are respected by those who are self-isolating [39–41].

A research presented by [62] provides an indoor, cost-effective IoT monitoring system
for COVID-19. The system uses Rasberyy Pi, temperature sensors, camera, and Arduino for
mask detection, contactless temperature sensing, and to check the social distance between
the individuals. Even though the system performance is limited to the kind of hardware
used, it provides a decent result. This shows the capability of IoT with the associated
technology in smaller spaces.

Table 6 summarizes the key IoT applications in this domain, anticipated economic
and social impact, predicted timeline for wider adaptation, and TRLs of the application for
wider deployment (also visualized in Figure 8).

Table 6. Key observations of IoT in the entertainment sector.

IoT Application
Societal and Economic

Impact (Low,
Medium, High)

Timeline for Wide Usage
(Immediate,

Post-COVID-19, Future)

Technology Readiness Levels
(TRLs) of the Application for

Wider Deployment

1 Virtual Group Training [7] Low Future TRL5

2 Smart Gym [7,61] Low Future TRL4

3 Physical Health
Monitoring [7,38,60,61] High Immediate TRL9

4 AI Performance
Tracking [7] Low Future TRL5
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Figure 8. Key observations of IoT in the entertainment sector.

5. The Role of IoT in the Post-COVID-19 Era

The need to use IoT in these critical times will open the eyes of innovators, researchers,
and developers to IoT technology, which can result in remarkable growth in the post-
COVID era. IoT was known mainly for a much wider scale concept, such as smart cities,
smart cars, etc. This article highlighted how different industries, which were never envis-
aged pre-COVID-19, would benefit from IoT beyond COVID-19. The use of IoT has its
advantages and disadvantages. However, with noticeable growth in IoT research, devel-
opment, and application in 2020, significant improvement may be seen soon. Some of the
IoT use cases will be solely inspired due to the requirement to manage and adapt to the
COVID-19 pandemic, such as contact tracing and homeschooling.

IoT has rapidly become one of the most familiar expressions across business and
technology, as 20 billion devices and internet connected things were expected in 2020 [63]
and the technology global market is expected to grow to around 1.6 trillion dollars in market
revenue [64]. Integration of IoT with different technologies such as cloud computing and
embedding actuators and smart sensors facilitate interactions with smart things, allowing
ease of access in different locations, enhancing data exchange efficiency, and improving
storage and computing power [65].

IoT Market and Growth

It has been predicted by HTF Market Intelligence and important players such as Intel,
Cisco, and IBM that IoT will have a remarkable growth in the coming years [66,67]. Remote
devices and sensors are going to become more ubiquitous and by 2030 the world may have
more than 100 trillion sensors. It is estimated to see a Compound Annual Growth Rate
(CAGR) of 35% during the period 2019-2022 and the market is expected to reach more than
1000 billion USD. Worldwide, China, Europe, and North America are dominant in the IoT
area and it is estimated to have 26%, 24%, and 23%, respectively, of the total IoT market
value in 2030 [68]. There are more than 30 billion connected devices, and it is estimated to
reach 75 billion IoT connected devices by 2025 [69].

There is an increase in the direction of IoT due to COVID-19 and the current pandemic,
which may affect the predicted estimates of IoT growth. The impact of changes brought
on in 2020 is driving organizations to increasingly use IoT technologies for operational
resiliency [70]. In the near future, we think we will see more of IoT and its capability as it
plays a crucial factor during this pandemic. With growing technologies such as 5G that



Future Internet 2021, 13, 105 15 of 24

can increase the capabilities of IoT even more with faster networks and data gathering,
managing, and analysis, consumers’ demand for the technology can increase.

6. Challenges for IoT

A survey conducted on various cyber-attacks and their classification [71] shows that
there is a dearth of knowledge and information regarding cyber security. This made many
organizations and individuals vulnerable to these attacks due to new unethical develop-
ment and practices by individuals who are abusing others using technology in the fields of
cyberspace and networking. Researchers suggest that a comprehensive understanding of
cyber-attacks is needed for both individuals and organizations.

A study done by [72] suggests that a more comprehensive understanding of the threats
and attacks of IoT infrastructure is necessary and that cyber defenses need to be taken
seriously as it is blending with our societies and personal lives. Hoque mentions that it
is essential that we have a wide understanding of current systems and tools accessible in
the public domain to defend and prevent networks from attacks [73]. The same paper also
provides a structured survey of the current systems and tools that can be of support.

The author in [1] shows issues with the three layers that IoT operate in: application
layer, network layer, and perception layer. Security was divided into two sections, general
security and security issues related to each layer. The heterogeneous nature of IoT de-
vices, energy consumption, scalability, and distributed nature poses many general security
challenges, such as:

• Connecting different devices with different capabilities, vendors, complexity, versions,
and functions.

• The IoT environment is always changing.
• Policies and standards e.g., (Service Level Agreement) to ensure transmission, man-

agement, and protection of data.
• Confidentiality, Integrity, and Availability (CIA).

More attacks and threats that can be generated from each layer result in more chal-
lenges, such as strength of the wireless signal, interception of the IoT sensor node, and
authentication mechanisms.

The existence of cyberspace brings with it different cybercrimes. It is defined as the
nonphysical space generated by networks and computers, where people interact in different
techniques [74]. The interdependent network infrastructure consists of telecommunication
networks, embedded processors and controllers, the Internet, and computer systems [75].
Cyberspace is described as a domain characterized by the use of electromagnetic spectrum
and electronics to exchange, store, and modify data with associated physical infrastruc-
ture and networked systems [76]. Cybercrime in IoE or IoT networks will appear sooner
than later.

6.1. Privacy, Polices, and Security Challenges

With the increased use of IoT in the pandemic and anticipated growth post-COVID-19,
privacy and security concerns need to be addressed in depth. Without assured security
and privacy, the mass adaption of IoT solutions will be limited. Developers need to follow
secure and privacy design principles to produce secure applications or frameworks. In
addition, due care should be provided to protect personal data collected through IoT
solutions. If there is a data breach, data controllers must pay fines under GDPR (4% of
Annual Turnover or 20 million, whichever is the highest) or other emerging data protection
laws across the globe.

A study by [10] discusses the privacy and security effects of IoT features and the
threats they are exposed to. Due to the growth rate in IoT applications, there is an increased
risk of cyber-attacks, privacy, and security threats. Any security threat to important IoT
technologies, such as Implantable Medical Device (IMD) or smart cars, can endanger lives
or cause substantial economic losses. The study states that “IoT device vendors typically
do not update and patch their devices unless the user initiates firmware updates” and
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“most of the enterprises and users lack awareness of privacy and security”, suggesting that
IoT devices are not up-to-date with security issues and may have many faults.

The automation domain in IoT faces critical threats and challenges. The authors of [77]
see that IoT is a concept to extend internet technologies to WSN, rather than a technology
itself. The IoT system architecture and interworking is determined by scalability, security,
simplicity, real time performance, and interoperability between devices. Threats are divided
among the associated layers (Application layer, Data processing layer, Networking layer,
Sensors and Actuators layer). Threats to the sensors and actuators layer can be tampering,
which is a physical modification on the communication link or the device itself. The sensor
can also be a threat to the network, as they can be a source for DDoS (Distributed Denial of
Service) attacks. In automation IoT, any effect on the network can be harmful, as real-time
information is required. This article defines many attacks such as DoS and Man-in-the-
middle attacks, such as eavesdropping, replay attacks, and routing attacks. Many of these
attacks can be mitigated easily in other technologies but due to the limit of storage and
computing power of lightweight devices, it is hard to implement firewalls and defense
mechanisms. There is a need for lightweight, processing-friendly and cheap solutions. For
the data processing layer, attacks such as back-door, social engineering, and password
guessing could be threatening.

To mitigate the risks of spreading and worsening of the pandemic, scanning methods
are being used to diagnose the presence of the virus, whilst some countries are developing
contact tracing apps. Google and Apple apps provide a decentralized software architecture,
and save a log of the user contacts within the app, but are not uploaded to a central
server [78].

The response of the government and the tech industry to the COVID-19 outbreak has
already raised concerns about the implication of using contact tracing apps on privacy
during and after the COVID-19 pandemic. The impact of contact tracing apps cannot be
studied in isolation, and the focus should also be on the impact of facial recognition cameras,
wearable bands, and police surveillance drones. For instance, the Chinese authorities have
been using street cameras with facial recognition system to apprehend, shame, and fine
citizens venturing outside without face masks and have even used similar tools to identify
and quarantine individuals who appeared to have been carrying the virus.

South Korea has also employed a broad surveillance mechanism, and according to
a report, the Seoul government has heavily relied on information collected from CCTV
footage, bank card records, and mobile phone data to deal with the outbreak. The reports
also claim that the UK has used drones to track people who were ignoring COVID-19 social
distancing rules. These IoT in-spired mechanisms are infringing on public privacy in one
way or another. Even though the technology has the capacity to contribute to tackle the
pandemic effectively, it comes at the expense of privacy rights. The biggest problem we
face is visualizing the degree of surveillance and what surprises it will bring. Given a
choice between privacy and health, people are likely to choose health, but it is desirable
that they should choose both [12].

IoT is growing rapidly and with the implementation of both IPv6 and 5G (and now
6G), it will continue to produce possibilities and solutions to the world where it is most
needed. However, there are still vulnerabilities and privacy issues when it comes to IoT,
such as the lack of continuous vendor firmware and patch update due to the heterogeneous
of IoT devices. Mobile IoT devices such as wearable and smart cars tend to hop from one
network to another, putting it at high risk from any kind of network attacks. On the other
hand, IoT devices could already be infected, spreading malware.

There is a conflict between data access to provide better services and protecting user
privacy. The amount of data collected from IoT devices puts individuals at risk as they
become more easily identifiable with the use of profiling, tracing, and unauthorized pro-
cessing, which can violate data protection laws, such as GDPR, due to the requirement
of explicit consent from users. There is an obviously visible conflict between the data
minimization principle of GDPR and the practices of IoT. Under the IoT concept, orga-
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nizations believe in collecting as much data to gain insights and keep them in store for
long times. In theory, more data will provide greater knowledge and greater benefit to the
organizations and society in general. Therefore, enforcing data minimizations will limit
the success of some IoT applications. Furthermore, personal identity could be protected
using mechanisms such as pseudonymization, whilst on the contrary, one can argue that
removing identifiers to achieve pseudonymization could potentially undermine the quality
of the results derived, as the data would be purposefully altered [12].

The gathering of mass amounts of information using IoT can be justified only if
the benefits overweigh other concerns; for example, privacy and security of personal
data. In such an environment, safeguarding personal identities has become a significant
challenge [79] against an ever-increasing threat. It is an unpleasant fact that we all are
under surveillance, whether in our homes or outside, and equally whether we use our
own transport or public transport systems. There is more to be done in this aspect of
IoT—addressing privacy and security concerns. Some of the best guidelines that can help
this cause are discussed in the sub-sections below.

6.2. Research on Mitigation of IoT Privacy and Security Threats

The authors in [80,81] focused on developing a security architecture for the challenges
and security issues that IoT technology faces. The generic layering system is as follows:
the perception layer, which includes RFID and different sensors to identify objects; the
network layer (Internet and mobile network) that is responsible for transmitting the data;
the middle-ware layer that processes, stores, and links different information; and finally
the application layer, where practical applications exist. Each layer contains different
challenges, such as unauthorized access to tags and tag cloning in perception layer, DOS
and sybil attack in the network layer, and sniffing and malicious code injection in the
application layer. To face these challenges, hash and encryption mechanism was suggested
in the perception layer, IDS in the network layer, and firewalls in the application and
middle-ware layer. The security goals were confidentiality: to ensure that sensor nodes
data is not revealed, integrity: to ensure data is not altered by any means, and availability:
to ensure data is always available.

A study conducted by [82] provides a block chain approach where it can be more
secure and add more privacy gains. This approach also affects the processing time, traffic,
and energy consumption, but all that is bearable, compared to the privacy advantages it
brings. The process works by having a local block chain that keeps track of communication
and data between devices. Each device asks for certain data to offer services. Additional
delays are not significant and do not impact the availability of the smart home device.
Using this method prevents DDoS attacks by checking all outgoing traffics and making
sure the data is authorized by the device. It also prevents linked attacks by using a unique
key for each communication between the devices.

Another study [83] tried to overcome the challenge, where, when thousands of IoT
devices are connected, a current model of server-client is used, which has some issues
and limitations, and proposed a blockchain IoT system. Ethereum differentiates from a
server-client model by being a distributed computing platform and data transactions are
stored via consensus algorithm that attackers cannot figure or tamper with easily. This
method prevents DoS and DDoS network attacks. One of its weakness is that Ethereum will
not fit time-sensitive applications, as it needs time for transactions to happen. The second
issue is storage that lightweight IoT devices will need, as it may require large storage.

The author in [84] suggests more research on implementing techniques and algorithms
to improve the efficiency of IoT security, especially the security of ender-users, and focuses
more on metaheuristic algorithms that can achieve excellent solutions. The use of Non-
Dominated Sorting Genetic Algorithm (NSGA-II) offers effective solutions to solve the
problem of optimizing Wireless Mesh Network (WMN) infrastructure placement [85]. For
a highly effective way of finding a set of effective solutions, metaheuristic algorithms may
be considered for solving IoT security issues.
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A hybrid encryption algorithm was proposed by [86] for data confidentiality, integrity,
and non-repudiation in IoT technology. IoT is a new network that seeks to achieve in-
telligent processing, reliable transmission, and perception of information by using RFID
and wireless sensor connections. There are many security concerns related to wireless
communication, network transmission, RFID, information processing, and privacy. The
proposed algorithm uses a public key cryptography as it has less memory demand and
high encryption speed. The method starts by generating a public key using symmetric
encryption; the message is then encrypted by an asymmetric algorithm. The receptor that
owns a private key decodes the message by private key and asymmetric algorithm. The al-
gorithm combines both Advanced Encryption Standard (AES) and NTRU algorithms. AES
is used to create the key and NTRU asymmetric encryption is used to increase the security.

7. Emerging Code of Practices for IoT

There are some codes of practices for IoT that provides guidelines and steps for both
the manufacturer and the consumers to improve and protect security and privacy. These
guidelines mitigate security threats such as DDoS. The author of [87] provides the following
standard and recommended practices that assist in achieving compliance with the General
Data Protection Regulation (GDPR) to different IoT applications, such as wearable health
trackers, smart homes, home automation, smart cameras, and alarm systems.

• No default passwords
• Vulnerability disclosure policy implementation
• Continuous and periodic updates, secure storage for sensitive and personal data
• Make it easy for consumers to delete personal data
• Software integrity

The U.S. Department of Homeland Security has also created a strategic principle
for securing IoT, as there are many different engaged parties to this security shortfall,
such as manufacturers, suppliers, deployers, and network operators, which makes it
unclear as to who is responsible for security decisions [88]. The principles to address IoT
security challenges are incorporating security in the design phase, advancing security
updates and vulnerability management, building on proven security practices, prioritizing
security measures according to potential impact, promoting transparency across IoT, and
connecting carefully and deliberately. These suggested practices will help to account for
security for IoT developers, service providers, IoT manufacturers, and industrial and
business level consumers.

In addition, the security of IoT devices will help to improve the quality of commercial
services and control the connection with wireless infrastructure. This process offers a
significant amount of automation and security control.

ISO (International Organization for Standardization), with the IEC (International Elec-
trotechnical Commission), published the ISO/IEC TR 30164 IoT standard that describes
the concepts and technologies of edge computing for IoT, the ISO/IEC 21823-2 IoT stan-
dard that specifies an interoperability framework for IoT systems, and the ISO/IEC TR
30166, which is an IoT standard for Industrial IoT (IIoT). These best practices proposed
by international organizations immensely help to securely operate the IoT end-to-end
chain. Furthermore, it can be observed that specific industries are also producing their
own standards to provide better safety and cyber security for their systems. For example,
the recent TISAX: Trusted Information Security Assessment eXchange standard provides
required cyber security best practice guidelines (securing the supply chain) for the automo-
tive industry (ENX Association, 2021) [89]. This is particularly important for automotive
IoT systems since compromised cyber security system could have an adverse impact on its
safety. It is crucial for driverless cars to operate within safety guidelines while talking to
nearby cars (e.g., vehicle-to-vehicle communication) and responding to sensor readings in
real time.

Adhering to best practice guidelines also helps organizations to demonstrate compli-
ance to regulations and laws (e.g., ISO27001 standard facilitates GDPR compliance). For
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instance, EU Network & Information Systems Regulations (NIS Regulations) provides
legal measures to boost the overall level of security (both cyber and physical resilience) of
network and information systems that are critical for the provision of digital services (on-
line marketplaces, online search engines, cloud computing services) and essential services
(transport, energy, water, health, and digital infrastructure services). This was introduced
as critical enablers of our societies and economies are increasingly underpinned by the
internet and private networks and information systems. Hence, it is important to ensure a
high common level of network and information security (NIS). According to this directive
transport, energy, water, health, and digital infrastructure services are categorized as essen-
tial services due to their importance to citizens. In order to make sure that these services
offer assured safety, operators need to integrate good cyber security practices with current
health and safety of their product or service offerings.

The IET and NCSC recently published a code of practice for engineering practitioners
on how these distinguished functional units within an organization can work towards
lowering the risks created by lack of cyber security and safety measures (IET and NCSC:
Code of Practice: Cyber security and safety, 2020) [90]. Another code of practice by IET
guides cyber security practice in building industry in (IET: Code of Practice for Cyber
Security in the Built Environment, 2014). The National Infrastructure Protection Plan
2013: Partnering for Critical Infra-structure Security and Resilience (Homeland Security:
NIPP, 2013) in the US highlights how government and private sector organizations should
work together to manage risks and achieve security and resilience outcomes for critical
infrastructure. Under this initiative, the 2015 Sector-Specific plans have established goals
and priorities for the sector that address their current risk environment, such as the nexus
between cyber and physical security. Currently this covers 16 critical infrastructure sectors,
including energy, water and wastewater, nuclear reactors, dams sector, etc. (Homeland
Security: 2015 Sector-Specific Plans, 2015). Similar code of practices or best practice
guidelines are in need to elaborate how organizations can jointly minimize cyber security
and safety risks of modern engineering systems [91].

8. Implications and Future Directions

In this review, the authors found ample evidence to support the key role played
by IoT-based applications and technologies during COVID-19. It was also discovered
that several applications are ready for mass deployment and make a huge impact in the
society, while some technologies require further R&D and validation before being deployed.
However, the authors believe that there should be more research and development towards
addressing privacy and security concerns, as reviewed in this article. This will be a key
factor that decides mass adaptation of future IoT technologies. Researchers should focus
more on how to ensure that the user is knowledgeable enough to deal with the technology
without any risks because there is a dearth of knowledge and information regarding cyber
security, as stated by [71]. Furthermore, a more comprehensive understanding of IoT
threats is needed [72], as there is less research on efficient ways to deliver critical and
important information to the users. An example of this is the Code of Practice for consumer
IoT security [87]. These codes of practice are available to the public, but it is less likely
for users to search for such practices themselves. At present, a significant research and
development effort is focused within the healthcare sector. IoT has the capability to make
a major difference in many sectors, as reviewed in the article. However, this necessitates
more research to transfer this technology into other sectors, such as tourism, food and
catering, mining, construction, and public services.

Researchers can use the systematic review presented in this article to understand IoT-
based application usage during COVID-19 and beyond. Furthermore, it provides sufficient
information related to different IoT technologies in diverse sectors. Readers can use this
review to further explore the societal and economic impact, time for market, and technology
readiness. In addition, this article elaborates on key challenges and opportunities around
privacy and security aspects, which could be addressed in future research and development.
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Finally, this article provides ample information to readers about the importance of code of
practices in this domain and emerging best practices for IoT in general.

9. Conclusions

COVID-19 enabled emerging IoT applications to be tested in different application do-
mains, as discussed in this review paper. Some of the IoT solutions provided much-needed
support to manage the COVID-19 pandemic (e.g., contact tracing), whereas some IoT-based
technologies are deployed as pilots and experiments. It is apparent that some of these
technologies are not mature enough to be deployed on a mass scale. Furthermore, some
specific application scenarios for IoT were identified during the pandemic (for instance,
Triax Proximity, Kinsa, SALUTARY, and IoT-based Standard Operating Procedure).

Although IoT-based technology has the potential to change the way we live post-
COVID-19, it requires further research and validation before mass adaptation and de-
ployment of the technology, as discussed in the paper. This review summarized the key
application domains for IoT, their anticipated socio-economic impact, the timeline for de-
ployment, and TRL. Furthermore, this review elaborated on the challenges for application
domains with special focus on privacy and security implications. In addition, this study
discussed standards and emerging code of practices for IoT-based applications.

IoT has provided improved healthcare services and empowered improved clinical
decisions during the pandemic. Similar to the healthcare domain, IoT presents a massive
opportunity to change our lives for the better, with the potential to make an impact right
across the society, especially during the new normal created by the COVID-19.
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