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Abstract: This work presents a cooperative network-aware gugsiog of multimedia
content for dynamic quality of service managemanwireless IP networks. Our technique
can be also used for quality control in UMTS enwmirents, exploiting the tracing
watermarking recently introduced in literature.tiis work, we use the transmitted video-
sequences to monitor the QoS in a videoconferealteTte video-sequence of every active
user travels on the communication link, one timevideo (transparent mode), one time as
watermark (hidden mode) describing a boomerangdtajy. The results obtained through
our simulation trials confirm the validity of sudmpproach. In fact, the advantages of
distributing the management process are (i) areeasid more precise localization of the
cause of QoS problems, (ii) a better knowledgeooéll situations, (iii) a lower complexity
for a single QoS agent and (iv) an increase iniplesactions.
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1. Introduction

Progress in Telecommunications and Networking &efiong the development of high-speed and
ubiquitous networks, both wired and wireless. (heterogeneous configurations), characterized by an
unprecedented degree of transport capacity andbiligk Open-service framework concepts will
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enable the provisioning of a wide spectrum of s®wimerging voice and data features. It offers
potential benefits to shareholders by enabling iagfbn services to make better use of network
functions (and thereby retain more of the serviesadtie-add within the network). The lack of access
and location transparency as well as of re-conéigility and adaptability capabilities has proverb&

a major shortcoming for the evolution towards avarsal 4G mobile wireless network [1]. Therefore,
the future trend is going to provide the transnoigsiates required by most potential users, but the
practical question arises of what type of servicas be provided, as well as when and where [2].
Moreover, streaming of multimedia content to diferr receivers across heterogeneous networks is a
challenge in the current Internet [3]. There exatslear trend for the convergence of IP protoool t
wireless, that is, what we now call wireless IRdieg to the Wireless Internet [4].

Addressing some of these issues, this paper prepaseooperative processing of multimedia
content (namely, double boomerang approach) foalyn QoS management, exploiting the tracing
watermarking technique recently introduced in [Fore specifically, we employed the transmitted
video-sequences to monitor the QoS in a videocentar call: the video-sequence of every active user
travels on the communication link one time as vidgansparent mode), one time as watermark
(hidden mode). Therefore, every video-sequenceadih @ser involved in the communication describes
a boomerang trajectory. Moreover, real-time vidamgmission is very sensitive to burst errors aduse
by the time varying signal strength received fréma Wwireless channels. Even one bit error mighteaus
severe degradation in video quality. Thereforas ibbligatory for the video encoder to protect the
video data from the channel errors by using eromtrol techniques such as forward error correction
(FEC) and the automatic repeat request (ARQ). Catemnarking technique can also be used for
guality control (such as in the outer loop powentoa in UMTS environment) and to implement error
control approaches, e.g. FEC or the ARQ with piggWing or the Hybrid ARQ, such as in classical
UMTS applications. In such a way, the advantagedgisifibuting the management process allow: (i)
an easier and more precise localization of theecafi€QoS problems, (ii) a better knowledge of local
situations, (iii) a lower complexity for a singleo® agenti(e. the user equipment) and (iv) an increase
in possible actions. Moreover, the basic idea ohgu® two-way spread spectrum communication
(called double boomerang transmission system) wpkiged in [6] for the purpose of sharing data
and positioning information in vehicular networkBhe remainder of this paper is organized as
follows. Section 2 is about the state of the arthef QoS techniques used in wireless networkshédn t
first half of Section 3, the principles of the ftirag watermarking approach are briefly summarized,
while the cooperative QoS assessment, obtainediérpgl the tracing watermarking technique, is
detailed in the second half of the Section. Our eweal results and comparisons are outlined in
Section 4, and finally, our conclusions are depligteSection 5. A future work Section is developed
Section 6.

2. State of the art

The design of distributed multimedia applicatiosisch as systems for access to remote multimedia
databases or teleconferencing, requires carefidideration of quality of service (QoS), because the
presentation quality of live media, especially widesquires relatively high utilization of netwonky
bandwidth and processing power in the receivingesys. For applications running in a shared
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environment, the allocation and management of theseurces is an important question, although
most existing systems are based on a best-effproaph [7]. Due to their real-time characteristics,
multimedia sessions need quality guarantees fream#éiwork [3]. A major quality of service (QoS)
requirement for real-time media is to deliver paskeliably to the end receiver(s) and in a timely
fashion. The estimation of the current quality ecessary to determine the operating settings for
acceptable error probability and signal-to-intesfere ratio (SIR) target level [8]. In UMTS
environments, this quality control is implementgdnbeans of inner and outer loop power control. In
particular, our technique aims to infer with tragtér mechanism of quality measure.(the outer loop
power control).

Traditionally, one of three techniques has beerd use error-control: automatic repeat request
(ARQ, and Hybrid ARQ in UMTS applications) which ass acknowledgments, time-outs, and
retransmissions; forward error correction (FEC)l amror concealment (EC) at the receiver [9]-[11].
In addition, for a teleconferencing applicationofwng many users, a single quality of service leve
may not be appropriate for all participating useimsce some users may participate with a very dichit
local workstation which cannot provide for the dtyawhich is adopted by the majority of the
conference participants [5]. Consequently, multimedontent processing has employed new
paradigms that include distributed, cooperativel @source-constrained models, whereas multimedia
communications have addressed the new applicatiafienges by focusing on cross-layer design
[12]-[13]. With few exceptions, such as joint saurchannel coding and adaptive streaming,
processing of multimedia content has been appraaesea network-independent problem by the
research and academic communities [14]-[15]. Im,ttlhe works that addressed the content delivery
aspects have typically not included the charadtesi®f the source content and have primarily stddi
interactions among lower layers of the protocotlstfl6]. However, the processing and delivery of
multimedia content are not independent and thégraction has a major impact on the QoS aspects.
QoS is designed to hide low-level application v@wia and provide necessary service guarantees [2].
In particular, tracing watermarking (already thoudbr Copyright Protection purposes) has been
recently proposed as a technique to provide a Istirdsure of the QoS of the communication link by
means of an unconventional use of digital watermar[s].

3. Double Boomerang Watermarking

In this Section, the principles of tiieacing watermarking procedure and the metrics employed fo
the QoS assessment are introduced. Although cdpypptection was the very first application of
watermarking, different uses have been recentlpgsed in the literature. Fingerprinting, broadcast
monitoring, data authentication, multimedia indgxicontent-based retrieval applications [17]-[19],
are only a few of the new applications where wasgkimg can be usefully employed. When these
techniques are used to preserve the copyright @higewith the purpose of avoiding unauthorized
data duplications, the embedded watermark shouldeteetable. Usually, these techniques use a
robust watermarking which means that the embeddddrmark is supposed to be detectabk the
watermark used for copyright protection should altdw the use of the watermarked content until it
has not been correctly extracted). Indeed, theee aamumber of desirable characteristics that a
watermark should exhibit [20]. It at least shoutshply with the following two basic requirements for
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image watermark: first, the digital watermark sltbnbt be noticeable to the vieweswe(transparency

of digital watermark). Second, the digital waterkna still present in the image after distortiordan
can be detected by the watermark deteater robustness of digital watermark to image procegsin
The key to the watermarking technique is to compsembetween the two aforementioned
requirements. Recently, amconventional use of fragile watermarking has been proposeditallip
estimate the quality of service of a communicatiok [5], and for QoS provisioning and control
purposes [2]. The rationale behind the approadhasthe alterations suffered by the watermark are
likely to be suffered by the data, since they follow #aene communication link. Therefore, the
watermark degradation can be used to evaluatelth@tions endured by the data, obtaining a QoS
index of the communication link (as explained impiples in Fig. 1).

Figure 1. Idea oftracing watermarking: the watermark degradations can ke ts trace
the alterations endured by the data.

& Dof

indicaror

1 Video

At the receiving side the watermark is extracted emmpared with its original counterpart. Spatial
spread-spectrum techniques perform the watermarkimdpedding. In practices, the watermark
(narrow band low energy signal) is spread over ithage (larger bandwidth signal) so that the
watermark energy contribution for each host fregydnins is negligible, which makes the watermark
near imperceptible. Following the same methodoklgapproach of [5] and referring to the block
scheme of Fig. 2, a set of uncorrelated pseudosranabise (PN) matrices (one per each frame and
known to the receiver) is multiplied by the refezerwatermark (one for all the transmission session
and known to the receiver)w® [kl,kz]:v\,{kl,kz][pi [kl,kz] , where w[k, k,] is the original
watermark, p, [k, k,] the PN matrices anav®[k,k,] the spread version of the watermark to be
embedded in thé-th frame. The embedding is performed in the DCiBq@éte cosine transform)
domain according to the following:

Flk ko] + BOMI [k k], (kpk,) D@

R [k k] = 1)
Flk.k,], otherwise
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whereFi[ki, ko] = DCT{fi[ky, k2]} is the DCT transform of thé-th frame; @ is the region of middle-
high frequencies of the image in the DCT domainijlev|f determines the watermark strength and
Fi")[ky, ko] is the DCT of thd-th watermarked frame. By increasing the valug,ahe mark becomes
more evident and a visual degradation of the in{age@ideo) occurs. On the contrary, by diminishing
its value, the mark can be easily removed by th@ec@nd/or channel's errors. Therefore, in the
application scenario of our simulation trials, #ealing factor has been chosen in such a way to
compromise between the two aforementioned requingneThei-th watermarked frame is then
obtained by performing the IDCT (inverse DCT)R¥"[ky, k2], finally the whole sequence is MPEG-
coded and then transmitted through a noisy channel.

The receiver implements video decoding as well aemnark detection. In fact, at the same time
after decoding of the video-stream, a matchedr fétdracts the (known) watermark from the DCT of
eachn-th received I-frame of the sequence. The estimateérmark is matched to the reference one
(despread with the known PN matrix). The matchékrfiis tuned to the particular embedding
procedure, so that it can be matched to the randspread watermark only. It is assumed that the
receiver knows the initial spatial application goof the mark in the DCT domain. The QoS is
evaluated by comparing the extracted watermark wedpect to the original one. In particular, its
mean-square-error (MSE) is evaluated as an indéixeoéffective degradation of the provided QoS. A
possible index of the degradation is simply obtdibg calculating the mean of the error energy:

MSE ﬁi[iimm k] -k, k?])ZJ @

n=1\_k=1k,=1

wherew [k, k,] andw, [k, k,], represent the original and the extract watermesgectively, and =

1, ..., M is the current frame index.

It is worth noting that the metric (2), which isadwated using the estimated watermarks oveMhe
transmitted frames, is employed to provide a qual#sessment of the received video after the MPEG
coding/transmission process. In particular, suQo& index can be usefully employed for a number of
different purposes in mobile multimedia communigas such as: control feedback to the sending user
on the effective quality of the link; detailed imfioation to the operator for billing purposes and
diagnostic information to the operator about thegwnication link status.

Although sophisticated video quality perceptual nst could be used for quality assessment
purposes in multimedia communications (see, fotamse, [21]), the MSE between the estimated
watermark and the original one is used in this woation as a proof of concept of the objective
cooperative method proposed here, and shown bypgxeesimulation trials in Section 4.
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Figure 2. Principle scheme of the double boomerang appraacQ®S purposes.
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4. Simulation Results and Discussion

In this Section, some experimental results charaatg the effectiveness of the proposed method
are presented. The dimensions of the video-seqaesmmployed in our experimentations have been
properly chosen in order to simulate a multimedievise in a UMTS scenarid.e. typical 3G video-
calls. Therefore, QCIF (144x176) video sequencdschvwell match the limited dimensions of a
mobile terminal’'s display, have been employed anfdame rate of 15 fps has been chosen. The
marked video is then transmitted over noisy cha)yr@mulated by Poisson’s generators of random
transmission errors. Specifically, wireless chasraaracterized by different levels of bit errotera
(BER) have been designed, considering the customeas and/or far from the base station (BS),
respectively. Specifically, we take into accourd ibar-far-effect typical of cellular systems: when the
user is near the BS, the uplink communication reenlkconsidered worse than the downlink path, in
terms of BER while, when the user is far from tH®, Bhe uplink path has been considered better than
the downlink {.e. the mobile transmits with much more power to conga¢e the distance from the
BS). For users closer to the BS, we have imposagbink BER of 10f and a downlink BER of 1%)
while for users far from the BS, the uplink BER teen considered equal to™“@nd the downlink
BER to 10°. Our simulation trials are proposed to test tHeativeness of the double boomerang
approach, which can be used for error control pggpan e.g. Hybrid ARQ techniques in UMTS
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applications. Four situations are simulated: -twobiie agents far from the BScénario 1); -two
mobile agents near to the B&dnario 2); -the first mobile agent is near while the secanthr from
the BS écenario 3), -the first mobile agent is far from the BS whihe second is neascénario 4).

Figure 3. Watermark MSE versus the different scenarios in ¢hse of the video-
communication betweeifa) Suzie and Miss Americgb) Carphone and Foreman.

a) Suzie-Miss communication b) Carphone-Foreman communication
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In all the following simulations, we have used toenmon test video-sequences suclCaphone,
Foreman, Miss America andSuzie, all MPEG-4 codedin particular, we have supposed two scenarios:
a video-call between the users Carphone and Foremdranother video-call between MissAmerica
and Suzie. We have first verified that with thisude boomerang approach is still possible to tthee
alterations endured by the data in the communicdiitk. Then, we have evaluated an empirical
relationship (obtained with the videos under inigegion) between the MSE of the watermark and of
the multimedia content transmitted trough the nektwas a proof of concept of the objective QoS
assessment method proposed here. Hence, we hadefausge different video-sequences and, in
particular, each MSE value of our simulation trislobtained after f0Montecarlo runs. Moreover,
we have evaluated the confidence level of our satmars, verifying that the confidence interval eari
from the £3% up to the £10% corresponding to tHeedknt operating scenario under investigation. In
particular, we have verified that the confidenctenwal varies (as expected) with the BER of the
channel and hence is strictly connected to the tjnklity of the considered scenario: in fact, the
confidence level becomes relevant when conside¢hegvorst channel conditionsg, scenarios 3 and
4) and it is in such conditions that the minimum B18f the watermark may not correspond to the
minimum MSE of the video (as it will be shown iretfollowing graphs).

Figure 3&) shows here the watermark MSE of the video-compatiun between MissAmerica-
Suzie, while Figure &) depicts the watermark MSE of the Carphone-Forew@den-communication.
The MSE metric is evaluated using (2), comparing taceived watermark (embedded using the
double-boomerang approach explained in Sectiom@)ta original counterpart.e. the original frame
opportunely adapted.€. cropped and binarized). It has to be noted thatMISE behavior is a direct
consequence of the QoS of the network. In factctiramunication link is supposed to have the best
quality in the first casei.e. scenario 1), worst quality in the second case écenario 2) and
intermediate quality otherwised. scenarios 3 and 4). In other words, the degradsasaffered by the
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watermark during the communication are proportiadnahe QoSi(e. the BER) of the link: in fact, it
can be easily seen from Figure 3 that the waternmarkighly corrupted in the second scenario
(corresponding to the worst BER), while it is stighdamaged in the first scenario (corresponding to
the best BER). In the third and fourth scenaribs, MSE is at an intermediate level because the BER
of the channel has an intermediate value betweefirtt and second scenario.

Figure 4. MSE (normalized to 1) versus the different scersadbthe double boomerang
watermark in the case ofa) Miss America(b) Suzie(c) Carphoneg(d) Foreman video-

sequences.
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In order to characterize the performance of theppsed method to provide a quality measure of the
transmission process of the multimedia contentutdfincthe network, Figure 4 shows here the MSE of
both the received video and the watermark, in retsfmethe four different operating scenario. (
versus different BER of the transmission channelfact in our simulation trials, the communication
link (i.e. the channel BER) is supposed to have the besityjurakhe first casei(e. scenario 1), worst
quality in the second caseg( scenario 2) and intermediate quality otherwise §écenarios 3 and 4).
Once again, it can be easily seen from the figoa¢ the watermark is highly corrupted in the second
scenario (corresponding to the worst BER), whileisitslightly damaged in the first scenario
(corresponding to the best BER). In the third amaith scenarios, the MSE is at an intermediatel leve
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because the BER of the channel has an intermecdddiie between the first and second scenario. It is
not surprising that there are cases, shown in &igvhere the minimum mean square error of the
watermark does not closely follow the minimum meguoare error of the video trace per se. This is a
consequence of the particular scenarie (he BER of the channel) under investigation. Ict,féhis
situation happens only in the case of scenariod34athat are characterized by an intermediate tyuali
level between the other scenarios: since the tressson errors introduced by the channel are modeled
as a random Poisson process, characterized by ametiic probability of symbol errori.€.
proportional to the BER), operating in the sceraBand 4 means to have two different quality level
for both the downlink and uplink channel. Moreovéhas to be underlined that these two scenarios
are characterized by a confidence level that isitgrethan the one of the other two scenarios. The
consequence is that the watermark degradationglgldsliow the ones of the video (constrained
between the higher and lower performance boundsphieuminimum of the video MSE may not more
correspond to the minimum of the watermark MSEceithe quality of the (uplink and downlink)
channels can be different. Moreover, we can salyttiefirst and the second scenarios represent the
(upper and lower) bounds of the system performaraesacterized by the same channel quality for
both the uplink and downlink trajectory. It hasd® underlined, as said before, that these two siosna
are characterized by a confidence level that isetothan the one of the other two scenarios. The
consequence is that the watermark degradationslglésllow the ones of the video, since they are
transmitted over the same (uplink and downlinksgahannels and hence, the minimum mean square
error of the watermarking corresponds to the mimmmean square error of the video trace per se.

To fully understand the relation between the mudtii content and the watermark, we compare
the MSE of the watermark with the MSE of the vigdter the double boomerang trajectory. It has to
be remembered that the video-sequence of everyeaasier travels on the communication link one
time as video (transparent mode), one time as waidr (hidden mode). Hence, the watermark suffers
twice the degradations of the communication linke do the boomerang path. It is worth noting that
the MSE of the video-sequencegreases when the BERNcreases: this is in accordance with the
degradation that the videos suffer at increasindiRBE addition, the quality degradation of the
extracted watermark embedded into the host videotiha same behaviour of the one affecting the
video itself, as shown in terms of MSE in FigureCamparing these experimental results, it is now
possible to evaluate an empirical relationship leetwthe MSE of the boomerang watermark and the
one of the host multimedia content, as shown irufeig. In particular, the values of the curve have
been selected considering only the cases of Righete the watermark degradations closely follow the
ones of the video. Hence, the values in Fig. 5 Haeen obtained exploiting the values of the four
videos under investigation only in the first and@®l scenarios,e. considering theasymptotic)
performance of the system in the best and wors, caspectively.
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Figure 5. Relationship between watermark and video degradatieerms of MSE for the
analyzed cases and scenarios under investigation.
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As it can be easily seen in Fig. 5, the graph shonly very large values of the MSE of the
watermark and this is a consequence of the opgragenarios used in our research. In fact,
considering the quality of the communication chamsed in all the four scenarios, we can evaluate
the relationship between the watermark MSE andtttaanel BER. This relationship is represented in
Fig. 6, where it is clearly visible that for the mimhum BER of 10, the watermark MSE is
characterized by a large value (equal to 0.74)evuit the worst BER of more thaniéhe watermark
MSE assumes a value that is even larger than bédbrmst equal to 1). Hence, these are the valiies o
great interest for the mark MSE used in this wddlkreover, here we are interested in evaluating an
objective relationship between the mark and the videa (ve are using only the MSE as a quality
metric) and, considered that the watermark is @aomaband low energy signal, large values of the
watermark MSE are needed to appreciate alteratbtize video objective quality. Future researches
will be devoted to analyze subjective indicatorghaf video quality investigating how lower valuds o
the watermark MSE reflect in video alterations.

Figure 6. Relationship between the channel BER and the waidrMSE for the analyzed
cases and scenarios under investigation.
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It has to be underlined that if some other vide®s Cases or scenarios) would be used, the curves in
Fig. 5 and Fig. 6 would be characterized by a dhfié behavior. Nonetheless, even if sophisticated
guality metrics or cumbersome relationships couéd used for quality assessment purposes in
multimedia communications, the MSE between theregtd watermark and the original one is used in
this contribution as a proof of concept of the ahbjee method proposed here. This means that it a@voul
be always possible to trace the alterations endoyetie data, tracing the alterations of the embddd
mark, with a relationship that depends on the tratted videos and scenarios under investigation.

Let us now focus on the computational complexitytted proposed technique, by analyzing the
number of operations performed by the MS for th&@ssessment. According to Fig. 2, the floating
point operations (flops) to be implemented by th8 processor are: first, the computation of kire
by-k, DCT of each frame; second, the correlation with $pread version of the watermark made of
Yk, pixels {.e. the original watermark pre-multiplied by one kno®RN matrix, different frame by
frame); third, the accumulation of the detectedkareraged ove frames; last, the final evaluation
of the MSE of the detected mark at the end of thecqdure. The whole computation can be
implemented either by sequential or parallel preicgs depending on the available hardware. The
approximate computing time needed by the QoS asmsedsprocedure (fronM frames ofk; by ko
pixels) operating either on sequential or pargllelcessors on a mobile device is depicted in Tdhle.
in terms of the time required by the number of lopor sake of compactness, we have reported only
the number of real products and sums, assuming that

— in sequential implementation, the time of one plax product is the same as four real products
and two real sums, whereas the time of one conglaxtime is equivalent to two real sums;

— in parallel implementation, the time of one coexpproduct is the same as one real product and
one real sum, whereas the time of one complex sumis equivalent to one real sum.

Table 1 Approximate number of the flops-time requiredttoe QoS detection on a mobile

device.
Sequential processing Parallel processing
No of real products No of real sums No of real products MNo of real sums
DCT 8M ky k2 logz(dkqksz) 8M kikzloga(dkqkz) M [logz(2kq) + logz(2k2)] 2 M [logz(2kq) + logz(2k2)]
correlator M ky ky 0 M 0
accumulator 0 M ki ke 0 M
MSE kq ky 2 kq ko 1 logalky ko)

It has to be noted that in all the aforementionades, the DCT computation is the most time-
consuming step: 98.8% of operations for sequentgplementation and 92.2% for parallel
implementation are required for the only DCT preoeg over the whole computation time. The
tremendous advantage of parallel computing is mtgy by the fact that DCT computation is
implemented by fast Fourier transform (FFT). Intfahe computational complexity of FFT (owvdr
data) is of the order dl log, N, whereas it reduces to the orderlod, N by parallel processing
schemes. It is opinion of the authors that the @m@ntation of the proposed technique is going to be
feasible on a mobile device as the MS, in a shhoe,twill host large processing capabilities (irtthg
hardware DCT co-processors) because of the momaibnidecreasing cost of very large-scale
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integration as well as the ever increasing runrspged. Therefore the complexity of the QoS
evaluation procedure, which is presented in thpepaappears negligible in comparison with realetim
MPEG decoding and adaptive on-board array procgssin

The obtained results prove the sensitivity of tregasmarking quality index to the actual quality for
given target quality levels and show the capabiitythis network-aware processing of multimedia
content to trace the alterations suffered by th&a darough the network. Hence, the advantages of
distributing the management process can be sumedainz (i) an easier and more precise localization
of the cause of QoS problems, (ii) better knowledfjocal situations, (iii) a lower complexity far
single QoS agent and (iv) an increase in possitilerss.

5. Conclusions

This paper has introduced a “double-boomerang” madeking technique for dynamic QoS and
error control management of multimedia content imreless IP networks. We employed the
transmitted video-sequences to monitor the QoS vwidaoconference call. Every video-sequence of
each user involved in the communication describbe@anerang trajectory and the QoS management
process is equally distributed between the netvgankides. Our technique can be also used for quality
control in UMTS environments, in particular it airtes infer with the outer loop power control for
qguality measure. The performance of the proposethadehas been analyzed by wide simulation
trials, focusing on multimedia communications eamiments, with typical UMTS operative settings
taking into account the near-far effect. The olgdioutcomes evidence the sensitivity of the progose
method and show the capability of this network-ananocessing of multimedia content to react to the
alterations suffered by the data through the comaation channel.

6. Future work

Future researches will be devoted to investigageirttpact of such a QoS index that can be sent
back to the network manager in order to adopt agtipolicies in terms of QoS adjustment to the
subscriber’s duplex link. In a wireless cellulastgm such as the UMTS environment, the QoS index
could bring the UMTS network operator to forceikglly soft or softer) handover process, in the sase
when the power control fails. The QoS index couwtias a supplementary warning when the power
control is unable to request a handover for thasstber. In practice, the mobile’s quality indexaynm
be fed back to the network manager to eventualigefohe handover process if the power control has
been ineffective.
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