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Abstract: The fifth generation mobile network, or 5G, moves towards bringing solutions to deploying
faster networks, with hundreds of thousands of simultaneous connections and massive data transfer.
For this purpose, several emerging technologies are implemented, resulting in virtualization and
self-organization of most of their components, which raises important challenges related to safety.
In order to contribute to their resolution, this paper proposes a novel architecture for incident
management on 5G. The approach combines the conventional risk management schemes with the
Endsley Situational Awareness model, thus improving effectiveness in different aspects, among them
the ability to adapt to complex and dynamical monitoring environments, and countermeasure
tracking or the role of context when decision-making. The proposal takes into account all layers
for information processing in 5G mobile networks, ranging from infrastructure to the actuators
responsible for deploying corrective measures.
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1. Introduction

The rapid proliferation of the use of mobile devices has revealed the lack of ability of the current
networks to accommodate the vast amount of information that they will have to manage [1-3].
This situation has given rise to the development of a brand new generation of mobile networks not
only to provide solutions to such problems, but also to improve many features of their predecessors.
Enhanced capabilities, related to transfer massive data, interoperability or reduction in energy
consumption, allow a better Quality of Experience (QoE) to the users [4]. Achieving these goals requires
great capacity for innovation, such as high speed data transfers or better information management
methods [5]. The last part has significant impact on business models based on services and real-time
applications (e-health, e-security, Voice over IP, streaming, etc.), where emerging technologies, such as
Software-Defined Networking (SDN) or Network Function Virtualization (NFV), facilitate pattern
customization and management of the mobile network traffic. However, the development of these
services is limited by the poor performance in the management and decision-making strategies [6],
which additionally entails difficulty when deploying information security measures, the principal
objective of this research. Nowadays, information security management plays a major role towards
achieving the objectives and goals of companies and organizations. Traditionally, it has been carried
out by implementing guidelines, standards and platforms that aim to protect their resources and assets
(ISO/IEC 27000 [7], NIST-SP 800 [8], CVSS-SIG-First [9], MAGERIT [10], ITIL and COBIT [11], etc.).
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However, these proposals have shown shortcomings when they are implemented in dynamic scenarios,
where the context plays a very important role in decision-making [12]. This is the case of network-based
monitoring environments, and more specifically, those that implement 5G technology, where the assets
and events are considered highly dependent on the environment. As a solution to this problem,
some authors have adopted incident management methodologies capable of handling information
in a much more cognitive way, and, therefore, facilitating their understanding through contextual
analysis. Worthy of special mention are those based on constructing Situational Awareness (SA) of
the protected environment by applying the Endsley’s model, where the perception, comprehension
and projection of the system status are kept in mind [13]. The adaptation of this paradigm to the
management of information security in networks has led to the coining of the term Network Security
Situational Awareness (NSSA) [14]. Despite, however, its effectiveness having been proven in existing
networks, it has not yet been considered to meet the challenges posed by 5G technologies.

To the best of our knowledge, there are few studies that survey Security and Risk Management
in 5G Networks. In [15], a context aware framework for the next generation of Mobile Cloud
Network (MCN) is proposed. This work introduces a “Context Generation and Handling Function”
to provide enriched processing information from radio and core elements, taking into account two
key-enabled 5G technologies (SDN and NFV concepts). Meanwhile, a recently published threat
report has been conducted by the European Union Agency for Network and Information Security
(ENISA) [16]. This work reviews the potential security in SDN/5G networks, considering not only
SDN but also NFV and Radio fields. This report identifies the network assets and the security threats,
their related challenges and risks. It also describes the existing security methods and provides good
practices for 5G systems. These works could be considered part of the initial research of 5G Security
Management. However, these are limited in scope. On one hand, the ENISA Report [16] identifies
only the assets and threats to SDN/5G environments (no architecture proposal has been done).
On the other hand, Marquezan et al. [15] propose a single network function that monitors radio
and access elements but doesn’t take into account other 5G components such as virtualization or
application layers. Meanwhile, the 5G-Ensure Project is intended to cover security requirements
in 5G Networks. The proposed architecture will provide a trustworthy 5G system, offering reliable
security services to customers by means of the development of a set of non-intrusive security
enablers such as privacy, security network management, and trust, among others [17]. As part of its
proposal, 5G-Ensure defines a Risk Assessment and Mitigation methodology in order to evaluate
security concerns in 5G systems, based on NIST-SP-800-30 and ISO 27005 standards [18].
Although 5G-Ensure covers a wide range of security issues on 5G Networks, this project is still
at an early stage and does not keep in mind the concept of actuators, which have been introduced in
our proposal in order to mitigate possible risks and deploy corrective measures. This article introduces
anovel architecture for incident management on 5G Mobile networks, which combines the foundations
of the traditional risk management guidelines with the Situational Awareness model published by
Endsley. It covers all layers of information processing in 5G networks, from the infrastructure to the
actuators responsible for implementing mitigation actions. The basis for the identification, monitoring,
analysis, decision-making, prediction and countermeasure tracking are also introduced. The paper
is divided into six sections, the first section being this introduction. The risk management systems,
Situational Awareness and the related work are described in Section 2. The challenges posed by 5G
networking related to risk management are explained in Section 3. An architecture that combines
traditional risk management and Situational Awareness for 5G is detailed in Section 4. The componets
to carry out analysis and decision-making processes are described in Section 5. Finally, conclusions
and future work are presented in Section 6.

2. Background

The following describes the main characteristics of Information Security Risk Management (ISRM),
Situational Awareness and the related works.
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2.1. Information Security Incidence Management

The problems inherent to incidence assessment and management have captured the attention
of the research community over the recent four decades. Consequently, several studies have been
published in order to collect the most relevant contributions, as well as to identify the causes that
have given way to their evolution, as it is described in [19,20]. The bibliography covers a very large
collection of topics that range from the definition of risk and its scientific approach [21] to discussions
about their development by different governments and organizations [22]. On the other hand,
the need to protect the information technology has also led to the publication of standards [7-9] and
guidelines [9,11] for their proper implementation. Most of these proposals agree that the incident
management process must be carried out in the following steps: framing, assessing, monitoring and
responding [20]. Risk framing determines the context and a common perspective on how organizations
manage risk, which include their goals, policies, constraints, risk tolerance, priorities, trade-offs,
and principles of action [7]. Incidence assessment identifies potential risks, organizational assets and
vulnerabilities. Then, it evaluates the risks according to different criteria, such as likelihood of occurrence,
capacity to inflict harm or dimensions (confidentiality, integrity, availability, authenticity, etc.) [9,10].
Because of its complexity [23], this is the step with the largest presence in the literature, which has
motivated the development of specific systems for Information Security Risk Assessment (ISRA). In the
monitoring step, the ISRM maintains awareness of the incidences being incurred, which implies looking
for events in the monitoring environment that allow the detection of the previously determined threats.
If any of them is identified, the response tasks decide and apply the appropriate countermeasures.

Due to the large differences between monitoring scenarios, the success of decision-making
depends directly on the previously described processes and their ability to adapt to each use case.
The following are examples of methodologies to facilitate their integration into more specific
monitoring environments: Cloud Environments [24], industrial control [25], embedded systems [26]
and Supervisory Control And Data Acquisition (SCADA) [27]. Given the nature of 5G devices and
layers, it is important to track suspicious events in order to provide more intelligence to 5G security
and monitoring systems [28,29]. Forensics are intended to collect, analyze and interpret digital data
connected to a security incident in order to track an evidence trail (how an attack was carried out or
how an event occurred). In the context of 5G mobile networks, these incidents might be related to
physical and virtual devices as well as sensors, SDN/NFV functions and cloud elements [30].

2.2. Situational Awareness and Information Security

As defined by Endsley, the term Situational Awareness (SA) refers to “the perception of the
elements in the environment within a volume of time and space, comprehension of their meaning
and the projection of their status in the near future” [31]. Usually, this definition is simplified as
“knowing what’s going on so you can figure what to do” [32]. Thus, it is clear that its aim is to facilitate
decision-making based on what is happening and its projection [13]. In order to acquire Situational
Awareness, Endsley proposes three stages of information processing: perception, comprehension and
projection; the first conducts the tasks of monitoring and identification of incidences, the second their
analysis and association, and the last predicts the evolution of the state of the system. As shown
in Figure 1, once relevant situations are detected, the countermeasures to be applied are decided
and executed. It is important to highlight that there is feedback between action/decision levels and the
Situational Awareness; in this way, the countermeasures and their impact on the system are tracked.
The observed results have implications on future decisions and facilitate the use of advanced diagnostic
methods [14].

Incident management based on Situational Awareness has been implemented in very
different areas, among them smart grids [33], power generation [34] or vehicular collision avoidance
systems [35]. In [36], a method for defining the critical information and the relevant information
quality elements that are required to build the Shared Situational Awareness (SSA) in disaster
response is suggested. The adaptation of the Endsley has proved particularly effective in complex
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and dynamic environments [37], where the diagnosis is highly dependent on the context in which
incidents are reported, reaching to play an essential role in the fight against cybercrime. Many of these
contributions are collected in [38], where the predominance of issues related to risk management in
emergency situations, industrial systems and networks is observed. As discussed in [12], they improve
the three most repeated deficiencies of the Information Security Risk Management: (1) Information
security risk identification is commonly perfunctory; (2) Information security risks are commonly
estimated with little reference to the current situation; and (3) Information security risk assessment is
commonly performed on an intermittent, non-historical basis (a conventional security risk assessment
scheme can only give a “snapshot” of the risks of the information systems at a particular time [39]).
In order to bring solutions to these problems, but without losing focus on the ISRM/ISRA basis,
several publications approach the combination of both paradigms. This is the case of [12,40], where the
Situational Awareness is acquired, taking into account the definition of risks, assets and their impact
posed by the different standards and platforms for ISRA implementation [7-11].
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Figure 1. Endsley model for Situational Awareness.

3. Incidence Management in 5G

The new 5G design principles are intended to support an exponential increase of connected
devices and, consequently, the data traffic moving through the network. In contrast to traditional
mobile architectures, 5G requests a clear separation between data and control planes, a global vision
of the network and a dynamic/customizable control of the mobile network operations. For this
purpose, innovative technologies, such as SDN and NFV, have been extended to wireless and mobile
platforms. In this way, the operators are not limited by the use of Command Line Interface (CLI) for
individual and remote access. Instead, the administrator can create software or “network applications”
to dynamically control the network behavior. However, the use of autonomous incident management
systems that take advantage of these new paradigms is limited. In this context, the main challenge is the
coordination between the virtual monitoring elements, allocated in different nodes in the infrastructure,
and the response or mitigation procedures through the execution of actions in virtual functions.
Similarly, mobile SDN/NFV-enabled architectures are limited by the lack of integrated schemes
capable of analyzing large volumes of data, detecting potential risks and diagnosing their causes.
Furthermore, the management systems should enable the definition, organization and handling of the
different risks, assets and priorities without compromise the security and quality of service.
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4. Information Security Architecture for 5G

The proposed architecture is mainly focused on autonomous risk management of 5G mobile
infrastructures based on SDN/NFV architectures. In order to establish the coverage and limits of this
approach, the following addresses the assumptions and requirements of the following design:

o  The elements responsible for monitoring and executing mitigation actions (e.g., virtual functions)
are compatible with the SDN/NFV paradigm. If the elements follow the traditional architectures,
a compatibility layer is assumed. This additional layer can use the available configuration options
to emulate a SDN/NFV enabled element.

e  The communication between the different modules of the framework must be performed through
secure channels.

e The information provided by the monitoring elements (low level metrics, alerts) are
considered reliable.

e  The Risk Analysis and the corresponding Situation Awareness procedures are strongly isolated
from the data plane forwarding. In other words, the resources (network, storage and computing)
used for the operation of the framework belong to administrative domain and, consequently,
do not modify the capabilities of the 5G forwarding elements.

o  The functional modules are extensible and can be implemented using distributed architectures in
function of the available management resources and the size of the managed infrastructure.

The proposed architecture presents the synergy between 5G risk analysis and the Endsley model,
and is depicted in Figure 2. The model describes four functional layers: Virtual Infrastructure and
Sensors, Monitoring and Correlation, Analysis, and Decision-Making and Actuators. The Virtual
Infrastructure executes the data forwarding engine and Sensors monitors the different metrics of the
network. For its part, the perception, comprehension and projection principles of the Situational
Awareness are applied in the Monitoring, Correlation and Analysis modules. The Decision-Making
and Actuators complete the circle with the execution of proactive and reactive actions to optimize and
solve problems located in the virtual infrastructure. The following sections of this chapter focus on the
description of the Virtual Infrastructure/Sensors and Monitoring/Correlation.
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Figure 2. Endsley model for Situational Awareness.

4.1. Virtual Infrastructure and Sensors

The main purpose of this layer is the abstraction of the different hardware/software elements running
in the mobile infrastructure and enabling the monitoring of low-level metrics related to the network
behavior/status. Its developments includes the innovative designs principles of 5G networks: decoupling
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of data and control planes, virtualization of mobile functions, and a complete integration with cloud
computing environments. In this way, the SDN architecture promotes the separation between data and
control planes in mobile infrastructure (base stations, links, servers, gateways, Deep Packet Inspection
(DPI), among others). The network administrator is not limited by the traditional private/closed
hardware/software system and, consequently, the data forwarding engine can be customized.
Similarly, the virtualization layer enables the dynamic allocation of virtual resources based on the
user requirements. For its part, the NFV approach proposes the implementation of the different
services (e.g., firewall, DPI, Quality of Service optimizer, load balancer) as virtual software functions
that can be instantiated in different points of the virtualized infrastructure. As a result, the architecture
considers two software applications types: SDN-Apps and NFV-Apps. SDN-Apps is executed in
software programs to control the data plane in network devices and the NFV-Apps are virtual
functions that can be instantiated in virtualized elements to develop a particular service. In the
proposed architecture, the sensors are specialized NFV-Apps capable of monitoring different metrics
on the system. Traffic analyzers, QoS analyzers, and anomalies/botnet/Distributed Denial of Service
(DDoS) attack detectors are examples of sensors. These sensors (NFV-Apps) can be instantiated in
different locations of the virtual infrastructure and reconfigured depending on the requirements of
upper layers. Consequently, the system is able to increase the surveillance in suspected hazardous
areas and establish quarantine regions.

4.2. Monitoring and Correlation

The monitoring module collects the information provided by lower layers (Virtualized Infrastructure
and Sensors) and applies aggregation/correlation techniques to simplify the further analysis tasks:

e Monitoring (Data Collection). The main objectives are the gathering and management of
the information from all data sources, and facilitating their access to upper layers. Monitoring tasks
would be able to actively poll different sources to collect real-time statistics, providing highly
accurate and low overhead traffic measurement [41]. This module also controls the registration and
access process of new sensors. The collected information is organized in efficient data structures,
taking into account the large amount of data to be processed. In this regard, two scenarios
were considered. In the first scenario, the sensor sends a report to the monitor when it detects
relevant information (alerts, link failures, memory or CPU overload). In the second scenario,
the monitor requests information (whenever necessary) to the sensors in order to facilitate the
aggregation and analysis tasks (virtual topology, available links, among others).

o  Correlation. It is responsible for the first abstraction level of information processing, in which,
in order to have a global view of the network status, correlation and aggregation processes
are executed. Information considered as redundant or non-sensitive is discarded. As an example,
in case of multiple alerts received from each device belonging to the same affected area,
a single alert is displayed with the affected topology. Due to the dynamism offered by virtual
environments, in contrast to the rigidity of the physical elements, network topology is expressed
as an extended or increased graph (G, (V,, E,)), which models virtual nodes (V;) and links (E,)
located in the physical infrastructure [42,43]. Likewise, as a result of correlation and aggregation
operations, the received low-level metrics can be expressed or translated into high-level metrics,
also known as Health of Network (HoN). For example, transmission data rate (Mbps), delay
(ms) and jitter (ms) of data in streaming video, collected by the sensors at different points in the
network, can be expressed as an overall perception of quality of service QoS/QoE, quantified by
the measurement of the Mean Opinion Score (MOS).

5. Analysis and Decision-Making

This section describes the principal characteristics of the components related to analyzing the
gathered information, decision of countermeasures and their deployment.
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5.1. Analysis

The analysis component performs identification of network situations from metrics provided
by the aggregation module and reaches diagnoses that contribute in decision-making tasks.
In general terms, the analysis studies any aspect related with the incidences reported by the 5G
use cases and the risks that could compromise the system requirements. In this context, situations are
divided into two main groups: events and risks. Events are defined as situations that occur within 5G
mobile networks which a priori do not display harmful features but are useful in diagnosis. The events
are grouped into four categories: discovery, removal, modification and notification, which are described
as follows:

e  Discovery events—include all situations related to incorporation of new assets to the system.
For example, this occurs when incorporating new nodes into the network, establishment of new
connections between previously existing resources, or deployment of new virtualization layers.
Each time a discovery event is communicated, the asset inventory is updated.

e  Removal events. Unlike discovery events, removal events indicate situations related to the
elimination of 5G resources. These are the cases of deletion of assets, removal of connections
between nodes, or elimination of virtualization resources. As in discovery events, each time
a removal event is communicated, the asset inventory is upgraded.

e  Modification events. They include every situation related with the modification (not removal) of
an existing resource. For example, this occurs when varying the location of the asset (i.e., changes to
IP address, MAC address, etc.), and changes between communication protocols or software updates.
As in the previous cases, modification events involve changes to the asset inventory.

e  Notification events. They report specific situations in the network that are not related to changes
in the assets inventory, such as periodic reviews of the bandwidth status, presence of unused
resources or requests for special configurations.

On the other hand, risks are inherently damaging, and they may be inferred from network
mapping or directly reported by the use case agents. An example of the first case is the identification
of bottlenecks, congested regions or resources depletion. In the other case, a striking example relates to
defensive use cases, where security NFV-Apps (Intrusion Detection Systems, honeypots, etc.) directly
reports intrusions such as malware spreading or denial of service threats. The bases of 5G situation
analysis are shown in Figure 3. They include: detection, risk assessment, asset inventory management,
risk map, prediction, diagnosis and countermeasure tracking. The following briefly describes the most
important features of each of them.
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Figure 3. Situation analysis on 5G.
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5.1.1. Detection

The detection module is the connection between monitoring /aggregation tasks and the functions
for understanding the information. Its inputs are aggregated high-level metrics built from correlated
data and reports of situations directly issued by the sensors. After processing this information,
the detection module builds the primitive situations (events or risks) to be analyzed. The rules to
infer situations from the perceived data are provided by security operators and determined after
the risks/events identification. Note that the same combination of metrics could trigger different
situations; because of this, the proper management of the detection component implies adaptation of
expert systems, especially those based on rules.

5.1.2. Risk Assessment

Risk assessment combines some of the most widely spread strategies approved by the
research community for Information Security Risk Assessment (ISRA), among them the guidelines
ISO/IEC 27000 [7], NIST-SP 800 [8], CVSS-SIG-First [9] or MAGERIT [10]. The approach to identify
risk factors assumes the basis on ISO/IEC 2700 series and NIST-SP800. However, since these are
mainly aimed at general purpose risk assessment, they lack specificity; in particular, they do not
take into account the 5G design principles, infrastructure or requirements. Because of this, they must
be adapted to the 5G mobile networks circumstances. Another obstacle is that they are based on
metrics that are too simple. In order to improve the ability to understand the impact and facilitate
decision-making, as well as consider a more current model, a group of advanced measures similar
to those proposed in CVSS-SIG-First should be adapted. Thereby, a larger amount of characteristics
on the potential vulnerabilities should be studied, thus assuming the union of three metric sets that
contain intrinsic (base), temporal and specific (environmental) features. On the other hand, approaches
like MAGERIT provide alternative ways to calculate risks, which may be particularly useful in certain
use cases. In general terms, the risk assessment component may be integrated as part of the detection
module or could be deployed completely independently. Bearing in mind the taxonomy of ISRA
approaches [20], it is recommended that its development considers qualitative assessment criteria,
service-based perspectives, vertical valuation and propagated measurement.

5.1.3. Asset Inventory

The asset inventory builds and manages a list of resources or assets to be considered at the
risk valuation step. Due to the ability of the 5G mobile networks to automate the deployment of
new services and network devices depending on their status, this component plays a critical role in
the analysis of the gathered information. The new assets are detected at the monitoring layer and
are reported by discovery events. When the existing events are updated, the monitor layer emits
modification or removal events. For the proper functioning of the proposed architecture, it is very
important to ensure coherence between the list of assets and the real network resources.

5.1.4. Risk Map

This component builds and manages a risk map of the network incidences considering aggregated
high-level metrics, events and the inferred risks. The risk map is mainly considered in the following
situations: prediction of threats spreading, the establishment of quarantine regions, identification
of the best spots to deploy mitigation actions, and recognition of the source of the attacks. As in
the case of the asset inventory, there must be coherence between the list of assets and the current
network resources. The risk map is built considering the network map, so its proper development
implies upgrades in real-time of the network connectivity and its status (throughput, congestion,
transmission delays, availability, etc.)
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5.1.5. Prediction

Prediction facilitates the anticipation of future complications, such as congestion of certain
network regions, inclusion of large amounts of new assets or spreading of cyberattacks. The general
scheme for forecasting SA studies variations on their contents by modeling the sequence of observations
as time series, as it is shown in Figure 4. Each observation includes information about every SA
feature, such as the network map, risk levels or recent incidents monitored over a period of time.
Because of this, the prediction module is not only capable of anticipating particular situations, but also
the whole future SA, thus providing general and particular overviews about everything that occurs in
the system. Note that the observations are delimited by a fixed period of time. A common alternative
to this fixed value is to consider more specific features, such as workload or number of situations
reported. Both cases imply advantages and disadvantages, but the delimitation by time periods poses
a more intuitive method. In order to avoid overloading of storage systems, after a reasonable period,
the oldest observations are discarded to make way for the new ones. In this way, a sliding window of
size N that gathers the observations is applied. This boundedness is important for ensuring that the
implemented algorithms are computable, avoiding the case N — o (i.e., the worst case), which leads
to holding an infinite amount of information.

Recent SA 5G Mobile Network

Network Mapping
Situation Analysis
Countermeasure Tracking
Prediction

i

Observtions

[

t

Figure 4. Situational Awareness prediction.

5.1.6. Diagnosis

Diagnosis performs advanced analysis of risks and their assessment, impact, projection and
network status. This allows for identifying complex situations that can be difficult to detect from the
lower levels of data processing. For example, the diagnosis component should be able to recognize
botnets by analyzing the relationships between the risk in network devices compromised by malware
and the discovery of surrounding traffic anomalies. Given that the proposed architecture assumes
a service-driven vertical risk analysis model that considers propagation, it is important to determine
two diagnosis criteria: particular threat level and propagated threat level. The particular threat level
related with a risk is its severity. This value is useful to manage isolated situations, but it does not
take into account what happens in the surrounding area. On the other hand, the propagated threat
level considers all the risks detected in a region and their relationships. There are several publications
that address the calculation of propagated risks, where the Bayesian Networks (BN) are the most
widespread solutions [44,45]. An example of this methodology is shown in Figure 5, where several
particular threat levels related to each other are normalized and pooled, thus allowing for inferring the
propagated risk in the lower situations.
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5.1.7. Countermeasure Tracking

The countermeasure tracking component conducts comprehensive monitoring of the actions
proposed by the decision-making modules for dealing with situations. This allows for identifying
ineffective countermeasures that may lead to new diagnosis or prevention of counterproductive situations.
On the other hand, the countermeasure tracking stage allows for the development of an immune memory.
Therein, all situations that have been resolved or are being processed are stored. This allows knowing how
a problem was previously solved, offering added value to the decision-making. In addition, it provides
information about all similar problems that are being processed, which may facilitate the correlation
of incidences. In order to enhance the countermeasure tracking tasks, the proposed architecture
implements an Issue Tracking System (ITS). The ITS assigns a ticket to every situation tracked in the
protected environment. Tickets are running reports on a particular problem, which contains their
nature, history and other relevant data. They are continuously analyzed to provide real-time status
of the situation, and they record all the countermeasures implemented over time, as well as their
effectiveness. The ITS is illustrated in Figure 6, where the original situation to be treated is provided
by a use case, or it is detected from the network map. Then, the incident is analyzed, and a token with
the results is sent to the decision stages. If countermeasures should not be applied, the ticket is close;
in this case, it is assumed that the problem is fixed, and the solution is stored in the immune memory.
Otherwise, countermeasures are applied. Then, the evolution and effectiveness of such actions are
studied and added to the ticket history field; as in the previous case, the progress is also stored in the
memory. The resulting ticket is sent back to the decision-making module, and this process is repeated

until the problem is fixed.
Yes
Acti
Effectiveness Ticket

Situation

=D

Figure 6. Issue tracking algorithm.

5.2. Decision-Making and Actuators

The decision-making component addresses the problem of mitigating the network situations that
may disrupt the normal operation of the network elements and the services provided. In particular
cases, it can take also part in the performance optimization process of the services offered by the mobile
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network, thereby playing an active role in tasks such as load balancing or management of traffic with
multimedia content. To this end, the decision-making processes receive information from the analysis
stage (mainly from diagnosis and countermeasures tracking) and then select a set of responses to
be executed. According to ISO/IEC 7498-2 [46], such correctives are referred as security safeguards,
and they are involved in prevention, mitigation and source identification. The strategy for selecting
optimal countermeasures must balance the cost of implementation of the safeguard and the achieved
reduction of the incidence impact [47]. The available actions are distributed as NFV-Apps, so that these
constitute a large repository of potential countermeasures. The network components that execute the
safeguards are known as actuators. An example of their implementation is the mitigation of distributed
denial of service attacks: when the analysis component performs a diagnosis related to this category
of incidences, the report includes information about the compromised assets, impact, prediction and
the attack vector. In the example, the first step of decision-making is to prevent the spreading of the
threat by deploying firewall NFV-Apps (specific actuators), thus taking into account the predictions of
their distribution. The second step is to mitigate the threat by implementing honeypot NFV-Apps and
the malicious traffic redirection towards sinkholes. Once the impact of the attack is minimized, the
last step is identifying the sources by applying IP traceback algorithms [48], from which they could
be blocked or alerted. The deployment of the various actions is coordinated by an orchestrator agent,
which ensures that the virtual resources that implement the countermeasures are available and do not
affect the system performance.

6. Conclusions

The conventional schemes for Information Security Risk Management have demonstrated
significant shortcomings in the deployment in dynamic monitoring environments, as is the case
of 5G mobile networks. In order to contribute to their development, this article has presented
a novel architecture for incidence management in 5G based on the combination of the cognitive
model for Situational Awareness proposed by Endsley, and the guidelines, platforms and more
frequent regulations on the identification and assessment of threats. In this way, the automation of
proactive/reactive deployment of countermeasures is facilitated.

Additionally, other important aspects are enhanced such as taking advantage of every information
source, the quality of the context to be considered in the decision-making and the projection of the
system status. Our design significantly reduces capital and operational expenditures, and it also allows
for processing information gathered from 5G mobile networks, expressed as high-level metrics (HoN).
The proposed architecture is possible thanks to the capabilities offered by innovative technologies
such as SDN, NFV or virtualization. However, in order to not add additional complexity to this first
approach, several aspects (to bear in mind before its implementation) have not been explained in detail.
This is the case of the characteristics of sensors/actuators and their relationship with the repositories
of NFV-Apps from which they can be instantiated.

The paper has not delved into the advanced diagnostic methods to be considered in order to
take advantage of the issue tracking system, nor in their feedback with decision-making. The same
happened with the specification of the interfaces that connect the different components, and the tactical
language for information exchange. All of these aspects will be covered in future work. From the
presented work, different lines of research have been encouraged. The most obvious is focused on
the implementation of the approach in recent monitoring environments, as occurs with the European
project that is funding this investigation.

Another aim could be to analyze their different use cases in order to adapt the incidence concept
to common problems related to the Quality of Experience, such as the prevention of internal network
errors, collisions or the optimization of multimedia content transmissions. Finally, this architecture is
proposed as an alternative to the current collaborative defensive strategies due its great potential for
synchronizing the efforts of prevention, detection, mitigation and source identification.
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