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Abstract: In the era of Industry 4.0, researchers have begun to more thoroughly examine digital
maintenance, i.e., eMaintenance, as digitization is increasingly affecting today’s society. This area
is particularly interesting in the case of long-life components such as those used in the mining
and transport industries. With eMaintenance, the correct type of maintenance can be utilized and
the frequency for device maintenance can be reduced through real-time diagnosis. This leads to
reduced costs for companies that implement eMaintenance as well as environmental benefits through
improved resource utilization. Advantages of eMaintenance have been described in the literature;
however, the capabilities necessary to implement eMaintenance lack proper research. The purpose of
this study is to develop a framework that presents the required capabilities and their connection when
an organization wants to implement eMaintenance, as well as to identify the outcomes of the transition
to eMaintenance. The study is based on an exploratory case study that includes 26 interviews with
a digital railway maintenance development company and its main customer, the traffic agency.
The study findings are presented in a framework, including five main capabilities for implementing
eMaintenance and its relationship within the noted industries. The required capabilities are, namely,
digital technology development, organizational development, change of work routines, compliance
with regulations, and assuring information security. The framework also analyzes the outcomes
of implementing digital maintenance, which demonstrate a variety of economic, environmental,
and social benefits.

Keywords: eMaintenance; digitalization; Industry 4.0; digital maintenance; railway maintenance;
smart maintenance; sustainability

1. Introduction

In today’s society, we are constantly connected with the help of smartphones and computers [1];
further, according to Iansiti and Lakhani [2], the number of connected products has increased
explosively in recent years. Products that were once completely mechanical or electronic now include
increasingly more complex functions [3]. In recent years, many companies have chosen to follow
digital trends and use more smart and connected devices to find new ways to create and deliver
value, which is referred to as digitization, Internet of things (IoT), or Industry 4.0 [4–7]. These new
units open up additional ways to create and capture value through a change in digitization-based
business models [3,8]. This new technology drives companies to undergo comprehensive digital
transformation [1,9]. Digital transformation can be defined as processes in which digital technology is
used to create new approaches to do business by replacing traditional approaches [9].

Maintenance has for a long time been one of the focal areas for research on digitalization. Within
all types of maintenance work, it must be possible to quickly discover the reasons for errors, remedies,
and improvements for future products [10]. Therefore, digital maintenance or eMaintenance has
received increasing attention over the recent years [11]. Digital maintenance or eMaintenance can
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be described as the area of maintenance where technology is used to provide decision support
for operations and maintenance, through the application of advanced information technology [12].
eMaintenance requires not only technical solutions to bring about a functioning system, but the entire
organization, external actors, and their working methods are changed when going from traditional
maintenance to eMaintenance [11].

One goal of digitizing maintenance is to find ways to reduce the remedial maintenance and work
more with condition-based maintenance, as it saves both time and money for the companies [13].
Porter and Heppelmann [3] reveal how real-time transmission of data describing a device’s condition
allows companies to optimize maintenance when faults on the device are about to occur, thereby
reducing the time when the device is not functional. However, difficulties with such systems include
the ability to filter all available data in order to discern what is relevant. Another difficulty is that the
operations manual when collecting data can be interpreted differently depending on who reads it.
By analyzing large amounts of data, instead, patterns can be identified automatically, which leads to
higher reliability when it comes to finding errors that must be addressed [13].

Digital maintenance, or eMaintenance, is a relatively young area for which little research has been
conducted. There is a lot of research within, for example, Industry 4.0, i.e., digitization of production
lines, but not much in regard to digital maintenance. The existing research touches upon the results
that eMaintenance makes possible, but the path to it, i.e., the actual implementation, is frequently
highlighted as an area that requires more research [14]. Implementing eMaintenance can be seen as
a digital transformation of an organization, and eMaintenance would benefit from in-depth research
focusing on what is required to change the approaches from several perspectives. There is currently no
clear understanding of how organizations can organize the implementation of eMaintenance.

Therefore, the purpose of this study is to develop a framework that presents the required
capabilities and their connection when an organization is required to implement eMaintenance as
well as to identify the outcomes of the transition to eMaintenance. Through a case study, where the
focus is on digitization of railway maintenance, the capabilities and outcomes are identified, and their
relationships are analyzed in order for a company to follow the digital trend and implement digitization
of maintenance.

2. Theoretical Background

2.1. Digital Transformation

In order for a company to step into the digital world, in addition to digitizing its products and
services, it also needs to digitize its strategies, working methods, and business models through digital
transformation [4,7]. The new technologies, along with digital tools and working methods, are the
basis for this development [1,9]. Literature on Industry 4.0 and IoT has made great advances in
the past to facilitate the technological development of digital applications. Furthermore, Legner et
al. [4] revealed that access to all digital tools contributes to more companies cooperating with research
institutes to increase their innovation and competitiveness. In order for a company to utilize digital
technology and carry out a digital transformation, it is required that the entire organization undergo
a major change regarding organizational structure, strategies, IT architecture, working methods,
and business models [1,8,15]. A critical part is to ensure that the company’s digital and business
strategies are adapted to each other and to the IT systems and processes used [16]. According to Matt
et al. [6], there are four important aspects to consider when designing a digital transformation strategy:
technology; changes in value-creating activities; structural changes; and financial aspects. A company
needs to make complex decisions on what and how to handle the available technologies, e.g., if it
chooses to develop it itself or use existing technical solutions [6,7].

When a company carries out a digital transformation, the company’s value-creating activities
often change, which requires adaptations to its whole business logic [2,6]. A company can have
completely new opportunities in terms of how it creates, delivers, and captures value, which can lead
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to it having to review its business model and also which new markets or market segments can become
relevant to them [3,4,6]. Iansiti and Lakhani [2] identify three characteristics that change business
models. The first is that it is possible to send accurate data through digital signals. The second feature
is that these data can be replicated as many times as possible without becoming corrupted. The third
and final feature is that the cost of sending information decreases. Porter and Heppelmann [3] claim
that it may be possible to acquire new revenue flows simply by collecting and selling further data to
other stakeholders. It is then important that the company has secured the rights to these data and that
who owns the collected data is already investigated before it happens. Here, partnerships of various
kinds can be an advantage, because partners can have other ways of collecting data and data analysis
that favors a collaboration [17,18].

It is crucial that the corporate structure also follows the technical advances of the digital
transformation, as old working methods, processes, and products and services surely need to be
adapted [4,6,19]. One challenge that a company can face is that it may not have the proper competencies
to carry out a digital transformation [5]. Thus, one of the strategic factors to take into consideration is
to decide who will develop the digitized system and product—from the physical unit to the network,
cloud services, analysis of large amounts of data, and the security aspect of the system [3].

2.2. eMaintenance

In industries where maintenance work occurs, it is critical to quickly determine the cause of faults
and perform preventative maintenance [10]. At the same time, the subjective assessments that arise
when several different individuals collect data manually can be reduced [13]. This makes it easier
because, during maintenance, it is also important to make the correct diagnosis, not just a diagnosis,
in order to save time and money [10]. eMaintenance enables more efficient and better maintenance
work, as it can reduce remedial maintenance, which in turn leads to reduced costs, as unexpected errors
can result in increased downtime [20]. Preventive maintenance, in which parts are changed per time
intervals and thus creating risks when changing functional units, can be reduced by the preventive
maintenance being developed toward state-based maintenance, which enables eMaintenance.

Kaiko-Mattsson et al. [11] describe how organizations that move to eMaintenance must ensure
the ability to exploit the right technology at the right time. If this cannot be solved, the benefits of
eMaintenance will be greatly reduced. The collection of data should be of high quality; otherwise,
it will not be possible to obtain reliable output values in eMaintenance [21]. A common problem with
the use of computerized systems for monitoring maintenance is the large amounts of data that are
collected, making the systems complex, and that these data are spread over different systems [10].
The systems must be able to handle many different functions that are important when it comes to
maintenance such as work orders, inventory, and various parameter values [22].

Education and training within an organization are given a critical status in order to achieve a good
eMaintenance system, as knowledge and capacity are a company’s greatest organizational assets [11].
It is also discussed how this is the most resource-intensive and complex part. Kaiko-Mattsson et al. [11]
describe that this point consists of the preparation part for getting work started on eMaintenance,
and the training part to get the right knowledge in the right person. Furthermore, questions such as
who should be trained in what and for what purpose and who should be trained before the other
should be answered. Aboelmaged [23] denotes the importance of working with what benefits the
implementation provide, in order to be able to inspire the organization to change.

3. Methodology

In order to answer which capabilities need to be taken into account when eMaintenance is to
be implemented, which results from this, and what links exist between these factors, a qualitative
research method was applied. Because the research area is young and the study wants to contribute
to the gaps identified, an exploratory research target was chosen [24]. Alpha and its client was
chosen as a very suitable company for this case study, as it is working with digitalization and digital
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transformation which is a perfect fit to the purpose of this study [25]. Alpha is a technology and
IT consulting company for societal development, and this case study focused on one of the units,
which works more specifically toward railway operations. This gives valuable access to experts,
developers, and users of digitization and rail maintenance. In addition, this unit at Alpha supplies
contacts to the Governmental Railway Authority, which is the country’s largest railway manager and
one of Alpha’s largest customers. Apart from the fact that the Governmental Railway Authority is
the county’s largest railway manager, it also manages the traffic management on the national railway,
which gave this study the proper access to all relevant stakeholders, information, and informants.
In addition, the Governmental Railway Authority is undergoing a heavy digitization work in various
areas, which made this case especially relevant to the study because application areas are comparable.
This further ensured that the study received more angles from respondents who are employed at
different companies but also at different positions and roles in the digitalization process. Digitalization
commonly involves several actors to manage competence appropriately, and therefore is this case
a valid representative to study digital transformation.

Data were collected through interviews and access to documented material, to give the study depth
and investigate the problem from several perspectives and add flexibility [24,26]. Several data sources
were also used to carry out a so-called triangulation, in order to increase the paper’s credibility [25].
Also, to further understand the problem and the research question in depth, the respondents selected
in consultation with Alpha proved information-rich. A total of 26 35-to-80-min interviews were
conducted (an overview can be found in Table 1).

Table 1. Explorative and Semistructured Interviews.

Respondent Working Area Company Time (min)

R1 eMaintenance University 55
R2 Digitalization Alpha 55
R3 Strategic development Railway Authority 50
R4 Operation and maintenance Alpha 60
R5 Signal condition Railway Authority 55
R6 Maintenance, technology and environment, switches Railway Authority 60
R7 Investigations, signal Alpha 35
R8 Level crossings Railway Authority 60
R9 Strategic development Railway Authority 55

R10 Digital working methods, design Alpha 60
R11 Railway system, condition analysis Railway Authority 80
R12 Upgrading railway system Railway Authority 70
R13 Digital working methods Alpha 55
R14 Digitalization Alpha 50
R15 Strategic development, innovation Railway Authority 40
R16 Systematic electricity, signal, rail Railway Authority 45
R17 Functional responsibility facilities Railway Authority 50
R18 Digital working methods, assignment management Alpha 35
R19 Digital working methods Alpha 45
R20 Plant monitoring Railway Authority 60
R21 IT monitoring Railway Authority 50
R22 Plant monitoring Railway Authority 45
R23 Rail condition Railway Authority 50
R24 Business models Alpha 50
R25 eMaintenance University 60
R26 Strategic development Railway Authority 40

The interview questions followed an interview guide; however, depending on the respondents’
work area, the questions that received the greatest focus during the interviews were varied.
The semistructured interviews were recorded and then transcribed. The respondents were selected
partly in consultation with experts but also through snowball selection to obtain a good breadth of
perspectives [27].



Sustainability 2019, 11, 3553 5 of 19

The last two interviews were conducted as follow-ups to validate the preliminary results from the
collected empirical data. The preliminary result was presented, and then a discussion was held with
the respondents about this. In order to obtain as much information as possible from the follow-up
interviews, the respondents were selected based on their expertise.

In parallel with the interviews, these collected data were analyzed (i.e., comparative analysis) [28]
and then transcribed. After the first interviews had been transcribed, they were read through, and initial
thematic codes were created. The codes were then discussed using pattern comparisons to form
themes [25]. The coding was also used to categorize different concepts and thoughts that emerged in
the interviews with the help of designations. All parts of the coding and analysis were initially made
separately and then compared and discussed to improve the breadth and depth of the analysis [29].

Validity and transferability was ensured by providing a richness of details from all parts of
the study Detailed descriptions of the applied method including the case selection, selection of the
respondents, and data analysis, the complete records for each phase of the research process have been
kept and could be accessed by other researchers. Multiple authors jointly conducted interviews and
have been involved in the analysis of the data. For example, coding schemes have first been developed
independently by the researchers, and in the event of disagreements, they discussed and modified the
coding scheme until consensus was reached. Interviews from multiple respondents from different
companies have been conducted to increase the transferability of the study.

4. Results and Analysis

The following chapter presents the collected empirical data from the qualitative study. It consists of
three different parts: (1) the important capabilities that should be taken into account when eMaintenance
is implemented; (2) the outcomes of implementing eMaintenance; (3) capabilities used to develop
a framework to create a better understanding of its relationship with each other.

4.1. Capabilities for eMaintenance Implementation

By examining the opportunities and challenges that exist within the Governmental Railway
Authority when implementing eMaintenance, the themes with associated codes that are most relevant
capabilities to make decisions were identified (see Figure 1). Identified themes that have the greatest
impact on implementation of eMaintenance were analyzed and selected as important capabilities.
Selected themes include management of information security, handle regulations and monitoring,
utilize digital technology, coordinate organizational development, and changing working methods.
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4.1.1. Assuring Information Security

Information security, hereafter referred to as security, is a common theme for all respondents;
furthermore, it is maintained that this is one of the most important parts to work with. At each time
and event, safety aspects must be considered, and, because the degree project case study is within the
railways, which to some extent is classified as security for the national security, this is understandable.
Many of the respondents argued that security is an issue that is becoming more and more relevant
and is increasingly being raised during meetings and discussions. The security will be consistent
throughout all parts of the work of digitizing maintenance. Several respondents also believe that
security will be further expanded from the current level and, as an example, gave the scandal to the
Governmental Transport Authority and its data handling [30]. Key aspects of security as noted by
respondents included correctness, i.e., that the technology itself cannot be hacked and cause damage
or accidents in the plant. The second part included confidentiality, i.e., to limit who has access to the
systems, so that highly classified information does not reach the wrong person. Both of these issues
need to be considered when storing and accessing information but also when transmitting information.
If the sensors are connected to a safety permit, additional safety rules are added. Accessibility is
also important; that the security does not limit the possibility of getting information to the people
who are entitled to the information and get value out of it because, then, the value of digitization can
quickly decrease.

“We try to get as much as possible open because there is no purpose to keep things secret. It must
somehow be to achieve the purpose of protecting its site then.”—R8

Respondents agree that managing confidentiality is important; that there must be security
classification of data for several reasons, including kingdom security. At the same time, there is
also political pressure that information should be available to all; therefore, the information with
low classification must be able to be opened up without affecting information with a higher security
rating. Respondents also emphasize that it is natural but that there are not enough routines around
this at present when it comes to digital technology and information. There is also a challenge in
finding the balance in protecting the right data while some should be left open, per the respondents.
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Another difficulty may also be that, precisely because these data are to be sorted when they are to
be classified as security, it will result in an extra step, which can potentially affect the digitization of
railway maintenance. This is an aspect that respondents consider should be considered.

Another important aspect of data collected is accessibility, i.e., who should have access to it.
Respondents agree that, in order to get as much value as possible, the right people need access to the
right data. Therefore, it is important to assess what kind of information is necessary for which party.
Open systems significantly increase the degree of innovation and can lead to radical and unexpected
innovations. Several respondents argue that the Governmental Railway Authority previously had
an open view of what kind of information it makes available; now, however, it seems to go the other
way. Solutions that emerged during the interviews were that it is possible to allow needs-tested access
to certain actors when they need certain information and, in this way, are able to maintain security.
Safety must also follow the Governmental Railway Authority’s own regulations and requirements.
Some respondents, however, were concerned that the human factor could be a problem with regard to
security if the correct routines were not followed, as they consider it to be the greatest concern with
regard to classified information.

“I think we have had a very open view of this. Our systems have been very open. Of course, you have
had to request access to them and so on, but it has been quite easy to access them then. But I want to
say that this is history now because I hear vibes within the Governmental Railway Authority that
even for us it will be an incredible tightening of what we as employees get access to and such. I think
it will get even worse with it. What is external then external becomes even more difficult. So I think
we will have a more connected world with regard to those systems.”—R13

Respondents also addressed correctness, i.e., that information and data are not exposed to
unauthorized intrusion. Respondents also highlighted the desire to develop, in parallel with the
digitization of the maintenance, a smart security system that can see connections and help in the
assessment of which data are considered safe and which data can be passed on. This applies not only
to those who have access to these data but also how these data should be stored and sent between
systems. Several respondents also agreed that the associated IT systems must be regulated and made
secure so that they become difficult to get into for someone on the outside and emphasized that it is
of great importance that the transmission of information and data is carried out in a secure manner.
Respondents emphasized that the security of open systems remains problematic with regard to the
railways because road safety must be prioritized in the case of safety classification. This issue must be
reviewed in depth at a digitization.

4.1.2. Compliance with Regulations

Because information security is important when the risks of errors are great, it has led to the
national railways becoming regulated. As the Governmental Railway Authority is a state, it is also
affected by the prevailing policy regarding budget and assignments. It is also monitored by the
Governmental Transport Authority, which is obliged to comply with rules for safety oversight in
order to carry out both the traffic management and the management of the railway. It is this safety
management system that then forms the basis of regulations. At present, two parts were identified in
which the regulations are obstructing: (1) partly when new sensors are to be inserted in a plant or unit;
(2) the use of data collected by sensors. A respondent further states that current regulations are written
to work with analog parts, and that a change is required so that it is also adapted for digital sensors and
its possibilities. Some respondents also pointed out that the Governmental Railway Authority needs to
be faster and actually implement changes in the regulations to enable the digitization of maintenance,
as it is currently taking far too long. One respondent also believes there should be room within the
regulations to test new technology, such as sensors, because certain regulations can obstruct progress.

“There is a reason why the railways are regulated, that is, the consequences of an accident are great.
If two trains go into each other or if you get a derailment . . . ”—R4
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It is not easy to change regulations, as they are based on the Security Protection Act; further,
EU directives and the safety oversight follow up on compliance with these laws (Swedish Transport
Administration, 2015). During the interviews, however, it emerged that the regulations have, to some
extent, begun to be rewritten already, and one respondent suggested that a digitization of the actual
regulations should open up, for example, to new technology. This is because they would show more
clearly what requirements are set and which maintenance measures will be suitable to take.

“For entering vehicles or new technology, one has to go through the permit process. I am sure we will
find things when we are connected and digitalized, but it must be approved as well.”—R12

When it comes to inserting new sensors into the plant, several respondents argued that the
regulations can currently be an obstacle against implementing eMaintenance and have to be rewritten
to some extent in order for it to work more smoothly to insert new sensors into plants. Some argued
that it was a minor problem, and some said they did not see any problem but that they were not so
deeply familiar with the area. Overall, however, the view was that the regulations need to be updated
in order to make better use of the possibilities of digitization. Respondents argued that, today, it is
a long process to bring in new sensors; further, often a certain component that is approved by the
regulations, rather than a component, must meet certain specific requirements. This makes it more
difficult to insert and test new types of components because each individual component must first
be approved. Some respondents also pointed out that, if new sensors are to be installed in the plant,
it is important to remember that the new sensors must not damage the plant in any way. Should new
sensors be inserted, then they must add value and not be inserted just because it is an opportunity.

“If you want to set a sensor to measure and the regulations put a stop, then you have to change the
regulations so that you can set a sensor.”—R9

When information about the state of the plant is collected digitally, the regulations also need to
be changed for the use of digital data. The regulations need to enable the transition from physical
controls to continuously collected data digitally, along with the rules on how often information about
the state is collected and how it is then used to create value. Respondents offered a mixed picture
of how the present looks about this. One respondent said that there are currently no clear rules for
data management and that these must be worked out. Another respondent stated that there are
certain agreements about which information may be passed on between the client and the person
who performs the service. Other respondents considered that it is sufficient to update the current
regulations, but that it is something that needs to be prioritized in order to be able to continue working
with digitization.

“So now we have discussions about this with the ownership of data and sharing data. There is
currently no clear regulatory framework that regulates it. So this is something we work with.”—R24

4.1.3. Digital Technology Development

The technology part of digitizing maintenance is versatile. Most respondents believe that it is
critical to start from the needs and value of the technology in question. Several respondents noted
the importance of having credible data presented to stakeholders in the most intuitive way possible.
Respondents also emphasized that the technology should be remedial and enabling. They further
stressed that new components and systems used in the plant should not create more jobs than the
technology is used to remedy; therefore, it also needs to be used properly. One of the difficulties the
Governmental Railway Authority is faced with is that it is difficult to follow up on faults that have
arisen, and all relevant information that is needed if the facility may not be reported in the current
system; further, the information that is reported is individually interpreted when it is inserted into the
systems. A respondent noted getting order into the facility and having the correct information coming
to the right person, which typically does not happen in a sufficiently effective manner. The quality of
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the data collected must be high in order for the digitization to provide a value. The factors that the
respondents most often discussed were the choice of sensors, the analysis of data, and the importance
of having standardized platforms. These factors are described in more detail below.

“So then it is of course a challenge to maintain things that you do not really know about.”—R19

When the sensors were discussed during the interviews, most respondents believed it was the
cyber-physical unit they were talking about, which houses the sensor and related parts. One goal of
using sensors is to remove the human factor in current measurements, but the respondents stressed that
one must prove that the sensors then deliver greater credibility and that data collected using sensors
can therefore maintain a higher quality. For purely maintenance purposes, the sensors placed out must
not break down more often than the unit itself being monitored. The problem that exists today is that
one does not really know which data are relevant to capture nor what needs to be measured in order to
create value. Great importance is attached to carrying out tests to discover this but also to dare to bring
the sensors out in order to start using them. An important aspect of this was to use existing knowledge
among individuals who are experts on the unit that is to receive sensors, so that the sensors measure as
correctly as possible from the beginning, and then work with properties and functionality. One way of
working is to equip the plant with sensors at the beginning and then remove the sensors for a clearer
picture of what needs to be measured. Data from the sensors need to be credible and reliable in order
to be used by the Governmental Railway Authority and external parties.

“What is it that we want to measure? What is it we want to know about the facility?”—R21

The goal is to obtain better decision support and remove subjective assessments; then,
well-qualified analysis is required for the collected data to make it more accessible and understandable.
There are many analysis tools to use, i.e., examples that respondents raised were to create a digital twin
of the plant that could be used as the basis for calculations. The analysis should be able to identify the
root cause of the problem in order to carry out the correct maintenance and, at the same time, be able
to identify errors as early as possible; thus, advantageously identifying faults before they occur.

The need to use standardized platforms was highlighted during the interviews. There need to be
systems that can easily receive information via computers; further, the information in the system must
be machine-readable so that information can easily be picked up by authorized parties. An example of
a standardized platform was one that gathers raw data in a central location in a “data lake,” where all
raw data are stored, which can then forward this to a standardized platform that can extract the right
data through analysis. Then, it can be forwarded to a standardized platform that will deliver decision
support by delivering the right information to the right person at the right time. This would mean that
companies that need information from the Governmental Railway Authority should be able to access
and retrieve the required information. It is important that the user-friendliness of such systems is high,
i.e., organized and simple to understand. If this is not possible, the systems cannot work effectively.

“And then it is about knowing how to get it [data] and how can I present it to different other systems
and / or people. And there is a great challenge for the work.”—R8

4.1.4. Organizational Development

All respondents agreed that pedagogical efforts are needed to change an organization, and to
digitize the maintenance means that new roles, a new way of thinking, and new working methods will
be required to obtain the maximum value from the change. The Governmental Railway Authority
is defined by many of the respondents as a large and rather sluggish organization when it comes to
changes. It will require a changed culture, new ways of working and new roles in the organization and
to bring key people who understand both the whole and their role in this is vital to getting a successful
project. Anyone who works within the organization will also be affected by this, and this development
is described as cross-organizational or multiorganizational. It is also about bringing the market and the
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academy on this journey in order to maximize the value of the eMaintenance. The market, which carries
out the actual maintenance work, needs to know how to relate to the new information and to the new
possibilities that digitization allows.

“To get this to work, the first step is a form of educational effort in its own organization.”—R3

The first issue identified with regard to internal work was the importance of having a common
vision within the organization. This means that the entire organization works toward the same target
picture. Some respondents also addressed the importance of having a common definition of digitization,
as it is a broad concept, and not everyone shares the same views on what it means. This was clearly noted
in the interviews, as different definitions of digitization were noted. Digitization of maintenance will
change people’s way of working; further, within the Governmental Railway Authority, the importance
of changing the existing culture, attitude, and willingness within the organization was identified.
There is a need to create a willingness to change and increase the enthusiasm through pedagogical efforts
and to bring new people into the organization who possess the missing knowledge. The development
of eMaintenance is described as long and endurance-demanding work, where pedagogical efforts
are constantly needed to move the work toward the same vision. Another point discussed was that,
in some parts of the knowledge and work on digitization, consultants could be used as aids to maintain
focus on the part that is central to driving the operations at the Governmental Railway Authority.
Today, there is a digitization strategy that the Governmental Railway Authority has prepared for the
coming years.

“The hardest and most challenging thing is to change people’s way of working.”—R12

The external parties, through which contractors will make use of necessary information to carry
out maintenance activities, also need to understand the value and how to use the opportunities with
eMaintenance. The respondents also noted the importance of running joint development projects
with the academy and the market to increase internal and external knowledge these collaborations
can bring. The market, then, has to carry out the actual maintenance work; further, in order to get as
much value as possible from the eMaintenance, it needs to understand its meaning. It also requires
incentives from the Governmental Railway Authority to work with it. Furthermore, the market can,
through common development, transfer more knowledge to the contractors’ shoulders, which could
potentially mean a changed working method and business model in regard to maintenance.

4.1.5. Change of Work Routines

In order to maximize the value of eMaintenance, it needs to be reworked, and new working
methods for procurement of maintenance are typically required, which means there is also the
possibility to become stronger in their order role. The working method of ownership of data also
needs to be processed; this means an opportunity to coordinate with other projects to obtain a greater
value. A number of respondents point out that there should always be a focus on what benefit and
what value digitalization should lead to. The challenge is not only to focus on the technology but on
the strategic idea just to see where it is possible to create value through the new opportunities that
digitization provides. It is also important to discern where this value can be located. This is because
the digitization will not be carried out just to be implemented; if so, it will not be a greater value in the
end. One respondent also believes that one of the major challenges is not to focus on the technology
but instead on the strategic thinking just to be able to see where value can be created.

“I would generally say with digitization, it is not the technical challenge really but the strategic idea.
I usually say, digitization or digitized products require a different mindset. One must be able to see
and connect other services to the infrastructure that allows digitization.”—R1

For the digitization to create value, several respondents considered that a changed procurement
around the maintenance contracts was required to obtain the greatest value from the eMaintenance.



Sustainability 2019, 11, 3553 11 of 19

Initially, the model will remain unchanged and later grow naturally with the digitization when the
Governmental Railway Authority as an organization and the market identify and dare to test new
ways to procure the contracts. One idea from the respondents is to control the contracts with the help
of functionalities rather than having concrete measures enrolled into the contracts, thereby enabling
state-managed maintenance in a way that benefits the Governmental Railway Authority and its
contractors. This gives the contractors greater freedom to resolve maintenance issues in the best
way; further, they themselves benefit if they come up with more efficient solutions, which, in turn,
can lead to more innovation. This would mean that the market, which often has more power to be
innovative, would take care of maintenance development. Contract length is currently seen as being
a difficulty as it comes to innovation because most maintenance contracts are only three to five years
long, with the option of option years. A short contract length, along with the public procurement,
can also make it difficult for contractors to dare to invest in the railway as it is not certain that it pays
for them. Despite this, several respondents consider that this development has the most potential and
would be the most favorable for all parties in the end. However, several respondents consider that the
market is not yet mature enough for this eventuality, and that pedagogical efforts and collaborations
among the Governmental Railway Authority, the academy, and the market need to be accomplished in
order to reach this point. However, this type of contract is based on the fact that the plant condition
is well-documented so that the contractors can start from the right information. The lack of this is
something that the respondents see as a problem today.

“What I know is not really in place, it’s the business model then. Will we thereby act on the entrepreneurs
differently, that they will have incentives to translate this knowledge into their tenders.”—R9

Most respondents highlighted that the Governmental Railway Authority, regardless of the way it
wants to proceed, must become clearer and acquire a stronger order role. The Governmental Railway
Authority strives to be a pure client; thus, the contracts that are procured should be clear, so that
entrepreneurs and consultants receive incentives to both follow the new development and to be
innovative. A recurring problem is that it is difficult to order correctly and that the Governmental
Railway Authority needs to get better at it in order to get the results it seeks. The respondents also
discussed that, when the profit margins of the contractors are low, it uses loopholes in the contracts to
increase margins, which makes contract design all the more important.

“You have to be a good contract writer, I think a lot is actually there. Because I think that exactly what
I mentioned with error remediation that they [the entrepreneur] earn more from it than to prevent,
it is something loopholes they have found, I am sure of that.”—R17

Digitization also enables new ways of working around the collected data, and that its data
processing and analysis need to be addressed. A foundation repeatedly addressed by respondents was
who should handle the collection and analysis of data, who has access to it, and who then holds the
ownership of it. Respondents also talked about the fact that external actors can be used to collect data
but that basic data collection should be handled by the Governmental Railway Authority. Data can be
collected and analyzed by the Governmental Railway Authority itself, which means that it also becomes
the owner of this data. After this, the results of the analysis are sent out to the contractors. This option
means that improvements and development of new analysis tools are done internally. A couple of
respondents argued that there is hardly any sense in subjecting the maintenance to competition, if the
entrepreneurs in principle only compete on pay and logistics, and that the degree of innovation would
remain low.

“It will be a completely new way of working. For that we see for our part too. How much more
information we should create and generate. This means that someone should take part of that
information and handle that information and return the information.”—R10
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Several respondents also mentioned the importance of creating better coordination with other
projects. On the other hand, the collaboration within the industry needs to be reviewed; however,
in regard to long-term planning and maintenance, one respondent questioned this as being a more
short-term part. Some respondents argued that large profits could be made if the time in tracks could be
reduced. If the maintenance can be coordinated with other activities, that mean the traffic is stationary,
the time in the tracks could be reduced, and, with that, even large costs would be reduced. Better and
more reliable data could make it easier for the Governmental Railway Authority to precisely plan its
maintenance activities and thus reduce the time in the tracks.

“Actually, it is the planning perspective that needs to exist on several levels than it does today. Today,
there is a little too much downpipe in that. And we act when it happens, and when things happen yes
then not all of these things are in place to do many other good things. So it’s an inefficient use of work
windows or unforeseen events that make the railroad stand still anyway.”—R20

4.2. Outcomes of eMaintenance Implementation

Respondents, based on their understanding of the possibilities of eMaintenance, describe the
result they wanted to achieve. The section is categorized according to the themes identified: increased
information on conditions; increased capacity; improved maintenance; optimized costs; and increased
sustainability. These are illustrated in Figure 2 below, where the initial codes are described on the left
and themes on the right.
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4.2.1. Improved Information on Conditions

Respondents identified that better and more continuous information in regard to the state of the
plant is an opportunity for digitization. One problem with the current means of gathering information
about the facility is that it has been subjective, and the human factor plays an enormous role in the
result. Instead, using mechanical information gathering gives an impartial result, which can also be
collected continuously. Through mechanical information gathering, one can also identify and retrieve
more information that was not previously possible. The information collected can be used on new



Sustainability 2019, 11, 3553 13 of 19

analytical methods, which gives an even better understanding of the state of the plant. The result of
this is that one receives an increased understanding and increased information about the state.

“Greater mechanical handling will be the case, to get rid of variations when people do things. There will
be more mechanical handling, more controlled on automation.”—R11

4.2.2. Increased Capacity

When one can better plan the maintenance, the downtime also decreases, as error-correcting
maintenance decreases. When the maintenance is planned, it is possible to coordinate the activity
with other measures to be done at the facility. This contributes to increasing capacity, as it reduces the
number of stops required in the plant. By doing the right maintenance, one can also increase a plant’s
service life.

“If we do measures without conflict with the train traffic, we also have a facility that is more accessible,
so we are not in the way when the trains will roll.”—R15

4.2.3. More Efficient Maintenance

The digitization of maintenance provides a greater opportunity to do the appropriate maintenance
at the designated time. The transition to state-controlled and planned maintenance also leads to more
efficient maintenance, as one will obtain a clearer picture of which maintenance action needs to be
done and partly a time span when it needs to be done. The information on the state of a device will
be typically reliable and credible and helps to get a stronger decision basis. By having a better basis,
organizations can also order maintenance at their facilities better, using the available documentation.

“My picture of my future there is that we have an infrastructure that makes a self-diagnosis, and
describes how you feel. For example, I [the plant] is doing well, but now the load has become so high so
now I need to get action done.”—R15

4.2.4. Optimized Costs

Downtime costs money. Reducing downtime also reduces maintenance costs. Even more efficient
maintenance optimizes the costs of maintenance by, for example, reducing the time required in tracks,
which is something that respondents identify. An advantage of implementing the right type of
maintenance at the right time also increases the plant’s service life.

“Simplifying my everyday life and making money from it, saving money or seeing it. That you can
maintain more rail for money that you usually say so nicely.”—R11

4.2.5. Increased Sustainability

As the work on eMaintenance proceeds, continuous development of the various factors will
take place through synergy effects between them. The work on eMaintenance does not end, as it is
typically an ongoing development. If one of the factors is changed through new knowledge, there is the
possibility that others are changed to maximize value creation. Because the maintenance is made more
efficient, waste, for example, on incorrectly used materials, decreases when maintenance measures
take place, and that the service life increases, which leads to increased environmental sustainability.
For example, an entrepreneur does not have to physically examine a unit’s condition and can instead
obtain the information via sensors, something that hijacks gasoline emissions for travel. Economically,
an organization will save large sums of money on maintenance through being more efficient. In the
Governmental Railway Authority’s case, it is directly the society that saves these large sums; further,
it also saves time for travelers who would otherwise suffer a delay, which increases social sustainability.

“Increasing digitization is the obvious, economically sustainable, sustainable rail traffic, greater
accessibility, greater openness and increased collaboration to optimize the entire system.
And a connected facility provides continuous control of the condition.”—R12
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4.3. Framework for Implementation of eMaintenance

When maintenance is to be digitized, it is necessary to analyze the main capabilities and take
a stand on issues surrounding them in order to implement digitization of maintenance on the framework
as presented below (which consists of two parts, according to Figure 3). The external parts of regulatory
and supervision and information security must continuously be a foundation when decisions are to
be made regarding the work and development with digital technology, changed working methods,
and organizational development that also affect each other.
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Information security management is a key focal point when work on digitization is in progress.
It is important that classified information about the facility does not reach the wrong people; however,
at the same time, it is accessible to the right people. Some data require a high security rating, but it
is also equally important that the information that can be released does so in order to promote
development, innovation, and enable the work required. Routines are also important for those allowed
to access information and that these routines are complied with; this in order to create security in the
organization and show outward reliability. In the framework, we therefore consider that security needs
to be considered all the time when new technology, working methods, and organizational changes are
developed and implemented.

Because regulations and monitoring can have a large impact on which changes that may and
may not be implemented, this is also something that affects all other parts. The regulations must
therefore be followed but also updated where they have been able to be outdated in relation to the
digital development. In order to carry out digitalization of maintenance, it is important that the
regulations are rewritten in order to enable tests and the insertion of digital devices, so long as they do
not compromise with the security. Even the use of the information requires rules that make sure that
it is used correctly, and, because the information changes when it transfers from analog information
collection to digital, the regulations surrounding it also need to be updated. Therefore, we see that the
regulations together with security affect the other parts of this framework, as this is something that is
the basis for the others.
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The choice of the appropriate digital technology is vital for being able to carry out digitization.
Collection of information digitally reduces errors as a result of subjective assessments, which is a risk
if it is collected manually. Thorough thinking about the choice of which sensors to use needs to be
carried out, so that each sensor becomes value-creating. Then, analysis tools need to be linked to the
information that the sensors send; furthermore, the information from the analysis needs to be made
available through standardized platforms that can take in and forward information. This is important
so that the right information becomes available to the right person in the right place. Based on the
information, a better decision-making basis can then be created so that the right type of maintenance
can be carried out and enable preventive maintenance. With sufficiently good analysis, a transition
to state-based maintenance can eventually take place, which can lead to more efficient maintenance.
The development of the technology means that new working methods are made possible, and new
roles in the organization will have to be created to manage and utilize the new technology.

In order to utilize the new opportunities created by eMaintenance, the maintenance methods need
to be changed. If new maintenance strategies are to be used to enable, for example, permit-controlled
maintenance, then maintenance procurement needs to be changed. This in itself requires that the
organization be able to do the procurement in a way that benefits the organization and the contractors
who manage the maintenance. Decisions and strategies about who owns what data and how it is to be
collected and analyzed will also be required. Because maintenance is preventative and more planned,
maintenance can also be co-planned with other measures to reduce downtime. As the working methods
are developed as a result, the need for new roles and knowledge within and outside the organization
can be identified. There may also be identified the need for new technology to facilitate the working
methods, which further develops technological facets.

The implementation of eMaintenance requires that an organization develops and manages the
changes taking place. For one, it is about bringing the organization through educational initiatives;
it is also about cultural changes and another way of thinking, i.e., new ways of working that require
new roles. It helps to have a vision and a common goal for the development work. This development
should take place together with the academy and the market in order to make it as smooth as
possible. External parties who work against the organization, such as the contractors who carry out
the maintenance themselves, will also need to be developed in order to take advantage of the value
of the eMaintenance. If the organization is involved and helps entrepreneurs with the development
by showing the meaning of the development and creating incentives for change, this means that
the contractors have the opportunity to change their working methods and business model for the
maintenance work, which enables them to capture the maximum value of the eMaintenance. Because
the organizational development takes place, people with the right skills in the right roles can work
with the technology development and correspond with the development of new working methods.

Once these factors have evolved and synergies occur between them, the actual outcome of
eMaintenance can be identified. The technology itself can continuously provide improved information
about the condition. This is linked to working methods that can act on the information that capacity
increases due to reduced downtime. The maintenance is made more efficient as the improved
information leads to stronger decision-making data. With this, the transition to more preventative and,
above all, state-controlled maintenance can take place and be ordered against contractors in an optimal
way. Due to the correct type of maintenance, the service life of the plant also increases, while the
maintenance is planned better and the capacity increases, which leads to cost optimization. Finally,
it is described that the continuous work on the identified factors will lead to increased sustainability.
Reducing unnecessary material consumption or unnecessary travel to identify the state of units is
thus implemented. The economic sustainability is achieved via efficient maintenance saving costs for
maintenance and, at the same time, increasing plant capacity.
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5. Conclusions

This section discusses the study results, which includes theoretical and practical contributions.
The report concludes by describing limitations and recommendations for future research. There are
countless opportunities when it comes to eMaintenance, which have also been discussed in the
literature [10,11,20,23]. In this report, we have therefore designed a framework for which capabilities
are crucial when an organization wants to implement eMaintenance; we also identified the outcomes
that arise when the transition to eMaintenance has been carried out. The study has contributed to the
research through several theoretical and practical measures.

5.1. Theoretical Contributions

The first contribution is the identification of capabilities when implementing eMaintenance.
The five identified capabilities (i.e., digital technology development, organizational development,
change of work routines, compliance with regulations, and assuring information security) build the
foundation of our framework. This advances previous literature by going beyond opportunities and
challenges of digital technologies [5,14] by preparing the organization for the digital transformation.
During the study, it became clear that the management of information security and regulations and
monitoring are a primary challenge when implementing eMaintenance; further, to the best of our
knowledge, previous literature has not highlighted this issue as strongly as our study has identified [5,7].
The literature has previously mentioned that information security is an aspect that is becoming more
and more relevant; therefore, it is a natural step to highlight the technology where it has previously
been a factor to focus on in our framework. The identified capabilities including information security
are also for major relevance for other Industry 4.0 and IoT applications.

During the study, the outcomes of implementing eMaintenance were also identified, i.e., improved
information on condition, increased capacity, more efficient maintenance, and optimized costs, which in
previous literature only has been studied in isolation and not aggregated [1,23,31]. This qualitative
study has produced the same results as previous research on the possibilities; however, in addition,
increased sustainability was identified as a main driver for eMaintenance. This point highlights how
eMaintenance contributes to a reduced impact on the environment, the economy, and people in a clearer
way than previously [8,32]. We believe that, in order to get the most out of these effects, the framework
needs to be used when a company wants to implement eMaintenance or Industry 4.0 initiatives.

The framework shows which connections exist between the main capabilities.
The interrelationships contribute to continuous development of the capabilities through synergy
effects. The framework helps to clarify these conditions, in which management of information security
and regulations and monitoring were highlighted as the basis of the entire digital transformation,
and how technology, working methods, and organizational development are then developed with
that foundation. Many felt that this was only the beginning of the opportunities available with
eMaintenance and that, through constant development and use, more opportunities will be identified.
This is achieved through continuous development of the identified factors. eMaintenance is still
a young research area in which our theoretical contribution is to link the theories that exist in regard to
digitization and digital transformation with eMaintenance and further increase understanding of the
research area and related topics [33,34].

5.2. Practical Contributions

By showing which important capabilities should be developed to implement eMaintenance,
management can know what to focus on and also see the synergy effects between the capabilities,
which gives a better overall picture. We show the synergy effects that arise by letting the organization’s
development go hand in hand with the technology and the new working methods that are added where
each part will help the others. The technology will enable more value creation; further, the organization
should be able to take advantage of it, and the working methods should be able to deliver maximum
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value using the technology and organization that exists. In addition, the regulations and information
security are the basis for which to show that these points are consistently at work with the other factors.
The study also shows what the outcome will be of implementing eMaintenance. By being able to show
the possibilities that exist with the implementation, stakeholders can be persuaded that this is a good
idea and that the implementation should be implemented. Thus, this framework can be used as a tool
to drive the development in the area ahead in the organization.

5.3. Limitations and Future Research

One limitation with this qualitative study is that it is implemented on a company in a specific
industry. The focus has been on the maintenance of the railway within the Governmental Railway
Authority. In addition, the Governmental Railway Authority is state-owned, which also affects the
result to some extent as opposed to that of other private companies. This creates hard regulatory
controls and means that the Governmental Railway Authority is responsible for a supervisory authority
in order to carry out its task. However, this study has not investigated theories of regulations but
shows that it is an important factor to consider. This could be verified by conducting a survey on other
companies in the market, which are not state-controlled and where a need for eMaintenance, such as
the mining industry, has been identified.

Another limitation is that the cost issue was not investigated. As the Governmental Railway
Authority is governed by the state and allocated a budget, this delimitation was made early in the
study. According to theories of digital transformation, the financial aspects are among the greatest
driving forces for development ahead and affects the extent to which the various factors can be treated.
Further research could investigate the links between economic factors and how well implementation of
maintenance succeeds. Also, in the field of technology, there are more in-depth analyses to implement
in theory than what has been done in this study.

Furthermore, the focus on security in this study has been aimed at information security. Other parts
of the security, such as plant safety and traffic safety, can also be affected by digitization. Future
research would therefore need to broaden the safety concept to include more different safety aspects.
This can also be broadened beyond eMaintenance to Industry 4.0, IoT and other related concepts.

Future research in the field also needs to be carried out at companies that have already implemented
eMaintenance, as opposed to ongoing implementation projects, as in this case to verify the results of
this study. Future research should also examine the cost aspect associated with the factors identified.
To be able to proceed with the work on the important factors, this transformation should also be
demonstrated through a process that could facilitate the implementation for organizations.
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