<@ sustainability

Article

Design, Validation and Implementation of a Questionnaire
to Assess Teenagers’ Digital Competence in the Area
of Communication in Digital Environments

Ana Iglesias-Rodriguez *

, Azucena Hernindez-Martin 1, Yolanda Martin-Gonzalez 2

and Patricia Herraez-Corredera !

check for

updates
Citation: Iglesias-Rodriguez, A.;
Herndndez-Martin, A.; Martin-
Gonzalez, Y.; Herrdez-Corredera, P.
Design, Validation and
Implementation of a Questionnaire to
Assess Teenagers’ Digital
Competence in the Area of
Communication in Digital
Environments. Sustainability 2021, 13,
6733. https://doi.org/10.3390/
sul3126733

Academic Editor: Pilar Colas-Bravo

Received: 18 May 2021
Accepted: 10 June 2021
Published: 14 June 2021

Publisher’s Note: MDPI stays neutral
with regard to jurisdictional claims in
published maps and institutional affil-

iations.

Copyright: © 2021 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license (https://
creativecommons.org/licenses /by /
4.0/).

Department of Didactics, Organization and Research Methods, Faculty of Education, University of Salamanca,
37008 Salamanca, Spain; azuher@usal.es (A.H.-M.); patriciaherraezcorredera@usal.es (P.H.-C.)

Department of Library and Information Science, Faculty of Translation and Documentation,

University of Salamanca, 37008 Salamanca, Spain; ymargon@usal.es

*  Correspondence: anaiglesias@usal.es; Tel.: +34-92-329-4400 (ext. 3409)

Abstract: This article describes the process of design, validation, and implementation (N = 609)
of a questionnaire drawn up ad hoc to assess the digital competence of compulsory education
students (ages 11 to 13) in the area of communication. The test measures students” knowledge, skills,
and attitudes in the six competences that make up the area of communication, as established in
the Framework for the Development and Knowledge of Digital Competence in Europe (DigComp):
interacting through new technologies, sharing of information and content, online citizen participation,
collaboration through digital technologies, netiquette, and digital identity management. The purposes
of the study are to design and validate an instrument to assess compulsory education students” digital
competences in the area of communication based on their knowledge, skills, and attitudes and to
analyse such instrument’s psychometric characteristics with special emphasis on its reliability and
validity. The method used consisted of the implementation of various psychometric validation
techniques and the analysis of the results based on statistical descriptions. Items show adequate
discrimination and difficulty indices. Validity was guaranteed through expert judgement and
factorial analysis of the test. The conclusion stresses the pressing need for education centres to
provide students with adequate educational-communicative training.
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1. Introduction

Knowing what the digital competences of citizens of all ages and the extent to which
they use them with awareness and appropriacy is an issue that has raised keen interest
at the global level [1,2]. Nevertheless, such interest makes no sense if citizens lack the
actual adequate digital literacy [3] to cope in an ever more digital society where they
should be able to use the Internet and any other digital technologies within their reach
throughout their lives in an ethical, responsible, and safe way [4]. Currently, digital literacy
and digital competence are closely interrelated and mutually dependent terms, so that, as
observed by various authors [5-9], digital literacy might be defined as the set of literacies a
citizen should master to manage in twenty-first century society, bearing in mind that to be
successful in this requires appropriate usage of digital competences, which are defined by
the DigComp project as:

A set of knowledge, skills, attitudes, strategies, and values that are required when
using ICT and digital media to perform tasks, solve problems, communicate, manage infor-
mation, collaborate, create and share content, and build knowledge effectively, efficiently,
appropriately, critically, creatively, autonomously, flexibly, ethically, and reflectively for
work, leisure, participation, learning, socializing, consuming, and empowerment [8] (p. 30).
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The DigComp project—European Digital Competence Framework for Citizens—was
first published in 2013, its update in 2016 by the Joint Research Centre (JRC) under the
name of ‘DigComp 2.0’ was followed in 2017 by the publication of the so-called ‘DigComp
2.1, which is presented as a tool designed to improve citizens’ digital competences both in
Europe and in the Member States. It is structured around five descriptive dimensions ((1)
Outlines the competence areas; (2) Defines the competences that are relevant to each area;
(3) Proficiency levels for each competence; (4) Examples of knowledge, skills, and attitudes
for each competence; and (5) Applicability of the competence to different educational and
learning purposes), and includes five areas of competence (information and data literacy,
communication and collaboration, digital content creation, safety, and problem solving),
which, in turn, gather 21 sub-competences related to key learnings for citizens participation
in twenty-first century society.

To brave the complexity and multidimensionality of digital literacy in the twenty-first
century inevitably requires proficiency in digital and information competences. This can
only be achieved by providing current generations with appropriate training for their
acquisition, development, and use anytime and anywhere, given the countless possibilities
for online information, exchange, and interaction that are offered and fostered by the
digital world, the only environment where the boundaries of human action can become
extended [10,11]. Communication plays a major role throughout this process, since living
in a multifaceted, datified, and everchanging information and knowledge society is giving
rise to different needs and ways of learning that demand a new form of literacy [5,12,13]
that is able to meet the requirements of a multimodal, hypertextual, or nonlinear type of
communication [14,15]. Thus, it is increasingly pressing for citizens across the world to
have an adequate command of communicative, media, information, and digital compe-
tences [16-19] if they wish to be a part of the global network that keeps them permanently
connected. The versatility and constant fluctuation of the surrounding information, along-
side its ubiquity, leads to the need for those who wish to access it to be able to put into
practice a combination of knowledge and know-how so that their own skills may ma-
terialize for the benefit of all [11]. In other words, their competences and skills should
allow them to manage information and data in an appropriate manner [20-22], which
involves: developing their personal learning by using a wealth of resources, activities,
and information sources (Personal Learning Environment—PLE); to personally manage
contents and communication with others throughout the learning process, meaning their
Personal Learning Network (PLN); to make critical and responsible use of information [23];
or to solve problems that may arise in virtual environments, always displaying willingness
to collaborate and comprehensive collective intelligence [9,24,25].

Numerous teachers and policy-makers in the area of education believe that merely
being born in the twenty-first century under the label ‘digital natives’ means that students
innately have the conditions, qualities, skills, and competences required to interact with
digital media, so that they would need no training nor additional strengthening in the
area [26,27]. However, reality indicates that most teenage ‘digital natives” act on intuition
and that, now more than ever, they need training and preparation to ensure that they
develop adequate digital literacy and competence and that they are able to operate in the
context of digital culture [28-30], since at these ages:

Education becomes more active because students are required to manage information,
arrange communication, take into account the role of others and observe the social and
cultural functions that are involved in online education. All this becomes imperative not
only at the didactic but also at the pedagogical level [11] (p. 45).

1.1. Importance of Communicative Competence and Information Literacy in Compulsory
Education Students

Nowadays, most teenagers have experimented with social communication networks
and media to a greater or lesser extent [31,32], the quality of the experiences being according
to the activities and benefits sought [33].
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Therefore, endeavours should be made from the sphere of education to train present
and future generations in the acquisition and implementation of basic communication
competences (information literacy) so that they do not lose touch with the true picture of
the society and cultural environment they live and grow in, which can become altered or
distorted as a consequence of the connected, hypertextual, and overinformed reality they
also live in [34].

Communication with others entails the implementation of skills that are part of the
communicative act itself, such as participation and collaboration.

Participating in social media, regardless of whether it is for personal, educational, or
professional purposes, or for a combination of all of them, favours and facilitates social
interaction, civic engagement, information retrieval and processing, academic performance
and professional success [35-37] among users with diverse and multidisciplinary expe-
riences who are able to set solid foundations to gradually achieve greater academic or
professional consolidation based on the collaborative work generated, and the continuous
reflecting involved in the exchange of messages. All this in awareness that, “[...] It is
through participation that getting involved and taking action in social life can be achieved,
and it comes forth as a tool at the service of citizenship [...]” [38] (p. 139).

Likewise, communication and collaboration significantly change young people’s way
to access, interact with, and interpret information, making it necessary to train them in
the best ways of “communicating in digital environments, sharing resources through
web-based tools, connecting with others and collaborating using digital tools, interact-
ing and participating in communities and networks; [and of working on] intercultural
awareness” [39] (p. 23) if they wish to create new knowledge in the context of Open Science.

Whether this is fulfilled will largely depend on each individual’s interest, attitude,
and ability to adequately use the digital technology and communication tools within their
reach [40]. They are often used as a learning network (PLN) that gathers interests on specific
topics that may prove useful for the creation and implementation of interdisciplinary
contents, while granting access to new perspectives, ideas, and experiences and allowing
one to connect with people with common interests or needs [41-45]. Similarly, users might
not always be clearly aware that, while using such tools can increase their connectivity, it
does not necessarily improve the degree of collaboration among them.

To paraphrase [46] (p. 2), it could, therefore, be assumed that social media create a
favourable atmosphere for users to exchange and share resources and ideas and establish
collaboration links, and that they contribute to people being connected and informed so
that they can participate in real time regardless of their geographical location and its corre-
sponding time zone, offering the possibility to use these media to weave a communicative
network among them.

Given the relevance of this process, it is only natural that communication, being
inevitably related to interaction with others (both synchronous and asynchronous), compli-
ance with netiquette protocols and collaboration, the latter being a necessary competence
to participate and provide input in groups working with ICT, and even to create social
networks [47], would consume high levels of energy to keep it alive through the weaving
of a good network culture [48]. A culture that can be built, rebuilt, and updated through
the talent, imagination, audacity, and intelligence of Internet users [49]. Hence, the need
to personalize and individualize digital learning environments (PLEs) [50,51], which ac-
cording to [52,53] are made up of the different tools, information sources, connections, and
activities that each person regularly uses in everyday life for learning purposes. Many of
these tools are based on what [52] calls social software, understood as “software that lets
people rendezvous, connect or collaborate by use of a computer network” (p. 4), involving
three basic cognitive processes: reading, thinking, and sharing [54]. A fourth process that is
currently essential could be added: social presence, understood as the feeling of belonging
to a community that strengthens and promotes learning while at the same time favouring
a dynamic of positive social relationships based on help, encouragement, and support
among its members [55-57].
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In the same vein, [5] (p. 23) believe that PLEs consist of three main elements: (1)
reading tools and strategies: the information sources that are accessed and offer such
information in the form of an object or artefact (blogs, video channels, RSS .. .); (2) tools
and strategies for reflecting: the environments or services where information can be
transformed (places to post, analyse, recreate, or publish); and (3) relationship tools and
strategies: environments where interaction with others for learning purposes takes place.

In short, these are mechanisms to share and reflect as a community through personal
learning networks (PLNs) made up of the tools, mental processes, and activities that allow
their users to share, reflect, discuss, and reconstruct with other knowledge (and questions),
as well as the attitudes that foster and feed such exchange [58] (p. 717).

Consequently, it could be said that users who actively participate in certain social
and personal learning networks are characterized by being virtual subjects with multiple,
almost endless, possibilities to carry out any sort of information transaction thanks to the
speed with which it can be accessed, accumulated, and transmitted, which is leading to the
building of new personal and collective identities in virtual environments, understood as
places and events within the Internet [59,60].

1.2. Digital Literacy and Competence: Previous Studies and Current Scenario

To achieve the goal that is referred to in this study, there is a pressing need for profi-
ciency in digital competence, since being technologically able has become indispensable
for survival in the knowledge society and to be able to act in it in a critical manner, since, as
pointed out by the Organization for Cooperation and Economic Development [61], mastery
of basic information and communication tools through the Internet is crucial for access
to culture, services offered by social institutions, citizen participation, and quality of life,
while it also improves countries’ competitiveness and economy.

Despite the interest raised by this matter, the findings yielded by research in the area
confirm the existence of difficulties, not only in terms of integrating technologies into
the classroom and including them in the teaching-learning process [13,62-65], but also
when it comes to the development of digital competences within the different education
levels [13,66]. Hence, for example, studies such as that by [47], focused on the assessment
of ICT literacy in K-12 education to define its differences and similarities, conclude that
most tests measure knowledge and skills in the information area, to the detriment of those
that measure knowledge and skills in the areas of communication, collaboration, safety, or
problem solving. On their part, [67], in two studies conducted to learn what the skills of
the Dutch population between the ages of 18 and 80 were when using the Internet for more
than just email exchanges, found that their level of theoretical and practical knowledge on
the Internet was quite high, but that their levels of information and especially of strategical
knowledge of the Internet were rather dubious. This study provided evidence of how
theoretical and practical understanding of the Internet’s basic aspects are not enough to
make effective use of it, and that proficiency in digital competences is required if citizens
want to use this means effectively.

Equally, the study conducted by the Telefénica Foundation, the King Juan Carlos
University and Tuenti [68] on young people’s attitudes and behaviour towards new forms
of participation in social media shows that while teenagers acknowledge the advantages
and potential risks involved in the use of social networks, including threats to the privacy
and safety of their personal data, and that they mobilize in support of causes they feel are
important, they are also aware of their shortcomings concerning digital tools, therefore,
revealing their need for training to use them successfully. Moreover, the study carried out
by [69], approaching the analysis of media competence in citizenry as a whole, concludes
that there is a pressing need for education centres to include a media education subject to
train students to become educated, active, and aware citizens able to interpret messages in
a thoughtful and critical manner and to express themselves with at least a minimum of
appropriateness and creativity.
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In this context, when venturing, as has been done, into the study of digital competence
in the area of communication, what stands out the most is that to master it is an essential
and decisive aspect that should be approached with students at compulsory education
stages, since a sensible use of technology and media, participating and collaborating in
them in an adequate manner, as well as being familiar with and understanding the ethical
values that every digital citizen should have and respect, is causing great concern as
regards childhood and youth protection policies; and at the same time, suitable education
and training in this matter should be offered. This supports the duty of analysing it in
the cultural niche where it develops, since research on this competence in compulsory
secondary education is scarce, as are the instruments fit for such purposes.

Therefore, this study presents an instrument designed ad hoc for assessing the digital
competence in a specific area, that of communication, of students aged 11 to 13, using
alternative assessment models that are focused on the problem-based learning method as a
reference [70]. More specifically, attention is focused on the design, validation, and analysis
of the psychometric characteristics of the instrument at issue, stressing its reliability and
validity, because of it being one of the objectives envisaged in the project it is part of, which
is funded by the Spanish Ministry of Economy and Competitiveness MINECO/FEDER
(Ref. EDU2015-67975-C3-3-P).

2. Materials and Methods

A basic descriptive analysis of the area of communication was conducted in the
domains of knowledge, ability, and attitudes. The data were subjected to an exploratory
factor analysis to validate the constructs, internal consistency, and the number of factors
underlying the domain. The difficulty or ease index of the items was also verified based on
the number of correct scores. Finally, for the study of the reliability of the test designed to
assess this area, the Cronbach’s alpha statistic was calculated.

2.1. Study Objectives

The objects of this study were: (i) to design and validate an instrument for assessing
the digital competences in the area of communication of compulsory education students
(aged 11-13), taking into account their knowledge, skills, and attitudes; and (ii) to anal-
yse the instrument’s psychometric characteristics, paying special attention to reliability
and validity.

2.2. Participants

The student sample was selected through stratified random sampling of the primary
and secondary education centres of two Spanish provinces, taking into account ownership
of the centre—public or private-subsidized, and location—rural or urban. This study
included 18 education centres and a total sample that consisted of 609 students whose
ages ranged between 11 and 13, balanced in terms of gender (49% boys 51% girls), and
with most being in their last year of primary education (85% in the sixth grade of primary
education, compared to 16% in the first grade of compulsory secondary education).

2.3. Instrument

The DigComp model and other alternative assessment models focused on the problem-
based learning method [70] were used as the basis to design an instrument aimed at
measuring the level of digital competence of compulsory education students (aged 11-13)
in the area of communication, according to: (i) their knowledge, skills, and attitudes in
such area; (ii) the six dimensions that make up the area of communication (interacting
through new technologies, sharing information and contents, online citizen participation,
collaborating through digital technologies, netiquette, and managing digital identity); and
(iif) item difficulty (basic, intermediate, and advanced).

It is a known fact that competence assessment means that students should be able to
solve the problem-situations (tasks) they are given in contexts as close as possible to reality,



Sustainability 2021, 13, 6733

6 of 18

by using their knowledge (what they know), skills (what they can do), and attitudes (what
they do).

In the case at hand, these three elements that make up digital competence are mea-
sured, on the one hand, through items that lay out situations where students are to make
decisions and choose a certain answer (knowledge and skills); and, on the other hand,
attitudes are measured using a Likert-type scale. It has been considered relevant to express
the different questions in terms of problem solutions as close to students’ reality as possible,
which is why it could be stated that the test is in line with the problem-based learning ap-
proach, since, starting with a given situation, students are asked to choose among different
answers that, as formulated, provide information regarding their level of competence.

The final version of the test involved prior adaptation of the DigComp indicators
model to the age and characteristics of the sample population, as well as the preliminary
validation of the test by a group of experts. This first version of the test gave rise to a
model made up of 89 indicators that was subsequently validated through expert judgement,
involving a total of 11 experts who were ICT coordinators in public and state-subsidised
private education centres and worked with teachers and students in the education levels
from which the sample was gathered. Such experts were in charge of assessing the rele-
vance, pertinence, and transparency of the indicators. This validation led to the design of
an initial test made up of 64 items, 25 for knowledge and skills (objective test with four
answer alternatives) and 39 attitude items (Likert-type scale with five answer alternatives).
These 64 items were, once more, submitted for peer review and for assessment by experts
on the topic, based on which both content and wording was modified where necessary.

The resulting pilot test was administered anonymously to 75 students in their sixth
year of primary education (aged 11-12) and first year of compulsory secondary education
(aged 12-13), from 10 Spanish education centres. Questionnaires were accessed digitally.
After clearing and changing certain items whose difficulty level was too high or where
there were indications that students had not fully understood what they were being asked,
the final test consisted of 24 items, 8 for knowledge, 10 for skills, and 6 for attitudes, which,
as mentioned, measure the six competences that make up the area of communication:
interacting through new technologies, sharing information and contents, online citizen
participation, collaborating through digital technologies, netiquette, and managing digital
identity. From these 18 items for knowledge and skills, 7 were basic in terms of difficulty
level, 8 intermediate and 3 advanced. The difficulty level is clearly defined in the Dig-
Comp framework itself, which establishes, as does this study, three difficulty levels (basic,
intermediate, and advanced) for confirmation purposes.

The knowledge and skills items are approached using an objective test type with
four possible answers, only one of which is correct. Answers were dichotomically coded
(1 = right answer; 2 = wrong answer). Therefore, the highest score that could be achieved
in the test is 18 points. The pilot study based on the attitudes scale, created in the previous
stage, makes the final selection of six items possible. The test is available for use in future
studies at http:/ /hdl.handle.net/10366/140240 (accessed on 10 May 2021).

2.4. Procedure and Application

To proceed to the application of the test, the permission of the education authorities
and of the Ethics Committee of the University of Salamanca (Spain) was obtained. A digital
version of the test was designed via a website built specifically for such a purpose and
named ECODIES (https://www.ecodies.es/) (accessed on 13 June 2021) that facilitates the
answers of the students participating in the study.

The first step for participation in the project was the preparation of a call that was
subsequently sent to the selected education centres, requesting the participation of students
in the sixth grade of primary education and/or first grade of compulsory secondary
education. The second step, since the sample was made up of minors, was to inform both
students and their parents or legal guardians. Thirdly, the permission of the families and
children was obtained through protocols prepared ad hoc by the researchers. The education
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centres that were to participate in the study undertook the collection of the permission
forms. Finally, the questionnaire was administered during teaching hours, as requested by
the teachers who also decided to collaborate in the research.

The instrument was applied to a sample of students from randomly selected Spanish
education centres, under the assumptions of quantitative research (objective test and
attitude scale). The study design is descriptive and cross-sectional, since information
gathering took place at a single period in time, specifically, during the months of February,
March, and April 2019, within the academic year 2018-2019.

2.5. Data Analysis

The analysis of the data obtained is focused on analysing and checking the instru-
ment’s psychotechnical characteristics to gauge its validity and reliability. For this purpose,
the knowledge and skills items (knowledge and skills tests) and those that make up the
attitudes scale have been studied separately. Subsequently, the study of the test as a whole
was carried out to examine any possible gender-related bias.

Data analysis includes descriptive item analysis, item correlations, item discrimination
and reliability, and the analysis of the test for structural reliability and validity.

The analyses were performed using SPSS v.21 software and the CORRECTOR 1.2
program developed by Professor José Luis Gaviria. This software works as a complement
for MS-Excel and allows the analysis of objective tests and Likert-type scales, providing
information about each item: variance, point-biserial correlation, difficulty index, etc.

Furthermore, in order to carry out the reliability analyses of those items that were
dichotomous in nature, an Excel spreadsheet was used, which is based on a matrix of
tetrachoric correlations [71].

3. Results and Discussion
3.1. Analysis of the Test as a Whole

The entire test is made up of the three competence areas (knowledge, skills, and
attitude), so that all 24 items have been taken into account: 8 for knowledge, 10 for skills,
and 6 for attitude.

Table 1 shows that the levels students achieved in attitudes are far above those of the
areas of knowledge and skills. The latter two are located around midpoint on the scale,
while attitudes appear higher.

Table 1. Summary of descriptive data for the three competence areas (N = 609).

Lowest Highest Mean Standard Deviation
KNOWLEDGE (max. 8)
(8 dichotomous items: 0/1) 0 8 4.27 1.575
SKILLS (max. 10)
(10 dichotomous items: 0/1) 0 10 5.38 1.885
ATTITUDES (max. 30) 6 30 26.05 4534

(6 Likert-type items: 1 to 5)

3.2. Item Analysis of the Knowledge and Skills Test
3.2.1. Descriptive Analysis of Items and Difficulty Index
Table 2 illustrates the data obtained for each item according to mean and standard

deviation. Items are dichotomic (right 1/wrong 0) and the maximum would be 1. The
competence area of each item is also specified (knowledge or skills).
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Table 2. Descriptive analysis of the items included in the test.
Competence Mean Standard
Area (x) Deviation (SD)
C1.—INTERACTING THROUGH NEW TECHNOLOGIES 1.71 0.801
1. Knows how to deal with a friend request made by a stranger through social media Skills 0.81 0.390
2. Knows what should be done when.wrltmg messages using different Knowledge 061 0.489
communication tools
3. Knows how to proceed when making a presentation Skills 0.29 0.456
C2.—SHARING INFORMATION AND CONTENTS 1.45 0.768
4. Knows where to share a video Knowledge 0.22 0.416
5. Knows how to email a paper or task Skills 0.44 0.497
6. Knows what contents or resources could be shared on the Internet Knowledge 0.78 0.411
C3.—ONLINE CITIZEN PARTICIPATION 1.57 0.964
7. Is aware of ’.ch.e mgdla to use on the Internet to aghwve as.much citizen Skills 0.38 0.485
participation as possible in the shortest time possible
8. Knows how to access and use online services Knowledge 0.66 0.473
9. Knows how to approach and use the online services available Skills 0.53 0.500
C4—COLLABORATING THROUGH DIGITAL TECHNOLOGIES 1.26 0.915
10. Is familiar with the digital tools that can be used for cooperative working Knowledge 0.33 0.472
11. Knows how to draw up an online working document in a cooperative manner Skills 0.47 0.500
12. Knows how to correct a text document using the track changes option Skills 0.45 0.498
C5.—NETIQUETTE 1.96 0.928
13. Knows what should be done when a message includes multiple recipients Knowledge 0.58 0.494
14. Knows what to do upon receiving a chain message offering gifts Skills 0.60 0.490
15. Knows how to respond when faced by a cyberbullying situation Skills 0.78 0.413
C6.—MANAGING DIGITAL IDENTITY 1.70 0.902
16. Understands friendship relationships both inside and outside the Internet Skills 0.62 0.485
17. Is aware of the consequences of having a negative identity on the Internet Knowledge 0.63 0.484
18. Is aware of the benefits of having several digital identities Knowledge 0.45 0.498
TOTAL (max. 18 points)
N = 609 9.65 2.873

The mean obtained in the test by the sample population was 9.6, so that it is around
midpoint on the scale. The analysis of means obtained for each item shows that the lowest
score is 0.22 (item 4) and the highest is 0.81 (item 1), which is evidence of variability in item
difficulty, item 4 being the most difficult (only 22% of the subjects answered correctly) and
item 1, the easiest (answered correctly by 81% of the subjects). The content of these items
leads us to think that teenagers know that when they receive friend requests through a
social network from a stranger, they should decline it because they do not know the person
(item 1), but they do not know very well what media they might use to share a video with

their colleagues (item 4).

Table 2 also shows the statistics of the items grouped into the six competences identi-
fied (C1 to C6). Each of these variables has been created through the sum of the scores of
the three items that measure the corresponding competence. Average scores are located
midpoint on the scale, ranging between scores of 1.26 for the lowest competence (collabo-
rating through digital technologies) to 1.96 for the highest (netiquette). The conclusion that
can be drawn is that students” knowledge and skills are better in netiquette, followed in
second place by interacting through new technologies and managing digital identity, in the
third place, online citizen participation, ranking fourth, sharing information and contents

and in fifth and last position, collaborating through digital technologies.

3.2.2. Item Correlation Analysis

Pearson correlation analysis was applied to identify the relationships among the
18 items included in the test. As can be observed in Table 3, correlations are mostly positive,
although correlations between items are not significant. Items 3 and 4 stand out because of

their negative correlation with seven of the remaining items.
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Table 3. Correlations between the knowledge and skills items.
1 2 3 4 5 6 7 8 9 10
Ttem 1 1.000 0.183 —0.023 —0.099 —0.005 0.128 —0.112 —0.039 —0.001 —0.061
Ttem 2 1.000 —0.042 —0.041 0.017 0.054 0.016 0.089 0.105 0.057
Item 3 1.000 —0.032 0.021 0.083 0.137 0.055 0.036 0.061
Ttem 4 1.000 —0.013 0.000 0.074 0.062 0.048 0.182
Item 5 1.000 0.015 0.064 0.137 0.077 0.055
Item 6 1.000 0.020 0.194 0.167 0.007
Item 7 1.000 0.132 0.116 0.093
Item 8 1.000 0.221 0.012
Item 9 1.000 0.110
Item 10 1.000
11 12 13 14 15 16 17 18
Item 1 0.009 0.001 0.035 0.083 0.164 —0.016 —0.006 0.014
Ttem 2 -0.011 —0.109 0.058 0.103 0.145 —0.006 0.101 0.009
Item 3 0.058 —0.009 —0.006 0.016 0.036 —0.013 —0.052 —0.008
Ttem 4 —0.072 —0.028 0.094 0.062 0.062 —0.010 0.062 —0.081
Item 5 0.115 0.116 0.047 0.026 0.086 —0.006 0.019 0.100
Item 6 0.081 0.078 0.129 0.049 0.178 0.097 0.033 0.043
Item 7 0.128 0.067 0.012 0.065 0.018 0.052 0.127 —0.029
Ttem 8 0.106 0.160 0.111 0.089 0.179 0.057 0.088 —0.015
Item 9 0.139 0.037 0.130 0.122 0.182 0.097 0.121 0.006
Item 10 0.106 0.046 0.062 —0.035 0.064 —0.038 —0.026 0.144
9 10 11 12 13 14 15 16
Item 11 1.000 0.089 0.043 0.053 0.152 —0.072 0.062 0.079
Item 12 1.000 0.132 0.118 0.133 0.059 0.152 0.028
Item 13 1.000 0.077 0.186 0.026 0.042 0.134
Item 14 1.000 0.229 —0.028 0.162 0.018
Item 15 1.000 0.156 0.264 0.098
Item 16 1.000 0.128 0.026
Item 17 1.000 0.050
Item 18 1.000

Correlation among the six competences (Table 4) yielded certain low and certain
moderate values, most of them highly significant given the size of the sample.

Table 4. Correlations between competences and attitudes.

C1 C2 C3 C4 C5 Cé TOTAL
Cl—Interacting through new technologies 1 0.040 0.093 * 0.072 0.170 ** 0.010 0.062
C2—Sharing information and contents 1 0.243 ** 0.170 ** 0.203 ** 0.081 * 0.116 **
C3—Online citizen participation 1 0.231 ** 0.227 ** 0.137 ** 0.147 **
C4—Collaborating through digital 1 0.191 * 0.157 ** 0.096 *
technologies
C5—Netiquette 1 0.227 ** 0.225 **
C6—Managing digital identity 1 0.119 **
TOTAL ATTITUDE 0.062 0.116**  0.147 ** 0.096 * 0.225 ** 0.119 ** 1

* Significant correlation at 0.05 (bilateral). ** Significant correlation at 0.01 (bilateral).

3.2.3. Analysis of Item Discrimination, Difficulty and Reliability

Table 5 shows the statistical data for each of the knowledge and skills items that allow
the establishment of each item’s discrimination index (point-biserial correlation), difficulty
index, mean and variance of the scale if the item is removed.
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Table 5. Statistics for knowledge and skills items.

Discrimination Difﬁcult'y Index Mean of the Scale Variance  Corrected Total Cronbach’s
Index (rbp) (% Right Scale If Element If Element Is Element Alpha If Element
Answers) Is Removed Removed Correlation Is Removed
Item 1 0.18 81.3% 8.84 8.012 0.040 0.554
Item 2 0.32 60.8% 9.05 7.590 0.158 0.537
Item 3 0.21 29.4% 9.36 7.908 0.053 0.554
Item 4 0.19 22.2% 9.43 7.969 0.047 0.554
Item 5 0.32 44.2% 9.21 7.588 0.153 0.538
Item 6 0.36 78.5% 8.87 7.562 0.231 0.526
Item 7 0.33 37.8% 9.28 7.555 0.173 0.534
Item 8 043 66.3% 8.99 7.296 0.287 0.514
Item 9 0.45 52.5% 9.13 7.201 0.299 0.511
Item 10 0.30 33.5% 9.32 7.652 0.145 0.539
Ttem 11 0.37 47.5% 9.18 7.427 0.212 0.527
Item 12 0.39 44.8% 9.21 7.394 0.226 0.525
Item 13 0.38 58.0% 9.07 7.407 0.224 0.525
Item 14 0.36 60.03% 9.05 7.466 0.204 0.529
Item 15 0.53 78.2% 8.87 7.168 0.413 0.496
Item 16 0.27 62.4% 9.03 7.723 0.110 0.546
Item 17 0.39 62.6% 9.03 7.412 0.230 0.524
Item 18 0.28 45.3% 9.20 7.710 0.107 0.547

According to right answer percentages (difficulty index), a distribution of the items
into three difficulty levels or competence levels can be established (Table 6).

Table 6. Item difficulty of the knowledge and skills test.

Items % Right Answers  Criterion  Description Level
1,6,15 81,79,78 >70 Very easy Basic
2,8,14,16,17 61, 66, 60, 62, 63 60-70 Easy (8 items)
5,9,11,12,13,18 44,53, 48, 45, 58, 45 40-60 Moderate Intermediate (6 items)
7,10 38, 34 30-40 Difficult .
3,4 29,22 <30 Verydifficutt ~ Advanced (ditems)

Figure 1 shows the items placed on the coordinates that represent item difficulty and
discrimination index (point-biserial correlation), which shows that half of the items are
located on the target zone, with an average difficulty index and adequate discrimination
indices, except for certain very easy items (6 and 15). Easy items are justified from the
conceptual perspective because they are relevant and basic questions in the competence
assessment and topics that are often addressed in education centres, for example, through
informative talks that are carried out in collaboration with members of security bodies
(Local Police), this being a clear indicator that most students have already acquired such
knowledge and skills.
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Figure 1. Item distribution according to difficulty/easiness indices and discrimination (rpp).

3.2.4. Test Reliability Analysis

To study the reliability of the knowledge and skills test, correlation KR,y was calcu-
lated considering the items” dichotomic nature. Cronbach’s alpha = 0.547. This internal
consistency index obtained for the test might be considered relevant for this type of compe-
tence assessment instruments. After contrasting the significance assumption [72] (p.60), it
can be established that the alpha value obtained is significant.

3.3. Analysis of the Items of the Attitude Scale

Attitudes were assessed using a Likert scale (1 strongly disagree, 5 strongly agree)
made up of the following items:

1. Idecline any social media friendship requests from strangers.

2. I'think carefully about what information I am going to share before doing so.

3. Itake care of maintaining appropriate behaviour when interacting online.

4. Ilike to mind, respect, and value the work published by others and shared through
the Internet.

5. Iam ready to report any cyberbullying situation, whether I or anybody else is the
victim.

6. Iam aware of the impact of everything I publish on the Internet and of how fast it can
become viral and go beyond my scope of control.

3.3.1. Statistical Description of the Attitudes Scale

Below are the statistical descriptions corresponding to the items that make up the
scale (Table 7), specifically the lowest and highest scores achieved, the means, standard
deviations, skew, and kurtosis.

High averages can be observed for all items, especially numbers 2 and 5 (I think
carefully about the information I am going to share before doing so and I am ready to
report any cyberbullying situation, whether I or anybody else is the victim), measuring
high in skewness. The leptokurtic kurtosis (above 3) of these items suggests that values are
highly concentrated around their means.
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Table 7. Statistical description attitude items (attitude dimension of the competence).
Lowest Highest Average Standard Deviation Skew Kurtosis
Attitude 1 1 5 437 1.204 —1.836 2.072
Attitude 2 1 5 4.60 0.772 —2.497 7121
Attitude 3 1 5 4.34 0.908 —1.652 2.953
Attitude 4 1 5 411 1.037 —1.346 1.599
Attitude 5 1 5 4.43 0.984 —2.014 3.759
Attitude 6 1 5 420 1.029 —1.324 1.254
TOTAL N = 609 6 30 26.05 4.534 —2.467 9.152
The total average score on the scale is 26.05, which proves that teenagers” attitude in
the area of communication is very positive.
3.3.2. Correlation Analysis for Attitude Items
After examining the relationship between the items included in the attitudes scale,
the conclusion is that all of them show significant correlation with the rest of elements and
with the total of the scale, correlation with the total being the highest, with values above
0.60 in all cases (Table 8).
Table 8. Analysis of correlation between the attitude items.

Items 1 2 3 4 5 6 Total
Attitude 1 1.000 0.384 ** 0.333 ** 0.109 ** 0.294 ** 0.302 ** 0.646
Attitude 2 1.000 0.482 ** 0.309 ** 0.284 ** 0.331 ** 0.671 **
Attitude 3 1.000 0.359 ** 0.257 ** 0.422 ** 0.704 **
Attitude 4 1.000 0.259 ** 0.392 ** 0.614 **
Attitude 5 1.000 0.299 ** 0.608 **
Attitude 6 1000 0.702 **

TOTAL % X3 % *3% *3% *%
ATTITUDE 0.646 0.671 0.704 0.614 0.608 0.702 1
** Significant correlation at 0.01 (bilateral).
Likewise, correlations are higher between items 2 and 3, related to netiquette and
items 3 and 6, also related to sharing information and contents.
3.3.3. Item Discrimination and Reliability Analysis
To assess the discrimination index for each attitude item based on point-biserial

correlation, the variable was dichotomized so that scores 4 and 5 were declared “posi-

tive attitudes” and the rest of the scores (1, 2, and 3) “non-positive attitude”. The data

are illustrated in Table 9, which shows that correlations are positive, with an adequate

discrimination index.

Table 9. Total statistics for attitudes items.
Discrimination Difficulty Index  Scale MeanIf  Scale Variance  Corrected Total = Cronbach’s Alpha
Index (rpb) (% Correct Element Is If Element Is Element if Element Is
P Answers) Removed Removed Correlation Removed

Attitude 1 0.44 21.68 10.540 0.404 0.230 0.714
Attitude 2 0.33 21.45 11.714 0.538 0.321 0.676
Attitude 3 0.38 21.71 10.999 0.552 0.344 0.665
Attitude 4 0.38 21.94 11.268 0.403 0.235 0.707
Attitude 5 0.36 21.62 11.463 0.408 0.171 0.704
Attitude 6 0.42 21.84 10.589 0.523 0.290 0.670
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Reliability of the scale of attitudes was calculated and yielded a value of Cronbach’s
alpha = 0.727, which could be described as high reliability, given the reduced number of items.

3.4. Reliability and Validy of the Test

It should be recalled that the reliability of the knowledge and skills test (18 items) was
already stated as having yielded a value of Cronbach’s alpha = 0.54. The second step was to
calculate reliability of the attitudes scale, which threw a result of Cronbach’s alpha = 0.72.

The validity study for the test as a whole was based on two types of validity: content
and structural. In this regard, the items included in the test are assumed to be a representa-
tive sample of the content to be assessed, since they conform to the competence indicators
model based on the DigComp model drawn up by the research team and validated by
experts, as was mentioned above http://hdl.handle.net/10366/139409 (accessed on 10
May 2021). The items included in the test were created based on such indicators model
as adapted to the sample’s age range and subsequently subjected to the judgement of
experts and discussion group until the test’s final version was produced after rephrasing
item wording and answers where necessary. Thus, the set of items that make up the
test was validated to measure knowledge, skills, and attitudes in the competence area of
communication following the guidelines of the DigComp theoretical-conceptual model.
On the other hand, item analysis has proved its capacity for discrimination and adjustment
to the target population.

The study of structural validity was approached through factor analysis of the main
components, taking the six knowledge and skills competences and the six attitude items as
variables. The analysis of prior conditions to conduct the factor analysis yielded a KMO
value of 0.780, which, by being close 0.80 can be considered an adequate sample. Barlett’s
sphericity is highly significant (with a Chi-Square value of 999.245 and 66 degrees of
freedom, which is significant at 0.000), proving a linear relationship between the variables.
It was also observed that the skewness of each item took values that ranged between —1
and +1, which validates the analysis.

The analysis of the main components was carried out to obtain the A values for each of
them and retain those factors whose value was A > 1. The first factor explains 24.48% of the
variance and the second adds 12.77, so that the first two factors would explain 37.25% of
the variance of the factor matrix. Table 10, which refers to the matrix of components, clearly
reflects how the attitudes items are linked to the first factor, whereas the knowledge/skills
competences are linked to the second factor.

Table 10. Matrix of main components.

Components
Variables 1 2
C1.—INTERACTING THROUGH NEW TECHNOLOGIES —0.036 0.397
C2.—SHARING INFORMATION AND CONTENTS 0.116 0.508
C3.—ONLINE CITIZEN PARTICIPATION 0.107 0.601
C4.—COLLABORATING THROUGH DIGITAL 0.002 0.586
TECHNOLOGIES ' ’

C5.—NETIQUETTE 0.204 0.625
C6.—MANAGING DIGITAL IDENTITY 0.061 0.448
Attitude 1 0.547 0.227
Attitude 2 0.707 0.119
Attitude 3 0.733 0.130

Attitude 4 0.645 —0.099
Attitude 5 0.544 0.145

Attitude 6 0.724 —0.017

Finally, when studying the characteristics of the test, relevance was placed on checking
that there was no bias in the items according to gender differences. This was addressed by
calculating Chi-Square values using crosstabs for each of the items included in the test. The
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results show that there are no significant differences with regard to the gender variable,
except in item 1 (54% right answers achieved by girls against 46% by boys), item 7 (55%
right answers achieved by boys against 45% by girls), item 8 (52% right answers achieved
by boys against 48% by girls), and item 15 (46% right answers achieved by boys against
54% by girls), with a higher percentage of right answers for girls (56% against 44%). As
regards attitudes, it could be stated that there are no significant differences either where
the gender variable is concerned, except in attitude 6, where students tend to be indifferent
when it comes to thinking about what information they are about to share before doing so
(74% of the boys against 26% of the girls).

These results lead to the conclusion that the test is fully valid for both groups.

In the light of the above, we must emphasise that the lack of instruments to assess
the main elements that make up competences, that is, teenagers” knowledge, skills, and
attitudes, especially in the area of communication, makes it necessary to design specific tests
that are not only based on students’ self-perceptions on the issue. This is why this article
is devoted to the analysis of a test targeted at students aged 11 to 13, custom-designed to
achieve this goal and taking the DigComp model as a reference [8]. In view of the findings,
it may be concluded that it is a valid and reliable test that allows an adequate classification
of subjects according to their competence level.

In this particular case, the area of communication, six competences have been included
for assessment: interacting through new technologies, sharing information and contents,
online citizen participation, collaboration through digital technologies, netiquette, and
managing digital identity. Most of the correlations between them are significant at 0.001.

Factor analysis yields two clearly differentiated factors, the first related to knowledge
and skills and the second to attitudes. Item analyses were conducted separately, one
consisting of an objective test and the other of a Likert-type scale test. The conclusion that
can be drawn is that the items have good discrimination levels and are balanced in terms
of difficulty, except for items 6 and 15, which have proved excessively easy.

The analysed test includes items with different competence levels: (i) eight basic level
items (five easy and three very easy; percentage > 60% right answers); (ii) six intermediate
level items (moderate difficulty; percentages between 40 and 60% right answers); and (iii)
four advanced level items (two difficult and two very difficult; percentage < 30% right
answers).

After applying the test to a sample of 609 students (aged 11-13), we found that
their competence level in the area of communication as regards knowledge and skills is
moderate (x = 9.65 on a 0 to 18 scale; SD = 2.873), whereas it is quite high where attitudes
are concerned (x = 26.05 on a 6 to 30 scale; SD = 4.534).

As a final remark, it should be noted that some of the limitations of this study could
be the result of possible difficulties in students” understanding the questions and possible
answers in the test, which might have affected the scores achieved. A possible solution
could be to design even more specific tasks that might verify teenagers” acquisition and
development of these skills.

4. Conclusions

The results of the assessment reveal the need for students to acquire and use this
type of skills, especially those related to collaborating through digital technologies, among
which are being aware of the digital tools they can use to work cooperatively or being
capable of correcting text documents using the track changes option. They also require
further training in sharing information and data, especially where it comes to knowing
the media they can use to share videos, contents, data, or resources; as well as in matters
revolving around citizen participation online, such as knowing how to access and use
the digital services available. In this regard, authors such as [73] agree with this need for
training in the appropriate use of digital competences, since they consider that teenagers
are only capable of performing certain basic digital activities, such as using smartphones
or accessing information and communication using the Internet, but they are not prepared
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for the rest of the activities that characterize Web 2.0 and datified environments, such as
creating content or publishing information and/or data. On their part, [74] speak of the
myth of the digital native, referring to the easiness with which this group manages to access
and coexist with technologies without it meaning that they know how to use them. This is
also supported by the studies of [75], whose results show how young people’s digital skills
are not inherent and require training.

Hence, these findings reveal that there is a pressing need for education centres to place
special emphasis on providing students with adequate education-communicative training
to foster “the development of capacities that may allow them to interact with media in
a knowledgeable and creative manner” [27] (p. 36). Furthermore, for communication
to be successful, those engaged should be aware of the different digital communication
media available, be familiar with communication software packages and how they work
as well as their advantages and shortcomings depending on context and recipient, know
which resources can be publicly shared and their value, that is, to be knowledgeable about
how technologies and media allow different forms of participation and collaboration for
content creation to obtain shared benefits; and to be aware of ethical issues such as digital
identity and the regulations of digital interaction. Bearing this in mind, the data reported
by Eurostat3 [76] reveal that 45% of the population of the European Union between the ages
of 16 and 74 lack sufficient digital skills. This circumstance is what underlies the training
divide, meaning that it is currently not enough to be skilled and proficient in ICT and
Internet access, but that it is also essential to acquire mastery in digital tools and contents in
the form of competences, which is the main notion in the new digital environments [8,77].

5. Patents

Two patents resulted from the research presented in this manuscript:

Evaluation of the digital competence of students (ECODIES). Patent N°: SA-6-19.
Date granted: 21/01/2018. Country of registration: Spain, Castilla y Le6n. Registration
date: 2019. Authors: Herndndez, A.; Cabezas, M.; Iglesias, A.; Casillas, S.; Martin, M.;
Garcia-Valcarcel, A.; Basilotta, V.; Gonzalez, L.

Proposal for indicators to assess the digital competence of students using the DigComp
model (INCODIES) as a reference. Patent N°: SA-7-19. Date granted: 21/01/2018. Country
of registration: Spain, Castilla y Ledn. Registration date: 2019. Authors: Hernandez,
A_; Cabezas, M,; Iglesias, A.; Casillas, S.; Martin, M.; Garcia-Valcarcel, A.; Basilotta, V.;
Gonzalez, L.
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