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Abstract: This research investigates the tension between trust and confidentiality in Mobile Supply
Chains (MSCs), where a production asset that is owned by one of the partners is outsourced to
another partner of the supply chain for the production of goods, chemicals, or pharmaceuticals. The
novelty of the MSC concept is to be found in its innovative and sustainable approach to production
and operation processes in supply chains. Implementation of the MSC model could, however, raise
trust and confidentiality concerns. The interplay of trust and confidentiality, or preservation of
information privacy, between partners plays a central role in the supply chains, particularly because
they are genuinely dependent on each other. Qualitative data analysis was used, in which semi-
structured interviews with the experts from the chemical and pharmaceutical industries in Germany
were conducted to investigate the tension between trust and confidentiality, and important factors
affecting it. The results of the study present four different integration scenarios, namely, the low-
quality, conservative, grey-box, and innovation scenarios, which consider different levels of trust,
confidentiality and information sharing. Subsequently, the tension between trust and confidentiality
is analyzed within these scenarios, and three effective strategies which encourage partners to balance
the tension between trust and confidentiality are proposed. The study indicates that the balance
between trust and confidentiality can be maintained in some scenarios when critical factors such as
transparency, trust negotiation, and a reward-sharing system are present.

Keywords: information sharing; trust; confidentiality; mobile supply chains; mobile factory;
sustainability; mobility

1. Introduction

Mobile Supply Chains (MSCs) contribute to developing sustainable production and
transportation patterns, creating resilience in infrastructure, increasing mobility, and main-
taining sustainable industrialization. MSCs are value creation systems that aim to reduce
greenhouse gas emissions caused by the complete life cycle of products from start to fin-
ish [1]. They can be defined as more advanced supply chains that satisfy the demand
for mobility and flexibility in producing and distributing goods. Thereby, this approach
supports the 9th and 12th Goals for Sustainable Development formulated by the UN in
2015 [2], which relate to “industry, innovation and infrastructure” and “responsible con-
sumption and production”, respectively. MSCs provide not only transportation of raw
materials and goods, but allow for the optimized relocation of production facilities and
services between partners within a collaboration. Owing to the modularization and mo-
bility of the manufacturing units, the degree of customization for products and process
intensification that can be achieved, and the level to which transpiration efforts can be
reduced. Movable production assets can be outsourced from one MSC partner to another
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to fulfill their individual process needs and achieve sustainable operation and distribution
of available resources.

Several stakeholders with different goals and missions need to cooperate in imple-
menting MSCs, which can cause various challenges and requirements when production
facilities are moved between the sites of different supply chain partners. To maintain a
sustainable relationship between the partners of a mobile supply chain and its effective
operation, a balance of trust in the partnership and a high level of confidentiality in the use
of shared information within the cooperation is important. A trusting relationship could
imply full disclosure of information by partners; however, the diversity in the nature of the
confidential or proprietary information being shared is relatively large, including process
inputs, operation conditions, control parameters, etc., all of which can be considered sensi-
tive information. Similarly, trust and confidentiality concepts have been perceived to be
profoundly interdependent elements in various research topics and areas of application.
Specifically, this interconnection has been a subject of interest in supply chain collabora-
tions [3], business knowledge management [4], project team environments [5], survey and
experiment design [6] and even legal mediations [7].

Trust is required for building long-term strategic partner relationships in supply
chains [8]. It is understood that the sharing of information [9], resources, knowledge,
and assets takes place during the collaboration of supply chain partners [10]. Trust is
described as an assumption of positive consequence derived from another party under
some amount of uncertainty. It is associated with the calculation of anticipated risks caused
by cheating actions of a supply chain partner and forecasting their behavior under different
conditions [11]. There are numerous approaches to measuring trust and the risks related
to threats and uncertainties within the relationship between parties in collaboration [9].
A certain level of predictability is needed to create a trusting environment and to reduce
uncertainty [12]. In addition, an adequate level of communication between partners is
necessary. Therefore, the trustworthiness of a partner could also be defined by their
reliability, predictability, benevolence, and competence [13]. In addition, trust can be
used to interpret the intentions of parties during the mutual exploitation of assets and
services. Other factors, such as material shortages and shorter service periods, affect
the ability of partners to meet the obligations of product supply or procurement under
critical conditions [8]. Long-term trust, which has been tested by previous experience
and reinforced by established reputations, could also be transferable from one source
to another [14]. From the information perspective, trust facilitates the management of
information security in the hierarchies of companies [12].

With the digital transformation and expansion of technological power in businessess
and management of logistics, the issue of information confidentiality preservation is re-
ceiving increased attention. Digital assets are a valuable part of modern supply chains,
including geographically dispersed operations, outsourcing practices, telecommuting, and
freelance services [15]. Product data, technology, and know-how about processes and
services are subjects related to intellectual property protection [16]. Due to the important
role of data in production and operation management, the confidentiality of the information
shared in supply chains should be protected. Moreover, the risks and balancing of costs
and quality with regards to confidentiality need to be evaluated. The term confidentiality
covers the disclosure [17] and security of information [3], protection of intellectual property,
and cybersecurity [18]. In the case of mobile supply chains, the emphasis is set on the
confidentiality of both physical and digital assets that are associated with them and the cor-
responding added value, control methods, and operational and maintenance costs. Security
is one of the main knowledge management challenges that corporations encounter when
sharing their resources and competencies. Strategies for the management of intellectual
property, trade secrets, and the transferring and sharing of knowledge are tightly related
to trust establishment between collaborators, and the development of privacy policies for
shared sensitive information [4].
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Multiple process, production, and distribution agents can constitute an MSC, and
each operation for such collaborations requires continuous information and experience
exchange. For example, when one MSC partner is operating the production equipment of
another partner, the former needs exact and reliable information on the operation of that
unit, while the latter might request or monitor usage and consumption data necessary for
proper operation and the maintenance of safety. The amount of information they would
actually share with each other depends on the trust between these parties, and the quantity
of undisclosed or encoded information reflects the confidentiality level in their relation-
ship [4]. Thus, one of the problems of mobile supply chains is the balancing of the tension
between trust and confidentiality while preserving the flexibility, adaptability, quality
level, innovation, and resilience of MSCs. Higher extents of information sharing could
incur more awareness of and focus on security [19]. As a result, companies need to keep
information sharing and information privacy levels in equilibrium. The interplay of trust
and the confidentiality of shared information [5] describes the willingness of the supplier
to disclose secret information with its customer. This can ensure that one party is ready
to expose its vulnerabilities and accept the related risks and costs of information misuse.
The intentional provision of access to confidential information for another party signals a
level of benevolence of the party’s intentions [20]. Thus, considering the commitment of
partners to the relationship under the competing effects of influencing factors, the bond
between supply chain partners can be nurtured over time [21].

The interplay of trust (T) and confidentiality (C), or privacy, between partners fulfills a
central role in value-creating chains, particularly because they are genuinely dependent on
each other. Due to the research gap of the T–C relationship in MSCs, it is important to study
both terms individually and collectively in supply chain literature and to use a qualitative
data collection approach.To the best of our knowledge, few researchers have addressed
the tension between trust and confidentiality while considering the intervening effect of
information sharing. Numerous investigations have highlighted the positive relationship
between trust and information sharing [22,23], whereas others focused on confidentiality
and information sharing [24–26]. However, a need exists for a comprehensive investigation
that combines these three indicators in collaboration systems and elaborates on the tension
between trust and confidentiality while considering the level of information sharing in
MSCs. Therefore, the research questions (RQs) in this paper are as follows:

RQ1: What is the tension between trust and confidentiality in MSCs when various informa-
tion sharing scenarios are involved?

RQ2: What are the applicable strategies for balancing the tension between trust and confi-
dentiality in MSCs?

In this paper, we adopted a qualitative form of data analysis through semi-structured
interviews with experts from the chemical, process, and pharmaceutical industries in
Germany, and present a framework for the interconnection of trust and confidentiality
through various integration scenarios. Moreover, three strategies are recommended which
show promise in balancing the tension between trust and confidentiality.

The result of this study contributes to the literature by covering collaboration and
integration systems in supply chain management, adding to the literature of integration
scenarios, and presenting three critical strategies. In addition, from a managerial and
practical perspective, this study augments the toolsets of practitioners and managers
by providing decision-making criteria and pragmatic insights with recommendations to
balance trust and confidentiality within the scope of implementation and integration of
MSCs by partners.

This paper is organized as follows. Section 2 provides the background literature
on trust, confidentiality, and their relationship, and explains the mobile supply chain
concept. Section 3 presents the detailed methodology used for conducting this research
and its limitations. Section 4 includes results and a discussion that contains a qualitative
analysis and the identification of strategies for balancing T–C tension. Finally, Section 5
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concludes this work with an outline of the contributions, implications, and remarks on
future research directions.

2. Theoretical Background

This section provides background information related to the MSC concept, as well as
an overview of trust, confidentiality, and their interconnection in supply chain management
and collaborative environments.

2.1. Trust

Trust is a complicated communication phenomenon with various dimensions and
facets. This results in various definitions of trust in different disciplines. From a manage-
ment perspective, most researchers emphasized goodwill and the benevolence aspects of
trust [27–29]. The study in [29] suggested that trust is the confident prospect that a partner
will perform as promised according to the trustor’s expectation. According to seminal
studies in the marketing field, trust is defined as the confidence of one party in the integrity,
reliability, and sincerity of another party [30,31]. From the supply chain perspective [32],
trust is described as the extent to which relationship partners perceive each other as credible
and benevolent. Lee and Zhong [33] considered the credibility and benevolence aspects of
trust in supply chain relationships when two stakeholders are collaborating. Credibility
is associated with the ability of performing to promises, while benevolence reflects the
consideration of the interests and welfare of the partners.

In some supply chain studies, trust has been examined through various categories and
levels. For instance, Wu et al. [34] classified trust into calculated trust and relational trust.
They argue that calculative trust exists when partners are investigating and negotiating
contracts and written agreements. This category is the initial trust among partners after
signing the contract. After continuous interactions of partners over time, relational trust will
be established. Akrout and Diallo [35] categorized trust as calculative trust, cognitive trust,
and affective trust. Here, calculative trust has the same meaning as in the study of [34], while
cognitive trust is related to the confidence in the partner’s performance through accurate
information exchange without monitoring, and affective trust is based on interpersonal
and emotional connections developed after repeated positive experiences in long-term
relationships. According to [36], trust is a pre-requisite for a mutual, interdependent, and
beneficial relationship where both parties are committed to each other’s long-term interests
or benefits. Ryciuk [37] defined inter-organizational trust as an uncertain situation in
which one relies on the partner and hopes that the partner will not develop opportunistic
behaviors. They argued that trust does not exist when future events are certain and under
control. Therefore, trust is defined as a willingness to expose yourself to risk [37–39].
Multiple studies have found five specific types of trust: general, interpersonal, intra-firm,
inter-organizational, and individual-to-firm trust [27]. Economists usually define trust
according to transaction costs and game theory [34,40,41].

In previous studies, different factors and outcomes for better understanding the de-
velopment and maintenance of trust have been evaluated [39]. Chen et al. [42] identified
a positive relationship between trust and four factors, namely, information quality, infor-
mation availability, information sharing, and behavioral uncertainty. Information quality
is defined as the ability to fulfill both the specified and indirect demands of the recipient
of information. Various dimensions for analyzing the quality of information have been
suggested, such as inherent aspects (timeliness, reliability, completeness, concision, validity,
security, etc.) and pragmatic dimensions (relevance, accessibility, credibility, understand-
ability, ease of operations, etc.) [43]. The development process of trust in information can
occur through predictions that are based on past behaviors of the information source [44].
With regards to information quality, trustworthiness can be used for the assessment of infor-
mation trust. Confidence is one of the components of trust, and also refers to information
quality through validity and reliability. As a result, trust has been identified as a mediating
component between information quality and information usage. High information quality
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has a positive impact on trust and can indicate beneficial intentions of partners [45]. Thus,
the willingness towards information exchange increases. In addition, high information
quality enhances transparency and reduces the risk of opportunism.

A study by [37] shows that partner characteristics (reputation of high product quality
and a stable financial situation, as well being a well-known brand), relationship formaliza-
tion (contracts), and poor bargaining positions are factors of trust. Cooperation, goodwill
manifestation, and specific investments are positive results of building and maintaining
trust. Trust in inter-organizational relationships contributes to efficient cooperation, result-
ing in open communication [41,46,47]. Moreover, it has been argued that trust is not only a
desirable feature but a necessary one for establishing a collaborative environment in supply
chains [27,36].

2.2. Confidentiality and Information Privacy

Confidential information is a secret that has been shared or entrusted under the
condition of non-disclosure to a third party [5]. Confidentiality aims to limit disclosure
of proprietary information and to restrict the access of unauthorized parties. In supply
chain networks, the confidentiality and integrity of information are essential components
of the system [48]. In industries marked by intense competition, many information types
that are provided by suppliers in supply chains require confidentiality protection. The
term confidentiality is also closely related to information security. The management of
information security is a critical challenge in collaborative environments [49], including
supply chains. The cost of handling breaches of information security increases with the
rising complexity of information environments and the sophistication of modern security
attacks. Some confidentiality preserving solutions are based on the limitation of information
access. For instance, the Bell–LaPadula model uses level controls to deny access to higher
level information by the lower level partners [50]. Another example is the Brewer and
Nash model, or Chinese Wall model, which attempts to intercept conflict of interest issues
between organizations [51].

Confidentiality is important in information sharing, collaborative planning, and fore-
casting across the supply chain [52]. Supply chain parties can determine their confidentiality
policies by limiting the exchange of information. Absence of confidentiality in a supply
chain is impractical, because it does not provide joint benefit to all involved parties. Supply
chain partners consider confidential information exchange as a way of meeting mutual
expectations and acting as good collaborators [53]. According to [54], confidential informa-
tion might contain commercial or industrial information, information confidential by law,
information preserving legitimate economic interests, and other types of information that
could cause harm if disclosed. Commercial information includes some activities or trades
associated with profit, for instance proprietary information on production rates, demand
values at specific sites, number of available trucks and their capacity, etc. [10]. Industrial
information describes processes, including raw materials, manufacturing sequences, and
production methods. Certain combinations of commercial and industrial information
protected by common law can be treated as trade secrets [54]. Usually, disclosure of such
information is limited to specific persons within the organization. It can contain particular
methods, recipes, or formulas, which provide the holders with a competitive advantage in
the market.

There are various techniques to maintaining the confidentiality of information in
supply chain collaborations. They include privacy-preserving techniques, such as the use
of a trusted third party [55], secure multiparty computation (SMC) [53], secure transfor-
mation [10], cryptographic techniques [53,56], etc. One of the industry practices aimed at
preserving confidentiality of digital assets and their intellectual property within the supply
chain network is the use of blockchain technology for the transmission and recording of
the transaction history, validation and authentication of documents, and maintaining trace-
ability [15]. Nevertheless, such technology might require additional defense mechanisms
against attacks to avoid loss, manipulation, or theft of the information. Another way of
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maintaining confidentiality is to strategically partition the information into categories of
private and public information and distribute it according to the respective access status.
In [24] it is suggested that the information status, i.e., having a secret, can be disclosed,
whereas the information content, i.e., the secret itself, should be kept confidential. Regard-
ing SMC, this protocol defines a provably secure communication between supply chain
collaboration partners. Each party could define specific constraints that are considered
while solving scheduling problems using privacy-preserving algorithms. As a result, none
of the parties are expected to receive any information about inputs and outputs other
than their own. However, due to the increasing complexity and size of the combinatorial
functions used in computation, an SMC scheme could be inefficient and provide only
limited security [57]. Another technique is based on obfuscation of private and sensitive
information by representing them in a randomized sequence when sharing with other part-
ners [10]. This prevents leakage of the proprietary information and allows computations
of the jointly required outcome. Other solutions often proposed for supply chain manage-
ment are homomorphic encryption schemes, which allow computation to be performed on
encrypted data, and blockchain-based algorithms [58]. Due to the availability of a large
variety of applicable methods for preserving confidentiality, each case of collaboration
should be treated individually according to their demands in order to find a usable and
efficient privacy-preserving tool.

2.3. Tension between Trust and Confidentiality

Information is critical in supply chains and its value is defined by the status difference
prior to and after access to the information [59]. Shared information can be classified
according to the level of value and the level of sensitivity. The value can be represented
by its utility, or the role in reducing uncertainty, and total costs incurred during the value
creation process. The sensitivity of information quantifies negative impacts and damages
due to information loss or exposure. When looking to share information across a supply
chain, it is important to plan data protection measures to secure intellectual property and
trade secrets [60]. As a result, ownership of shared data, data handling, and its consistency
remain central concerns in a collaborative environment.

In some supply chain collaborations, certain parties may refuse to share information
due to confidentiality concerns or lack of trust [61]. Building trust in a supply chain is an
action which necessitates continuous commitment from the involved parties. Lack of trust
would discourage partners from establishing a collaboration in spite of forecasted financial
benefits. Thus, the risks imposed by initiating trust could be considered a threshold
boundary which could be passed by sharing information forecasts or forecasting methods.

Secure information sharing is expected to have a positive impact on trust in a col-
laborative environment [19]. An increased amount of sharing requires higher attention
to the security of the information. Therefore, the information sharing and confidentiality
level between collaborating companies should be balanced. High information sharing
might include the disclosure of financial reports, production schedules, and inventory
data. Moreover, advanced production data and industrial decisions, including scheduling,
logistics, and supply, could be aggregated and shared via IoT services [62]. Therefore, the
relation between trust and confidentiality can be drawn through dependency on infor-
mation sharing. The initiatives directed at securing information, including prevention of
unauthorized access in supply chain collaborations, help to preserve the confidentiality of
information and benefit supply chain intelligence [63]. Thus, confidentiality is regarded as
a significant factor for setting up trust and sharing sensitive information between partners
of a supply chain [11].

The relationship between trust and confidentiality is complex and intricate. Methods
for maintaining trust and confidentiality have been proposed for application in supply
chain collaborations. To contribute to building a trustful collaboration, a certain degree
of transparency and clarity of information is required [29]. For this purpose, partners are
recommended to increase the frequency of communication and develop documentation
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and confidentiality agreements. Such agreements act as a binding tool that can prevent
the leakage of information and encourages sharing between supply chain partners [64].
Most research in recent years has focused on information sharing as a significant factor
for initiating and maintaining trust among supply chains partners [65]. The supply chain
literature is replete with discussions on the benefits of sharing information, as well as the
positive effect of that on trust in supply chains. It is generally accepted that less information
sharing can result in less mutual trust [66]. Therefore, when one party refrains from sharing
a certain amount of information due to confidentiality reasons, the other party loses trust
in the partner because it does not signal the integrity and benevolence of that party.

2.4. Mobile Supply Chains

Globalization has imposed high demands on the effective coordination of material
and information flows in traditional supply chains [67]. Supply chain management aims
to maximize the efficiency of manufacturing and delivery across the network. Striving
for sustainability, customization, process intensification, and modularity have affected the
status quo of traditional networks by introducing the possibility to mobilize production.
Owing to technological improvements, the relocation of production setups [68], or their
further integration in existing setups, the locational availability of products increases.
Moreover, this reduces transportation efforts required for the delivery of materials and
diversifies contributing parties. There are multiple such solutions being practiced in
industry, including mobile manufacturing [69], reconfigurable manufacturing [70], Factory-
in-a-box [71], location independent manufacturing [72], modular production [73], etc.

All these movable production solutions can represent the idea of mobile supply chains
(MSCs). MSCs are value creation systems that aim to reduce greenhouse gas emissions
caused by the complete life cycle of products from start to finish [1]. The global goal pursued
by the concept of mobile supply chains is the sustainable production, distribution, and
consumption of goods that can be achieved by the mobilization of stationary production
resources. Apart from that, MSCs are expected to reach maximum efficiency through
the reliable, fast, and low-cost adaptation of process decisions on site. Mobile supply
chains [1] represent the idea of efficiently relocatable assets for the production of goods
or their storage, and they are capable of adapting to changing demand and adjusting the
transportation scheduling accordingly. The mobile production assets can be relocated to
different manufacturing sites and adjusted to fit other systems.

Due to their modularity, the process units could be easily combined to fit the needed
demand of various production locations. There are multiple features that modular manufac-
turing facilities could provide for the improved management of mobile supply chains. Ad-
justment of production amounts in accordance with capacity, performing process changes
on site, and the relocation of containers offer improved short-term flexibility. The change of
manufacturing capacity itself, process modifications, and the transportation of modules
to different locations are advantages connected to long-term flexibility [74]. Subsequent
categorization of flexibility drivers reveals mobility in production facilities and value chains.
Since MSC components may represent a container or a set of containers, transportation
from one site to another depending on customer requirements or resources means that
the location of the containers should remain flexible [75]. Moreover, an opportunity to
produce goods during transportation should not be neglected. Another aspect of modular
production is scalability. Changing production capacity can be implemented simply with
a concept of scaling up or down the number of facilities or producing modules [76]. Due
to the standardization of production modules and their interfaces, processes could easily
be reconfigured, and units could be replaced and reordered. Such a universal approach
provides the foundation for a transformable plants concept [74].

Mobile supply chain or value chain concepts can find application in various indus-
tries, including chemical, process, pharmaceutical, food, etc. To describe the material and
information flows in MSCs, roles and duties of the involved partners should be clarified.
Figure 1 shows the interaction between MSC partners. The asset provider is a manufacturer
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and provider of the process equipment, and the asset operator is a user of this equipment
in their production or process. An asset operator receives a module or operating unit
from the asset provider, and integrates it into their process sequence for the production of
intermediate products, improvement of their process efficiency, or other process operation
procedures. Therefore, this interaction causes the partners to exchange information about
raw materials, operating conditions, or equipment parameters and indicators. The orches-
tration of information necessary for the operation and control of the assets is exchanged
through the communication layer [77]. It can be assumed that such a system requires a cer-
tain extent of trust between asset providers and operators. In addition, such collaboration
and operation of assets in a value creating chain would require confidentiality protection of
the exchanged and shared information [78].

Figure 1. Integration between mobile supply chain partners.

Due to recent advances in information technology, the necessary data can be shared
quickly and efficiently and provide information visibility in the collaborative environ-
ment [61]. Providing information about the products and services within the supply chain
could decrease the uncertainty about predicted demand. Managing information for plan-
ning and production requires coordination and trust between traditional supply chain
agents. In MSCs, the information sharing could appear to be a more complex task due to the
flexibility of relocation and due to shared control over the assets. Therefore, collaborative
trust and confidentiality concerns in MSCs and their mutual relationships are investigated
further.

3. Methodology

In this study, we attempt to identify significant strategies for balancing the tension
between trust and confidentiality for building secure and trusting relationships among
mobile supply chain partners. We concentrate on the human side of collaboration since it is
fundamentally dependent on rational relationships [29,79]. Collaboration is an evolving
process in which two or more social entities actively collaborate to achieve a common
objective [80]. It is not a linear process; it entails the reciprocal and active participation of
all interrelated components and constitutes a series of interpersonal interactions [29]. As a
result, the goal of this study is to investigate and comprehend the issue in depth by studying
the interviewees’ behaviors and relationships. We want to show the viewpoints of experts
who are responsible for supply chains by investigating their experiences, beliefs, and
perspectives of business strategies to understand how they manage trust and confidentiality
in their collaboration processes. As a result, we decided to conduct a qualitative method,
which is consistent with previous studies in the same context [29,81]. This method helps
researchers to investigate and analyze the phenomena in detail according to the real
experiences and views of various participants. Moreover, a deep understanding of the
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interplay between trust and confidentiality in MSCs is sought, which is a new concept
related to Industry 4.0 in developed and industrialized countries such as Germany, where
sustainable production and transportation have become the core of industries.

We conducted semi-structured interviews with key practical experts with roles per-
taining to the management of supply chains and process engineering. Semi-structured
interviews enabled us to provide strategic propositions according to the real world experi-
ences of the interviewees [82]. Semi-structured interviews encourage the respondents to
reveal their own experiences, views, and attitudes by answering questions prepared by
the researcher [83]. In addition, it helps the researchers to observe and collect data from
real cases [29,84]. However, some studies [29,85,86] recommending a qualitative method
in order to understand the context of new subjects in depth, studies of Crescentini and
Mainardi [87], Almeida et al. [88] have noted some limitations regarding these methods
as compared to quantitative ones, such as less structured theoretical frameworks, internal
researcher’s point of view, and longer time requirements for the scope of the study. To
increase the effectiveness of a qualitative research method, Mayring [81] has recommended
a set of guidelines which are also carried out in this study.

3.1. Data Collection

The purpose of this study was to investigate the tension between trust and confidential-
ity based on the level of information sharing. This study aimed to investigate the following
three major problems: investigation of the tension between trust and confidentiality in
MSCs, strategies for balancing this tension, and integration scenarios in which trust, confi-
dentiality, and information sharing are combined to indicate in which scenario the tension
emerges. For this purpose, we conducted semi-structured interviews with top executives
of German chemical and pharmaceutical companies which are closely associated with
the mobile supply chains concept. Semi-structured interviews are a valuable instrument
to thoroughly investigate an unidentified subject through the thoughts, experiences, and
attitudes of participants [89]. Moreover, they contribute to collecting more realistic data
from current industry practice. Through semi-structured interviews, both interviewee and
interviewer have freedom in the direction of the responses and questions [41].

The authors selected participants through professional networks. A total of 7 top
executives from 6 different companies agreed to participate. The reason behind the small
study sample can be related to the limited number of companies practicing modular
production and which are familiar with the concept, due to its novelty. According to a
study by Crescentini and Mainardi [87], samples in qualitative methods are often small to
allow for deeper case-oriented investigations that are essential for this form of research.
According to recent research [90,91], purposive sampling is more efficient than random
sampling in qualitative investigations. All the respondents have been active in either
the chemical, process, or pharmaceutical industries for more than 10 years. We selected
these top executives based on their profession and their knowledge in the field of mobile
supply chains as well as modular production. All companies are pioneers and leaders in
these industries and have their main headquarters in Germany; therefore, this study also
contributes to the reinforcement of German modular production and the process industry.

We guaranteed the anonymity of all interviewees throughout the research by allocat-
ing numerical identifier codes to each participant. In this way, the authors refrain from
disclosing the names and details of the participating companies.

3.2. Interview Protocol

An interview guide consisting of three sections with overall 13 open-ended questions
was prepared to manage the discussions with respondents (Appendix A). In the first
section, we focused on the concept of MSCs and the status of this novel concept in the
sampled firms. Then, we asked some questions regarding trustful collaboration in the
context of MSCs, followed by investigating information sharing scenarios in which trust
and confidentiality both interact. The interview guide was designed based on the literature
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and was applied to all interviews. The goal was to assure uniformity and to streamline
the analysis [29]. Before each interview, an online poster with information regarding
the interview questions was sent to all participants. Each interview was started with
a self-introduction of the interviewer and a brief presentation of the MSC concept to
familiarize the participants with the objectives and questions of the interview. After
building a comfortable environment for participants to share their thoughts and experiences
more easily, the interviewer continued with the detailed questions as per the interview
guide. The interview protocol was designed based on the literature and was applied to all
interviews. Due to COVID-19 restrictions, researchers had to conduct interviews online
through video conference software in accordance with privacy and data protection policies
and the duration varied between 30 min to 1 h. All interviews were audio-recorded with
the consent of the participants. Afterwards, each interview was transcribed word by word
for further analysis.

3.3. Code Segments and Data Analysis

All transcribed interviews were analyzed using the MaxQDA software following the
methods adopted by [92]. Qualitative data analysis contributes to arranging the data prop-
erly in terms of order, shape, and significance. The researchers then create code categories
and groups to define the relationship between groups and themes. Only through the creativ-
ity of the researchers is a better understanding of the phenomenon possible [89]. Regarding
qualitative data analysis, researchers adopted a semi-inductive approach outlined by [81].

The coding process for the analysis was started by formulating the research questions
and defining the code definitions and level of abstraction. Then the transcribed materials
were read line by line to check if the material was related to the code definitions. We
repeated this step until it was ensured that all the material had been assigned to the codes
and no revision in the code system was needed. This process resulted in a list of codes
(categories), which were then grouped together to form main categories for analysis. Codes
are small pieces of information which convey the same meaning and concept, a similar
idea, or signal the same subject. Similar codes and phrases are placed in a similar group,
which create themes. Themes can be presented in tables or graphical to report the final
conclusion of the study [89].

Regarding the reliability and validity of the research, we adopted inter-coder and
intra-coder agreement procedures as suggested by [81]. After the first coding process, the
first coder repeated the coding process for half of the material from the beginning to ensure
that the allocated code categories were similar to the initially assigned categories. Then the
material was sent to the second coder to check the code categories. The results of two coders
were then compared. Differences between the two coders were discussed following the
coding rules in order to enhance reliability. Moreover, we created a database of the collected
data and findings (interview guide, interview description, recorded audios, transcription,
coding-books and code system). In the findings section, some relevant responses from the
interviewees are included to increase research validity.

4. Results and Discussion

The aim of this study was to investigate the tension between trust and confidentiality
based on the level of information sharing. In this regard, this paper illustrates the scenarios
in which the tension between trust and confidentiality arises and proposes three significant
approaches which encourage partners to balance the tension between trust and confiden-
tiality. During the semi-structured interviews it was apparent that a unique information
sharing system is not present in the studied companies. This means that the participants
mentioned different scenarios for information sharing, each presenting a different context
regarding the relationship between trust and confidentiality. In some scenarios a tension be-
tween trust and confidentiality was mentioned, while others had no tension. In this regard,
we elaborate on various integration scenarios to determine specifically where a tension
between trust and confidentiality emerges and which strategies contribute to managing
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this tension. In this section, firstly, the decision-making criteria which were mentioned by
respondents to select the appropriate scenario for collaboration with their partners in MSCs
are identified, after which the four integration scenarios are determined and described,
followed by an investigation of the tension between trust and confidentiality in which three
strategies for balancing this tension are recommended. Finally, a table summarizes the
differences between scenarios based on their characteristics and applications to provide a
comprehensive overview of all the scenarios and the level of tension in each scenario.

4.1. Decision-Making Criteria for Integration Scenarios

As one of the respondents noted, “I think the level of information sharing depends on
the level of integration [among partners]”. Given this, nearly all participants admitted the
existence of various integration scenarios in MSCs. They also emphasized the challenges
this poses in the relationship between trust and confidentiality, or information privacy.
Integration scenarios varied from intense integration, where partners share a high level
of information in order to operate the production plant, to medium and low levels of
integration. We categorized the scenarios based on the decision-making criteria mentioned
by respondents. Figure 2 corresponds to these criteria: partner’s role, product type type
of modular plants, service period, and market threat. It is evident from the results that a
significant number of respondents consider the partner’s role as the most important criteria
for deciding on the best scenario. Product types and service period follow as the second and
third most important criteria, respectively, in the decision-making process. The remaining
two criteria (modular plant types and market threat) have the same, lower importance.

Partner’s role
As mentioned earlier, a considerable number of respondents stated that an important

factor for them in decision-making is their role in the collaboration system. This implies
the type of responsibilities and the role of partners in MSCs. As one of the respondents
mentioned, “It depends if the module supplier is also [the] owner of the process or whether
the customer is [the] owner of the process”, which reveals the importance of the Partner’s
responsibilities and roles. In the chemical industry, the process owner is the party that owns
the intellectual property regarding the process, i.e., recipe and operating conditions, and
has the responsibility to manage and improve the processes. Specification of the process
owner is important for “business process management” [93]. Various responsibilities are
delegated to process owners for improving and managing processes, such as “planning”,
“controlling”, and “governance” [93]. This means that if the module owner and process
owner are not one in the same, the information sharing scenarios to manage the processes
will be changed. In this case, the partners need to share a high level of information
for managing and enhancing the processes; however, in the opposite model where the
owner of both is the same, the process owner does not exchange much information with
the module operator. This is due to the differences in distributing tasks, competencies,
and responsibilities.

Product type
Some of the respondents noted that they are involved with different types of products,

and that this leads them to different scenarios. This implies that companies consider
different scenarios for different products. Several types of products were mentioned by our
respondents: new product development, standard products, and customized products, etc.
In most cases, partners adopt mass production for standard products using the one-size-fits-
all approach and fulfilling the demand of several customers at one time. In this case, they do
not need to share much information with their partners as they are more concerned about
the quality of products than the information behind the production. However, regarding
new product development process, the partners have to collaborate closely with each
other. In line with the results from [29], high integration with transparent communication
amongst various stakeholders is essential for innovative new product development. As
one of the respondents stressed, “It is a different story if you, for example, have a collaboration
where you have commonly developed some product or whether you provide standard products”.
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Service period
This criterion refers to the period between when a mobile facility starts the first batch

and ending upon completion of the last batch. It is important for the Partner’s transport
planning to know how long a mobile facility needs to stay at a partner’s site to complete
the production process [94]. If they want to lease it for a short period, e.g., 3 to 5 weeks,
they need support for repair and maintenance from the module provider. In this case,
the module operator does not require operational and technical information, because the
module provider is required to provide this kind of service with their equipment. However,
if the operator is looking to lease the module for over 2 years, they demand much more
information from the provider in order to run, maintain, and repair the module, for example,
during night shifts with their own employees onsite. This was referred to by one of our
respondents: “When we, as owner operator, buy and run a module for years, I want to be able to
maintain and repair it in the night shift with my own people. I can’t do that if it’s a black box. If
it’s a black box, I don’t know which equipment I need, I don’t have spare parts, I don’t have trained
people. It’s a black box. So, for continuous use, we insist on having white box information which
enables us to run it and to repair it. When I kind of rent equipment for 4 weeks, I have no chance
to do maintenance myself. I have no chance to train my people. So, in that case I would need a
support contract with the partner and ask them to guarantee a high availability and to be able to
repair things within hours. That would be part of my rental contract. So, in this case, I don’t have to
know the details of the equipment”.

 

Product 
type

Modular 
plant 
types

Service 
period

Market 
threat

Partner’s 
role

Figure 2. The decision-making criteria for integration scenarios.

Type of modular plant
This criterion refers to the function and size of the plants. One of the respondents

mentioned, “If I have a relatively small [piece of] equipment that I lease, I will not lease [a] full
process system, I would [instead] lease a reactor, I would lease a separator, and things like that.
So it would need less information exchange because they need the information just for this step”.
The result reveals that the function of each plant is significant for determining the level
of information sharing. The partners need to specify the goals of leasing the plant. If a
small piece of equipment is leased, such as a reactor, distillation unit, or separator, just for
a limited part of the production process, then they are not obliged to share a high level
of information. Previous studies also emphasized that each mobile factory can contain
various modules which are essential for producing different products [95,96]. According to
the results, however, this criterion is not mentioned by most of the respondents. However,
it is thought that determining the goal and function of the plants from the beginning of the
collaboration system is necessary. With this knowledge, partners can determine how much
information they should or should not share. The reason behind this low importance could



Sustainability 2022, 14, 2347 13 of 25

be that, since the function and goal of the mobile plants are clear to the respondents, it was
not important for them to refer to the significance of this criterion in the interview.

Market threat
One respondent emphasized the risk of being pushed from the market as a significant

threat if one refuses to share information. He stated that “They had to open up the complete
knowledge to the customer, otherwise [we] would have been out of business”. We coded this
segment as market threat because the partners are somewhat obligated to interact with
each other intensively to maintain their market position over competitors.

4.2. Integration Scenarios

Four different scenarios are displayed in Figure 3. These scenarios were categorized
based on trust level (high and low) and integration level (high and low), in consideration
of the decision-making criteria. Confidentiality level and the state of tension between trust
and confidentiality is depicted in each scenario by different colors. The lighter green and
orange colors specify lower levels of confidentiality and tension, respectively. A detailed
description of each scenario is provided in the following:

 

high low 

high 

low 

Confidentiality 
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Confidentiality 
high 

Confidentiality 
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Figure 3. Integration scenarios in mobile supply chains.

4.2.1. Low-Quality Scenario

The bottom left corner of Figure 3 presents a scenario in which one or both partners
refrain/forget to share key information required for producing high quality products.
On the one hand, this results in a higher level of confidentiality since partners can limit
disclosure of the proprietary information [63]. However, on the other hand, the level of
trust is low as the committed quality for the product is not met [97]. The module provider
could not perform to the promised quality, signaling less competency and benevolence
to the operator, leading to a lower level of trust [28]. In this scenario, no tension between
trust and confidentiality is observed. Confidentiality is high due to the limited exchange
of information [61]. Trust is low due to the low quality of specified products [97], not
because of high confidentiality. As one of the respondents mentioned: “If you’re missing a
key [piece of] information to make a precise product and you have a bad quality and you find there
is missing information, then you have a trust problem”. It is obvious that the partners need
to share a minimum level of information in collaboration systems to build and maintain
trust, otherwise their collaboration may fail [98]. Since trust is key in strategic alliances [38],
this scenario is not considered desirable and sustainable, especially in MSCs. This scenario
is mentioned in this study to illustrate the consequence of missing key information for
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production in MSCs. The results confirm the findings of previous studies which emphasized
the presence of trust in strategic alliance [27,30,35,38].

4.2.2. Conservative

This scenario represents a situation in which one of the partners is conservative and
fears change. Some respondents expressed their concern about this problem. Regarding
Germany’s conservative economic model [99], some companies tend to stick to existing
production approaches, which prevents them from accepting new and innovation tech-
nologies and production procedures. Some companies are still producing products similar
to those they were making 30 years ago. This situation leads to certain challenges in the
field of mobile supply chains, which is considered an innovative and novel concept based
on disruptive technologies and digitization. In this concept, partners should show their
willingness to accept new risks and uncertainty in order to perform efficiently [1,94].

Despite this fact, some respondents mentioned that their partners are fearful of change.
They refuse to accept the concept of shared mobile factories and its ability to provide
services in dispersed locations for different clients. The reason behind this is, on the one
hand, their unfamiliarity with the MSCs concept and, on the other hand, their fear of
information leakage. They are not willing to share a high amount of information with their
suppliers when they imagine the mobile factory moving to the next customer after finishing
its service at their own site. As one of the respondents mentioned, “They fear changes. They
fear contamination. They fear everything that they don’t have under control. They are really adverse
to accepting any changing infrastructure, any change in the process, any change in the flow even
any change in the personnel...they don’t know, if there is another product. Can you assure that this
facility comes back to our site in the same mode when it left us? So, it is out of our control. It is not
at our premises anymore. We don’t know the [next] client, we don’t know what he’s doing with it.
They won’t accept that”.

In this scenario, the tension between trust and confidentiality is high. One party
requests a high level of information sharing; however, the other party suspects possible in-
formation leakage (low confidentiality), which leads to a lower level of trust [61]. Therefore,
to manage the tension between trust and confidentiality, conservative partners require their
supplier to adopt a customization approach regarding both products and mobile plants. In
this case, the mobile factory is dedicated solely to one partner. This results in a scenario
that suits suppliers who are willing to invest more in mobile supply chains and allocate
individual and customized production facilities to their customers. Additionally, this
scenario is applicable when the market threat is high; if the supplier does not collaborate
with the other partner, they lose market share due to high levels of competition. Although
customization is a crucial component of MSCs [100], previous studies have considered
mass customization for implementing MSCs more economically efficient [94], requiring
trustful collaboration with several partners.

Therefore, few respondents mentioned this scenario as an appropriate application of
MSCs since the concept of shared mobile plants is not adopted [101]. Therefore, the use of
this scenario is limited to specific situations. Moreover, this scenario is not applicable for
short-term leasing approaches, but rather for long-term production.

4.2.3. Grey-Box Scenario

A grey-box scenario of integration represents a moderation between the two extremes
of total non-disclosure and full disclosure of information. Through the interviews, it
became apparent that partners need to share a minimum level of information to operate
MSCs. One respondent stated that “In pharma[ceutical industry], we have to care about quality
relevant information. There a black-box would not work”. A black-box scenario with extreme
non-disclosure would not be applicable for the chemical and pharmaceutical industries.
This result is also consistent with [102], which emphasizes the flow of information and
material for controlling MSCs.
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In a grey-box scenario, the tension between trust and confidentiality is lower than in a
conservative scenario. Sharing a lower level of information between partners leads to higher
confidentiality, assuring the partners that their proprietary information is protected from
leakage. Since a confidentiality agreement is signed between the partners before initiating
the collaboration, determining the level and scope of shared information, the partners have
no expectation of extreme information exchange [63]. Therefore, high confidentiality has no
negative effect on the level of trust, and trustworthiness is maintained amongst partners.

Trust is affected by other factors such as quality of products, performing to made
promises, and knowledge about the process and products, rather than confidentiality and
information sharing. The quality of products depicts competency and benevolence of one
party to the other [28]. These results contradict with previous studies [103,104] which
concluded that exchange of sensitive information is essential for cultivating long-lasting
trustful relationship. This illustrates that the relationship between information sharing and
trust is complicated and two-way [41,105].

This scenario is applicable when partners adopt modular plants for the mass pro-
duction of standard products [94], or for short-term leasing situations [106]. According to
the partner’s role, respondents referred to the situation when module owner and process
owner are the same. Here, they do not need to share a high level of information with their
partners, as they build trust on the competency and integrity of their partner to produce
high-quality standard products. In short-term leasing, applicable modular plants typically
include basic pieces of equipment with simple functions like mixing, drying, etc. In this
regard, the respondents mentioned that “If you need pressurized air and somebody is running
a compressor for you so that you get air as an energy supplier, for you as a customer basically
only the electrical voltage and power rating is important. You are interested in a steady supplier
for electricity”.

“You need to have high trust that your partner will stick to [the] rules and that the little
information that you have is sufficient for you to be successful. It does not mean no trust.You need
to have a full trust that your partner is operating within such standards.”

“If the module owner is also the process owner’, there’s no need [to exchange] his know-how.
We had other projects where we just rent our own process and want to build it on the customers
site, but we were the process owner as well. As the modular production owner, there’s no need to
exchange this information with the customer.”

“It would need less information exchange because they need the information just for this step.
So the level of know-how would be smaller because the module which I buy [rent] is smaller.”

The grey-box scenario was mentioned by a higher number of respondents, which
shows that partners tend to employ grey-box approaches in mobile supply chains quite
frequently. This willingness can be due to the lower tension between trust and confidential-
ity. In situations where partners are involved in the mass production of standard products,
they determine the level of exchanged information while assuring confidentiality since
they preserve their trust by producing high-quality products.

4.2.4. Innovation

The grey-box scenario was mentioned as an appealing scenario for standard products.
However, considering that MSCs are an innovative and novel concept [1], the innovation
scenario was emphasized most frequently by our respondents. They believe that with
innovative concepts, partners need to exchange a higher level of information. This result is
in line with [29], which suggested that partners need to share a higher level of information
for developing new and innovative products.

A high level of information exchange and integration in this environment results in
a higher level of trust. This is in line with previous studies which illustrated a positive
relationship between trust and information sharing [103,104]. However, a high level of
information exchange leads to the issue of less confidentiality [63], resulting in a tension be-
tween trust and confidentiality. Especially when partners collaborate on “open innovation”
and “new product development”, intellectual property concerns arise [107]. This situation
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is similar to the conservative scenario, in which fear of information leakage generates lower
trustworthiness amongst partners. The difference between these two scenarios is partner’s
role in the collaboration system. This means that, when one party fears changes correspond-
ing to new technologies, less trust is built amongst partners; thus, they seek individualized
products and plants which lack the flexibility and sustainability aspects of MSCs. However,
in innovative scenarios, partners are open to novel concepts and technologies and they
understand the risk and benefits of MSCs. Therefore, they seek to manage the tension
between trust and confidentiality with practical strategies.

The question emerges as to how partners can maintain trust if they employ confi-
dentiality agreements and other privacy-preserving techniques. With the availability of
numerous solutions for confidentiality preservation, partners can securely share their in-
formation with low risk of leaking sensitive information. According to the results from
interviews, to build safe and secure environments they need to consider three critical factors
to manage the tension: transparency, trust negotiation, and a reward-sharing system. In
the next section, more detailed explanations of these strategies are given.

This scenario is applicable in MSCs when partners cooperate to jointly develop a
process or a new product, or when the module owner and process owner are not one in the
same. In cases where a partner produces a raw material which serves as a customized inter-
mediate product for the other party [94], they need to share a higher level of information.
In this regard, the respondents noted “if the module owner is also the process owner, there’s no
need to exchange the know-how. If the customer is the process owner, yes, of course you have to
exchange it”.

Moreover, it is important for all partners to understand the concept of MSCs and to
present their willingness to take risks and accept the uncertainties. In this case, they are
able to build and maintain a trustworthy relationship.

Table 1 summarizes the characteristics of each scenario, illustrating the differences of
integration scenarios based on the levels of trust, confidentiality, and information sharing,
as well as their applications. It is notable that the low-quality scenario and grey-box scenario
both apply low levels of information sharing. However, the former misses the sharing of
key information and results in lower trust, while the latter is designed to share the minimum
level of information because the partners are able to collaborate with a minimum level of
information. Trust is built upon the quality of the products. Therefore, the tension between
trust and confidentiality is low. The grey-box scenario contains various applications such as
Module-as-a-Service or producing standard products, while low-quality scenario is rather
rare in MSCs.

Table 1. Differences of integration scenarios in mobile supply chains.

Integration Scenarios T–C Relationship Characteristics

Low-quality (rather rare)

Trust: low
Confidentiality: high
Information sharing: low
Tension: insignificant

Product types: poorly specified products

Conservative (rather rare)

Trust: low
Confidentiality: low
Information sharing: high
Tension: high; one party does not accept low level of
confidentiality, results in low level of trust

Partners: conservative partners
Product types: customized products
Modular plant types: individual modular plants
Market threat: high threat from competitors
Service period: long-term

Grey-box
(more frequent)

Trust: high
Confidentiality: high
Information sharing: low
Tension: low; one party accepts low exchange of
sensitive information due to the importance of trust
for product quality

Partner’s role: process owner and module owner are
one in the same; low integration
Product types: standard products; modular capacity
Modular plant types: small modular units,
Module-as-a-service
Market threat: low threat from competitors
Service period: short-term leasing
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Table 1. Cont.

Integration Scenarios T–C Relationship Characteristics

Innovation
(most frequent)

Trust: high
Confidentiality: high
Information sharing: high
Tension: high; three major strategies and
confidentiality preserving-techniques are used to
manage tension between trust and confidentiality

Partner’s role: different process owner and module
owner; high integration
Product types: new product development; raw
material; customized products
Modular plant types: Shared mobile facilities;
Factory-in-a-box [71];
Manufacturing-as-a-Service [108]
Market threat: high threat from competitors
Service period: either short- or long-term

Considering the scenarios with a high level of integration, conservative and innovation
scenarios were highlighted. Although the tension between trust and confidentiality is high
in both scenarios, the reason and the managing strategies are different.

In most cases, respondents believe that mobile supply chains can be operated in both
grey-box and innovation scenarios because the partners need to maintain a trusting relation-
ship throughout the partnership, but they can decide to share either a high level or low
level of information based on the decision-making criteria as well as the applications of the
MSC. When partners employ mass production of standard products, they are encouraged
to employ grey-box. In this regard, partners are able to preserve confidentiality limiting
the amount of exchanged information to a minimum, while they maintain a trusting rela-
tionship due to their commitment to deliver high quality products. Therefore, the tension
between trust and confidentiality is low and the partners require less effort to manage
it. However, most respondents believed that mobile supply chains are a concept best
suited for processes beyond the simple mass production of standard products. The MSC
concept contains innovative and novel solutions for increasing flexibility, reducing gas
emissions, reducing transport costs, etc., requiring a strategic alliance for new product
development [1,94]. This entails a high level of exchanged information while preserving
confidentiality in a safe environment. Trust can be built and maintained while employing
three strategies, namely, transparency, trust negotiation, and a reward-sharing system.

4.3. Strategies for Managing the Tension between Trust and Confidentiality

As shown in Figure 4, three critical strategies qualify for building a safe and secure
environment to manage the tension between trust and confidentiality. Each of these el-
ements have been mentioned in the literature as a factor for building or maintaining
trust [4,27,29,41]. However, the results of this study show that partners need to employ
these three strategies simultaneously to manage the tension between trust and confidential-
ity. This is suggested not only as a means to enhance trust, but also to provide a safe and
secure environment for secure information sharing.

Transparency
Transparency is associated with determining the goals by all partners. It means that

the extent to which the role, responsibilities, objectives, vision, and type of exchanged infor-
mation are clear to all participants, and all partners are involved in this exchange entirely.
Transparency generates trust, which is enhanced especially when open and continuous
communications are maintained amongst partners [29]. As one of our respondents noted “I
would lose trust if there were questions about why they are needed. I would say: I do not understand
why they need it, so why do they want to have it? And I would get suspicious”. Only through
transparency can partners ensure that a secure environment is created for the sharing of
confidential information. A contract is valid and suitable to support such relationship
when all tasks and responsibilities, including the details of shared information, are clear
and transparent to all partners. Any ambiguity can lead to distrust, and ultimately, end
their relationship. Transparency has been considered a crucial factor of trust in previous
studies [29,41]. To enhance transparency, respondents recommended frequent communica-
tion, a clear distribution of tasks and responsibilities, and negotiation of privacy-preserving
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contracts with detailed information. In addition, from the beginning of the collaboration,
all policies and plans for continuous communication as well as the terms and conditions
included in the confidentiality contracts should be provided to all partners [29]. This may
incur increases in communication and negotiation efforts; however, once all details are
determined, the partners can collaborate in a safe and trusting environment.

Trust Negotiation
Trust Negotiation (TN) is a means for building trust through negotiation and man-

agement of the relationship. In the literature, trust negotiation is referred to as techniques
for controlling access to sensitive information in open environments when partners are
strangers [4,109]. In the present study, a general definition of this system is considered
without applying the results to a detailed explanation of peer-to-peer web communications.
It is believed that TN is also required when parties are not communicating solely through
digital means. Trust Negotiation is a transparent interaction among partners to discuss
and decide on the dimension of property disclosure and information privacy. For instance,
one respondent mentioned that “If you have engaged in the contract and discovered that more
information is needed then that needs to be negotiated again”. In this approach, mutual access to
sensitive information is possible only when the negotiation process has been successfully
completed [4]. As another respondent noted, “If we find out that the partner needs more
confidential information to fulfill our requirements, of course, we then give that to them”. This
suggests that only after transparent negotiation and clear communication can partners
build and maintain a trusting relationship with an optimized level of confidentiality.

To implement this strategy in MSCs, all partners need to negotiate about sensitive
and private assets and proprietary information transparently from the beginning of the
collaboration. All information about the users, processes, roles, and servers needs to be
determined beforehand. Several strategies clarifying the type of sensitive information, the
time and scope of disclosure, and the provision of frequent feedback (both positive and
negative) need to be adopted.

Reward-sharing system
It is important for partners to know that their partnership is economically profitable for

them: “We had a quite valuable partnership which was quite economically profitable for both of us”.
When partners are negotiating the contract and specifying their properties and information
disclosure, it is important for them to know how they benefit from this disclosure. In the
future, when one of the partners may require more sensitive information, they should also
be made aware of the benefits. Only when they share benefits out of disclosure can they
build and maintain a trusting relationship. Since the potential rewards of participating
in advanced innovation are substantial [97], most respondents believe that the sharing of
benefits can enhance trust. However, the risk of failure should also be taken into account
by all partners. To implement this strategy, a model of the risk/benefit framework should
be provided to all partners to specify the share of risk/benefits for each partner, including
exceptional situations where more sensitive information is required from one party.
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Strategies for managing the tension between trust and confidentiality
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Figure 4. Strategies for managing the tension between trust and confidentiality.

5. Conclusions

Striving for “ecological” and “social sustainability” of production, as well as mass
customization, has affected the status quo of traditional supply chains by introducing the
possibility of relocating production sites [68]. Mobile supply chains are value creation
systems that aim to reduce greenhouse gas emissions caused by the complete life cycle of
products from start to finish [1]. MSCs enable the sustainable production and distribution
of goods and services by the mobilization of stationary production resources. Several stake-
holders with different goals and missions need to cooperate to implement MSCs, which can
cause various challenges and requirements to arise when production facilities are moved
between different supply chain partner sites. To maintain a sustainable relationship be-
tween partners in mobile supply chains, and their practical operation, a balance of trust in
partnership and high level of confidentiality for shared information within the interaction is
essential. Inevitably, such advanced industrial collaborations, such as MSCs, can encounter
integration issues and raise concerns regarding the proper management of information
flows. A trustful relationship could imply full disclosure of information by partners; how-
ever, there is a large variety of confidential or proprietary information, including process
inputs, operation conditions, control parameters, and generally sensitive information.

In this regard, the aim of the study was to investigate the tension between trust and
confidentiality based on the level of information sharing. Within this context, the paper
illustrates the scenarios in which the tension between trust and confidentiality arises, and
proposes three significant strategies which provide guidance for partners looking to balance
this tension. During semi-structured interviews, it was apparent that a unique information
sharing system is not present in the studied companies. This means that the participants
mentioned different scenarios for information sharing, each containing a different context
for the relationship between trust and confidentiality. In some scenarios a tension between
trust and confidentiality was mentioned, while others had no tension. In this regard,
we elaborated on various integration scenarios to determine specifically where a tension
between trust and confidentiality emerges and which strategies contribute to balancing
this tension.

The interviews with seven qualified experts from the chemical, process, and phar-
maceutical industries allowed us to gain a better understanding of the integration and
collaboration systems within this novel concept. Close attention was paid to various integra-
tion scenarios by considering the interconnection of trust, confidentiality, and information
sharing. These integration scenarios are, namely, the low-quality, conservative, grey-box, and
innovation scenarios. Most respondents suggested that the innovation scenario is the best fit
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for mobile supply chains as this concept is novel and requires intensive integration in a
secure and trusting environment to maintain both trust and confidentiality.

Theoretical contribution
The results of this study extend the research on collaboration systems and contribute

to the literature in several ways. First, this study elaborates on the literature cover-
ing the interconnection of trust, confidentiality, and information sharing by presenting
a framework including these three indicators that can serve as a conceptual basis for
future empirical and quantitative research in supply chain management, especially for
MSCs. Some scenarios contradict previous studies, which suggested the existence of a
one-way positive relationship between trust and information sharing [103,104]. There-
fore, this study adds additional insight to the literature in terms of the relationship be-
tween trust and information sharing. Second, the present study adds to the body of
literature of integration scenarios by investigating four scenarios and specifying out-
comes in which tension between trust and confidentiality emerges. Third, three criti-
cal strategies, namely, transparency, trust negotiation, and a reward-sharing system, are
added to the literature with the aim of managing the tension between trust and con-
fidentiality. These strategies were mentioned separately in previous studies to foster
inter-organizational trust [4,29,97,109]; however, few studies have provided a concep-
tual model that considered these three strategies for balancing the tension between trust
and confidentiality.

Managerial implications
From a managerial and practical perspective, this study contributes to decision-making

for practitioners and managers in two ways. First, the study provides new guidelines for
the decision-making criteria used to select the best integration system during the implemen-
tation of an MSC. Second, if partners select a scenario in which tension between trust and
confidentiality is high, we recommend the employment of three strategies to manage this
tension. Although partners are free to select the proper scenario for their relationship, the
results of this study show that mobile supply chains perform more efficiently in innovative
scenarios. The reason is that the partners need to share a high level of information if they
are involved in novel concepts such as MSCs. In this regard, they need to be involved
in frequent transparent communication to maintain a trusting relationship throughout
the partnership.

Limitations and future work
The results of the study provide the primary basis for future research and should be

interpreted bearing in mind several limitations. First, the sample size of 7 participants in
the German market for the semi-structured interviews limits the generalizability of the
results. Thus, we suggest that future research for other markets should employ a greater
number of respondents. Second, this study provides a conceptual framework of integration
scenarios and three critical strategies; therefore, future studies are suggested to analyze the
impact and validity of this framework in a quantitative context and determine additional
aspects. Third, the research model of this study was based on dyadic relationships, in
which the interactions of two partners are analyzed. However, since multiple stakeholders
need to collaborate to operate mobile facilities in the MSC concept, we strongly recommend
future studies to include multi-agent or multi-stakeholder collaboration in the research.
Moreover, it is suggested that future studies investigate the effect of information quality on
the relationship between trust, confidentiality, and information sharing.

Author Contributions: Conceptualization, N.G., Z.C., S.E. and L.U.; methodology, N.G. and S.E.;
software, N.G.; validation, N.G. and Z.C.; formal analysis, N.G., Z.C. and S.E.; investigation, N.G.
and Z.C.; resources, N.G. and Z.C.; data curation, N.G.; writing—original draft preparation, N.G. and
Z.C.; writing—review and editing, N.G.; Z.C., S.E. and L.U.; visualization, N.G. and Z.C.; supervision,
S.E. and L.U.; project administration, S.E. and L.U.; funding acquisition, S.E. and L.U. All authors
have read and agreed to the published version of the manuscript.



Sustainability 2022, 14, 2347 21 of 25

Funding: The authors would like to thank the Boysen-TU Dresden Research Training Group for the
financial support that has made this publication possible. The Research Training Group is co-financed
by TU Dresden and the Friedrich and Elisabeth Boysen Foundation.

Institutional Review Board Statement: Not applicable.

Informed Consent Statement: Not applicable.

Data Availability Statement: Data was collected through interviews and can be provided on demand,
whenever required.

Conflicts of Interest: The authors declare no conflict of interest.

Appendix A

Interview questions:
Some of the questions were omitted if the interviewee mentioned them between their
responses to previous questions.

1. Could you please explain the implementation and current status of MSCs projects in
the industry and your organization?

2. What would be the next steps and future of this project?
3. In your opinion, how many partners need to collaborate to run MSC projects? and

what is the role of each?
4. What can help partners to keep trustworthy relationships in MSCs? What are the

elements and factors?
Questions 5 to 11 are based on the presented information scenarios: If we consider
a scale for information sharing, with one side representing intensive information
sharing and the other side a low level of information sharing.

5. In your opinion, what is the framework of information sharing between partners
in MSCs?

6. How can you decide to share information or do not share? What are the criteria or
situations used to make a decision?

7. Let us focus on a scenario where you need to share a high level of information. Do you
think there is a risk of information disclosure? In this case, how would you guarantee
confidentiality regarding the information and equipment?

8. Let us imagine you anticipated that your partner could produce a certain amount of
information, but it turns out that they cannot. What would be your approach if your
partner cannot continue the production or research without the information?

9. (depends on the answers to previous questions) According to the contract, you are
obliged to share a certain amount of information with you partner, and they are
aware that some amount of information is not shared with them. How will it affect
their relationship with you ( in terms of uncertainty/ lack of trust/ having a bad
experience)? Do you think it could affect your mutual trust level?

10. What can help you keep a trustworthy relationship in both situations (high informa-
tion exchange/low information exchange)?

11. From your experience, what is the interplay between confidentiality and trust in
mobile supply chains?

12. In which applications is it possible to run a mobile asset but share a low level
of information?

13. In your opinion, what are the challenges of information exchange in MSCs compared
to traditional supply chains?
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