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Abstract: The miniaturization and modularization of production capacity brings with it not only
greater agility and efficiency, but also increased flexibility in the form of mobility. This flexibility
allows production capacity to be moved when and where it is most needed, generating new business
opportunities, e.g., allowing modular units to be rented, leased, or shared. This flexibility, however,
requires information and control systems that ensure a correct and secure flow of information between
different stakeholders of the supply chain. Based on this, the present article characterizes the concept
of software-defined mobile supply chains, presenting its main requirements, opportunities, and
limitations. In addition, we present two case studies in which the proposed concept is evaluated in
order to demonstrate its applicability. Here, due to the new optimization problems that arise when
considering mobile facilities, special interest is given to the planning and control of the required
operations, as well as the difficulties associated with the exchange of physical and intellectual assets
between different stakeholders.

Keywords: adaptive manufacturing; flexible supply chain; mobile factory; movable production unit;
shared factory

1. Introduction

Current volatile markets and customization demands call for a transition from the sta-
tus quo of traditional supply chains to more dynamic and shorter-term supply networks [1].
In addition, as much as technology decreases the role of low-cost labor and diminishes the
effect of economies of scale, decentralized manufacturing systems are predicted to become
the norm for production systems of the future [2]. These trends are already giving rise
to smaller and more flexible factories located closer to the customers and shaping more
responsive and environmentally friendly supply chains. For example, Schlemmer has
developed a mobile factory inside containers that can produce up to 3000 different products
and up to 62,000 m of corrugated tube per day [3]. Bionic Production GmbH has developed
a modular factory inside a 20-foot container that enables a cost-efficient supply of metal
and plastic parts. This factory is equipped with 3D printing equipment and is therefore
capable of producing spare and functional parts on site in a short amount of time [4]. Pfizer
has designed a modular manufacturing system for the development of oral solid dose
pharmaceuticals with the aim of accelerating the speed of tablet production [5]. Unilever
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has developed a prototype called “nano factory” for the production of liquid bouillon,
which is fully digitized and can, therefore, be programmed and controlled remotely. This
mini factory is composed of a production line that fits completely into a 40-foot container [6].
Modular units have also been developed in the recycling sector. For example, there are
scalable recycling units for waste oil [7], bulk waste [8], non-recyclable plastics [7], and
woody biomass [9].

There are several technological innovations that support the flexibility of such production
units, such as modularization, additive manufacturing, and advances in robotics. They enable,
on the one hand, the simplification of production and, on the other hand, an increase in per-
formance [10]. Here, modularization can be highlighted as the main driver since it increases
production flexibility in different ways. First, by increasing the number of modules or estab-
lishing parallel lines, production capacity can be expanded [11-13]. Second, by exchanging
certain processing modules, the mix of products that can be manufactured can be altered [14,15].
Finally, modularity also allows flexibility in terms of mobility, allowing production units to be
moved to another location at short notice, bringing them closer to the feedstock source or to the
customer’s site [16-18].

The mobility of production units gives rise to mobile supply chains, in which pro-
duction capacity can be relocated at low cost and in the short term. Here, new business
opportunities can emerge as modular units can be leased or even shared between different
members of the supply chain. This, however, is possible not only through the consideration
of mobile production units, but also a secure interconnection and information flow must
be ensured through the use of adequate information systems that are capable of detecting,
processing, and sending information between the different actors or productive assets [19].
The inclusion of such control and information systems leads to what we call a Software-
Defined Mobile Supply Chain (SD-MSC). This concept was difficult to implement in the
past because production and communication facilities were not mobile or, when they were,
did not provide sufficient production capabilities. In the past few years, following signifi-
cant progress in multiple dimensions of technologies, such as 3D printing applications in
the supply chain [20], blockchain for smart contracts [21], 5G impact on the industry [22],
Internet of Things [23], and cyber-physical manufacturing systems [24], new opportunities
for mobile, scalable, and modular production systems have appeared so a characterization
of SD-MSC can be undertaken. Therefore, the purpose of this article is to analyze and
discuss the requirements and effects of mobility on the supply chain. In this regard, we
define the research questions as follows:

RQ1: How can an SD-MSC be defined and which business model emerges when moving
production units between different members of the supply chain?

RQ2: What opportunities and requirements arise when considering SD-MSCs?

RQ3: What has to be considered when integrating, planning, and controlling SD-MSCs?

Based on these research questions, the contribution and novelty of the present paper
can be summarized as follows:

1. This study expands the concepts associated with mobile manufacturing systems by
considering the new opportunities brought about by the mobility of modular units
within a supply chain. For example, the possibility of moving production capacity
and its installation at the sites of partner companies, the option of sharing production
assets, or leasing or renting modular units from external companies brings with
them new opportunities and challenges that have not been adequately evaluated in
the literature. Based on that, this article presents a characterization of the SD-MSC
concept, describing its main characteristics and requirements.

2. We present two case studies which are under evaluation. The former focuses on the
implementation of a recycling network using modular units and the latter covers the
opportunity of asset sharing in the process industries sector.

3. We pay special attention to the challenges and requirements that arise when planning
an SD-MSC. The use of mobile units entails the consideration of a short-term location
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problem, so it could be integrated into the tactical or operational planning. In addi-
tion, integrating multiple stakeholders increases the complexity due to the possible
incongruence between the objectives of each participant.

4.  Controlling an SD-MSC entails various challenges from the point of view of hardware
and associated information systems. In addition, confidentiality and security of data
transmission, as well as trust between the different partners, play an important role.

The overall outline of the paper is as follows. A literature review is presented in
Section 2 and the SD-MSC concept is introduced in Section 3. Section 4 discusses its
requirements, opportunities, and challenges and Section 5 provides managerial insights.
We conclude the paper with a short summary in Section 6.

2. Literature Review

In this section, we review the literature that analyzes and discusses concepts related to
decentralized production, mobile manufacturing systems, and mobile production. To find
related concepts, we focused on search keywords such as: “mobility”, “modular facility”,
“shared facility”, “decentralized production”, and “mobile supply chain”.

The first related concept is known as distributed manufacturing systems (DMSs),
which has been addressed by several authors. Mourtzis and Doukas [25] discussed the
main trends and challenges related to DMS, presenting also a comparison with other
production paradigms. Mourtzis et al. [26] evaluated the performance and feasibility of
centralized and distributed manufacturing networks under a high level of customization,
concluding that a DMS achieves higher productivity and flexibility compared to centralized
networks. Srai et al. [27] described the evolution of DMS and presented new opportunities
that arise from integrating technological developments, such as 3D printing, continuous
production processes, and digitization. Rauch et al. [28] approached the DMS concept with
a focus on emerging markets and sustainable production. They identified several reasons
that encourage the implementation of DMS, subsequently analyzing this concept based
on four dimensions of sustainability: economic, ecological, social, and institutional. In
addition, Barni et al. [29] and Reichwald et al. [30] addressed decentralized production
networks composed of modular mini-factories.

A higher degree of flexibility is not only achieved through decentralized production
networks, but also by considering production systems that can adjust their architecture and
resources on demand and efficiently. In this context, the concept of reconfigurable manu-
facturing systems (RMSs) has been introduced, which includes a range of progressively
developed hardware and software technologies, such as sensors, robots, advanced ERP
systems, and data analytics. Mehrabi et al. [31] defined this concept and presented its key
features, including the modularity of production units. Similarly, EIMaraghy [32] compared
the flexibility and reconfigurability of production systems, presenting also an overview of
the prerequisites for RMS. Bi et al. [33] presented strategies to meet RMS requirements and
discussed critical issues related to their design and control. In contrast to previous articles,
Koren et al. [34] formulated the operational principles for RMSs and provided a literature
review based on these, discussing the role of intelligent manufacturing technologies as well.

As mentioned in the previous paragraphs, higher levels of flexibility are achieved
through the decentralization and reconfiguration of production systems. However, minia-
turization and modularization also support mobility. Here, the term mobility is defined
as geographical flexibility, meaning that production modules can be relocated between
different sites easily and at short notice [35]. This requires that the production units be
portable, meaning that all equipment necessary for production can be dismantled, loaded,
transported, and reinstalled in its new position in the shortest possible time. In this con-
text, mobile manufacturing systems (MMS) consisting of production modules have been
studied and developed, which can also be combined and reconfigured for the assembly of
new products as well as be scaled to reach new volumes. This concept was discussed by
Lier et al. [36], who presented an overview of the related literature and the opportunities
and risks that this new flexibility feature brings. In addition, this concept was investi-
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gated within the research project called “Factory-in-a-Box” (FiaB), in which configurable
production modules are located in containers, enabling the companies to provide highly
customized products at a location of their choice [37]. Similarly, the concept of Location-
Independent Manufacturing (LIM) was introduced by Peltokoski et al. [38] as a possible
future manufacturing system in which production units can be moved to locations close
to customers. In this way, transport costs can be reduced, as only a mini-factory needs to
be moved and not several finished products. This concept is closely related to FiaB. How-
ever, the main difference is that LIM focuses primarily on investigating realistic business
operation possibilities, whilst the concept of FiaB examines more technical aspects [38].
Mobile manufacturing systems were also addressed by Fox [39,40], who discussed the
extent to which MMS can increase location diversity, decentralizing production in a more
ecological and social manner. The FiaB concept has also been formulated mathematically.
Jiang et al. [41] developed a mathematical model for the joint planning of subassembly
modules and network design, and Pasha et al. [42] addressed the problem of planning
travel routes for modular units.

The main characteristics of the concepts described above are summarized in Table 1.
They have conceptualized a transition from centralized production to geographically
distributed, adaptable, and mobile production approaches. However, the effects of mobility
on the supply chain have seen little discussion. A mobile supply chain brings with it
new opportunities, since production systems can be adapted not only internally, but also
through modular units of other stakeholders. In other words, the decentralization and
reconfiguration of production systems can be complemented by including new modular
units that can be rented or leased temporarily, as well as by the installation of modular
units at partner company locations.

Table 1. Similarities and differences with related concepts.

Author(s)

Production
Hardware
Reconfiguration
Control
Resources
Reconfiguration
Modular
Facility
Mobility
Multi-
Stakeholder
Shared
Facilities
Control and
Information
Systems
Integrated
Planning
Confidentiality
and Trust

Adamietz et al. [43]
Alix et al. [44]

Barni et al. [29]

Bi et al. [33]
ElMaraghy [32]

Fox [39,40]

Jackson et al. [37]
Jiang et al. [41]
Koren et al. [34]

Lier et al. [36]
Mehrabi et al. [31]
Mourtzis and Doukas [25]
Mourtzis et al. [26]
Pasha et al. [42]
Peltokoski et al. [38]
Rauch et al. [1,45]
Rauch et al. [46]
Rauch et al. [28]
Reichwald et al. [30]
Srai et al. [27]
Stillstrom and Jackson [35]
This study

<N N A | Decentralized
SNEN
\

N N
\

N N N N N NEN
AN N N N N NENEN
ASEEENENEN
<
<\

SNENEN
SNENENEN

SN N N N N N N RN
\
\
\

ENEN
N N N RN




Sustainability 2022, 14, 2837

50f21

As presented in this section, several articles have introduced concepts related to
mobile and modular production systems, mostly from a company’s internal point of view.
However, several stakeholders interact in a supply chain, and they may have different
objectives or interests. The inclusion of this multiplicity makes it interesting to analyze the
benefits, requirements, and opportunities that arise with the option of moving, sharing,
or renting production capacity in the form of modular units between different supply
chain members.

3. Research Concept

A Mobile Supply Chain (MSC) is composed of reconfigurable manufacturing systems
distributed over several locations. A factory is either stationary, i.e., located at a fixed
location, or mobile, in which case the locations of production units can be changed. A
stationary factory consists of production lines with a fixed line of stations. In contrast, a
mobile factory is composed of reconfigurable production lines which can be adapted accord-
ing to new production plans, involving an internal mobility of stations and an external
relocation of the entire production line. The latter is supported by means of, for example,
placing mobile manufacturing units inside transportable containers. As shown in Figure 1,
reconfigurable production lines, and by default, mobile factories, can be easily adjusted,
shipped to the location of a customer or supplier, and put together to build a temporary
facility. Following a distributed manufacturing approach, several facilities are owned by a
network of companies, representing a production and distribution network, in which also
several distributed suppliers and customers are involved. This network includes multiple
stakeholders, which are represented graphically in Figure 1 through the nodes, and entails
high flows of information and materials, making the decision-making process complex.
Including mobility within the network further increases the complexity of decision making,
since the problems of location and reconfiguration of mobile facilities arise. In contrast to
classic DMS and MMS, which are concepts for in-house production, MSCs can be seen as
multi-stakeholder supply chains with one or several MMS.

Process toolbox Production line

B C o%)

a "x‘@ C Mobile factory
S R SRR
A% - - Bﬂq 0 0

""" @
T2

Mobile factory B

% @ Location ‘ ‘

Figure 1. A mobile supply chain.

The correct operation and implementation of an MSC requires not only the inclusion
and development of different technologies, but a correct interconnection and information
flow must also be ensured through the use of appropriate information systems which are
able to detect, process, and send information between different stakeholders or production
assets [19]. On this basis, we define an SD-MSC as a mobile supply chain in which all
reconfigurations of the logistic network, i.e., all movements of mobile production units,
are under software control. (Note: the term MSC can be found in the literature, but with a
different definition; Eng [47] presented the idea of MSC management but related this to
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the inclusion of mobile and/or wireless technology in the supply chain; by contrast, our
concept mobility is associated with equipment and facilities).

As mentioned above, the possibility of moving production capacity brings with it
new business opportunities. Here, two business models can be defined depending on who
provides and offers the required service:

3.1. Infrastructure-as-a-Service

This business model is associated with the installation of modular units for decentral-
ized production. For example, a company can install its production modules directly at
the customer’s site to achieve higher degrees of customization or reduce transportation
costs. These modules can be operated directly by the customer, but they belong to the
parent company. In addition, a company can install its production modules directly at the
suppliers’ site to improve quality, complement certain processes, or reduce unnecessary
transportation. Finally, the modular units can be installed in third party locations, i.e.,
external companies can provide the service of leasing the facilities, power supply, waste
disposal, and services required for the proper operation of the modular units.

This business opportunity is associated with the following case study: Company A
generates a large amount of waste oil through its production processes. The disposal of
this waste is tightly controlled because of the level of contamination that could be caused
if it were to be carelessly released into the environment. Here, external companies are
engaged in its collection. On the one hand, companies that generate a low volume of
waste oil must pay a variable fee for this. On the other hand, companies that need to
dispose large quantities can make a profit, since the collection companies pay on the basis
of the volume collected. Thus, Company A generates some revenue from this. In the past
few years, modular units capable of decentralized waste recycling have been developed,
which presents some opportunities compared to centralized recycling. For example, a
modular unit was developed which can process up to 2500 L of waste oil per day with a
conversion rate of 0.9 L of recycled oil per every liter of waste oil. The purchase price of
such equipment, however, is a relevant factor in the investment decision. In addition, a
high utilization rate of the equipment must be ensured in order to justify the investment.
Therefore, Company A is planning to organize a recycling network. To do this, Company
A wants to plan the movement of waste between its production and distribution centers
and its subsequent treatment in a decentralized manner. Some of Company A’s suppliers
and associated companies are also interested in this business because they can also expect
benefits, such as lower costs paid for disposal or the direct obtaining of recycled oil that
can be returned to the production cycle. In addition, these interested companies contribute
not only with their waste but also with their locations. Here, the benefit of moving mobile
recycling units (MRUs) instead of moving waste should be compared. This case study is
further discussed in Section 4.3.2.

3.2. Module-as-a-Service

This is associated with the commercialization of modular production units. Companies
without production capacity may lease modular units for the manufacture of new products,
thereby avoiding high investment costs in new equipment or production outsourcing.
For example, a pharmaceutical production company could rent modular capacity for the
production of small quantities of new drugs required for clinical trials or for rare diseases,
which would be prohibitively expensive to produce in large-scale facilities [48]. In the
construction sector, a contractor could temporally rent configured mobile facilities from
a specialized network partner for just-in-time production [45]. In addition, companies in
volatile markets may choose to lease modular units to cope with production peaks that
may arise that exceed the company’s production capacity. The aforementioned cases focus
on leasing modular units to address the lack of production capacity. However, the shared
investment of modular units by several companies is also conceivable. On the basis of
agreements and contracts, the shared use of extra production capacity can be defined. This
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case, however, may require higher levels of trust between the parties to the agreement due
to insecurity or lack of guarantees in the shared use of equipment.

The case study being analyzed can be described as follows: Company P owns modular
production units installed in movable containers, which can be easily transported by
truck. Due to the low utilization of such equipment, this expensive and highly automated
equipment is not needed continuously at Company P’s production site. Therefore, it
can be shared with its direct customers. First, Company P decreases its fixed costs by
sharing an expensive asset. Second, it achieves increased flexibility and a higher degree
of customization through local and decentralized production. Finally, product lead-time
can be reduced in the event of a change in specifications by just adjusting the settings
of the mobile units. Company O is the asset operator that uses this equipment in their
manufacturing or process. This company receives a module unit from the asset supplier
(Company P) and merges it into their production process for intermediate production and
process efficiency enhancement. This case study is further discussed in Section 4.4.1.

4. Discussion

In this section, we present the main results of our analysis, discussing the main
opportunities, requirements, and challenges for the operation and control of SD-MSCs.

4.1. Opportunities through SD-MSC

On the basis of the definitions presented in Section 3, the following reasons can be
contended for the implementation of an SD-MSC (note that the same reasons associated
with the concepts of DMS and MMS can be listed in this section, such as mass customization
and the promotion of regional and sustainable production, which have been discussed
extensively by Rauch et al. [28] and Fox [40]):

1.  Fulfilling customer demand under uncontrolled conditions: Unpredictable peaks
in demand sometimes happen and the deployment of mobile facilities could help
managers to meet that increase. Moreover, when unpredictable incidents occur, they
may disturb production processes and the proper functioning of the supply chain. In
such a case, mobile production facilities can be introduced as a temporary solution.

2. Operational flexibility: Instead of purchasing and maintaining an expensive machine,
in many cases companies can rent it for the period of time they need it. In addition, if
a company owns an expensive machine with a low utilization rate, it could be shared
between similar factories and relocated as needed.

3.  Optimization of supply chains with high logistic costs: In a supply chain where
the different components and raw materials are far away from each other and have
high transport costs, the use of an SD-MSC may reduce unnecessary transports since
the parts of the products can be manufactured locally, requiring mainly a correct
transmission of data, a dynamic management of possible productive resources, and a
strong trust between partners.

4. Provision of maintenance services at the customer’s location: Instead of moving large
machines or assets, which in some cases involves spending large amounts of money
and time to send a broken asset elsewhere for maintenance purposes, all services
could be provided at the facilities of the customer, often resulting in a cheaper and
faster return to operational status.

4.2. Requirements for SD-MSC

In order to implement the SD-MSC concept efficiently, some different aspects should
be taken into account:

1.  Partner collaboration: Strategic partnership in supply chains has always been of
importance due to the complexity of material and information flow. The design,
materials, and components can come from different countries (partners), making the
controlling process more complex [38]. In fact, in an SD-MSC, as the movable factory
changes its locations, various internal (focal firm) and external (local) partners become
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involved. This may introduce challenges for the communication and information
flows which are necessary for effective integration. A key component for improving
information exchange and communication between multiple stakeholders is building
trust and commitment among them [49,50]. With a high level of supply chain trust,
partners will be able to establish an efficient collaboration and thereby increase the
value-adding of any SD-MSC. Several factors can affect partners” trustworthiness,
categorized into four groups: governance, transaction costs, information, and social
exchange. For instance, when considering the social aspect, if the company decides to
use part-time local employees, they should apply some measures to build trust and
loyalty in those employees to improve the chance of seeing efficient performance [51].
Regulatory requirements: The main advantage of mobile units is the ability to install
production capacity where it is needed, for example at a customer’s or a supplier’s site.
One important aspect of this location changing is the difference of regulations and laws
in each location. Legal permits should be considered, since each country has different
legislative and taxation regulations. Sanitation permits should also be regarded in the
case that emissions or waste are generated through production. Moreover, employee
rights and labor regulations must be taken into account, for example the maximum
number of hours that can be worked, mandatory health insurance, etc.
Socio-cultural aspects: These mobile facilities can operate far from the company’s
main site and require a skilled workforce to run them. The required capacities and
number of personnel depend on the different production processes needed for the
manufacturing, as well as the level of automation of the mobile unit. The essential
skill is the maintenance of the processing machinery in the mobile facility. Depending
on the case, one solution could involve sending a limited number of permanent
workers with the mobile unit and hiring some employees locally [38]. However,
finding qualified and skilled employees, perhaps for a short period of time, might be
a complicated task.

Supply requirements: Managing the operations of an SD-MSC requires more complex
activities than those necessary for the coordination of fixed facilities, since the location
decision has a direct impact on other planning issues. An important factor to consider
is the correct, safe, and timely supply of information and raw materials. The use of a
Product Data Management system (PDM) and blockchain technology for information
handling can be helpful for the easy transfer and storage of the information on
production and products, allowing a quick information exchange between different
production sites. In addition, the supply of raw material to the variable location of the
mobile facility may require flexible agreements with suppliers. Here, smart contracts
with suppliers could play an important role [21].

Technological requirements: The production process should be quickly and flexibly
reconfigurable in order to allow it to be shipped and installed at a new position.
Whether reconfiguration/assembly processes are planned by an automatic planning
system or by human experts, there still remains the challenge to reach the planned
goals under the occurrence of real-world exceptions. Such exceptions range from
temporary execution errors to a collapse of the whole process. The assembly sys-
tem must anticipate and predict potential exceptions and errors and regulate the
assembly plans. In addition, the detailed documentation of processes and products,
the modularization of subsystems, and an adaptive master production scheduling
system are required. These demands could be addressed by their integration into
an appropriate information system. In addition, since specialized personnel may be
limited at the new locations, the control of the equipment and associated software
must be as user-friendly as possible, accompanied by a high level of automation
and remote assistance [43]. Furthermore, the software communication layer needs
to be able to incorporate solutions aimed at the preservation of confidentiality of
exchanged information and the support of secure computation services. Different
protocols, including secure multiparty computation [52] and information sharing
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architectures based on homomorphic encryption [53], could be implemented to secure
confidentiality of sensitive data.

4.3. Planning an SD-MSC

Figure 2 shows an adapted supply chain structure presenting the main decisions at
each planning level [54]. Since technological advances are shaping a more flexible supply
chain in which it is possible to relocate modular facilities at comparatively short notice, the
assumption that production sites are immobile no longer applies. This seems interesting
because, for mobile factories, the location decision no longer has to be made on a strategic
level but is instead made on an operational/tactical level and can, therefore, be made
together with the operational production and distribution planning.

Procurement —>» Production —>» Distribution —>» Sales

Strategic level Network planning

Master planning

Tactical level Dlema.nd
Production Distribution planning
planning planning
Material || Modular Location |
requirements assembl lannin |
planning |_ assemoly | | _p anning 1 Demand
o Transport fulfillment
Operational level Scheduling planning

Figure 2. Adjusted supply chain management structure.

4.3.1. Integrated Planning

To achieve optimal coordination within an SD-MSC, it can be helpful to integrate
models that involve both production and distribution decisions. Traditionally, these two
tasks are planned separately in a sequential manner since both are complex problems in
and of themselves. This, however, leads to sub-optimal results which could be improved
through integrated planning. In addition, the consideration of mobile facilities within the
integrated production and distribution planning makes it necessary to link them to the
facility location problem. Therefore, three planning decisions play a significant role here:

1. Location planning: The first decision, on the location, refers to finding the best
position for the facilities in order to optimize one or several objective functions, such
as minimization of transportation costs, assignment cost, and/or costs associated with
the opening or closing of facilities [55]. Since the facilities can be moved to another
location at short notice, the relocation route/sequence must also be determined [56].

2. Production planning: The second decision is related to production, in which the
aim is to find the best use of resources with the intention of satisfying production
requirements and fulfilling customer orders. Here, capacity planning also plays an
important role. Each mobile facility can be composed of different modules and its
capacity depends on the type and quantity of modules [14]. The problem of module
reassembly can also be considered, which is associated with the flexibility of the
processes to be reorganized to form new production lines for the manufacture of
different products [15].

3. Distribution planning: The last planning decision is about how to deliver the products

to the customers. The classical problem is to find optimal delivery routes which fulfill
customer demands by minimizing total costs, meeting vehicle capacity restrictions, or
reducing delivery delays [57].
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Many papers related to these three planning problems can be found in the literature,
as well as some combinations of the three, such as the location-routing problem [58] or
the integrated planning of production and distribution [59]. However, there are just a few
papers that solve these three planning decisions simultaneously since, due to the strategic
nature of the location decision, the production sites are usually assumed as fixed, which
hinders an altering of the location in the short term [60]. These problems can be represented
by mathematical models and solved with the help of mathematical programming and
heuristics to find (near) optimal solutions. Nevertheless, the simultaneous planning of
production, distribution, and choosing facility location is a complex problem that can be
solved with the help of exact solution methods with short computational times, but only
for small-sized problems. This is due to the combination of three complex problems in the
same case [61]. In order to solve bigger instances, new algorithms should be developed
that help solve this novel type of simultaneous planning.

4.3.2. Case Study: Planning of a Mobile Recycling Network

In this section, we present results associated with the planning of the case study
described in Section 3.1. Since waste oil can be categorized as a hazardous waste, its
transportation is a relevant issue. In addition, due to the modularity of the considered
recycling units, they can be transported from one site to another easily and at low cost.
On this basis, it may be better, from an economic and ecological point of view, to relocate
the mobile units between different sites at short notice in order to reduce the unnecessary
transportation of hazardous waste.

The planning of the recycling network under study involves the integration of the
three subproblems described in Section 4.3.1. First, a multi-period location problem must
be solved. Here, it must be decided where to install the mobile units considering transport
times and availability of waste in each location. Second, the amount to be processed at each
site and period must be decided and, finally, the transport of the waste must be planned. A
first version of this problem, which considers the direct transport of waste between two
locations, was formulated mathematically by Alarcon-Gerbier and Buscher [62]. As men-
tioned by the authors, the problem becomes complex when solving medium to large-sized
instances. Therefore, they also developed hybrid solution methods that combine meta-
heuristics with mathematical models, solving the problem in an iterative way. The authors
subsequently presented a more extensive analysis of the problem studied, developing a
new mathematical formulation that requires fewer integer variables at the expense of a
larger number of constraints [63].

Figure 3 shows a sensitivity analysis similar to the one presented by Alarcon-Gerbier
and Buscher [63]. In this case, however, the recycling network is composed of four MRUs
and 30 nodes for a planning horizon of four periods (note that each node represents the
location of a stakeholder involved in the planning). The base scenario considers a truck
transport capacity of four tons, a storage capacity of 10 tons per site, and two trucks are
required for the movement of one MRU. In addition, MRUs can be moved at the beginning
of the four periods and we generated random instances using the same parameters as [63].
All our computational tests were performed on a 3.3 GHz Intel Xeon CPU with 768 GB
RAM, and the solution approaches were implemented in C# programming language with
Microsoft Visual Studio 2017 and Gurobi 9.0. As shown in Figure 3, increasing the transport
capacity of trucks by 50% reduces the total transport distance by 27% and, thus, transport
costs. Doubling the number of trucks required to move the MRUs has a negative impact
on the objective function, increasing it by 23%. In contrast, in the case where an MRU
fits on one truck, a reduction of 18% is achieved. One parameter that has a major impact
is the storage capacity at each site. Increasing storage capacity by 50% decreases total
transport distances by 46%. This is explained by the fact that considering large distributed
storage capacities means that waste can be stored and processed without the need for
transportation. Similarly, doubling the storage capacity decreases the target function by
an additional 7%. Finally, the mobility of the units considered implies that they can be
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moved at the beginning of each period. This allows better results to be achieved since the
degrees of freedom are increased. However, this increases the complexity of the problem
and may not be technically and economically viable. Therefore, we evaluated the impact of
restricting the mobility of MRUs only at the beginning of the planning. This increases the
objective function by 7%. Similarly, allowing the movement of MRUs at the beginning of
the first and third periods increases the total distances by 4% compared to the base scenario.
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Figure 3. Sensitivity analysis for selected parameters.

We are currently focusing on a more detailed economic analysis of this problem. For
this, we are looking to integrate the vehicle routing problem (VRP) associated with waste
transport between sites. However, this further increases the complexity of the studied
problem due to the extra complexity of this problem. The mathematical formulation
integrating the location, production, and direct transport problem [62,63] can be expanded
with relative ease by integrating the VRP. Note that we do not present this mathematical
formulation as this would considerably extend the length of this paper. In addition,
our primary focus is to show the effect of such integration compared to other solution
approaches (for more details on integrated production and distribution formulations,
see [64]).

Three solution approaches can be compared. First, it is interesting to evaluate the
solution time required to solve the integrated approach (IA) as well as the objective function
achieved. Second, a sequential approach (SA) is followed in which the location and
production problem are first solved in an integrated manner, after which the transportation
routes are determined. This would represent first solving the problem presented by Alarcon-
Gerbier and Buscher [62] and then solving the VRP based on the results of the previous
planning. Finally, such an integrated problem could be solved periodically, which means
that a multi-period problem composed of “p” periods is not solved, but “p” single-period
problems are solved sequentially, which we call a rolling horizon approach (RHA). In
this case, the solution of period “p” is integrated as parameters for the solution of period
“p +1”. The comparison of these three approaches is shown in Table 2. For the evaluation
of the solution methods, we calculate the relative percentage difference (RPD). Here, we
use the best solution obtained through the three methods being evaluated, labeled Z? ;, as
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the reference, and we compare it with the solution of each solution approach, labeled Zj,,,
as shown in (1). In addition, we limited the calculation time to three hours.

Zsol -7

RPD = sol 1)

sol

By comparing the three solution approaches, certain conclusions can be drawn. First,
and considering two-period instances, it is observed that IA leads to the best results. The
solutions obtained by SA differ by 8.3% and those by RHA by 5.6%, demonstrating the
benefits of integration. However, the calculation times confirm the complexity of IA. Of the
four instances evaluated, only one was solved to optimality, with an average gap of 4.2%
considering all four instances. In contrast, SA and RHA require considerably less time to
find the best possible solution within the given conditions. The complexity of this problem
can be further confirmed by looking at the four-period instances. Feasible solutions could
only be found in three of them, with an average gap of 21.3%. The other two approaches
can be solved to optimality and deliver better results than IA. Based on these results, it
can be stated that more sophisticated solution methods are required for the solution of this
problem, which allow the obtaining of good results in short computational time.

Table 2. Comparison of different solution approaches.

IA SA RHA

# Periods

RPD (%) Gap Tcpu RPD (%) Tcpu RPD (%) Tcpu
1 2 0.0 0.0 8369.0 12.3 0.7 4.1 83.8
2 2 0.0 7.6 10,800.0 7.5 0.6 6.5 1372.6
3 2 0.0 4.7 10,800.0 53 0.5 4.8 550.8
4 2 0.0 4.2 10,800.0 8.1 0.6 6.8 446.2
5 4 115 23.8 10,800.0 53 10.7 0.0 163.4
6 4 0.0 17.2 10,800.0 3.9 13.2 4.6 4388.5
7 4 6.9 22.8 10,800.0 44 9.5 0.0 749.3
8 4 - - 10,800.0 57 33.7 0.0 4744

Tcpy: Run-time in seconds. Gap: MIP gap reported by Gurobi in %.

4.4. Control of Information Flows in SD-MSC

For the control of SD-MSC components in the production network, a combination of
material and information flows is required [65]. Quick adaptation of production conditions
and task re-allocation requires a considerable improvement of control systems to correctly
adjust unpredictability and disturbances in process dynamics [65]. An essential part of the
network of production systems is an effective control and coordination of large compounds.
Current manufacturing trends require an autonomous, intelligent, and coupled operation of
inner systems [66]. Logic control, numerical control, or networked control could represent
mechanisms for resource processing in machines [67]. Furthermore, a central programmable
logic controller is used to efficiently distribute sensors and actuators amongst facilities and
establish communication between them. In addition, dynamic networks could be managed
by autonomous control, in which the information is transmitted between autonomous
units in a decentralized manner [65]. It is crucial to define essential aspects for control in
SD-MSC management, including an effective flow of production units and goods, security
of information flow, and communication between multi-stakeholders.

Many corporations use cloud computing models or wireless networks in their infras-
tructure for the maintenance of their communication and their systems [68]. That creates
various cause-and-effect dependencies in the security framework. The architecture vulner-
abilities could threaten the security and privacy of the transferred data. Therefore, different
data protection methods, such as encryption, firewalls, access control, and intrusion and
leak detection systems, could be employed [68]. However, the main challenge of the data-
security aspect is preserving control over the network and preventing external attacks on



Sustainability 2022, 14, 2837

13 of 21

system components. Unable to prevent possible threats, intrusion detection systems play a
significant role in securing the environment. They have the aim of detecting attacks and
providing alerts for users. Thus, several technical issues are to be addressed to preserve the
trustworthiness and reliability of security in the data-flow networks.

Integrating multiple processes and stakeholders increases the complexity due to the
possible conflict between the objectives and operations of each participant. The design,
materials, and components can come from different partners, making the controlling
process more complex [38]. As the movable factory changes its locations in an SD-MSC,
various internal (focal firm) and external (local) partners become involved. This may
confront the communication and information flow necessary for effective integration with
some problems. A key component for improving information exchange and communication
between multiple stakeholders is building trust and commitment among them [49,50]. With
a high level of supply chain trust, partners will establish an efficient collaboration and
thereby increase the value-adding of any SD-MSC.

The efficient joint operation of multiple parties depends on the level of exchanged in-
formation and the degree of trustworthiness. Although a higher level of shared information
results in a higher level of trust, it brings the risk of disclosing sensitive information [69].
Therefore, maintaining a balanced level of shared information, trust, and confidentiality
is a vital challenge in controlling SD-MSCs. The relationship between entities to which
the components belong should be established based on confidentiality agreements [70].
Therefore, the rules and regulations for data disclosure should be defined to optimally serve
the overall system efficiency and minimize the harm caused by a lack of shared information.
Since the quantity of information delivered during data exchange affects the utility of
that data [71], the challenge of developing valid communication prescriptions remains
in the information chain. On a technical level, there is a middle-ware layer or a trusted
third party that enables information transfers inside the supply chain [72]. It provides
the operation management, administering events and creating exceptions for the SD-MSC
components. However, not all partners accept the inclusion of a trusted third-party in their
strategic relationships.

4.4.1. Case Study: Information Sharing in Production Industry

In this section, we present results associated with information flows in the case study
described in Section 3.2. For integration in SD-MSCs, companies P and O are obliged
to share a certain amount of information on raw materials, operational conditions, and
equipment functionality. Such a collaboration system needs a certain level of trust between
companies P and O. Essential information can be communicated quickly and efficiently ow-
ing to various developments in today’s technologies. Sharing required information among
partners helps to reduce the uncertainty and bullwhip effect within supply chain collabora-
tion. However, due to the flexibility of relocation and multi-agent decision making over
assets, exchanging information may be more difficult, resulting in less trust between compa-
nies P and O. This problem was studied and analyzed by Ghondaghsaz and Engesser [51].
As mentioned by the authors, trust is the key to successful collaboration. However, building
and maintaining trust in this case study is challenging. This study provides a conceptual
model for combining strategies and outcomes of building trust. These strategies are continu-
ous communication and information sharing, developing contracts and written agreements,
promoting transparency and information clarity, long-term relationships and experience,
selecting suitable partners, and mutual understandings of culture and language. Building
and maintaining trust for the sharing of transparent information results in strategic collabo-
ration and relationship investment. In addition, such collaboration in an SD-MSC requires
confidentiality of the information being shared between partners. This could be achieved
using various data anonymization and encryption techniques as well as careful selection
and control of the shared extent of information. Privacy-preserving architecture for in-
formation exchange and use of homomorphic encryption in value chains was proposed
by Chokparova and Urbas [73]. This research was based on investigations of previous
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implementations of additive homomorphic encryption techniques in different industries
and the formulation of a confidentiality model applicable in MSCs.

4.4.2. Simulation Based on Game Theory

In this section, we present use of a game-theoretic [74] system model of the information
sharing in production industries required to define involved players, their strategies, and
relevant parameters that can affect their pay-offs. Payoffs are the quantified outcomes
of the selected strategy in a game. Based on the strategies and their associated values, a
pay-off matrix for the game between the players can be constructed.

In the case described in Section 3.2, the company P is a producer of an asset (manufac-
turing equipment or a process unit). This asset is shared to the company O, which is an
operator of this asset and gains some extent of control over the facility. Both parties need
to provide a certain amount of information on the operation of the asset, which can be
sensitive or contain sensitive parameters and data. For instance, company P can share
the essential control variable and operating conditions for the production process with
company O. At the same time, company P is willing to collect statistical information on
the operation over this asset, such as used time, generated outputs, and compositions.
Therefore, some information flows between the partners are created.

Both partners can select a strategy for sharing sensitive knowledge, either a sharing or
no-sharing strategy. This results in four combinations, as shown in Table 3.

Table 3. Game pay-off matrix.

Operator
Producer
Share No-Share
Share (Rp1,Ro1) (Sp2, Top)
No-share (Tp3,S03) (Ppa, Pog)

In order to define the pay-off parameters of the matrix, parameters affecting informa-
tion sharing in the SD-MSC relationship are included. The pay-off parameters [74-78] are
as follows:

*  [;: Amount of sensitive information shared by the partner, where i = P, O
e u;: Utility of knowledge fori = P,O

¢  s: Stimulus coefficient when both partners are eager to share

e T: Level of trust between partners

*  V;: Value of sensitive process knowledge sharing provided by i = P,O

¢ p: Penalty coefficient for non-sharing

The pay-offs I1; of the partners within an evolutionary game model are defined for
share (S) and no-share (N) strategies [74]. The probabilities of taking a share strategy by
company P and company O are denoted by x and y, respectively [79]. The reward for
choosing a share strategy is denoted by R;, the pay-off S; is computed when a cooperator is
affected by the temptation to defect T;, and punishment P; is received in case of a mutual
defect [80]. The full game model is defined by groups of Equations (2) and (3).

HIS):y‘RP]+(17y)‘SP2 H(S)ZX'R01+(1*X)-TOZ @
Iy =y Tps+ (1 —y) - Ppy 1Y = x-Sp3 + (1 —x) - Poy
Rpy=s-Ip+up-T-Ip—Vp Roir=s-Ip+up-T-Ip—Vp
Spp=—Vp Top = (uo—p) - Ip 3)
Tps = (up —p) - Io Sos = —Vo

Ppy =0 Pos =0
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In order to simulate the dynamics of the game [81], replicator dynamics Equation (4)
are used. This approach allows for an investigation of the effects of trust level on the
probabilities of accepting the share strategy.

X =x-(1—=x)-[y-Rpp+(1—y)-Spp—y-Tps — (1 —y) - Ppy]

4
Y=y -(1-y)-[x-v-Ro1 —x-Top+ (1 —x)-So3 — (1 — x) - Poa] @

The solution of differential equations was conducted for companies P and O with dif-
ferent initial conditions: x,y = [0.10,0.25,0.50,0.75,0.99]. The parameters for calculation of
pay-offs were chosen randomly with a certain extent of logic characterizing the information
sharing system between P and O. However, selected values of the parameters were not
changed throughout the study in order to observe a true system dynamic at a specific set
of parameters.

An investigation of the impact of trust between parties on the probability of the choos-
ing by them the share strategy was conducted by varying the trust level. The observation of
Figure 4 shows that the producer is not willing to share sensitive information at low levels of
trust, whereas at trust levels higher than 0.5, the party is more willing to adopt this strategy.

1 15 2
t t
Figure 4. Probability of knowledge sharing by the producer at various trust levels.
According to Figure 5, a similar behavior could be observed from the side of the

operator. The probability of adopting no-share strategy raises with the decrease in trust
between partners.
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Figure 5. Probability of knowledge sharing by the operator at various trust levels.

Comparison of Figures 4 and 5 suggests that a longer time is needed for the operator
to adopt a share strategy compared to the producer in a simulation with the same pay-off
matrix parameters.
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This analysis allowed for the investigation of trust effects on the knowledge sharing
decisions regarding sensitive information within the investigated producer—operator system.
It was identified that a higher level of trust in the relationship is required for information
sharing in SD-MSCs. This shows that partners are not eager to share sensitive information in
the early stages of their relationships. However, as they gain experience with their partners
and maintain trust in their relationship when implementing SD-MSCs, their willingness
to share sensitive information increases. This result is consistent with previous studies
which show trust is a key for efficiently sharing information amongst partners in complex
ecosystems [82-84]. Nevertheless, a more thorough analysis is required to account for more
parameters which may impact a collaborative interaction.

Another limitation of this study is that further investigations of strategy selection
are required for outcomes with a collaborator that is reluctant to share the information
necessary for the operation of the assets. In this case, instead of a no-share strategy, a
confidential information transfer could be suggested. This is achievable through various
encryption methods [85], secure multiparty computation [86], or other information privacy-
preserving techniques [87]. As a result, the information value and information sensitivity
parameters of the encoded or protected data can be expanded, and their effects on the
operation of the SD-MSC can be analyzed further.

5. Managerial Insights

This study contributes in several ways to the practical and managerial field. The
current paper defines and evaluates the concept of SD-MSCs, in which production tasks can
be replicated and repeated at several locations and smaller scales. Advanced technologies
and highly competitive markets have forced firms to seek out innovative strategic plans
to maintain or even increase their market share. Therefore, this study presents advisable
options for firm managers to understand a new and innovative concept gaining popularity
in several industries and developed regions. Furthermore, this study outlines a path
for firms to comprehend the challenges and requirements, controlling approaches, and
practical business models for implementing an SD-MSC. Through the proposed case studies,
managers will learn about real-world applications of SD-MSCs and be better prepared for
challenges and solutions in the real world. We recommend that they consider these case
studies as prototypes before investing in an SD-MSC. Particularly, due to the mobility of
the modular units, the assumption that production sites are immobile no longer applies.
Therefore, we recommend that industrial managers consider the location decision at the
tactical /operational level rather than the strategic level, and to be made together with the
short-term planning of production and distribution. However, the optimization of such
problems in an integrated manner brings a high level of complexity. Therefore, new solution
approaches should be developed for this novel type of simultaneous planning in which
multiple stakeholders are also involved. Finally, this study provides insights for managers
regarding communication and information systems in SD-MSCs. Previous studies related
to decentralized manufacturing have focused on this area less. Information systems ensure
the correct operation of modular equipment installed in a decentralized manner. The
system should detect, process, and send information between different stakeholders or
production assets, allowing for effective information exchange and communication. As
trust is vital for efficient and transparent communication and collaboration among partners
in the supply chain, we recommend that the managers pay considerable attention to
building and maintaining trust when implementing an SD-MSC. In scenarios that partners
collaborate in a trusting relationship, the willingness to share a higher level of information
emerges. However, this may cause challenges regarding information security. In this case,
some partners may refuse to share information due to confidentiality concerns. Therefore,
managers need to be aware of this tension between trust and confidentiality, and they need
to apply data security approaches mentioned in this paper to balance the tension between
trust and confidentiality.
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6. Conclusions

In this paper, we conducted a characterization of SD-MSCs. This concept is based on
the idea that modular facilities can be easily relocated and even shared among different
stakeholders to manufacture products in a decentralized manner. This flexibility in terms
of mobility is achieved mainly through the modularization of production capacity, which
allows them to be moved from one place to another at low cost and at short notice. The
correct operation and implementation of such a production network requires a correct
interconnection and information flow that can be ensured through the use of appropriate
information systems.

We defined two types of business models that can arise with the mobility of productive
units. On the one hand, Infrastructure-as-a-Service is associated with the installation
of modular units for decentralized production, meaning that a company can install its
production capacity at the customer’s site, supplier’s site, or at sites that can be rented
for the installation of modular units. On the other hand, Module-as-a-Service means that
companies without (sufficient) capacity may choose to lease or rent modular units for the
manufacture of new products or to meet peaks in demand that exceed available capacity.
In all these cases, agreements between different stakeholders are required, accompanied by
information systems that allow a rapid control and flow of information. In addition, we
presented two case studies in which these business opportunities can be applied. In order
to promote decentralized recycling, the implementation of a recycling network composed
of modular units was evaluated. These can be moved according to the amount of waste at
each collection point in order to minimize distances and transportation costs. The second
case focuses on the opportunity to share assets among different companies for decentralized
manufacturing in the process industries sector.

Different aspects of control, communication, trust in partnership, and confidentiality
in information systems have been discussed in this line of research. However, there is a
need for detailed and empirical studies to investigate these facets in SD-MSCs. Therefore,
we encourage future research to focus on the role of information quality and information
sharing on the level of trust in SD-MSCs. There is a necessity to balance the amount
of information the partners are willing to communicate with each other and the cost of
disclosure-associated risks for the partners. Information disclosure contributes to the agility,
adaptability, and flexibility of SD-MCS, whereas the risks of preserving confidentiality
are tightly related to trust in the relationship and might affect the quality of the shared
information. Solving this conflict implies considering various techniques for the secure
computation of information shared in anonymized or encrypted forms. Subsequent re-
search and implementation of such solutions in this direction would facilitate the closure
of the integration loop between SD-MSCs. In addition, the consideration of the mobility
of the production capacity in planning leads to new optimization problems which have
yet to be studied in detail in the literature. Therefore, future research should focus on the
development of solution methods capable of obtaining (near) optimal solutions in adequate
computational time. Similarly, it should also be studied under which conditions mobile
production units prove to be particularly advantageous, and to what extent the mobility
of production facilities influences the physical transport of goods, which may depend on
the manufactured products, the raw material needed, or on the specific business model of
each company. Finally, an SD-MSC is influenced by several stakeholders in relationships
regulated by supply contracts. Here, a single production planning cannot easily be realized
since each participant may have conflicting objectives. Therefore, optimization models
in the area of multiple criteria decision making should be investigated in order to find
optimal planning solutions, taking into account the presence of trade-offs between several
conflicting objectives.
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