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Abstract: The fierce competition in international markets and the rapid advancements in information
technology result in shorter lead times, lower transportation capacity, and higher demand. The
supply chain network is one of the most crucial areas of concentration in the majority of business
circumstances. Blockchain technology is a promising option for safe information exchange in the
supply chain network. Although preserving security at every level of the blockchain is somewhat
important, cryptographic methodologies are frequently used in the existing works. The novel
perceptive craving game search (PCGS) optimization algorithm is used to optimally generate the
key for data sanitization, which assures the privacy of logistics data. Here, the original logistics
data obtained from the manufacturer is sanitized with an optimal key generated by using the PCGS
optimization algorithm, avoiding the risk of unauthorized access and data swarm that causes the
system to lag. Moreover, the sanitized data obtained from the manufacturer is transmitted to the
allowed parties via different sub-chains. The same generated key is used on the receiving customer
side for reconstructing the original information from the sanitized data. The performance and results
of the proposed blockchain-based privacy preservation model are validated using various parameters.

Keywords: supply chain management (SCM); logistics; blockchain; privacy preservation; security;
key generation; perceptive craving game search (PCGS) optimization algorithm

1. Introduction

The supply chain [1,2] is defined as a type of network used mainly in industrial sectors
for satisfying customers according to their requirements. This framework encompasses
the producers, wholesalers, retailers, customers, and traders. Similarly, supply chain
management [3-5] is mainly developed for strategically managing the marketing channels,
storage materials, components, and procurement for enhancing future profitable growth.
The intricate production and distribution of items are both a part of the supply chain. It
has a variety of stages, geographical locations, accounts, and payment methods, as well
as a number of people, organizations, and modes of transportation, all depending on
the product. As a result, the supply acquisition process can take many months [6]. The
stakeholders in the logistics process are very interested in introducing and developing
blockchain technology to improve the logistics operations in the supply chain [7,8] and
make them economically sustainable because of the complexity and lack of transparency
inherent in logistics. The most common uses of blockchain technology are in crypto-
currencies, although there is a much wider range of potential applications [9]. A distributed
book (ledger) called blockchain [10,11] has a wide range of possible uses. Any data
interchange, including contract negotiations, product tracking, and financial transactions,
can be conducted with it. The system is transparent, since each activity is recorded in the
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block and the data is dispersed among numerous nodes. The system is safe, since each block
is connected to the one before it and the one after it [12]. Blockchain technology has the
potential to improve all logistical procedures, including storage, transport, and payment,
as well as the efficiency and transparency of the supply chain [13]. With blockchain,
it is possible to speed up the physical flow of commodities while achieving improved
security [14,15] and transparency. The blockchain-based tracking [16] of items can enhance
decision making, which will ultimately lead to more satisfactory service for the customer.
The literature [17] suggests that new business models and logistics services could be
developed using blockchain technology. Blockchain is a relatively new technology that
aims to provide decentralization, real-time peer-to-peer operation, privacy, openness,
transience, and integrity in a broadly used manner [18]. However, there are still issues and
problems with this technology that must be taken into consideration. Its performance is
one of the obvious drawbacks [19,20]. It will take a lot longer to verify every transaction
using the blockchain method than using the centralized method because each node in the
network must acknowledge it. The foundation of blockchain technology is a technique that
enables previously unidentified people to collaboratively create and maintain almost any
database on a fully distributed basis, with transaction integrity and completeness being
verified by the consensus of teh identifiers [21-23]. In comparison to other communication
platforms, blockchain has three significant advantages:

e  The communication parties have unrestricted access to it and can join for free.

e Data that has been submitted cannot be changed, and in particular, the integrity
assurances are not made by a centralized authority, but rather by the network as
a whole.

e  The published information can indeed be changed; therefore, no one can censor
information that has already been made public.

As a result of the immutability of the blockchain [24], it is practically impossible to
change the covert messages, and the incorporation of hidden information can be unstable.
The supply chain is a collection of businesses that are connected through various processes
and activities to create value in the form of goods and services for the eventual user. For
several reasons, blockchains [25] are thought to be well-suited for use in the logistics and
supply chain management industries. The data generated at each stage of the product’s
lifecycle as it moves down the value chain can be recorded as a transaction, giving the prod-
uct a permanent history [26]. Blockchain is a decentralized, global ledger that is digitally
managed and used to store transactions in an unchangeable way. It pertains to applications
involving transactions because of its ample delivery of confidence, openness, and prove-
nance [27]. Even non-financial industries, such as healthcare, production, retailing, and
public services, have begun to take notice of the technology, which was initially developed
to assist in financial transactions. However, the adoption of blockchain in SCM [28,29] is
still in the development stage, and it faces many obstacles before it can provide a high
level of security. For solving this problem, several new optimization algorithms have
recently been developed. To maintain a high level of security [30], only a certain number of
transactions can be handled in a small amount of time. In light of this, it is now difficult to
balance the factors of security and block size in SCM [31,32]. Additionally, the integration
of financial information in blockchain-based SCM can result in less transparency, which
raises costs and lowers performance. Therefore, the proposed work [33] aims to develop a
new and successful blockchain-based privacy preservation framework for SCM.

Motivation
The major contributions and objectives of this work are as follows:

e  The lightweight blockchain technology-based supply chain network is modeled for
enabling a secured and reliable information sharing.

e  For ensuring the privacy of original manufacturer’s data, an optimization-based
privacy preservation technique is deployed, which includes the operations of data
sanitization and data restoration.
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e  The perceptive craving game search optimization (PCGSO) algorithm is employed to
optimally generate the key for data sanitization and restoration operations, ensuring
the security and privacy of logistics data.

e  Theanalytical results are validated and compared using various parameters for demon-
strating the efficacy of the proposed privacy preservation model.

The following units make up the remaining sections of this article: Section 2 provides
a complete literature review regarding the impacts of using blockchain technology for
improving supply chain management in industrial sectors. The proposed blockchain-based
privacy preservation framework used in the SCM system is explained in detail in Section 3
of the manuscript. By employing various factors, Section 4 validates the analytical findings
of the existing and proposed blockchain models. In Section 5, the overall summary of the
paper is offered, along with suggestions for further research.

2. Literature Survey

This section presents the literature review of the existing works relevant to the impacts
of using blockchain technology for improving the privacy preservation of supply chain
management systems. Moreover, it discusses several optimization algorithms that are
currently used in the field of SCM.

Tijan et al. [34] developed a decentralized data storage system with the use of blockchain
technology for supply chain management. Here, the basic properties of using blockchain
have been discussed, along with its applications and uses. Typically, ensuring the trans-
parency of supply chain management is one of the most important aspects of logistics. Raja
shanthi et al. [35] provided a detailed overview of the importance of using blockchain for
addressing the challenges and key issues in logistics. Specifically, a private blockchain is
more suitable for multi-organizations for improving their security. The supply chain, on the
other hand, is thought of as the beating heart of organizations because it ensures that goods
are transported without interruption from one production process to another until they
reach the customer. Pournader et al. [36] presented a comprehensive review for analyzing
the major impacts of SCM in organizational sectors. The different areas covered in this work
are as follows: supply management, demand management, product management, and
information management. In addition to this, it investigated various risk factor associated
with the SCM, which include industrial risks, problem-specific risks, environmental risks,
financial flow risks, material flow risks, and decision-making risks. Ref. [37] investigated
the different types of security challenges, with appropriate solutions, for IoT systems.

Gurtu et al. [38] presented a comprehensive study of supply chain risk management,
along with risk management strategies. Typically, the supply chain is considered the back-
bone of the global economy, which supports enhancing trade and optimization of resource
consumption. Heidari et al. [39] deployed a fuzzy analytic hierarchy (FAH) incorporated
with the fuzzy TOPSIS model for resolving risks in the SCM. The key factor of this work
was to develop a new hierarchical framework for enhancing the performance and growth
of the organization, with a reduced level of risks. In this work, various processes, such as
product lifestyle, operational process cycle, operational risk, and a multi-criterion decision
model, were analyzed for reducing the level of risks in the organization environment.
Salamai et al. [40] investigated the major impacts of internal and external factors asso-
ciated with CM. The purpose of this work was to analyze the importance of deploying
operational risk management strategies for the successful growth and development of the
organization. Here, the different types of risk management approaches have been discussed
for enhancing business growth and development. The most commonly used risk mitiga-
tion techniques in conventional works were quantitative models, arbitrary optimization
techniques, theoretical models, Q-sorts analysis, and qualitative approaches.

Chang et al. [41] conducted a systematic literature review on blockchain-based supply
chain management using current trends and potential applications. The authors mentioned
that future orientation depends on four key issues, including procurement integration and
automation, stakeholder engagement and interaction, traceability and transparency, and
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shared frameworks on blockchain-based platforms. Moreover, the traditional supply chain
operations involve several intermediates, problems with trust, and reduced performance.
Lotfi et al. [42] introduced a new framework, called viable supply chain network design
(VSCND), using blockchain technology. Here, the authors identified that crypto-currency
can assist the supply chain in achieving sustainability by lowering costs and imposing
versatility. Kashem et al. [43] investigated the effects of using Al and blockchain technology
in supply chain management systems. The purpose of this research was to avoid supply
chain interruptions with the help of blockchain and AI models. The blockchain strengthens
legitimacy, privacy, and productivity in logistics while enabling reliable communication
across intricate manufacturing networks. Additionally, it might create websites where
transportation providers can list the trucks or ships that are currently available. Blockchain
technology [44] may make it possible to create tamper-proof smart contracts for purchases
that automatically uphold the conditions of cross agreements. In contrast, smart contracts
can self-verify and self-execute by allocating funds to the appropriate parties. A supply
chain optimization system powered by Al improves smart decisions by enhancing demand
forecast with the optimal course of action. This can help manufacturers to predict the
results of particular events in terms of time, expenditures, and revenue, which also helps
to improve the overall performance of the supply chain. Chen et al. [45] introduced a
new trusted trading framework with the use of blockchain technology. This system uses
blockchain technology to create a coordination committee, and it can function without
the requirement of a coordination center. Moreover, the suggested framework is immune
to single-point failures due to multi-point backups. Table 1 reviews some of the existing
blockchain technologies used in the conventional works for SCM.

Table 1. Survey of an existing blockchain-SCM system.

Ref. Application Domain Context Technology Model Approach

[46] Supply chain distribution

A blockchain-based supply-chain
visibility system is developed for
tracking shipments in
physical distribution.

Blockchain Framework model

[47] Smart contracts

A clear illustration is provided for
determining how smart contracts are IoT integrated
deployed in several applications that with blockchain
includes SCM-IoT.

Theoretical framework

[48] Medical application system is developed for a heterogeneous

A secured key management scheme IoT integrated

blockchain model Theoretical framework

networking system.

A complete life cycle theory is
utilized, along with blockchain

[10] Medical equipment SCM technology, for the production, Blockchain Conceptual framework

destruction, and traceability of
medical equipment.

[49]

Supply chain deployed to enable the sharing of
integrity management personal records in an accountable

A blockchain-integrated SCM is
Blockchain Theoretical framework

way for smart hospital applications.

A blockchain-based app
development allows patients to

[50] Healthcare system quickly exchange and control their Blockchain Conceptual framework

data while also improving the
security of healthcare facilities.

3. Materials and Methods

The complete explanation for the proposed blockchain-based privacy preservation
framework for securing logistics data is presented in this section. Due to its emphasis
on an industry’s efficiency, SCM occupies the top priority in business enterprises. The
supply chains are being connected with blockchain technology due to a lack of security
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in the network. However, there is still a problem with the level of security and privacy
protection. This paper develops a new blockchain-based privacy preservation framework
for ensuring the security of SCM data. The main idea behind the proposed work is to
develop a lightweight blockchain-based privacy preservation model for SCM. In this model,
the raw logistics data obtained from the manufactures are secured with the use of a novel
optimization mechanism.

Information sharing is now more feasible due to the development of information and
communication technologies. The worldwide foundation of long-term coordination and
collaboration has made information sharing in supply chains more effective, which has
increased the competitive advantages of businesses. However, a lack of information sharing
in businesses makes it difficult for organizations to effectively coordinate their efforts. The
main idea behind the proposed work is to develop a lightweight blockchain-based privacy
preservation model for SCM. In this model, the raw logistics data obtained from the manu-
factures are secured with the use of a novel optimization mechanism. This study proposed
the development of a novel blockchain-based architecture for privacy preservation in the
supply chain network. This work sought to improve both the security and privacy of
the suggested blockchain-aided SCM, wherein the updated “data sanitization and data
restoration” was carried out with an ideal key creation technique to safeguard the received
data in every block. The PCGS optimization algorithm was used to select the best key, in
this case.

The four primary steps of the proposed blockchain-based privacy preservation sys-
tem are Layer 1-manufacturers or industries, Layer 2—entire control and management,
Level 3—products or goods delivery, and Level 4-consumers (i.e., an individual or business
people). In this case, key-oriented legalization certifies the validity of dependable users and
grants them access to the designated data. The unrefined supplies are primarily delivered
to the producers, and the blockchain is given the “raw material name, quantity, quality of
material, location of the supplier. etc”. The required data is then kept in the blockchain as
the factory distributes the raw materials to managers of the various sectors. The commodi-
ties are then delivered to vendors by recoding the condensed data. The vendors use the
blockchain to access the necessary products based on their requirements. In light of the
fact that security is the primary concern in blockchain-oriented SCM, the PCGS-privacy
preservation concept was developed. The blockchain has received a lot of attention from
both business and academia, since it is a significant distributed and secure approach in
modern business. Blockchain is described as a distributed ledger system that enables
parties to move assets at a minimal cost, while securing the resolution of transactions. Here,
the data sanitization and restoration processes are performed based on the key generated
by using the PCGS optimization algorithm.

For analysis, the original SCM data such as the “SCMS delivery history dataset” and
the “dataset of supply chains used by the company DataCo Global” have been used to
validate and compare the results of the proposed blockchain-enabled PCGS privacy preser-
vation model. Provisioning, manufacturing, sales, and corporate distribution are areas with
significant registered operations that can be used with machine learning algorithms and
software. In order to generate knowledge, it also permits the connection of organized and
unstructured data. According to the dataset gathered, a single manufacturer developed
the blockchain. The data are sent from the manufacturer (Level 1) to the managers of
various nations (i.e., nations 1 and 2) through numerous sub-chains, which is through
numerous sub-chains in Level 2. The data are then sent to each of the branches (Level 3) of
the managing company inside each country from the manager level of each country in dif-
ferent sub-blocks. The feasibility of the organized job is shown by the cost function, which
is a performance metric computed for testing the proposed PCGS privacy preservation
model. Consequently, the other parameters, such as key sensitivity, correlation coefficient,
Euclidean distance, mean, sanitization and restoration efficiency, privacy, and utility factors
are also estimated and compared with the existing blockchain-enabled security models
used in the SCM system. The offered work has the most secure key, making it clear from
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the overall observation that unauthorized access to the material is not allowed. Moreover,
the PCGS-privacy preservation was found to be better with high privacy and utility factors,
when compared to the existing models; hence, it is stated that the proposed model is highly
efficient for information sharing in SCM.

As shown in Figure 1, the proposed data protection scheme comprises two modules
of operations: the creation of a blockchain framework for the logistics data, and privacy
preservation using optimal key generation. Here, the original logistics data obtained
from the manufacturer is sanitized with an optimal key generated by using the perceptive
craving game search (PCGS) optimization algorithm. More specifically, there is a risk of
unauthorized access and data swarm that causes the system to lag when uploading all of
the cleaned data through a single blockchain. Moreover, the sanitized data from the sender
is thus transmitted here to the allowed parties via different sub-chains. Sanitized data is
recovered at the receiving end to retrieve the original data. The key generation, which
must be carefully chosen, plays a significant role in both the sanitization and regeneration
processes. Here, the key used for data sanitization is optimally generated with the help
of the PCGS optimization algorithm. Due to this type of key generation and transmis-
sion operation, only authorized receivers or customers can access the logistics data, with
ensured privacy.
Supply - Eh o Separate Sub-chain Secured Data

Sharing

or——
F=

= |
B=!

Segment Segment
A D

— Service -
O 4

Plants

Loaded into
Blockchain
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L iwemory/)—)- 4— Loadtime Centers

\ J
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Locations

Determine the
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Sanitized Data using
Optimal Key

Production Side Customer Side Blockchain

Figure 1. Overall proposed privacy-preserving blockchain framework for SCM.

First, the supply chain network is formulated, which is further loaded into the
blockchain for assuring a secured logistics data transmission. Moreover, the privacy
preservation mechanism has been used in the blockchain model, where the data sanitiza-
tion process is performed with the help of the PCGS optimization technique. Then, the
same generated key is used on the receiving customer side for reconstructing the origi-
nal information from the sanitized data. The primary advantages of using the proposed
blockchain-based privacy preservation are increased security, ensured data confidentiality,
data validness, and less complexity.

3.1. Logistics and SCM

The logistics and supply chain support the transportation of raw materials, which are
an essential component of all goods and which travel through numerous manufacturing
steps to add value before being delivered to the client as a final product. The network
of businesses, known as the supply chain, is connected by a variety of processes and
activities that result in value being delivered to the final customer in the form of goods
and services. Typically, logistics refers to the actions involved in transferring and storing
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commodities between two functions within a distribution network, and the supply chain
refers to the entire network of organizing, procurement, production, transportation, and
delivery of products to consumers. Thus, the supply chain encompasses or includes a
subset of logistics, since, extremely effective management is needed to save time and costs,
with little to no waste. Managing the supply chain and logistics is also seen as one of
the essential components of the product development process. The goal of supply chain
management is to maintain the constant flow of goods and services by streamlining both
upstream and downstream processes. The downstream supply chain refers to all actions
that involve the flow of goods after manufacturing until they reach the customer, whereas
the upstream supply chain refers to all activities that entail the flow of goods into the
organization, from the acquisition of raw materials until the product has been produced.
The layered architecture model of the proposed blockchain-based SCM framework is shown
in Figure 2, which includes four distinct layers:

1.  Layer 1-manufacturers or industries;

Layer 2—entire control and management;

Level 3—products or goods delivery;

Level 4—consumers (i.e., an individual or business people).

Ll

Manager

Manufacturer . L
Secured Data via
Blockchain J
Secured Data via
Blockchain

Separate Sub-
Chains

Secured Data via
Blockchain 9

Figure 2. Layered security architecture model of the proposed framework.

In the beginning, each manufacturer in a variety of industries develops their specific
database that includes information on the product they produce, its price, its quantity, the
person in charge of managing the product, how it is delivered, and the details regarding
the suppliers. An ideal key is used to cleanse the data produced by the manufacturers. All
of this data are loaded onto the blockchain by the management. The blockchain typically
consists of a sequence of blocks that surrounds the data and appears to go on forever.
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Moreover, the typical structure of the block is shown in Figure 3, which comprises the
fields of header, body, and transaction data. The degree of security in this situation is a
critical concern to the distributed nature of the blocks. To address this issue, this research
study breaks the blocks pertaining to each of the managers and delivers their relevant
data in different sub-chains. As a result, this location becomes more secure. The related
data are then combined into a sub-chain and sent across the supply chain network as the
data is transferred from the management level to the distribution layer. The dealer level is
reached via this sub-chain based information exchange. Data restoration happens on the
client side. With the right key, the provider can access the original data and recover the
sensitive information.

Genesis Block

First Block (Block 00) Block 01 Block 02
« Time Stamp « Time Stamp « Time Stamp
« Version « Version « Version
Block e Hash e Hash « Hash

Header « Difficulty « Difficulty « Difficulty
« Nonce « Nonce « Nonce
« Merkel Root « Merkel Root « Merkel Root

Block Body Transaction Data Transaction Data Transaction Data

Figure 3. Structure of the block.

The layered architecture model of the blockchain enabled SCM framework is shown
in Figure 2. Manufacturers frequently vary their supply chain network to include all
regions of the world in order to give their customers the greatest possible user experience.
Manufacturing businesses also extend their borders outside continents in order to take
use of the advantages of inexpensive labor, the accessibility of materials, advantageous
legislation, and a substantial customer base. Even a single weak link in the network
can cause interruptions and delays in such a fiercely competitive industry, which can
negatively impact customer satisfaction and have a significant impact on a company’s
financial performance. Each of these manufacturers develops a unique product database
that comprises the information such as item description, quantity, weight, brand label,
etc. The manufacturers upload their data to the blockchain, which then creates a unique
sub-chain for each manager. As a result, by restricting unauthorized access to information,
the security of the blockchain is increased to a greater extent. The managers typically
generate their own sub-chain for the vendors by gaining access to their sub-chains.

A block of data saved in a blockchain can be thought of as a write-once, read-only
database; some important data recorded in a block is shown in Figure 3. Each block is
divided into a header and a body, and a hash is used to identify each block. The metadata,
which includes the timestamp, version, hash value, difficulty, nonce, and Merkel root, is
kept in a block header, as illustrated in Figure 3. When a block is added to the blockchain, its
timestamp serves as both a reference point and verification of its addition. The used version
of the blockchain is indicated by version, in which version 2.0 and 3.0 are typically used
for the decentralized and smart contract application systems. Applying a cryptographic
hash function to the data is the process of hashing. The fundamental building element
of a blockchain network is a hash function, which transforms incoming data into a string
of bytes with a predetermined length and structure. The miners are in charge of creating
new blocks, and each block includes a hash that connects it to the one before it. The
hash rate of the network and the number of mining nodes determine how long it would
take to add a new block of the transaction to the blockchain. This value is called the
difficulty. The network is more secure, and the processing power required to validate
transactions increases with difficulty. A 32-bit random number, called a nonce, which
stands for “number only used once”, is used for identification, hashing, verification, or
digital signatures. A mathematical method that condenses the transactions in a block is
called a Merkle root. It checks to see if information in a Merkel tree has been altered, hacked,
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or changed in any way. Business information, including the transaction counter and the
transaction details, are contained in the block’s body.

3.2. Privacy Preservation

Typically, data privacy can be assured in different ways with the use of encryption,
perturbation, sanitization, etc. When compared to the other models, sanitization is the
most suitable mechanism currently widely used for data security. In this research, a
unique privacy preservation method is explored in which sensitive information is hidden
from the intermediate level, which is more vulnerable to the stakeholders involved in
communication, by applying the process of data sanitization and restoration. In supply
chain management, material moves from level 1 to level n, from industry to industry, and
secure blockchain technology is utilized to process this data. Suppliers create databases
with different fields for private and sensitive information; private information must be
concealed from the management and marketing agent. After a successful key generation,
the key can be passed on to the authentication procedure at the producer level. Typically,
data sanitization and restoration are the two main techniques that can be used to maintain
data privacy. To effectively protect sensitive data during the sanitization process, a key is
initially produced. It is crucial to construct the key as optimally as possible because it is
produced in a way that should significantly disguise the sensitive data from adversaries.
To create the ideal key, a hybrid optimization approach is used. The sanitized data can be
further recovered at the receiver’s end by the authenticated user using the same optimum
key. In this framework, the association rules are first extracted from the source database
using this method. At the manufacturer level, data gets cleaned up, and the blockchain
must be cleaned up as well. Each piece of sensitive data in each sub-block of the blockchain
must be sanitized, since the data is transmitted in smaller units called sub-blocks. The
non-sensitive data do not change over time and do not require sanitization. In general, this
is described as a data protection strategy where sensitive data is secured using the optimal
key. This procedure involves first transforming the chosen key to a binary value, which is
then multiplied by the original data. As a result, the acquired data is known as sanitized
data and is graphically represented in Figure 4. Secured data transmission is ensured by a
data sanitization procedure working in tandem with a privacy preservation strategy.

p Tl

Determine the e
Sensitive Data ‘A J "

Sender * Receiver
‘ Data Sanitization ‘ Data Restoration
Generate 3 Multiply Sensitive Data Recovering the Original
Binary with Binary Value Data
Sanitized Data Similar Key

Figure 4. Privacy preservation model.

Moreover, the proposed privacy preservation includes the following operations:

—_

Optimal key generation;
Sanitization;
3.  Restoration.

N



Sustainability 2023, 15, 6905

10 of 23

The process of solution transformation is actually included in the key creation. The
Khatri-Rao product is used to change the number of keys K throughout the solution
transformation. Initially, the key K can be reconstructed as K; with the dimension of
[\/X” c X Gmx] , where G, denotes the maximum number of transactions, and X" ; is the
perfect square of the transactions. Here, the matrices K; and K; are obtained with the use
of the Khatri-Rao product. Based on this, the key generation process is carried out, and
the metric that is identical to Gy is created. Then, the dimensions are pruned with respect
to the length of Gy, and the rule of hiding is applied to get the sanitized data. During
the data sanitization process, both the transaction and pruned key matrix are binarized.
This data hiding process uses the resulting pruned key matrix to perform the XOR op-
eration, with the binarized data having the same matrix length as that specified in the
following equation:

G = (1@@@) +1 1)

Here, the sanitized data G’ is obtained with the sanitization key matrix K, and the
pruned key matrix and transactions are binarized to perform the XOR operation. During
the restoration process, the original manufacturer data is obtained from the sanitized data
with the same key. In the binarization procedure, the step input is subtracted from the
binarized G Following that, the binarized G and the key matrix are subjected to the XOR
operation to obtain the restored information, as represented in below:

G=(G-1)PK )

In order to achieve better data preservation, the objectives, such as the reduction of
hiding failure W, the degree of modification W, the data preservation W3, and the false
rule generation W, are minimized, which is mathematically represented below:

Objective = minimum (W) = max (Wi, Wp, W3, Wy)

Wi = max(zzl;ll)Vitr ©)
W2 = max(Z:JZ)Vitr @)
Ws = max(zzuvsg)Vitr ©)
Wa = maX(Zzl;i)Vitr (©)

In order to successfully accomplish these objectives, the new optimization technique is
used in this work. The suggested PCGS algorithm encodes the keys used in the sanitization
procedure. The number of keys is in the range of the key and is optimized using the proposed
optimization model, yielding the optimal key, and its length is indicated as /X" .

3.3. Perceptive Craving Game Search (PCGS) Optimization

In the existing works, several optimization techniques are used to solve complex
engineering problems. Due to the increased convergence rate and efficiency, the proposed
work uses the PCGS- [51] based optimization algorithm for optimal key generation. This
is a meta-heuristics algorithm inspired by the cooperative behavior and hunger-driven
actions of animals, given that the PCGS was created using animal behavior in relation to
hunger. To construct an adaptable weight, the concept of hunger is used. For effective
searching, the authors applied the consequences of hunger to each phase of the search
process. The list of symbols used in this PCGS optimization algorithm is presented in
Table 2 with its appropriate descriptions. Furthermore, it is divided into two stages:
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(1) Acquiring food;
(2) Hunger role.

Table 2. List of symbols and descriptions.

Variables Descriptions
P(m) Position of all individual
Pt (m) Position of best individual
w; and w}’ Weight value
g1 and g Random numbers [0 to 1]
ra(1) Normal distributed random number
m Current iteration
c Control variable

Variation control for all positions

F Cost function
ct Best cost function
j Population
hyp Hyperbolic function
E Expression
It max Maximum iteration
H Starvation of each population
K Population size
H; Sum of starving feelings of all populations
New® New starvation
Z(j) Cost function value
Lowy,q Lower bound
Uppa Upper bound

Individuals” mutual interaction and hunting behavior are described in the first stage,
as shown below:

P(m)* (1+r4(1)) g1 <c¢

P(m+1) = W} * P’(m) + D *Wf*‘Pb(m) - P(m)’ g1>c, @<V %

wg*Pb(m)—IB*wg/* Ph(m)—P(m)‘ f1>c, @<V

Then, the variation control for all positions is computed based on the following model:
V = hyp (F(j) - CF) ®)
where C(.) Indicates the cost function of population j € 1,2,...,r, and the hyperbolic

function is estimated by using the following model:

2

hyp(x) = oxpt Fexpt )

E=2xbxr;—b (10)
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m
=2x%(1~— 11
The weight values are also computed based on the following models:
Ny K
w,{:{ H(j)* g *qs g3 <1 (12)
1 93 =1
(,‘])If/ = 1 — exp(le(j)fHS‘)*‘h*Z (13)

Moreover, the starvation of the population is also estimated according to the
following model:

N Z(j) == C¢
H(j) = { H(j) + New® else (14
Based on the actual starvation, the new starvation is estimated as shown below:
New® = Lowy,g * (1 — Upy,;) + 14 (15)

Finally, the best optimal function is identified and used to optimally generate the key
for data sanitization. The working model of the PCGS optimization algorithm is shown
in Figure 5.

Initialize Parameters

|

Calculate Fitness Value |€&—

'

Calculate Hungry

v

Renewing Hunger

v

Update Location

Check
Criteria

if it reaches

max_itr

No

Figure 5. Flow of PCGS.
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4. Results and Discussion

This section presents the results and discussion of the existing and proposed optimization-
based blockchain methodology used for supply chain management. Blockchains are a
cutting-edge technology that, from the standpoint of insight, have the potential to revolu-
tionize current business practices. Blockchain technology is revolutionizing product safety
in this context, taking into account its contribution to the real world, due to advancements
in accountability. As a result, product provenance will improve life quality and lower the
cost of application systems. Blockchain applications have already had an impact on social
transformation, environmental sustainability, and even the preservation of the environment.
For performance assessment, the dataset named Dataco_Smart_Supply_Chain, obtained
from Kaggle [52], has been used in this work. Here, various optimization techniques, such
as particle swarm optimization (PSO) [53], grey wolf optimization (GWO) [54], firefly opti-
mization (FFO) [55], artificial bee colony (ABC) [56], and jellyfish optimization (JFO) [57],
are considered for comparative analysis. Moreover, various measures, such as efficiency,
key sensitivity, correlation coefficient, etc., are used for validating the results.

Here, the optimization efficacy of the proposed PCGS algorithm is validated according
to the parameters of the best score, fitness plot, and searching history. As shown in Figure 6,
the best score obtained by using the proposed PCGS mechanism concerning different
iterations is validated. Solving problems with many variables and restrictions is typically a
time-consuming and difficult task. Moreover, many local optimum solutions do not ensure
the greatest outcome when utilizing conventional numerical techniques. Therefore, the
PCGS technique is utilized in the proposed work, which obtains the best optimal solution
for generating a key to perform data sanitization. The observed results indicate that the
PCGS reaches the best score with a minimal number of iterations. Similarly, the fitness
plot and search history of this optimization technique are represented in Figures 7 and 8,
respectively. Then, the convergence analysis is depicted in Figure 9. The objective score
that represents the average of all particles during each iteration is known as average fitness.
It demonstrates how the proposed PCGS algorithm enhances the optimum accuracy during
simulation runs. Moreover, the PCGS algorithm explores the whole search space and
does not get caught in local optima. The distribution of sample points is centered on the
actual optimal solution, ensuring the viability of its application. Thus, the proposed PCGS
is capable of both exploration and exploitation. Overall, this analysis indicates that the
proposed PCGS provides better performance by effectively identifying the best fitness, with
minimal iterations in the search space.

1 F g
10 —20

40
—60

80
e 100

107

Best Score Obtained

1073 |

N /\\/ﬁ

200 600

Iterations

Figure 6. Best score analysis.
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Figure 7. Fitness plot of the proposed PCGS optimization technique.
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Figure 9. Convergence analysis.

Figure 10 compares the optimization cost of the baseline and proposed optimiza-
tion algorithms with respect to a varying number of iterations. In order to validate the
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performance of the proposed PCGS optimization technique used for key generation, the
convergence rate, cost function, and key sensitivity have been estimated. Moreover, the
effectiveness of the blockchain integrated privacy preservation model used in the SCM is
validated and compared using the utility and privacy parameters. Overall, the estimated
outcomes state that the PCGS model provides an improved and reliable outcome, when
compared to that of the other techniques. The cost function is a performance metric that
expresses the viability of the proposed work. The PCGS outperforms the other baseline
models with a lower cost function, as shown by the results. Due to its improved exploration
and exploitation capability, the results of the proposed PCGS are effectively improved in
this work. Moreover, the key sensitivity is validated and compared to key variation (%), as
shown in Figure 11. By changing the percentage level of the key from 10% to 50%, the ideal
key sensitivity is assessed. The obtained results indicated that the PCGS effectively mini-
mized the key sensitivity for all variations. In addition to that, the correlation coefficient
is also validated and compared to the variation of the key (%), as shown in Table 3 and
Figure 12. Moreover, there should be little correlation between the sanitized data and the
key, with deviation. When compared to other conventional models, the proposed scheme
achieves the lowest correlation, as illustrated by the graphic in Figure 12. Moreover, the
correlation obtained by the proposed PCGS is 0.5%, which is significantly better than that
obtained by other approaches.

—=m=—PSO —=—GWO FFO ABC —m—JFO —u— Proposed
2
1.8 4
- 1.6
2 1.4
= 1.2
£ 1
2 0.8 —_—
Q | ] | ]
0.6
0.4 - E —0 u u
0.2
n n n n
1}
0 20 40 60 80 100
Iterations

Figure 10. Optimization cost function.

=PSSO ——=GWO FFO ABC —=JFO Proposed
1.01
1
&
= 0.99
5 098
z
M 0.97
0.96
0.95
10 20 30 40 50

Key variation (%)

Figure 11. Key sensitivity.
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Table 3. Analysis of correlation coefficient.
Variation of Key (%) PSO GWO FFO ABC JFO Proposed
10 0.9 0.9 0.89 0.89 0.85 0.8
30 0.82 0.83 0.84 0.81 0.81 0.75
40 0.9 0.92 0.92 0.91 0.89 0.85
50 0.82 0.8 0.79 0.79 0.75 0.7
70 0.6 0.59 0.59 0.55 0.54 0.5

Correlation coefficient

0.9 g
0.8 il
0.7
0.6
0.5
0.4
0.3
0.2
0.1

0

10 30 40 50 70

Variation of key (%)

EPSO “GWO =EFFO mABC =JFO uProposed

Figure 12. Comparison based on correlation coefficient.

Figure 13 illustrates the findings obtained after comparing the Euclidean distance
between the existing and proposed methodologies. When compared to the other works, the
proposed study shows the lowest Euclidean distance for the given logistics dataset. It also
shows the results of computing the Euclidean distance in terms of harmonic mean. This
analysis also indicates that both the Euclidean distance and the harmonic mean have been
effectively reduced in the proposed work when compared to the other baseline models.
In addition, the Pearson coefficient (PC) and the Spearman coefficient (SC) of the baseline
and proposed optimization models is shown in Figure 14. A set of the expected data’s
arithmetic mean is calculated by dividing the total number of observations by the sum of
all the numerical values for each observation. Here, the arithmetic mean is validated in
terms of PC and SC. For an effective and secure data transfer, both PC and SC must be low.
When compared to the current models, the PC and SC of the proposed work reveal few
variances. However, as a whole, it is claimed that the cost function’s overall target is lower,
and as a result, it achieves an improved level of protected data transfer.

Table 4 and Figure 15 compare the sanitization and restoration efficiency of the existing
and proposed optimization models. Typically, the efficiency level of both data sanitization
and restoration operations are validated for determining how effectively the privacy preser-
vation model ensures the security of logistics data. Based on the outcomes, it is concluded
that the proposed PCGS provides an increased sanitization and restoration efficiency when
compared to the standard optimization models.

Furthermore, the sanitization efficiency of the existing and proposed optimization
algorithms are validated and compared to the different counts of sanitized data, as shown
in Table 5 and Figure 16. Similarly, the restoration efficiency concerning the count of
data is compared, as shown in Table 6 and Figure 17. Both analyses indicate that the
proposed PCGS algorithm overwhelms the standard optimization models with increased
data sanitization and restoration efficiency. Therefore, the overall privacy preservation
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level of the proposed blockchain-based supply chain management framework is effectively
improved, when contrasted with that of the other techniques.
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Figure 13. Euclidean distance and harmonic mean.
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Figure 14. Comparative analysis based on PC and SC.
Table 4. Efficiency analysis.
Methods Efficiency of Sanitization (%)  Efficiency of Restoration (%)
PSO 66 91
GWO 47 95
FFO 58 96
ABC 69 94
JFO 86 97

Proposed 98 98.5
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Figure 15. Sanitization and restoration efficiency analysis.

Table 5. Sanitization efficiency analysis.

Sanitized Data PSO GWO FFO ABC JFO Proposed
1 81 78 90 91 95 99
2 80 77 87 88 92 98.9
3 78 73 85 85 90 98.5
4 73 69 80 80 84 97.4
5 70 65 78 79 80 96.9

Efficiency (%)

100
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80
70
60
50
40
30
20
10

0
1 2 3 4 5

EPSO “GWO =FFO mABC =JFO #uProposed

Figure 16. Comparison based on sanitization efficiency.

Figures 18 and 19 validate and compare the cost function and privacy of the existing [58]
and proposed blockchain-based privacy preservation models. Consequently, the statistical
analysis is also carried out in this work for validating the results of the optimization
integrated blockchain models, as shown in Tables 7 and 8. Moreover, the improved privacy
and utility values ensure the better performance of the security framework. According
to the results, it is obvious that the proposed PCGS-based privacy preservation model
provides effective results when compared to those of the other algorithms.
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Table 6. Restoration efficiency analysis.
Sanitized Data PSO GWO FFO ABC JFO Proposed
1 88 91 91 92 96 99.5
2 85 89 90 90 94.5 99.2
3 82 85 88 89 94 99
4 80 82 86 85 92 98.9
5 79 81 84 83 90 98.5
100
90
80
;\;« 70
A
= 60
g
S
£ 40
=30
20
10
0
1 2 3 4 5
EPSO =GWO =FFO “ABC =JFO #uProposed
Figure 17. Comparison based on restoration efficiency.
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Figure 18. Comparative analysis based on cost function.
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Figure 19. Comparative analysis based on privacy.

Table 7. Statistical analysis based on utility.

Measures LA BFO ROA SSA SSO BSO SME-BSO Proposed
Mean 0.99924 0.99974 0.99917 0.99978 0.99909 0.99959 0.99991 0.99992
Best 0.99966 0.99989 0.99923 0.99985 0.99911 0.99967 0.99998 0.99999
Median 0.99905 0.99971 0.99922 0.99985 0.9991 0.99967 0.99998 0.99998
Worst 0.99905 0.99905 0.99905 0.99905 0.99905 0.99905 0.99905 0.99905

Table 8. Statistical analysis based on privacy.

Measures LA BFO ROA SSA SSO BSO SME-BSO Proposed
Worst 0.94282 0.94341 0.94341 0.94282 0.94341 0.94282 0.94282 0.94281
Best 0.94344 0.94388 0.94384 0.94382 0.94344 0.94344 0.94411 0.9468
Mean 0.94344 0.94375 0.94359 0.94351 0.94342 0.94289 0.94369 0.9462
Median 0.94327 0.94388 0.94344 0.94382 0.94341 0.94282 0.94411 0.9468

5. Conclusions

This paper presents a new blockchain-based privacy preservation framework for
ensuring the safety of the supply chain management system. Here, the PCGS optimization
technique is used to develop an ideal key, which is then used to sanitize the original
logistics data that was collected from the manufacturer. More specifically, when uploading
all of the cleaned data over a single blockchain, there is a risk of unauthorized access
and data swarm that slows down the system. Additionally, the sanitized data from the
sender is sent here via several sub-chains to the authorized parties. The original data
is recovered from the sanitized data at the other end. Both the data sanitization and
restoration procedures rely heavily on key generation, which must be properly selected.
With the aid of the PCGS optimization algorithm, the key utilized for data sanitization in
this case is optimally created. By using the right key, the provider can access the original
data and recover the sensitive information. For analysis, the original SCM data, such as
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“SCMS_Delivery_History_Dataset” and “Dataset of Supply Chains used by the company
DataCo Global” have been used to validate and compare the results of the proposed
blockchain-enabled PCGS privacy preservation model. Provisioning, manufacturing, sales,
and corporate distribution are areas with significant registered operations that can be
used with machine learning algorithms and software. The performance and results of the
proposed privacy preservation framework are validated by using different parameters,
including key sensitivity, sanitization efficiency, restoration efficiency, correlation coefficient,
etc. From the observed results, it is concluded that the PCGS-based privacy preservation
model provides improved outcomes over those of the baseline models, with improved
efficacy. Due to privacy and security issues, supply chain experts may not be willing
to disclose crucial information, since they see information confidentiality as key to their
competitive advantage. Through participant anonymity, the blockchain upholds the privacy
of the information that is transparently stored. Even if the participants’ identities are
unknown, shared transactional information may improve supply chain performance. The
privacy preservation model is a crucial part of the business information system and can give
organizations a competitive edge by enabling them to maintain a secured and legal supply
chain. However, the proposed PCGS-based privacy preservation model has the following
major challenges: it restricts the capacity to precisely gather, maintain, and query data
for product identification and tracking. Moreover, due to the necessity of maintaining the
complete history of all blocks and transactions across all blockchain network participants,
the blockchain has a limited storage capacity. Furthermore, the efficiency and traceability
of supply chains systems is constrained by the requirement to secure the confidentiality,
privacy, and dependability of tracking data. High resilience is achieved by eliminating
central processing and having every party maintain a local copy of the entire set of traceable
data. Although reporting can be conducted against local instances of the data, since data
connection across distributed data stores is a fundamental component of blockchain design,
the availability of the data is constrained by the rate at which it spreads. In other words,
the ability to report the current condition is constrained by the delay.

In the future, the present work can be enhanced by implementing this system in a
real-time application.
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