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Abstract: Underwater wireless sensor networks (UWSNs) are comprised of sensor nodes that are
deployed under the water having limited battery power and other limited resources. Applications
of UWSN’s include monitoring the quality of the water, mine detection, environment monitoring,
military surveillance, disaster prediction, and underwater navigation. UWSNs are more vulnerable
to security attacks as compared to their counterparts such as wireless sensor networks (WSNs). The
possible attacks in UWSNs can abrupt the operation of entire network. This research work presents
the analysis of relevant research done on security-based schemes in UWSNSs. The security-based
schemes are categorized into five sub-categories. Each technique in each category is analyzed in detail.
The major contribution in each security-based scheme along with technique used, possible future
research issues and implementation tool are discussed in detail. The open research issues and future
trends identified and presented in this research can be further explored by the research community.

Keywords: security; encryption algorithms; secure routing; key management schemes

1. Introduction

The ocean covers more than 70% of the planet, making underwater wireless sensor
networks (UWSNSs) highly significant. In the past ten years, UWSNs have received consid-
erable attention [1,2]. Sensor nodes in UWSNs communicate with each other to determine
the most suitable path based on certain selection criteria. This path is then used to transfer
data from the bottom of the water to the surface and beyond. UWSNs serve a range of
purposes underwater, including resource exploration, information exchange, surveillance,
and disaster prevention [3—-6]. Environmental sustainability in UWSNSs is important be-
cause communication technologies have significant impact on wildlife [7]. UWSNSs differ
significantly from wireless sensor networks (WSNs) because of their limited resources.
Additionally, the environmental challenges associated with UWSNSs are distinct from those
found in WSNs [8].

There are numerous challenges associated with communication in UWSNSs, leading to
unpredictable outcomes [9]. The characteristics of the underwater environment, such as
scattering, high attenuation, and absorption, render radio wave communication unfeasible.
Instead, acoustic communication is the preferred method for data transmission in UWSNSs.
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However, the limited spectrum of useful frequencies available for acoustic waves imposes
a range limitation [10]. Unlike radio communication, acoustic communication is much
slower, with a propagation speed of only 1500 m/s, resulting in long end-to-end and
propagation delays within the UWSNs environment. The available bandwidth for acoustic
communication is also limited, being below 100 kHz. Although sensor nodes in UWSNs
are typically considered static, they can move at speeds ranging from 1 to 3 m/s [8,11-13].
The architecture of UWSN:Ss is illustrated in Figure 1.
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Figure 1. UWSNs architecture.

Figure 1 reflects the basic architecture of UWSNs environment, whereas A, B,C ... O
are the sensor nodes deployed in UWSNs environment. The communication among sensor
nodes in UWSNSs environment is multi-hop which means the data reach from source to
sink via multiple sensor nodes. The communication in underwater environment is acoustic
whereas the communication between sink nodes is via radio waves.

UWSNs Applications

UWSNSs have a diverse range of applications, including monitoring, military, disaster
prevention, assisted navigation, and sports, as shown in Figure 2. In UWSNs, monitoring
involves the deployment of sensor nodes to monitor the physical environment, which
is further classified into water quality, exploration, and habitat monitoring. Exploration
includes natural resources, pipelines, and cables, while habitat monitoring includes marine
life and fish farms. Disaster prevention applications of UWSNs include flood, oil spill and
volcano, earthquake, and tsunami monitoring. UWSNSs also have military applications,
which are further classified into mines, submarines, and surveillance [14-28].

Graphical classification of UWSNs can be broadly categorized into three types: net-
work architecture, deployment strategy, and communication protocol. Network architecture
can be further classified into centralized, distributed, and hybrid. The deployment strategy
of UWSNSs can be classified into static and mobile. The communication protocol of UWSNs
can be classified into three types: acoustic, optical, and hybrid [14,29].

Rest of the research paper is structured as follows: Section 2 includes detail regarding
related surveys; motivation of research is discussed in Section 3; challenges in UWSNs are
discussed in Section 4; Section 5 is regarding security in UWSNSs; research contribution on
security in UWSNSs are discussed in detail in Section 6; Section 7 includes detail discussion
on current challenges and future trends; Section 8 contains conclusion.
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Figure 2. UWSNSs applications [14].

2. Related Surveys

There are some related research articles and surveys published by the research commu-
nity so far. The researchers in [30-32] conducted a survey on the applications and challenges
of UWSNSs. The authors in [33] conducted a survey on advances and challenges in UWSNS.
The research conducted in [34] focused on security challenges and applications for UWSNs
environment. Authors in [35] conducted survey on the challenges and techniques in un-
derwater localization; authors of [36] explored the architectural challenges in UWSNSs;
authors of [37] discussed the challenges and security issues in UWSNSs; authors of [38]
discussed the issues and challenges regarding the implementation of UWSNSs; authors
of [39] conducted survey on security infrastructure for UWSNs; authors of [7] conducted
survey on UWSNs and discussed open research challenges; an exhaustive study on UWSNs
modems is presented in [40]; the classification of UWSNs modems, analysis, as well as
design challenges are presented in [41]. The researchers in [42—46] conducted a survey on
routing protocols in UWSNSs; authors of [47] conducted a survey on multi-path routing
protocols for UWSNSs. The research conducted in [48] conducted a survey on security issues
in UWSNSs. They focused on attacks and defenses. They analyzed in detail the possible
attacks on node, attacks on data, and attacks on network. The authors in [49] conducted a
survey on security in UWSNSs; authors of [50] conducted a survey on security attacks in
UWSNSs. They discussed the characteristics and vulnerabilities of UWSNs. They discussed
the possible attack and their countermeasures in UWSNs. The attacks include jamming
attack, wormhole attack, swallow hole attack, and sybil attack. They also mentioned the
security requirements and security challenges for UWSNs environment.

3. Motivation

So far, the focus of research community in UWSNs addressed the energy efficiency-
related issues due to the built-in and limited lifetime of sensor node’ battery. The researchers
in [51-60] focused on energy efficiency in routing protocol for UWSNs; authors of [61]
focused on energy-efficient MAC as well as routing protocols for sustainable UWSNSs.
Security in UWSNs plays an important role and it cannot be ignored. There are some
research articles published by the research community that addressed security in UWSNs
but analysis of security-based schemes in UWSNSs is not yet addressed by the research
community. Therefore, to address the security in UWSNSs this research includes analysis of
the relevant research done on security in UWSNs. The research work done on security in
UWSNs is divided into different categories such as key management schemes, encryption
schemes, secure routing schemes, frameworks/models, and secure mac algorithms for
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UWSNSs environment. Each mechanism in the mentioned categories is analyzed in detail.
The major contribution made in each research, along with the attack types addressed
and simulation environment are analyzed in detail. Research articles from reputed jour-
nal/conferences and relevant to above five sub-categories are analyzed in this research.
This research will help the research community to evaluate the research contribution on
security in UWSNSs. To the best of our knowledge this is the first research work regarding
analysis of security-based schemes in UWSNs environment.

4. Challenges in UWSNs

The UWSNSs environment presents several challenges, such as noise, channel attenua-
tion, limited bandwidth, acoustic wave speed, short network lifespan, MAC issues, channel
utilization, localization, routing difficulties, and packet size selection [62,63].

4.1. Underwater Noise

Underwater communication quality is adversely affected by the presence of underwa-
ter noise, which leads to a preference for paths with lower noise levels. This noise can be
divided into two categories—human noise and ambient noise. Human noise is generated
by activities such as the use of heavy machinery, fishing, shipping, aircraft, sonar, and
military operations, and can even be caused by human beings themselves [63]. Ambient
noise, also known as background noise, is also a contributing factor. It is important to
address these issues to improve underwater communication. The ambient noise in the
underwater environment is usually constituted by the following four components such as
thermal noise (Ny,), wave noise (Nyy), shipping noise (Ng), and turbulence noise (Ngy,) [64].
These noises are modeled in Equation (1).

N= Nth + Ny + Nsh + Ntb (1)

4.2. Channel Attenuation

The channel attenuation is defined as the wave energy that is converted into heat
energy and absorbed by the medium that has been used. The heat is absorbed by the under-
water environment. Attenuation is direction proportional to distance and frequency [65].
The channel attenuation in UWSNSs is due to the absorption loss and it significantly reduces
the strength of signals. Due to the channel attenuation, it becomes severely difficult while
extracting the desired data from the signal at the destination [64]. The channel attenuation
is modeled as shown in Equation (2).

A(d, f) = Aod* a(f)? 2)

where A, is constant known as normalizing constant, k represents the factor such as
spreading factor, a(f) is known as the absorption coefficient.

4.3. Limited Bandwidth

The medium of underwater communication is harsh; therefore, specific frequencies of
the acoustic spectrum can be used for carrying information [64]. The available bandwidth
becomes restricted due to which there are restrictions regarding the design of the acoustic
systems. The bandwidth in acoustic communication is very limited. The routing protocol
in the UWSNSs has to consider the limited bandwidth and have to select the optimal path
for the delivery of the packets to the destination. The transmission range of applications in
underwater communication is inversely proportional to the bandwidth [64].

4.4. Speed of Acoustic Waves

The speed of the acoustic waves in underwater communication is significantly less
as compared to the radio waves in traditional WSNs. Moreover, the speed of acoustic
waves in underwater communication varies with temperature, salinity, and depth of the
water. Due to the variation in speed of acoustic waves, there is also variation in the time
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taken for the delivery of data. The speed of acoustic waves is very significant in some
critical applications such as rescue operation, military surveillance, disaster prediction, and
disaster prevention etc., [62,66].

4.5. Shorter Network Life Time

The limited battery power of the sensor node in UWSNSs results in a short lifetime [67].
The replacement of battery in sensor node deployed under the water is not an efficient
solution. Due to the depletion of battery power of sensor nodes, the dead nodes are
increased in UWSNSs which significantly degrades the performance of the network [62].

4.6. Channel Utilization

The design of highly utilizing channel is a challenging task due to the characteristics
of UWSNs environment. The characteristics of UWSNs environment include multipath
propagation which causes phase fluctuations and fading. Due to the movement of sensor
and receiver nodes, another problem is observed known as doppler effect. Underwater
noise and speed of sound etc., are other factors that influence the acoustic channel’s
performance [68].

4.7. Routing Issues

Energy saving is the major issue that affects UWSNSs. The mobility of nodes in UWSNs
environment is another challenge. There are different routing protocols for land-based
sensor networks but due to the mobility of nodes and rapid change in the topology the
routing protocols of sensor networks are not suitable for UWSNs environment [69]. Routing
is the main concern of almost all categories of networks. The routing protocols are used for
discovering and maintaining paths for the transmission of data [70]. Energy efficiency and
secure routing are challenging areas of research in UWSNs environment.

5. Security in UWSNs

The communication in UWSNSs is under the water and public due to which it is possible
for an adversary to compromise the security in UWSNSs. The sensor nodes in UWSNs are
vulnerable to different security attacks. Therefore, security should be the main concern
while designing any mechanism for UWSNs. The communication in UWSNSs is done using
acoustic channel in which the bandwidth is low, and latency is high. Due to the features of
acoustic channels in UWSNSs, the energy consumption is more in acoustic communication
as compared to radio waves in WSNs. The security mechanisms designed for WSNs
cannot be used in UWSNs because the resources are limited in UWSNs environment.
Therefore, energy consumption should be considered while designing security mechanisms
for UWSNSs [71-73].

5.1. Security Requirements in UUWSNs

The basic requirements of security in UWSNs environment are authentication, confi-
dentiality, integrity, and availability [71,72].

5.1.1. Authentication

Authentication refers to the identification of sensor node. If there is no authentication,
then the malicious node can participate in the operations of UWSNs and can abrupt the
operations. If the malicious node obtains ID information and packet information through
wiretapping, then the data can be compromised by the falsification of data [72-74].

5.1.2. Confidentiality

Confidentiality refers to the encryption of data communicated between sensor nodes
in UWSNS. If the data communicated among sensor nodes in UWSNs are not encrypted,
then malicious nodes can capture and retrieve the data. Therefore, proper encryption
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should be used in UWSNs environment so that if the malicious nodes capture the traffic
still it cannot be useful because it will be in encrypted form [72,73].

5.1.3. Integrity

Integrity ensures that the data has not been modified by the adversaries. Moreover,
in UWSNs integrity refers to identifying tampering of data communicated among sensor
nodes in UWSNSs. There are some applications of environmental preservation such as
monitoring the quality of water relying on the integrity of the data [72,73,75].

5.1.4. Availability

It means that the system should be able to provide services even when the network is
under attack by malicious nodes. Moreover, the data should be available according to the
need of the legitimate users. DoS attack affects the availability due to which time-critical
applications such as predictions of the seaquakes are badly affected [72,73].

5.2. Security Attacks in UWSNs

Security attacks can be launched in UWSNs environment. The first possibility is to
attack the sensor node, but it is least likely due to the difficulty in accessing the sensor
node deployed under the water. The second possibility is to attack the protocol used
for communication in UWSNSs. If during attack the protocol used for communication is
compromised, then it has impact on the whole network [76]. The research work in [77],
focused on the classification of DoS attack in UWSNs environment. The attacks can be
generally divided into two broad categories such as passive attacks and active attacks.
There are some attacks possible in UWSNSs. These attacks include but are not limited to
jamming attack, wormbhole attack, sinkhole attack, acknowledgement spoofing attack, sybil
attack, and selective forwarding attack etc., Some of these attacks are briefly discussed
as follows.

5.2.1. Jamming Attack

In jamming attack, the attackers interrupt the communication among sensor nodes.
This jamming attack works by sending useless signals to the genuine sensor nodes by
utilizing the same band of frequency. Since UWSNs uses a narrow frequency band therefore,
UWSNSs environments are more vulnerable to the jamming attack [76,78].

5.2.2. Wormbhole Attack

In wormbhole attack, the malicious node creates a connection at two points in a network.
The malicious node receives some packet at one end and transfers them to the other end
of the wormhole by utilizing out of band connection and then these packets are injected
again in the network. Due to the presence of wormhole attack, the wormhole links will be
selected by protocols for communication because these links appear as shorter links. The
consequences of wormhole attack can be traffic captured, dropped, and modified by the
attacker [73,79].

5.2.3. Sybil Attack

In this attack an attacker with multiple identities pretends to be at multiple places at
the same time. Authentication as well as position verification mechanism can be used to
detect such type of attack but position verification in UWSNs can be a challenging task due
to the mobility of sensor nodes [73].

5.2.4. Selective Forwarding Attack

In this attack instead of forwarding all messages the malicious nodes drop some
messages. Authentication and multipath routing can be used to handle such type of
attack [73].
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5.2.5. Sinkhole Attack

In this type of attack malicious node deceives the neighbor nodes by advertising itself
as the best route toward the base station. The neighbor nodes are deceived because they
use the route of malicious node frequently. The malicious node can damage the operation
of network by tampering the data [73].

5.2.6. Acknowledgement Spoofing Attack

In this attack the malicious node overhears the packets which are sent by the neighbor
nodes. By utilizing the available information, the malicious node spoofs the acknowledg-
ment of link layer for the purpose of injecting weak link or shadow zone link [73,80].

5.2.7. Hello Flood Attack

In this attack, a sensor node receives packets from the malicious node may interpret
the adversary is in the neighborhood. This assumption is not correct if high power is used
for transmission by the adversary. In order to protect against such attack bidirectional link
verification mechanism can be used. Moreover, authentication is also a possible means of
defense [81].

6. Research Contributions on Security in UWSNS

There are some research articles contributed by the research community in UWSNs but
some of them focused on routing protocols for UWSNs and some focused on other problems
in UWSNSs. To the best of our knowledge this is the first research article that addressed
security-based schemes in UWSNSs. The research focus of this research is to address the
relevant research work done so for on security in UWSNSs. The research contribution on
security-based schemes in UWSNSs is divided into five categories as reflected in Figure 3.

Security-based
Schemes in UWSNs

l l l l

Key Management Encryption . Secure MAC Theoretical
Schemes for Algorithms for Secur;\l;;ast;\tllng for Protocols for Frameworks for
UWSNs UWSNs s UWSNs UWSNs

Figure 3. Classification of security-based schemes in UWSNS.

6.1. Key Management Schemes for UWSNs

This section includes analysis of different key management schemes proposed by the
research community for UWSNs environment. The analysis is also presented in tabular
form in Table 1.
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Table 1. Analysis of different key management schemes for UWSNS.

Technique Issue Addressed Major Contribution Attack Type Implgmentahon
Environment
Development of a computationally
efficient online/ offline signature Provide protection
. scheme that is specifically tailored to . P .
Computationally . . - against node compromise
Efficiont Sienature Secure and efficient the requirements and constraints of attack and message
Sch emegfor signature schemes UWSNSs. The scheme is shown to modification attacl;gb MATLAB
in UWSNSs. reduce the computational overhead of 4 . Y
UWSNs [82] signature verification by up to 90% providing data 1.nfcegr1ty
compared to traditional and authenticity.
signature schemes.
Resistance against different active
Kev agreement Energy efficient key attacks. Produced good results Resist against sybil
Yy as agreement mechanism  regarding networks performance and attack, spoofed attack, System

mechanism for
UWSN:s [83]

having less overhead

security. Energy consumption of

node replication attack,

level implementation

designed for UWSNE. low-performance nodes and replay attack.
significantly reduced.
When some of the sensor
Key distribution Addressed the key Two mobility models meandering and r:a(ziclfesr:;f C?l}:;l;zesiizﬁjn Visual studio 2010 and
scheme for Mobile distribution problem nomadic. Better performance in terms P y . Y p .
UWSNS [84] of UWSNs of security performance is good. C# for coding
' ' Reduces the number of
links compromised.
Evaluated three different digital
End-to-End signature schemes such as ZSS, . .
authentication Adf:lres.,sed the ECDSA and BLS. It is observed that Resist against Implementation tool
. authentication problem . attacks on end-
mechanism for of UWSNs environment using short as well as aggregate to-end authentication not used.
UWSNs [85] ’ signatures have main role in the ’
energy efficiency in UWSNS.
A new communication architecture is
Cluster Based Key Addressed the mobility proposed to handle the mobility of Minimize the effect of

Management Scheme

for UWSNSs [86]

and security issues in
UWSNs environment.

sensor nodes efficiently. CKP
provides authentication,
confidentiality, freshness,

self-compromised node
and resist against
insider threats.

Implementation tool is
not mentioned.

and integrity.

6.1.1. Computationally Efficient Signature Scheme for UWSN5s

Authors in [82] proposed signature scheme that is a computationally efficient on-
line/ offline signature scheme designed for use in underwater wireless sensor networks
(UWSNE). The scheme uses elliptic curve cryptography (ECC) and a batch verification
technique to reduce the computational overhead of signature verification. The primary
issue addressed by the paper is the need for secure and efficient signature schemes in
UWSN:s. Traditional signature schemes are not well-suited for UWSNs due to the limited
computational resources and energy constraints of underwater sensor nodes. The major
contribution of the paper is the development of a computationally efficient online/offline
signature scheme that is specifically tailored to the requirements and constraints of UWSNS.
The scheme is shown to reduce the computational overhead of signature verification by up
to 90% compared to traditional signature schemes. The paper discusses several types of
attacks that can be launched against UWSNSs, such as node compromise attacks and mes-
sage modification attacks. The proposed signature scheme is designed to protect against
these attacks by providing data integrity and authenticity. The proposed signature scheme
can be implemented in any UWSN that uses ECC for signature generation and verification.
The scheme is specifically designed to be efficient in resource-constrained environments,
such as UWSNSs.

6.1.2. Key Agreement Mechanism for UWSNs

The researchers in [83] proposed the mechanism of key agreement for UWSNs en-
vironment. The proposed mechanism is novel and energy efficient. The key agreement
mechanism is proposed by considering the limited resources of UWSNs environment.
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The proposed mechanism bears minimum overhead and is specifically designed for the
UWSNSs environment. In the proposed mechanism the sensor nodes are grouped into
clusters to decrease the overhead of communication. The cluster head known as H-node in
each cluster is liable for the collection, aggregation, and sending of observing data. The
S-nodes are liable for observation as well as sending the observation data to H-nodes.
Among H-nodes and S-nodes, the H-nodes have larger capacity, stronger communication
and computation capacities, and high-performance nodes as compared to S-nodes. The
proposed key agreement mechanism can counterattack against sybil attack, replay attack,
node replication attack, and spoofed attacks etc. For enhancing the capability of the pro-
posed mechanism, the geographical as well as the identity are included to the private key
and public key of sensor node for resistance against attacks. The proposed mechanism
has less overhead because it did not adopt Tate pairing decomposition problems. The
nodes having high performance assist those nodes having low performance in computing
and communication tasks. The high-performance sensor nodes actively participate in the
computing and communication tasks and as a result the energy consumption significantly
decreases for low performance sensor nodes. According to the proposed mechanism, the
session key of the sensor node having low performance can be updated on periodical basis
to improve the robustness and security of UWSNs environment. The simulation results
demonstrate improved performance of the projected mechanism regarding security and
network performance. The proposed key agreement mechanism significantly reduced
energy utilization of the sensor nodes whose performance is not good.

6.1.3. Key Distribution Scheme for Mobile UWSNs

The research conducted in [84] offered key distribution scheme for UWSNs. The
proposed scheme is for the purpose of peer-to-peer communication in the mobile UWSNs.
Meandering and nomadic mobility models are utilized while carrying out this research. Me-
andering model is truthful because it relies upon the ocean movement. Vertical movement
is not considered in this model, and it is designed as a two-dimensional model. Mean-
dering model is hierarchical in structure and is used for big areas such as in kilometers.
The nomadic mobility model is three dimensional, hierarchical in nature. This mobility
model is suitable for limited areas on the seashore. In nomadic mobility model, the sensor
nodes are floated together to a location and afterwards each sensor node moves slightly
in random manner and independently. In the proposed scheme, the group moves to a
new location and afterwards each sensor node moves marginally to a new place. The
outcomes obtained in this research show some connectivity issues. The connectivity issue
arises due to mobility, but the proposed mechanism managed the issue of connectivity on
time. The scheme recommended in this research shows that when an adversary captures
some sensor nodes, the resiliency performance is still much better. Very few numbers of
links are compromised in this case. The produced results further reveal minimum energy
consumption as well as better security in the proposed scheme.

6.1.4. End-to-End Authentication in UWSNs

The researchers in [85] evaluated several digital signature schemes for UWSNSs. The
schemes are for end-to-end authentication and the evaluation is done on the basis of
consumption of energy. In this research the authors revealed that the traditional digital
signature schemes such as RSA are not suitable for UWSNs environment because there
is heavy computation involved in RSA and the nodes deployed in UWSNs have very
inadequate resources. The outcome of this study demonstrates that there are certain
schemes which performed good in WSNs environment, but it is not necessary that these
schemes will perform well in UWSNs because of the UWSNs unique characteristics. In
this research, the authors revealed some characters of the digital signatures schemes for
the purpose of suitability in the environment of UWSNSs. ZSS, ECDSA, and BLS are the
three digital signatures schemes which are evaluated in this research. The evaluation is
done based on consumption of power. The time of signature generation for ZSS, ECDSA,
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and BLS are 229 ms, 134 ms, and 302 ms respectively. The signatures size of ZSS, ECDSA,
and BLS are 21 bytes, 40 bytes, and 21 bytes respectively. This research concluded that
aggregate as well as signature short in size have the main role in the energy efficiency in
UWSNSs environment.

6.1.5. Cluster-Based Key Management Scheme for UWSNs

The research conducted by the authors of [86] addressed the mobility and security
issue in UWSNs environment. They proposed a cluster-based key management protocol
(CKP) for the UWSNSs environment. In the proposed scheme, different kinds of keys are
used in order to provide diverse security levels in the mobile atmosphere at different stages.
In hierarchical networks the sensor nodes make cluster of capable sensor nodes. New
communication architecture is proposed in this research and with the help of proposed
architecture the mobility of sensor nodes is handled efficiently. The effect of self-node
compromise is also minimized. CKP provides authentication, confidentiality, freshness,
and integrity. The results obtained in this research show that CKP is storage effective
as well as energy effective because the minimum number of keys are stored in a sensor
node. Moreover, in this research, survivability of CKP is investigated against different
security threats.

6.2. Encryption Algorithms for UWSNs

This section includes the analysis of different encryption algorithms proposed by the
research community for UWSNs environment. The analysis is also presented in tabular
form in Table 2.

Table 2. Analysis of encryption schemes for UWSNSs.

Technique Issue Addressed Major Contribution Attack Type Implgmentatlon
Environment
Proposed lightweight cryptographic
Addressed the issue of algorithm for UASNs environment.
. . . - Modification in AES to make it suitable Resist against brute AquaSeNT OFDM
Encryption scheme lightweight encryption for UAS P d oth 4
for UASNs [87] algorithm for or UASNSs. orce and other modem, computer-
Proposed mechanism provides good adverse attacks. based simulation.

UASNSs environment.

security with limited overhead and is
energy efficient.

Encryption scheme
for UWASNs [88]

Addressed suitability of
algorithms for
UWASNSs environment.

Discussed suitable algorithms for security
in UWASNs.
Authors suggested minimum amount of Resist against attacks on
overhead for data when applying security encryption in UWSNs.
in UWASNSs.
Recommended the use of CMVP algorithm.

Theoretical idea
provided in the
conducted research
and implementation
tool is not used.

Developed a lightweight cryptographic

Lightweight Addressed secure algorithm that is specifically tailored to the Resist against
cryptographic communication constraints and requirements of UANS. eavesdropping, message Python
Algorithm for in UASNs The algorithm is shown to provide a high modification, and y
UASNSs [89] ’ level of security while maintaining low impersonation attacks.

computational and energy costs.

6.2.1. Efficient Encryption Algorithm for UASNs

The research conducted in [87] recommended efficient cryptographic mechanism for
the protection of confidentiality as well as integrity in UASNs environment. Traditional
AES-128 is modified by utilizing an alternate approach. The S-Box which is used in the
traditional AES consumes more energy and therefore it is not suitable for the UASNs envi-
ronment. Therefore, in this research, instead of S-Box an 8 round block cipher algorithm
has been used in the UASNs environment. The mechanism proposed in this research
has resistance against brute force and some other attacks. The key space in the proposed
algorithm can be increased by changing the number of iterations rounds e.g., by raising
the value of iterations rounds from 8 to 10 the key space is further increased. The round
key is resistant to brute force attack. The authors in this research also proposed network
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architecture which is secure in nature for UASNs environment. The scheme that is recom-
mended is compared with the existing schemes such as Blowfish, AES-128, and PRESENT.
The outcomes obtained reveal that the recommended scheme is secure as well as energy
efficient compared to the other existing schemes. In this research encryption and decryption
are carried out using the proposed encryption algorithm and it has been observed that
the proposed encryption algorithm is secure. The simulation findings indicate that the
recommended encryption algorithm has produced less overhead and thus it is suitable for
UASNSs environment. In future the encryption algorithm proposed in this research can be
tested in real UASNs environment to check its efficiency in the real environment. Flow
chart of efficient encryption algorithm for UASNSs is reflected in Figure 4.

k. 4

One node obtains the plain
text and the group ID Kg*

h

send Kg'to the next node

Mext Mode Compares

Kg’ — Kg? Give up the link

Encrypt the plain text

l

Transfer thecipher text to the
next node in the network

Mo

he next node = destination
node

Decry pt the cipher text and
obtain the plain text

End

Figure 4. Flow chart of efficient encryption algorithm for UASNs [87].

6.2.2. Encryption Scheme for UWASNs

The researchers in [88] considered the security and requirements issues of the UWASNs
environment. For data confidentiality and integrity in UWASNSs environment there is a need
of proper security mechanism and algorithm. This research investigated the encryption
algorithm based on suitability for the UWSNs environment. The protocol stack of UWASNs
includes five layers such as (i) application layer, (ii) transport layer, (iii) network layer,
(iv) MAC layer, and (v) physical layer. The header is added at each layer when the data
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moves from the higher layer to the lower layer. The security header is included in the
encryption process which contains parameters of security for retrieving the data by the
receiver. The authors suggested utilizing the same key for encryption as well as decryption
due to the small key size in symmetric key. After adding the headers, the message is entered
to message authenticated code. Message integrity code (MIC) is utilized for ensuring the
authenticity of the message and shared key. Encryption is done to encrypt both message
and MIC. Receiver calculates and compares both MIC. The message is accepted if both the
values of both MIC are equal otherwise the message is discarded. It is recommended in this
research to use minimum overhead for security in UWASNs and recommended the use of
CMVP algorithm for it. Data encryption and decryption process is reflected in Figure 5.

HEADER DATA
NEW HEADER HEADER DATA
NEW HEADER HEADER DATA MIC
NEW HEADER ENCRYPTED DATA
NEW HEADER ENCRYPTED DATA
HEADER DATA MIC
HEADER DATA
DATA

Figure 5. Data encryption and decryption [88].

6.2.3. Lightweight Cryptographic Algorithm for UASNs

Research conducted in [89] proposed an algorithm that is a lightweight cryptographic
algorithm designed specifically for use in underwater acoustic networks (UANs). The
algorithm uses a combination of symmetric key cryptography, error-correcting codes, and
message authentication codes (MACs) to provide security for data transmission in UANS.
The primary issue addressed by the paper is the need for secure communication in UANs,
which are increasingly being used for a variety of applications such as oceanographic
research, underwater surveillance, and oil exploration. However, the unique properties of
UAN:Ss, such as high latency, low bandwidth, and unreliable communication channels, make
it challenging to implement traditional cryptographic algorithms. The major contribution
of the paper is the development of a lightweight cryptographic algorithm that is specifically
tailored to the constraints and requirements of UANs. The algorithm is shown to provide a
high level of security while maintaining low computational and energy costs. The paper
discusses several attacks that can be launched against UANSs, such as eavesdropping,
message modification, and impersonation attacks. The proposed algorithm is designed to
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protect against these attacks by providing data confidentiality, data integrity, and message
authentication. The proposed algorithm can be implemented in any UAN that uses acoustic
communication for data transmission.

6.3. Secure Routing for UWSNs

This section includes analysis of different secure routing schemes proposed by the
research community for UWSNs environment. The analysis is also presented in tabular
form in Table 3.

Table 3. Analysis of secure routing schemes for UWSNSs.

Technique Issue Addressed Major Contribution Attacks Imple.mentatlon
Environment
Developed a secure routing algorithm based on Resistant against packet
Secure routing in Addressed secure routing the AFSA-ACOA fusion technique that can des Sta agt? i pasicbgl MATLAB
UWSNSs [90] in UASNs. ensure the integrity, confidentiality, and t rokp pm%a aT S ti] lk
availability of data transmission in UASNs. atacks, and replay attacks.
Proposed secure routing for UASNs. Signature
. . . A The proposed scheme can
Secure routing scheme Addressed the issue of algorithm is proposed for authentication resist against forgery NS2 with UWSN's

for UASNs [91]

secure routing approach
for UASNSs.

between source and destination node. A
trap-door scheme is used for achieving
anonymity of the nodes.

attacks and improves the
overall security.

package Aqua-Sim

Secure energy efficient
and cooperative
routing for
UWSNSs [92]

Addressed the issue of
secure and energy efficient
routing approach
for UWSNSs.

Proposed secure and energy efficient routing
protocol for UWSNs. Minimum computations
are used considering the limited resources
of UWSNs.

The proposed scheme can
resist active attacks that
drop packets.

MATLAB

Securing UWSNs from
routing attacks [93]

Addressed combating
routing attacks in UWSNs
via distributed approach.

Proposed distributed approach for detecting and
mitigating the routing attacks in UWSNs. An
analytical model is proposed for the
said purpose.

Proposed mechanism can
detect wormhole and
sinkhole attack in UWSNSs.

Castalia simulator
based on OMNET++

Proposed protocols suite for secure neighbor

Se;;.;l;eof/\gghilralor se?iirﬁﬁeﬁbtgre cllsizgsvoefr discovery in UASNs. The proposed protocols Wormbhole resilient secure C++ programming
UASNs [}; 4] in % ASNG. y are based ons’iglre1 ;i;z;t}i)c;ro'l aocfh zilrrival (DoA) neighbor discovery language
The proposed scheme includes secure routing Proposed solution is
Secure communication Addressed the issue of protocol and cryptographic primitives. efficient for providing Experiments based on

Proposed protocols suite has limited power

integrity and

suite for UASNs [95] secure routing for UASNs. consumption and overhead that’s why it is confidentiality in UASNs real data
suitable for UASNS. against attacks.
Flooding attack in UWSN is simulated and its
Secure communication Addressed various DoS impact is analyzed on the performance of Various DoS attacks such as
in mobile UWSNSs [96] attacks in mobile UWSNEs. It has been concluded that techniques man in the middle attack, Aqua-Sim
UWSNSs environment. suitable for WSN environment are not suitable and flooding attack.
for UWSNs environment.
Developed the DOIDS intrusion detection
Addressed effective scheme, which is specifically designed to detect Provide protection against
An IDS for intrusion detection and mitigate attacks in OR schemes in UWSNs. selective forwarding
Opportunistic Routing schemes that can detect The scheme is shown to be effective in detecting attacks, sinkhole attacks, MATLAB

in UWSNS [97]

and mitigate attacks in OR
schemes in UWSNs.

and mitigating the effects of several types of
attacks, including selective forwarding attacks,
sinkhole attacks, and wormhole attacks.

wormbhole attacks, and
Sybil attacks.

6.3.1. Secure Routing in UWSNS5s

The authors in [90] propose a secure routing algorithm for underwater acoustic sensor
networks (UASNs) based on the adaptive firefly algorithm (AFSA) and ant colony optimiza-
tion algorithm (ACOA) fusion technique. The proposed algorithm uses AFSA to optimize
the selection of routing paths and ACOA to enhance the security of the selected paths. The
primary issue addressed by the paper is the need for secure routing in UASNs. Due to
the unique characteristics of the underwater acoustic channel, such as low bandwidth and
high error rates, traditional security measures are not effective in UASNs. Therefore, there
is a need for secure routing algorithms that can ensure the integrity, confidentiality, and
availability of data transmission in UASNs. The major contribution of the paper is the
development of a secure routing algorithm based on the AFSA-ACOA fusion technique
that can ensure the integrity, confidentiality, and availability of data transmission in UASNs.
The proposed algorithm is shown to be effective in optimizing routing paths while also
enhancing the security of the selected paths. The paper discusses several types of attacks
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that can be launched against UASNSs, including packet dropping attacks, Sybil attacks, and
replay attacks. The proposed secure routing algorithm is designed to protect against these
attacks by ensuring the integrity and confidentiality of data transmission in UASNs. The
proposed secure routing algorithm can be implemented in any UASN that uses acoustic
communication for data transmission. The algorithm is specifically designed to be effective
in the presence of various types of attacks, making it suitable for use in a wide range of
UASN applications. The algorithm can be implemented using a range of hardware and
software platforms, depending on the specific requirements of the application.

6.3.2. Secure Routing Scheme for UASNs

The researchers in [91] designed secure routing scheme for UASNs environment. Since
establishment of the trusted third party is difficult in UASNSs therefore a short signature
algorithm is suggested for the purpose of secure route establishment among source and the
destination node. The authors proposed signature scheme which improves security and
can resist attacks such as forgery attacks. The proposed scheme does not require an online
trusted third party. For achieving anonymity among sensor nodes, the authors presented
a trapdoor scheme. With the help of digital signature as well as bilinear map trap door
the suggested routing approach in this research achieves anonymity as well as two-way
authentication between origin and target nodes, evades the problem of identity deception
among the sensor nodes and delivers security for the interaction in UASNs environment.
The trap door in the suggested scheme reduces the overhead for managing pre-shared
keys in large numbers. One hash operation as well as one bilinear mapping is included
in opening trap door. For performance evaluation of the suggested scheme, simulations
were done using NS2 simulator with UWSNss simulation package known as Aqua-Sim.
Performance comparison is done with GPNC and LB-AGR using throughput, energy
consumption and PDR. The results show improved performance of the proposed scheme
regarding security and network performance. The secure routing scheme for UASNSs is
reflected in Figure 6.

Through encoding the session IDs by neighbor
nodes, intermediate nodes are anonymous

Encoding

. Encoding Encoding
session 1D

session 1D session D
Intermediate Intermediate
node m node y

Through trap-door design, communication parties
are anonymous for intermediate nodes

node

Trap-door Trap-door Trap-door

Two way authentication

Routing request Routing response

Digital Signature

Scheme

Figure 6. Secure routing scheme for UASNs [91].

6.3.3. Secure Energy Efficient and Cooperative Routing Scheme for UWSNs

Authors in [92] proposed secure energy efficient and cooperative routing (SEECR)
protocol for UWSNs environment. SEECR efficiently utilizes energy consumption and has a
built-in defense mechanism. Performance comparison of SEECR is carried out with AMCTD
using different performance evaluation parameters. The results obtained revealed that
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SEECR protocol beats AMCTD protocol in terms of all performance evaluation parameters.
The results revealed that the performance of SEECR is better as compared to AMCTD.
SEECR shows 9% improvement in number of alive nodes, reduces transmission loss more
than 50%, up to 9% improvement in throughput, reduces energy tax up to 23%, and reduces
end-to-end delay by 25%.

6.3.4. Securing UWSN’s from Routing Attacks

Authors in [93] suggested distributed mechanism to combat specific attacks related to
routing in UWSNSs environment. The proposed mechanism can detect active and internal
attacks on routing protocols such as sinkhole and wormhole attack. Silent monitoring
and detection are the two phases used in the proposed mechanism. For mitigation and
detection, the sensor nodes overhear the messages of neighbor sensor nodes. Immediately
after deployment, each sensor node discovers the neighbor using secure neighbor discovery
protocol. The purpose of tracking the activities of neighbors is to detect malicious activities
in UWSNs. The consequence of the sinkhole attack is that it can tamper as well as drop
the received packets. The solution proposed in this research can detect sinkhole attack
by comparing the outgoing as well as the incoming traffic of each neighbor sensor node.
If the malicious node has dropped or tampered the packets, then the signatures will not
match and in this way an attack will be detected. The mechanism proposed in this research
can detect active attack but cannot detect passive attack such as if the malicious node
captures the traffic for analysis but do not tamper or drop it then the proposed mechanism
cannot detect such type of attack. The proposed mechanism can also detect out of bound
as well as encapsulated wormhole attack by checking the signatures. When a malicious
node is detected in UWSNs environment then the malicious node is separated using
isolation scheme from the network. As a result, the malicious node cannot participate in
the activities of the UWSNs and cannot abrupt the routing operation. The idea presented in
this research has been implemented using Castalia simulator which is based on OMNET++.
In future this research can be extended by designing mechanism for other attacks in the
UWSNs environment. Figure 7 reflects the two types of Wormhole attack such as an
encapsulated attack channel and out-of-band attack channel. The attacker nodes A and B
can communicate despite having more distance among them. Figure 8 reflects Sinkhole
attack in which the attacker node is sending the received packets to the base station.

|

0 0
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A

.S,

: .

- M i L **** i

Figure 7. Wormhole attack [93].
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Figure 8. Sinkhole attack [93].

6.3.5. Secure Neighbor Discovery in UASNs

The authors in [94] suggested a scheme of secure discovery of neighbors in UASNs
environment. In a hostile environment, the attacker can launch wormbhole attack such as the
discovery of neighbor is susceptible to wormhole attack. Consequences of the wormhole
attack are undesirable results, and these consequences cannot be resolved by cryptographic
approaches. This research proposed a suite of protocols which performs secure discovery
of neighbor that is resilient to wormhole in UASNs. The recommended protocols in this
research are established on the direction of arrival signals approach. The proposed scheme
has the capability to resist wormhole attacks. The proposed scheme consists of the following
four protocols: (i) B-NDP requires two nodes in neighbor discovery, (ii) DV-NDP has the
requirement of three nodes, (iii) SDV-NDP improves DV-NDP and (iv) MA-NDP which
accommodate the mobility of node. The evaluation results of the following four protocols
are as follows: (i) B-NDP has the capability to stop fake neighbors from establishing
neighbor relationship with extremely high-level probability. The genuine neighbors can
find out each other in B-NDP. (ii) DV-NDP has the capability to stop fake neighbors from
establishing neighbor relationship with probability near to 1 and with few links lost as
cost. (iii) SDV-NDP has the capability to identify every wormhole, but the link lost is
much in SDV-NDP as compared to DV-NDP. (iv) MA-NDP has the capability to detect
wormbhole links which are randomly positioned with high probability and can manage node
mobility. B-NDP and MA-NDP protocols are appropriate for those applications having
connectivity as well as end-to-end delay as their main concern. They are also appropriate
for an environment having low density. DV-NDP and SDV-NDP protocols are proper for
those applications that have high-level density of node and wormhole resilience needs.

6.3.6. Secure Communication Suite for UASNs

The authors in [95] suggested a security suite which consists of static as well as mobile
sensor nodes for UASNs environment. The purpose of the security suite is to achieve
confidentiality and integrity in the UANSs environment. The security suite includes secure
routing protocols and cryptographic primitives. The researchers first proposed FLOOD
protocol. The secure version of the mentioned protocol is introduced known as the secure
flood (SeFLOOD). The performance evaluation of SeFLOOD protocol was carried out
to evaluate the amount of overhead added to FLOOD protocol to make it secure. The
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testbed is comprised of two nodes that are fixed i.e., FN1 and FN2, gateway (GW), two
unmanned aerial vehicles (UAVs) such as FLG1 and FLG2 as shown in Figure 9. The
results of experiments reveal suitability of the proposed suite for UASNs environment.
The proposed suite bears less communication overhead and power consumption. The
following are the key accomplishments of the proposed protocol suite. (i) The proposed
suite is efficient because of the limited effect of the cipher text expansion. (ii) The discovery
phase of the secure protocol produces less additional overhead i.e., 6% as compared to the
unsecure protocol. (iii) The phase of reconfiguration in the secure protocol did not produce
extra overhead as compared to unsecure protocol. (iv) Lampson’s recommendations for
the design of the computer system have been followed in the design of secure protocol.

Figure 9. Testbed [95].

6.3.7. Secure Communication in Mobile UWSNs

Researchers in [96] focused on DoS attack. Classification of the DoS attack includes
flooding, man-in-the-middle (MITM), as well as demolishing attack. MITM attack in
UWSN s captured the data transferred among sensor nodes. The possible MITM attacks
in UWSNs environment are selective forwarding, wormhole, and sybil attack. Inside
flooding attack, the malicious node(s) causes congestion by sending stream of packets
to the base station. The flooding attack worsens the performance of entire network in
UWSNSs environment. Demolishing attack in UWSNSs includes modifying or tampering
the configuration of sensor node which results in the destruction of the entire network.
Physical security plays an important role in the demolishing attack. The mobile sensor
nodes in UWSNs environment face issues such as out of coverage issue and false neighbor
identification issue. In this research, the authors used Aqua-Sim for simulation. The results
obtained show that due to the performance variation among mobile UWSNs and WSNs
the security mechanism suitable for mobile WSNSs is not suitable for mobile UWSNs. The
possible future work of this research can be designing secure UWSNs with intelligent
sensor nodes and self-localization for combating DoS attacks in mobile UWSNs.

6.3.8. An IDS for Opportunistic Routing in UWSNs

Research conducted in [97] proposes a novel intrusion detection scheme called DOIDS,
which is based on the density-based spatial clustering of applications with noise (DBSCAN)
algorithm. DOIDS is designed to detect and mitigate attacks on opportunistic routing (OR)
schemes in underwater wireless sensor networks (UWSNs). The primary issue addressed
by the paper is the need for effective intrusion detection schemes that can detect and
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mitigate attacks on OR schemes in UWSNSs. Traditional intrusion detection schemes are not
well-suited for UWSNs due to the unique challenges posed by the underwater environment.
The major contribution of the paper is the development of the DOIDS intrusion detection
scheme, which is specifically designed to detect and mitigate attacks on OR schemes
in UWSNSs. The scheme is shown to be effective in detecting and mitigating the effects
of several types of attacks, including selective forwarding attacks, sinkhole attacks, and
wormbhole attacks. The paper discusses several types of attacks that can be launched against
OR schemes in UWSNS, including selective forwarding attacks, sinkhole attacks, wormhole
attacks, and Sybil attacks. The proposed DOIDS scheme is designed to protect against
these attacks by detecting and mitigating their effects. The proposed DOIDS scheme can be
implemented in any UWSN that uses OR for data transmission. The scheme is specifically
designed to be effective in the presence of both random and targeted attacks, making it
suitable for use in a wide range of UWSN applications. The scheme can be implemented
using a range of hardware and software platforms, depending on the specific requirements
of the application.

6.4. Frameworks/Models for UWSNs

This section includes analysis of different frameworks/models proposed by the re-
search community for UWSNs environment. The analysis is also presented in tabular form
in Table 4.

Table 4. Analysis of frameworks/models for UWSNs.

Technique Issue Addressed Major Contribution Attack Type Imple_mentatlon
Environment
Developed a fault-tolerant trust
model that is specifically tailored to Provide protection
Addressed theneed  the requirements and constraints of against node
Fault-Tolerant . .
for a fault-tolerant UASNSs. The model is shown to be compromise attacks,
Trust Model for . - e - - MATLAB
UASNSs [95] trust model effective in detecting and mitigating  selective forwarding
for UASNSs. the effects of both isolated and attacks, and
coordinated attacks, as well as wormhole attacks.
sensor node failures.
Resistant against sybil
coﬁggiﬁjﬁ ¢ Proposed security framework called ?lngik;t};;lcll?
Security . Janty, SecFUN for UASNs. The proposed ’ .
integrity, . . . acknowledgement Gumstix verdex
framework for .o secure version of CARP is efficient .
authentication, and . . spoofing, replay attack, pro platform
UASNSs [99] e in terms of energy efficiency as well : .
non-repudiation as latenc exhaustion, selective
in UASNS. ¥ forwarding attack, and
sinkhole attack.
Addressed the trust Proposed TCM trust model Proposed mechanism
TCM for establishment for UWSNS. p -
. detects malicious MATLAB
UWSNSs [100] problem among The performance of TCM is much sensor node in UWSNs
nodes in UWSNSs. better than LCT and CBTM models. '

6.4.1. Fault-Tolerant Trust Model for UASNs

The authors in [98] proposed a fault-tolerant trust model that is designed to provide
secure and reliable data transmission in underwater acoustic sensor networks (UASNSs) in
the presence of hybrid attacks. The model uses a combination of trust evaluation and fault-
tolerant data fusion to detect and mitigate the effects of malicious nodes in the network.
The primary issue addressed by the paper is the need for a fault-tolerant trust model
that can provide secure and reliable data transmission in UASNSs, even in the presence
of hybrid attacks. Traditional trust models are not well-suited for UASNs due to the
unique challenges posed by the underwater environment. The major contribution of the
paper is the development of a fault-tolerant trust model that is specifically tailored to the
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requirements and constraints of UASNs. The model is shown to be effective in detecting
and mitigating the effects of both isolated and coordinated attacks, as well as sensor node
failures. The paper discusses several types of attacks that can be launched against UASNSs,
including node compromise attacks, selective forwarding attacks, and wormhole attacks.
The proposed trust model is designed to protect against these attacks by providing secure
and reliable data transmission, even in the presence of malicious nodes. The proposed
trust model can be implemented in any UASN that uses acoustic communication for data
transmission. The model is specifically designed to be fault-tolerant and able to operate
in the presence of both random and targeted attacks, making it suitable for use in a wide
range of UASN applications.

6.4.2. SecFUN

The authors in [99] proposed a security framework named SecFUN for UASNs. The
proposed framework implements advanced encryption standard (AES) in Galois counter
mode (GCM) and digital signature algorithms which are short i.e., ZSS, Quartz, and BLS to
deliver the features of confidentiality, integrity, non-repudiation, and authentication. In
this research the authors mentioned some attacks possible in UWSNSs environment. The
authors recommended applying cross layer security mechanism to combat these attacks. In
this research, the cryptographic primitives selected for the security framework are most
effective. The proposed framework is flexible and can be configured with different security
levels to meet the needs of UASNs security. This research extended operation of the channel
aware routing protocol (CARP). The results obtained in this research revealed that CARP
secure version is efficient in consumption of energy as well as latency. For implementing
security there must be additional processing but the resources in UASNs environment are
limited due to which there is a demand of energy-efficient security mechanisms for UASNs
environment so that the solutions remain applicable for the said environment. Moreover,
the researchers must keep a balance between energy efficiency and security.

6.4.3. TCM for UWSNs

The research conducted in [100] recommended trust model called TCM for UWSNs
environment. The authors discussed in detail the available trust management mechanisms.
The existing trust management mechanisms are split into seven groups based on methods
and theories to calculate trust. These are: trust management based on subjective logic,
Bayesian theory, probability, fuzzy logic, D-S evidence, entropy theory, and cloud theory.
Because of the distinctive qualities of UWSNSs, the existing trust management mechanisms
are not suitable for UWSNs. TCM quantifies the trust relationship between sensor nodes.
The sensor nodes based on quantified results can decide about trustworthiness of other
sensor nodes and can transmit data only via trusted sensor nodes. For performance
evaluation of TCM, the subsequent aspects are used: performance of malicious nodes
detection, performance of trust value calculation, performance of data transmission. The
results obtained show that TCM has better results as compared to the other two existing
trust models. The workflow of trust cloud model is reflected in Figure 10.
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Figure 10. Workflow of trust cloud model [100].

6.5. Secure MAC Protocols for UWSNs

This section includes the analysis of different secure MAC protocols proposed by the
research community for UWSNs environment. The analysis is also presented in tabular

form in Table 5.

Trustupdate
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Table 5. Analysis of secure MAC protocols for UWSNs.
Technique Issue Addressed Major Contribution Attack Type Implgmentatlon
Environment
Suggested MAC protocol which is secure
. Addressed the issue of and suitable for UASNs. . . Real environment
Security modes for MAC 15 S d li ffici It can resist against replay impl .
UASNSs [101] secure protocol for uggested protocol is secure, etficient attack. implementation
UASN:S. regarding energy consumption and with fish robot
transmission time.
Proposed cluster based secure MAC
SC-MAC for Addressed the issue of protocol for UWSNs. SC-MAC can resist against
UWSNS [102] secure MAC protocol for ~ SC-MAC ensures secure transmission of  replay, sybil, and message Aqua-Sim
UWSNSs data under hostile and harsh UWSNs manipulation attack.
environment.

6.5.1. Security Modes for UASNs

The authors in [101] proposed a secure MAC protocol. The purpose of the secure MAC
protocol is reliability of data, energy efficiency, confidentiality of data, authenticity, and
anti-attacker prevention in the UASNs environment. According to basic operation, first
node A sends RTSA to node B to occupy the channel before sending data to node B. When
node B receives RTSA, it sends CTSB back to node A which means that the recipient node
B is available. In this scenario a malicious node C pays attention to the signals from node
A such as RTSA. After receiving CTSB from node B by node A, node A broadcasts data
for node B which will also be received by node C, but the data will be in encrypted form.
Node C cannot decrypt the data because the security information required is with node A
and B only. In this research, CCM-UW mode that is based on algorithms such ARIA and
AES is used. Comparison is carried out with the existing MAC protocols and the MAC
protocol proposed in this research is efficient regarding consumption of energy as well as
transmission time. The comparison is carried out based on security levels and algorithms.
The implementation of the proposed mechanism is carried out in a real environment with a
fish robot. The findings obtained reveal that the proposed MAC protocol is better than the
existing solutions because it is efficient and secure. The results in this research further show
that the obtained results are not optimized but these results can be used as a base, and it
provides sufficient data in order to carry out research and deploy network security in the
UASNSs environment. Basic operation of secure MAC protocol is presented in Figure 11.
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6.5.2. SC-MAC for UWSNs

The research conducted by authors in [102] suggested a secure MAC protocol known
as SC-MAC for the UWSNs environment. SC-MAC is cluster-based, and it ensures secure
transmission of data under hostile and harsh UWSNs environment. SC-MAC can resist
replay attack, sybil attack, and message manipulation attack. The clusters in SC-MAC are
formed as well as updated securely and dynamically. To extend the lifespan of the network,
the MAC layer data are leveraged by taking into account the residual energy and link
quality of the modem’s battery. When the mutual authentication is successfully carried out
among the sensor nodes, the nodes that are in different clusters can protect the transmission
of data. The simulation in this research is carried out using an Aqua-Sim simulator. The
value of the sensor nodes is set to 50, the value of the sink nodes is set to 8, malicious
nodes ratio is set to 10%, and the simulation area is set to 2 km x 2 km x 2 km. The results
obtained in this research shows that the suggested SC-MAC executes well in comparison
to the present MAC protocols in delivery ratio, network throughput, and consumption
of energy.

7. Current Challenges and Future Trends

In UWSNSs, increasing the overall network lifetime is the main area of research focused
so far by the research community. Some current challenges and future trends are as follows.

Developing more efficient communication techniques that can balance the need for
high throughput and real-time communication with the limited energy resources of UWSNSs.
Exploring and implementing more robust security mechanisms for UWSNSs to ensure the
confidentiality, integrity, and availability of the data transmitted and processed by the
network. Investigating the use of different cryptographic algorithms and techniques, such
as block cipher algorithms for improving the security of UWSNS.

Acoustic waves are mostly used in UWSNSs for communication but there are some
applications that cannot use acoustic waves because they need high throughput as well as
real-time communication. In this case, magneto-inductive (MI) is recommended especially
for the Internet of UW things. In MI wireless power of transfer is enabled efficiently that
increases the operating lifetime of UWSNs. The use of heterogenous channels can be
useful based on MI and acoustic channels. The acoustic channel can be utilized for long
communication range and low data rate. MI channel can be used for short communication
range and high data rate [103].

Due to the energy constrained UWSNSs environment the mechanism designed for
WNSs environment is not suitable for the environment of UWSNSs. The research community
mostly focused on energy efficiency related issues whereas security issues along with
security mechanisms are not properly explored. Research conducted in [84] proposed
key distribution scheme for UWSNs which is applied on two mobility models namely
meandering mobility model and nomadic mobility model. Further research exploration in
this area can be to propose key distribution scheme having support for different mobility
models in the UWSNSs environment. Research conducted in [87] proposed modifications
in AES to make it suitable for UASNs. Further research exploration in this research area
can propose more energy-efficient secure solutions for UWSNs because the environment of
UWSNs is resource constrained. Research conducted in [96] discussed various DoS attacks
in mobile UWSNSs. Further research exploration in this area can be designed for secure
UWSNSs with intelligent sensor nodes and self-localization for combating DoS attacks in
mobile UWSNS.

Research conducted in [100] proposed a trust model called TCM for underwater
environment. Further research exploration in this research area can be to establish the
trust when the nodes are moving in underwater environment, establishment of trust when
the sensor nodes are sparsely deployed, and they are far away from each other. Research
conducted in [88] discussed algorithms for security in UWASNSs considering suitability
for UWASNSs environment. They proposed the use of CMVP for the mentioned purpose.
Further research exploration in this research area can be carried out by considering block
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cipher algorithms such as ARIR and SEED for UWASNs environment. Research conducted
in [101] proposed MAC protocol that is secure and suitable for UASNs. Further research
exploration in this research area can be carried out by using the technology for underwater
security with other network system such as IEEE 802.15.3 (UWB), IEEE 802.11 (WLAN),
IEEE 802.15.4 (ZigBee). Research conducted in [104] suggested an algorithm known as
Tic-Tac-Toe AI-MINIMAX. The purpose of proposed algorithms is for establishing secure
and optimal paths for routing in the UWSNs environment. Further research exploration in
this research area can be to use AI models for reducing intelligent attacks in the network
for leading to robust systems. According to the research conducted in [96], transfer rate of
packets in UWSNs environment can be reduced by utilizing intelligent sensor nodes that
are self- localized. In order to address the DoS problem in UWSNs environment, secure
UWSN’s having intelligent sensor nodes and self- localization should be designed.

8. Conclusions

Security plays an important role in almost every field of computing including UWSNSs.
In this research, an analysis of security-based schemes in UWSNs is presented. It includes
the relevant research work done on security in UWSNSs. Research carried out on security
in UWSNSs so far includes security framework/models for UWSNs, proposed encryption
mechanisms for UWSNSs, secure routing solutions for UWSNSs, key management schemes
for UWSNS, and secure MAC algorithms for UWSNSs. The research work carried out by
the research community regarding security in UWSNSs is analyzed in detail. The problem
addressed, major contributions, and possible future research directions are discussed in
detail. The possible future research directions identified in this research can be explored
by the research community. It is observed in this research that security mechanisms
designed for WSNs are not suitable for UWSNs due to the constrained resources in UWSNs
environment. Moreover, it is also concluded that the research community should consider
computation cost in terms of energy while designing secure solution so that the solution
remains sustainable for UWSNs environment.
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