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Abstract: The development of the regional electric power industry has come to the forefront due
to the changing scale, quality, and configuration of electric power infrastructure, and the spread of
distributed generation. This gives rise to more stringent requirements regarding the reliability, safety,
and environmental impact of electric power supply. This article aims to justify a package of methods
that make it possible to identify and minimize investment, production, financial, and environmental
risks in order to ensure sustainable development of the regional electric power industry that performs
anti-crisis functions, and of individual energy companies. The key method to be employed is
integrated resource planning (IRP). As a part of the method, energy conservation, renewable energy
sources, and combined heat and power production are considered as equally valid ways of meeting
future demand. The authors have designed a methodology for taking into account uncertainty
and risk when implementing IRP. The methodology includes analysis of scenarios and decision
making processes by calculating past and projected values of profit indicators. When conducting
the environmental and economic assessment of an investment project in the electric power industry,
the authors suggest using an aggregate indicator of environmental and economic effectiveness that is
calculated on the basis of a combination of locally significant positive and negative environmental
and economic impacts of the project. The authors formulate conceptual provisions that serve as
the foundation for a promising model of the regional electric power industry and which contain
recommendations for managing the development of the industry while minimizing organizational,
market, and technological risks.

Keywords: regional electric power industry; energy policy; integrated resource planning; risk
management; environmental and economic assessment; technology modernization

1. Introduction

Regional electric power industry consists of various types of distributed generation installations that
are located in the closest possible proximity to consumers, as well as of power transmission facilities of
the region. The regional electric power industry typically includes small and medium-sized co-generation
units (CHP plants)—with their capacity ranging from less than 10 to less than 100 megawatts—as well
as unconventional renewable energy sources of various types: small hydroelectric power plants, wind
turbines, solar energy, biomass installations, etc. [1].

Studies into the problem of risk management in the course of the development of electric
power industry are usually area-specific. In this context, the main goal is the reduction of risks
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during the process of energy supply planning and development of regional energy infrastructure
programs. Some studies look at issues associated with the reduction of risks in the logistics and siting
of new power generation installations [2–4]; electrification of remote areas [5–9]; environmental
efficiency [10,11]; information security and cybersecurity [12,13]; and investment provisions of
overhaul and technological upgrade of power installations [14,15].

The most comprehensive approach can be found in [16,17]. They describe the regional electric
power industry that forms “critical energy infrastructure” as a complex system with appropriate
emergent behavior. The key task of risk management is to maintain the system’s balance, ensuring its
safety by identifying weak signals and prevention of force majeure. The “complexity” of the systems
stems not only from its architecture, in which stakeholders with various groups of interests interact,
but also from the presence of innovative and all too often competing energy technologies [18,19].
This gives rise to the task of multicriteria optimization in line with investment, technological, and
environmental criteria.

A special group of risks to the development of the regional electric power industry are risks
associated with energy companies’ and major producers’ activity on energy markets and formation of
appropriate behavior strategies [20–23]. The authors of [20] say, for example, that the key task is to
reduce the risks of faced by suppliers operating on the wholesale and retail electricity market because
price volatility, demand uncertainty, and imperfect mechanisms of bidding are directly linked to the
worsening of the investment climate in the region’s electric power industry. The authors suggest
solving the problem by having a system of risk control in place.

Compared to other individual methods that various authors employ for studying the problems
in the field (the spectrum of research is rather broad, including the creation of early threat detection
systems, maps (profiles) of risks; corporate information systems; various mathematical algorithms, etc.),
the mechanisms of regional energy policy play the role of an institutional solution that, among other
things, help reduce industry-specific risks. This includes the creation of effective administration and
management of communications among authorities, energy companies, consumers, energy suppliers,
and financial and legal institutions. The mechanism is outlined in [24–26].

In general, one has to note that the key trend in the development of the electric power industry is
taking shape under the influence of factors with essential degree of uncertainty. Among them are the
pace of economic growth or economic decline, demand for energy, investment constraints, and prices
of fossil and nuclear fuels. In such conditions, the focus on the construction of large power plants might
result in recurring local crises in some regions of the country marked by capacity shortages, volatile
electricity and heat prices, and irrational use of fuel and energy resources. These are the direct effects of
a contradiction between the probabilistic assessment of the above mentioned factors and the economic
inertia of the grid industry. Under these conditions, the search for optimal proportions between
the introduction of distributed power systems based on small generation (solar, wind, biofuels) and
large scale power generation taking into account investment and technological risks begins to gain
in importance.

Primary importance, therefore, goes to the task of minimization of not only local operational
risks [27–29], but first and foremost to strategic risks [1] that impact on the infrastructural preparedness
of the region to the introduction of new organizational, technological, and architectural solutions.
The configuration of the electric power industry is changing so fast and at such a large scale that it is
necessary to design special methods of mitigation of such risks and their integration into a unified
system. This determines the relevance and tasks of this research that seeks to design a comprehensive
approach to the assessment and management of risks to the sustainable development of the regional
electric power industry and individual energy companies.

2. Materials and Methods

The authors used a mix of scientific methods for carrying out an in-depth analysis of the electric
power industry and development trends in the structure of the energy program of a region. During the
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first phase, it was necessary to identify the content of the region’s energy policy that determines the
choice of appropriate instruments for the development of the regional electric power industry, and the
feasibility of their use and implementation restrictions within the industry by individual companies
and by consumers. The informational basis for the study was provided by data from international
consulting companies [30–34], scientific papers on various aspects of building an energy policy [35–50].
The theoretical and summative analysis that was performed made it possible to formulate the key
tasks of the energy policy and reveal a number of its significant features that determine its contribution
to mitigation of industry-specific risks.

Having determined that the regional energy policy provides a sufficiently broad field for risk
management, during the second phase the authors selected appropriate instruments that are of the
greatest interest to both government bodies and the real sector. The authors conducted a survey and
interviews of competent experts in various organizations and at various levels of authority: industrial
ministries and major energy companies of the Ural region of Russia—from department leads to chief
engineers and energy scholars at Ural Federal University (Figure 1).
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The theoretical aspects of the integrated resource planning method were revealed by using the
abstract logical method that made it possible to identify important logical links and characteristics
in a series of processes and phenomena. Management and sustainable development practices in
the energy sector were applied [51] that take into account the analysis of uncertainty and risk.
A systemic–structural approach was combined with an economic–mathematical method for the
purpose of identifying structural changes in the traditional model of risk management and economic
account of risk events. A general scientific systemic approach, and structural and logical analysis were
used for integration of the components of the economic and environmental impacts when assessing the
effectiveness of investment projects in the industry. In order to design a promising organization model
for the electric power industry of a major region, a systemic approach and a method of conceptual
design were employed that had been developed by the authors [52].

3. Results and Discussion

3.1. Design of Energy Policy for Risk Reduction in Managing the Regional Electric Power Industry

The first theoretical task of the study was building a framework within which the regional energy
policy functions as an instrument of institutional support for the implementation of specific risk
management methods. An analysis of the relevant publications points to a wide range of tasks that
could be addressed as part of the energy policy: design of integrated markets of energy and utility
services (electricity, gas, water) and ancillary services [35–38]; continuous screening for cutting-edge
energy technologies and analysis of options of their introduction from the point of view of energy
asset lifecycle management [41,42]; opportunities and options of embracing small-scale installations
that boast high investment mobility, technical flexibility, environmental and economic effectiveness,
and a synchronizable launch with an increase in electrical loads in the area [43,44]; minimization of the
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environmental impact along the entire chain of power generation [45–50]. The relevance of the latter
task has to do with the fact that the energy sector is the major source of greenhouse gas emissions
(Figure 2) and plays a major role in human impact on the environment.Sustainability 2017, 9, 2201  4 of 14 
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Consequently, the role of energy policy is to provide for socio-economic development of the
region by ensuring reliable power supply while using a minimum amount of resources and having
a minimum impact on the environment under conditions of changing external factors—economic,
political, social, technological, and environmental.

The authors believe that an implementation model for the regional energy policy focused on the
minimization of industry-specific risks should contain a cluster of goals and priorities and a system of
measures aimed at preventing the localization of negative occurrences in the regional electric power
industry. The measures should be devised on the basis of the analysis of factors and forms of energy
crisis. The authors divide the negative occurrences into endogenic (intrinsic to the industry) and
exogenic (external) ones. Such division is necessary for comprehensive prevention and localization of
the negative occurrences (Table 1). The combination of the factors and conditions that are systematized
in Table 1, show, on the one hand, the depth and duration of the crisis, and, on the other hand, possible
ways out of it. The identified factors and forms of crisis phenomena in the electric power industry
of a region should be countered with specific instruments for mitigation of risks that accompany the
development of scenarios and implementation of energy policy (Figure 3).

Table 1. Factors and forms of negative occurrences in regional electric power industry

Type of Factor Form of Crisis

Endogenic

Excessive wear of assets Replenishing
Lack of coordination in energy system development Disintegrating

Irrational structure of energy consumption Structural
Environmental pollution Environmental

Exogenic
Payment delays Financial

Inflation Investment
Structural shifts in national economy; decline in production Financial, investment
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The findings of the authors’ survey of competent specialists made it possible to establish priority
instruments for risk management in the regional electric power industry (Figure 4). As one can see
from the figure, the majority of the interviewees emphasize the importance of introducing the IRP
method in energy companies and the regional electric power industry administration. They also point
to methods of assessing environmental and economic risks that occur in the course of implementation
of investment projects aimed at development. These groups of methods are the most comprehensive
ones and take into account both the endogenic and exogenic factors and forms of crisis occurrences in
the electric power industry of a region.
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3.2. Uncertainty and Risk in Integrated Resource Planning

Integrated resource planning (IRP) is based on a complex approach to energy conservation in
both the electric power industry and in end-use energy consumption where the potential of energy
conservation is particularly high. The energy company’s expenditures on demand-side energy saving
programs replace much bigger development expenditures (or the cost of overhauling excessive
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generating capacities). It is noteworthy that the difference in expenditures is the economic basis
of IRP and a balance of interests of main participants in the energy market.

The authors’ analysis of IRP method application [51,55–60] shows that it is beneficial for all parties
concerned: energy companies, consumers of electricity and heat, and the region (Table 2).

Table 2. Positive effects of implementation of an IRP for interested parties.

Entity Positive Effects

Energy company

• Lower risk of investing in new costly generating capacity amid high
uncertainty about demand for energy.

• Higher sustainability, flexibility, and adaptability of energy systems
thanks to involvement of additional resources—energy conservation in
the first place and renewable energy sources (RES).

Consumers

• More reliable power supply of higher quality at lower tariffs for
consumed energy.

• Additional technical and financial opportunities of access to advanced
energy efficient technologies.

Region
• Greater energy self-sufficiency (security).
• Overall economic improvement.

In the context of IRP, this shifts the focus to power supply services and the expansion of
the network of independent smaller producers and energy saving capacity rather than to power
generation. It has to be noted that the entire system of relations between parties involved is
undergoing transformation.

For example, electricity producers are moving exclusively to the wholesale market, ending
business with end users and low-consumption organizations. This enables them to focus entirely on
increasing output and implementing a more effective investment program for finding and adopting
new solutions and technologies. Intermediaries work directly with households and smaller customers,
undertaking the obligation to offer a wide range of prices and terms and conditions and to create
a competitive environment. End users, for their part, get the opportunity to set the development
scenarios, being guided by the competitive behavior of intermediaries and plans for infrastructure and
industry development that can be found in the public domain.

This structure, on the one hand, delineates the functions and areas of the business, and, on the
other hand, plays an integratory role for the entire process. Thus, the method allows for optimizing the
energy resources in a comprehensive manner: at the level of transmission, distribution, and provision
of energy services to end-users.

The authors have designed a methodology for factoring uncertainty and risks in integrated
resource planning. The methodology recognizes relationships between the specific features of the
industry and corresponding specific features of risk management. The first phase of the proposed
approach is identification of characteristics typical of an industry. In the electric power sector, the list
of such characteristics includes:

• ensuring uninterrupted electricity production,
• ensuring constant access to the resource for all business actors, and
• rational accounting of the impact of power supply on the region’s development.

The second important phase of uncertainty analysis is identification and distribution of the
characteristics described above according to the types of risk. As IRP combines finance and production,
the same is done in application to risk.

The third phase envisages integration of the risk and probability of occurrence of a hazardous
event. This is the principal difference of the proposed approach from the traditional model, which treats
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risk occurrence in production separately from risk occurrence in finance. The IRP method produces
an integrated profile of risks and probabilities of hazardous events and creates its own system of
measuring, accounting for and control over current operations at every level of the business process.

In the fourth phase, it is necessary to evaluate potential benefits for the project in case a hazard is
avoided. Usually, qualitative and quantitative assessment of potential damage is conducted alongside
the assessment of the probability of hazard occurrence [61]. In the suggested approach, the monetary
value of the potential benefit appears to be an interactive part of the financial sector that makes
it possible to expand the horizons of strategic planning and to monitor interaction between the
feedback mechanism within a project and fluctuations of the external environment. Forecasting the
environment and adjusting business processes to plans thus becomes an important part of the risk
management structure.

The profile of risks was built by drawing upon a list of hazards that are brought about by
undesirable consequences. The list might include statistically registered critical occurrences and
failures and theoretically possible accidents and incidents. Each event in risk management implies the
existence of safeguards for reducing the probability of their occurrence and barriers for limiting the
scale of the disaster. A blueprint of integrated risk management is given in Figure 5. In both cases, cost
evaluation should be done (C1 and C2) that includes the cost of decision making and the cost of taking
action on the basis of the decisions procedurally, construction-wise and program-wise.

1. Procedural decisions are the ones that exclude the human factor as a prerequisite for the
occurrence of a hazard or as a result of unintended consequences in the technological process.
These include checklists, flow charts, flow diagrams, and process flow charts that codify the
sequence of action.

2. Construction solutions are physical safeguards for reducing the likelihood of a hazard or
mitigating its aftermath.

3. Program solutions are safeguards that are created thanks to automation of production processes
and the use of information technology for accuracy and precision of decision making [62].
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A risk event can have a number of consequences, with each of them being considered and
calculated separately in terms of four universally accepted categories: capital, environment, personnel,
and reputation. The cost value (C3), associated with responding to unwanted consequences of
a hazardous event and their mitigation when all existing preventive barriers failed, is generally viewed
as the company’s losses, whereas the absence of the losses has not been financially expressed before.

The integrated approach to risk management implies the continuity of risk accounting and control
as well as uninterrupted monitoring of current operations and of the environment in order to identify
potential events capable of reducing or increasing the effectiveness of the project. This system makes it
important to calculate potential benefit (PB) as a factor determining development trends.
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The authors suggest that potential benefit should be calculated as a difference between the sum
total of the costs of eliminating the consequences of the hazard and the costs of having safeguards for
preventing the occurrence of the hazard and all its consequences.

PB =
m

∑
i=1

C3 −
n

∑
i=1

C2 −
k

∑
i=1

C1 (1)

where C3 is the cost of the system recovery to its intended state after unwanted consequences have
happened, expressed in currency units; m is the number of consequences that need to be rectified after
the hazard; C2 is the cost of having a safeguard for reducing the scale of the consequence, expressed
in currency units; n is the total number of safeguards for reducing the scale of the consequences; C1
is the cost of the safeguard for reducing the likelihood of the occurrence of the hazard, expressed in
currency units; k is the total number of barriers for reducing the likelihood of the occurrence of the
unintended event.

The value of PB is calculated and recorded regardless of the occurrence of the risk event and
despite a negative or a positive outcome. This creates a database and a system of measures, coefficients,
and errors that serve as the basis for making more balanced decisions and forming management
methods for future events.

3.3. Assessment of Environmental and Economic Effectiveness of Investment Projects in the Electric Power Sector

Any project that envisages qualitative and quantitative structural shifts in the regional electric
power supply requires an integrated approach to assessment that takes into account all significant
environmental and economic factors. This makes it possible to factor in all costs and benefits when
making managerial decisions. To do that, a procedure is required that consolidates economic and
environmental outcomes as well as economic costs and environmental impacts (external effects).
Moreover, the effect of implementing investment projects aimed at reforming and overhauling regional
power supply facilities should take into account both positive results and negative outcomes. It has to
be noted that, when accounting for the time factor in the economic and environmental components,
one should use differentiated discount factors (ren and rel respectively, with rel << ren) in order to
increase the significance of the environmental factor when calculating integral environmental and
economic effectiveness. It should be noted that the adequate determination of the discount coefficients
ren
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where Beni are positive economic outcomes—various components of income, including the target
economic result of the project, and a set of concomitant beneficial economic results, expressed in
currency units; Beli

are positive environmental outcomes, including the prevented environmental
damage to the atmospheric air, water, land resources, expressed in currency units; Ceni are additional
costs that represent a sum of financial expenditures and utilized materials, required for the
project implementation (economic costs) and the value of the lost profit expressed in currency
units; Celi

is the cost of the entire combination of all negative environmental consequences of the
project—environmental damage to the atmospheric air, water, land resources, caused by the project,
expressed in currency units; n is the total number of consequences; t is the number years from which
the expenditures and outcomes are discounted back to the starting year of the project (1 ≤ t ≤ k).

When assessing the negative environmental impacts of a facility, air and water pollution as well
as damage to the land and subsoil resources are taken into account.

Given the difficulty of taking full account of externalities, it is necessary to design and apply
appropriate simplified approaches to assessing the effectiveness of alternative investment projects.
This indicates the directions of further research in this field. One of the options is to take into account
only the positive effects and negative consequences in Equation (2) that are of the highest importance
to the region being considered. These effects should be selected on the basis of expert evaluation.

Figure 6 depicts the authors’ algorithm of conducting an assessment of the environmental and
economic effectiveness of implementing an investment project aimed at overhauling a regional electric
power facility.
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3.4. Promising Model of the Electric Power Sector in a Large Region

As a result of summarizing the results of theoretical works [63–66], conducting discussions,
and expert sessions with the participation of heads of energy companies and the authors’ own
research [1,67–69], the following conceptual positions were formulated which form the foundation of
the promising model of the regional electric power industry.

When drawing the boundaries of the region, a combination of economic, energy, and
administrative and political factors are supposed to take effect. The boundaries of a unified energy
system (UES) coincide with the boundaries of a large economic region. A UES should be self-balancing
in terms of capacity and load. Adjacent UESs should have emergency direct current links of sufficient
capacity. These links can, of course, be used for commercial purposes, but that would be an exception
to the rule.

In this case, the regional structure of power generating capacity and functions of individual
energy clusters include:

• Cluster one: large power plants that are merged into an electric power system (serving large energy
intensive consumers with an even load schedule) for discretionary loads—for example in the
machine building industry—demand-side management on the part of major energy companies;
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• Cluster two: distributed generation installations with uneven load schedules are ‘assigned’ to
electricity-non-intensive consumers, for example in the utilities sector or agriculture.

Power plants belonging to the second cluster should offer a lower cost of service to its consumers
than power plants in the first cluster. This creates conditions for minimizing parameters of power
supply in terms of cost and time along with a reduction in prices charged to all groups of consumers
(considering the economic advantages of distributed generation installations). Price optimization at
a regional level is done by the technological operator of the UES by distributing the load among power
plants in cluster one. System reliability and power supply reliability is ensured by the power plants in
cluster one together with grids at a minimum (possibly regulated) cost for all consumers in the region
(within the UES).

Major industrial consumers can build off-grid power generators or enter into direct contracts with
utilities operating in the region, thus taking on some of the risks to power supply reliability (another
portion of the risks is accepted by the energy company). The price of power generation that has been
agreed upon should not exceed the price yielded by dispatch control optimization.

The regional electric power sector is governed in line with the scheme presented in Figure 7.
The central governing body is the regional council. It creates the framework of the energy policy in the
region that is implemented through relevant programs, plans, and power supply layouts.
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The motivational mechanism of the regional electric power sector is aimed at fulfilling such
priorities of the energy policy as engaging regional energy companies in efficient energy use efforts,
creating competition in the regional industry, and attracting investments in the electric power industry
undergoing modernization. These priorities form a set of the main elements of the motivational
mechanism, among which the most relevant are [1,9,67,69]:

• Guidelines standardizing the characteristics of new and renovated combined heat and power
plants (CHP);

• Tax incentives to encourage investment in energy installations that meet the accepted standards
and priorities of the technological policy;

• Use of accelerated depreciation for taxation purposes at new advanced installations; guarantees
of sales and acceptable return on capital to owners of “green” RES installations and
micro-CHP plants;

• Encouraging energy efficiency and reduction of operating costs by setting target volumes of
necessary gross revenue (NGR) and by using the method of NGR distribution that takes into
account the impact of combined-cycle production on electricity and heat prices;

• Stimulation of cooperation between regional energy companies and consumers of electricity
and heat as part of demand side management programs, for example, by sharing savings from
energy efficiency measures. It is also advisable to have targeted tax incentives in place that
energy companies would be entitled to if they invest in rationalizing the energy infrastructure
of consumers.
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Naturally, the more comprehensive the implementation of the above proposals is, the faster and
more effective the result will be.

4. Conclusions

The authors have designed a promising organizational model for the electric power industry
of a large region. The study substantiates anti-crisis (stabilizing) functions of regional electric
power industry that ensures prompt introduction into service of generating capacity and maximum
effectiveness of energy resource utilization, maintains high reliability of power supply, and reduces
price risks for consumers.

It is proposed to consider the regional energy policy as an institutional instrument for reducing
risks when managing the development of the regional electric power industry. Regional energy policy
contains a system of measures aimed at preventing the occurrence of negative endogenic and exogenic
factors and forms of energy crisis that determine a mix of tools to be used for mitigation of relevant
risks. In this regard, the authors prove that the basic tool of energy policy is the IRP method, which
makes it possible to manage the risk problem in a complex systemic way. This comes to the fore due to
the qualitative transformation of energy infrastructure (distributed generation, smart environments,
production, transport, and logistics systems).

The authors suggest that a combination of methods should be used when analyzing uncertainty
and risks in the integrated resource planning process. By integrating various risk events into one
whole by means of a combination of the qualitative and quantitative methods, it will be possible to
expand the planning horizon and optimize investment projects.

The basic principles and phases of conducting integral assessment of the environmental and
economic effectiveness of investment projects in the electric power industry have been formulated.
Given the difficulty of detecting all emerging external effects, the authors suggest using a simplified
approach that takes into account positive and negative effects of the highest importance to the region
where the project is implemented.
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