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Abstract: Recently, with the development of embedded system hardware technology, there is a
need to support various kinds of operating system (OS) operation in embedded systems. In mobile
processors, ARM started to provide the virtualization extension support technology which was
intended for processors in PC processors. Virtualization technology has the advantage of using
hardware resources effectively. If the real-time operating system (RTOS) is operated on a hypervisor,
there is a problem that RTOS performance is degraded due to overhead. Thus, we need to compare
the performance between a single execution of the RTOS and simultaneous execution of multiple
OS (RTOS + Linux). Therefore, in this paper, we measure the performance when the RTOS operates
independently on the NVidia Jetson TK-1 embedded board supporting virtualization technology.
Then, we measure the performance when the RTOS and Linux are operating simultaneously on top
of a hypervisor. For this purpose, we implemented and ported such a RTOS, especially FreeRTOS
and uC/QOS, onto two embedded boards, such as the Arndale board (SAMSUNG, Seoul, South Korea)
and the NVidia TK1 board (NVIDIA, Santa Clara, CA, USA).

Keywords: embedded system; real-time operating system; performance evaluation; multiple
operating system

1. Introduction

Recently, embedded systems can run multiple operating systems through virtualization
technology. Through this hypervisor, we implemented an embedded system that simultaneously runs
RTOS and Linux on a single platform. The RTOS performs hardware control tasks requiring a real-time
property. At the same time, Linux runs a variety of user programs. Therefore, a highly-reliable
high-performance embedded system can be realized. Multiple operating systems on a single platform
using a hypervisor provides isolation between the operating systems, but the requirement for an
embedded hypervisor are distinct from hypervisors targeting servers and applications [1-3]. While
desktop and enterprise environments use hypervisors to consolidate hardware and isolate computing
environments from one another, in an embedded system, the various components typically function
collectively to provide the device’s functionality [4,5]. An implementation of an embedded hypervisor
must deal with a number of issues, which include the highly-integrated nature of embedded systems,
the requirement for isolated functional blocks within the system to communicate rapidly, the need for
real-time/deterministic performance, the resource-constrained target environment, and the wide range
of security and reliability requirements [6]. When a hypervisor does not provide a real-time property,
the context switching overhead causes a delay, resulting in performance degradation in the guest
operating system. This paper compares and analyzes the performance between Linux and a RTOS
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on a single embedded platform. In order to conduct the experiment, we make use of the Rhealstone
benchmark, which was developed by Boger et al.

The rest of this paper is organized as follows: Section 2 describes background. Sections 3 and 4
provide system design and experimental results. Finally, we conclude and summarize our work in
Section 5.

2. Materials and Methods

A hypervisor is a middleware that can run multiple guest operating systems on a single type of
hardware. The hypervisor monitors and manages the resources used by the guest OS [7,8]. In this
environment, each OS is isolated as if it were running alone. The ARM Cortex-A15 processor’s
Virtualization Extension features include:

(1) Introduction of Privileged Level HYP Mode

In the ARM Virtual Extension, a hypervisor can have higher privileges than the guest OS through
the Hyp mode. It is not necessary for the guest OS to recognize the existence of the privileged mode,
Hyp mode, which is newly introduced in ARM Cortex-15. The guest OS can still operate in supervisor
mode and user mode.

On the ARMv7 Cortex-A15 processor, the OS kernel uses supervisor mode. On the ARMv7
Cortex-A15 processor, the user application uses the user mode. In addition, the virtualization
hypervisor uses Hyp mode. The hypervisor mode has access to special registers that the user mode or
supervisor cannot access. For example, the hypervisor mode has its own Stack Pointer (SP), Saved
Processor Status Register (SPSR), and Exception Link Register (ELR). Additionally, registers, such as
physical counters, are accessible only in hypervisor mode.

(2) Interrupt Virtualization: GICv2

Previously, if an interrupt occurred during the operation of the guest OS, the virtual machine
would have to generate a trap to switch to hypervisor mode first and then process the interrupt.
On the other hand, the ARM Cortex-A15 processor introduces the concept of virtual interrupt to
eliminate this inconvenience as shown in Figure 1. A virtual interrupt allows the virtual machine
to receive an interrupt signal directly or to clear an interrupt that has occurred [9,10]. The virtual
machine can process its own interrupt at the guest OS level without the hypervisor’s intervention
(however, hardware and device drivers must support the virtual CPU interface for this purpose). In the
ARM Cortex-A15, the generic interrupt controller can collect/analyze and arbitrate a large number
of interrupt sources: (1) interrupt masking; (2) interrupt priority; (3) interrupt distribution for target
processor; (4) interrupt status tracking; and (5) interrupt generation for software.

In the ARM Cortex-A15, the interrupt can be (1) passed to the currently-running guest OS;
(2) passed to the other guest OS; (3) passed to the hypervisor; or (4) passed to the OS or RTOS which
runs in the secure TrustZone. In the ARM Cortex-A15, the hypervisor takes priority in physically
interrupting. However, if the interrupt is an interrupt to be passed to the guest OS, the hypervisor
provides the ability to map the virtual interrupt to the guest OS. In addition, a hypervisor can create a
virtual interrupt even if no physical interrupt has occurred [11,12].
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Figure 1. Generic interrupt controller architecture.

(3) Timer Virtualization Support: GTimer

System counter: Gtimer is a shareable “always on” counter. Gtimer has fast read access capability
for reliable time distribution. It has a 64-bit count value and counts from a value of zero at initialization.
The operating system reads the CNTFRQ register, which is the system control register at system boot
time. The operating system initializes the system counter frequency through the CNTFRQ register and
uses the system counter.

Virtual counter: Virtual counters allow virtualization to measure time on each virtual machine
during operation. All processors with generic timers always provide virtual counters, even if
virtualization extension technology is not applied (at this time, the virtual counter represents virtual
time). If the virtualization extension technology is not applied, the virtual time is the same as the
physical time. The virtual counter has the same value as the physical counter. If virtualization extension
technology is applied, the virtual counter has a value obtained by subtracting the virtual offset of
64 bits from the physical counter. The CNTVOFF register is an RW register. It is accessible in the
non-secure hypervisor mode [13]. If the SCR.NS value is set to 1, it is accessible even in the secure
monitor mode. The current virtual counter value is stored in the CNTVCT register as 64 bits. If one
wants to access this register, they need special privileges to access the register [14,15] (you can access
this register on secure PL1 mode, non-secure PL1 mode, and non-secure PL2 mode).

Timer function that raises an event after a certain period of time: The generic timer provides a
timer function, which varies slightly depending on the processor manufacturer. Timers provide the
ability to send signals to the system. If the processor is connected to the GIC, the signal is transferred
through the PPI. When virtualization extension technology (VE) is applied, the processor provides
one non-secure PL1 physical timer, one secure PL1 physical timer, one non-secure secure PL2 physical
timer, and one virtual timer. Each timer provides three registers: a 64 bit compare value register for a
64-bit unsigned up-counter, a 32-bit timer value register for a 32-bit signed down-counter, and a 32-bit
control register, which is available as both an up-counter and down-counter.

The RTOS kernel requires some modifications to support ARM Cortex-A15 virtualization on
the hypervisor. To this end, the system structure and source tree of uC/OS-II and FreeRTOS are
briefly shown.
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Figure 2 is a conceptual diagram that changes from the traditional structure to the one in which
the hypervisor is used. The ARMv7 Cortex-A15 processor is implemented by virtualization extensions
(VE), a hardware-supported virtualization to support virtualization technology. It also supports
interrupt virtualization technology (GICv2). The GIC is a technology that reduces the overhead by
handling the interrupts directly by the guest OS without intervention of the hypervisor when the
interrupt occurs. Therefore, the guest OS needs to operate in the supervisor mode and the user mode
in the same manner as when it is executed by itself. There are various RTOSs in the market. However,
in this study, uC/OS-II and FreeRTOS are used, for which the source code is free [16].

App
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Hardwarg

Traditional Architecture Virtualization Architecture

Figure 2. System architecture.

3. Design and Implementation

In this study, we used NVidia’s Jetson TK-1 development board with an ARMv7 Cortex-A15
processor, as shown in Figure 3. We installed the QPlus Hypervisor as a hypervisor in Jetson TKI.
Linux (Ubuntu 14.04) and FreeRTOS were used as guest OS. We make use of the embedded hardware
debugger Lauterbach Trace 32, which is a JTAG debugger. The debugger enables us to debug line by
line on the embedded system, dump a segment of memory, view the content and value of a certain
register, and so on.

(a) (b)

Figure 3. Working platform and debugger. Note: (a) TK1 board view from the top; (b) TK1 and Arndale
board with embedded debugger, the Trace32.

We evaluated the situation of FreeRTOS operating alone and with Linux and FreeRTOS operating
together with QPlus Hypervisor. In this study, we measured the task transition delay time and
interrupt latency of FreeRTOS. When running on the Qplus hypervisor, Linux was executed with a
background process and no other running processes.

Figure 4 shows how the uC/OS porting implementation onto the ARM-A15 evaluation board,
especially Arndale and TK1, progress. The OS kernel starts with startup.S, the ARM assembly start-up
code. Then it calls the main and OSInit functions in the left top of the Figure 4. Then, it initializes
and sets several structures and registers related to generic timer, general interrupt controller, UART,
memory, task control blocks, and so on.
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Figure 4. uC/OS kernel architecture.

We make use of the co-processor interface, CP15, to configure the generic timer. The generic timer
uses virtual timer control, interrupt source PPI4, IRQ number 27. We set the IRQ number to 30 for the
physical timer. The following register settings in Figure 5 are required for the GTimer timer interrupt
to be recognized as a GIC register. First, we set the ICENABLER and ISENABLER registers for GICD's
interrupt clear and set. Then, we set the ITARGETSR register to set the CPU to recognize the interrupt.
In addition, we initialize the timer by setting the bits of the offset corresponding to IRQ 27 in the
IPRIORITYR register to determine the priority of the interrupt [17-19].

Hardware interrupts

2

SoC
GIC

Distributor

GICD_IGROUP

Group 0 interrupts
CPU interfac

Processor

I EnableGrp0 | | EnableGrpl I

Software with no
GICC_CTLR.FIQEn —FIQEn==0 RQT> awareness of the

Security Extensions

Figure 5. Interrupt processing on hardware initialization.

On power-up, or after a reset, a GIC implementation that supports interrupt grouping is
configured with all interrupts assigned to Group 0, and the FIQ exception request disabled. This means
that Group 0 interrupts are signaled using the IRQ interrupt request. Figure 6 shows this configuration.

CNTKCTL cld 0 cl 0 a 32-bit  Timer PL1 Control Register. see the ARM Architecture
Reference Manual

CNTP TVAL c2 0 UNK  32-bit  PL1 Physical TimerValue Register, see the ARM
Architecture Reference Manual

CNTP_CTL 1 b 32-bit  PL1 Physical Timer Control Register, see the ARM
Architecture Reference Manual

CNTV_TVAL 3 0 UNK  32-bit  Virual TimerValue Register, see the ARM Architecture
Reference Manual

CNTV_CTL 1 b 32-bit  Virtual Timer Control Register, see the ARM Architecture
Reference Manual

Figure 6. Co-processor control register for the use of generic timer.
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When the timer is initialized, the timer periodically generates an interrupt. At this time, uC/OS-II
checks which interrupt is generated. The OS can use the information in the GIC register to determine
the IRQ number. The OS executes the interrupt service routine according to the IRQ number. In the
event of a timer interrupt, the Timer Tick function is called. This function calls the uC/OS-II OS kernel
function OSTimeTick().

The GIC maintains a state machine for each supported interrupt on each CPU interface. Figure 7
shows an instance of this state machine and the possible state transitions.

Active and
D pending

AL / \
E2
Pending A2 B2
N~ B1 C

Figure 7. State transition diagram for interrupt processing.

El

The study builds on the ARM A15 embedded board to run two or more operating systems
simultaneously through the hypervisor. In particular, we made Ubuntu Linux and RTOS (uC/OS
and FreeRTOS) run simultaneously on the embedded board. Due to the nature of the hypervisor,
two operating systems share the same UART console. Therefore, as shown in Figure 8, the RTOS
outputs a ‘hello arndale” message and a ‘Goodbye arndale’ message to the screen. At the same time,
on Ubuntu Linux, the root user’s Linux prompt is displayed on the screen.

root@linaro-server:~# hello arndale
Goodbye arndale

root@linaro-server:~# hello arndale
root@linaro-server:~# lsGoodbye arndale
root@linaro-server:~# lshello arndale
rootglinaro-server:~# 1s
root@linaro-server:~# Goodbye arndale

hello arndale
cdGoodbye arndale

root@linaro-server:/# hello arndale
cd /

root@linaro-server:/# Goodbye arndale
lhello arndale

s
bin core etc lib md5sum.txt mmnt prec rum
boot dev home lost+found media opt root sbin
root@linaro-server:/# Goodbye arndale

hello arndale

Goodbye arndale

hello arndale

Goodbye arndale

Figure 8. Simultaneous execution of multiple OS on embedded system.

This study was performed with a Tektronix oscilloscope using the GPIO ports of the Jetson TK-1
development board to verify the operating characteristics of the hypervisor and guest OS. We also
performed some of the Rhealstone benchmark sets [8] for performance comparisons. The Rhealstone
benchmark was proposed in 1989. It does not measure the quality of the complete solution, but is,
instead, a measurement targeted toward a multitasking solution. In the task transition delay time
measurement, we repeatedly output HIGH-LOW to each GPIO port for two tasks. Each task outputs
high to its GPIO port when it is running. Therefore, after task switching, the corresponding GPIO port
remains low. Task 1 and Task 2 use their own GPIO ports. Therefore, Figure 9 shows the status change
of each GPIO port simultaneously through the two-channel input to the oscilloscope.
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Interrupt
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Taskl

Time
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Figure 9. Task switching time.

Task switching time is the average time the system takes to switch between two independent
and active, not suspended or sleeping, tasks of equal priority. Task switching is synchronous and
non-preemptive and is an important measure of any multitasking system. This metric is influenced by
the host CPU's architecture, instruction set, and features, and is designed to assess the compactness of
task control data structures and the efficiency with which the executive manipulates the data structures
in saving and restoring contexts. Task switching time, additionally, measures the executive’s list
management capabilities. Figure 10 shows the related data structures maintained by the OS kernel
during the task switching.

uxNumberOfitems = 3 |¢—

pxIndex

xListEnd

xltemValue =
Oxfrffffff

pxNext

»

pxPrevious A

v

Struct xListltem Struct xListitem Struct xListitem

xltemValue = 0 xltemValue = 0 xltemValue = 0
4 pxNext pxNext pxNext
pxPrevious Al pxPrevious ¢ pxPrevious
pvOwner E pvOwner pvOwner
pvContainer —L pvContainer pvContainer
TCB: Task A TCB: Task B TCB: Task C

pxCurrentTCB

Figure 10. Related data structures for switching tasks.

The task-Switching benchmarking sets up two tasks with equal priority. The tasks switch back
and forth between the processor. To first determine the time it takes to perform the for loop “work”,
the benchmark just measures the loops performing no work and not task switching.

As shown in Figure 11, we measured the interrupt latency in the following way. Two tasks output
HIGH (Task 1) and LOW (Task 2) status for one GPIO port, respectively. We start the measurement
when an interrupt occurs. It outputs a signal to a specific GPIO when the execution flow enters the
interrupt handler. Thus, we can check whether an interrupt handler is from Task 1 or Task 2 by the
waveform of the oscilloscope.
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Figure 11. Interrupt processing delay.

4. Experimental Results

In this study, we implemented two real-time operating systems that operate through an ARM
A-15 processor with virtualization support: uC/OS and FreeRTOS. We run two ported RTOSs with
each Linux operating system. These RTOSs generate a digital clock in the form of a wave every second.
We use the generated clock signal to output to the digital timer board, as shown in Figure 12.

DC3V3_MAIN
Ui 12
1= d 21
c 714 B oW -
| EBI_DATAII—————— 11 g AOT-0003F-BOTA s
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PDTC114YE

Figure 12. Digital timer board schematic.

Figure 13 represents the waveform simulation results generated by SPICE tools using the above
digital timer board schematic of Figure 12. The digital timer board was implemented using digital ICs
(7447, 7490, etc.). We connected the digital clock output from the evaluation board to two timer boards
as shown in Figure 14.

Mame: Value: l 14 ?us 14,§us M,?us WS,Iﬂus 15,|1us 15 ?us 15,|3us WS,Idus 15 ﬁus 15,§us 15,‘7us 15,§us

=GP0 WU AU AT I ST U U U AT
B 5101 HH 8086048000 30066088000088006000288080800080888000002008800000;
51031 Ho ] p 3 1 ; 0

B M1_[1.1] H1 2 A

W0 ] Hi T

B 1[4 1] Ko ;

Figure 13. Digital timer circuit simulation.

Figure 14 shows the environmental setup for this experiment. We make use of an oscilloscope
to measure the digital high/low states when multiple OS and hypervisors are working on the
evaluation board.
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Figure 14. Digital timer circuit simulation environment.

The server provides the operating system image in Tftp on the evaluation board. We communicate
via the Minicom program with the evaluation board and the UART. The evaluation board provides a
clock with a digital timer board. At this time, we measure the clock timing with an oscilloscope to
measure the clock waveform, as shown in Figure 15.

Figure 15. Digital timer circuit simulation.

In Figure 15, the left digital timer board and the right digital timer board may look different.
However, both boards are only show a difference between implementing the same circuit on a
breadboard and implementing it on a universal board. The left board in Figure 15 receives the
clock from the Linux operating system. The right board in Figure 15 receives the clock from the RTOS
operating system.

Especially, we obtained the following four results from this experiment. Task switching latency
measurement results are as follows: Figures 16 and 17 show the first experimental results, which are
captured from the oscilloscope. Of the two waveforms shown in the figures, the upper waveform
corresponds to Task 1, and the lower waveform corresponds to Task 2. We set the time axis to 5.00 ps
when FreeRTOS operates alone. Since one scale on the oscilloscope is 1.00 ps, the task transition delay
time was measured to be approximately 3.50 ps on average.
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CH1 2.00V ‘ M 5.00 us

Figure 16. Task switching time on single RTOS execution.

CH1 2,00V CH2 2.00V M 5.00ms

Figure 17. Task switching time on multiple OS (RTOS + Linux) execution.

When Linux and FreeRTOS work together through QPlus Hypervisor, the result is as follows.
The time axis was set to 5.00 ms. Since one scale on an oscilloscope is 1.00 ms, the task transition delay
time was measured to be about 4.00 ms on average. There are three processes, which have all the
same priorities. However, the process “T” starts with the highest priority at initialization time. After
initialization, the process will reduce the priority by adding 1 to the tskIDLE_PRIORITY value of itself
in order to yield the CPU to the process “F” and process “S”. Figure 18 shows how we controlled the

GPIO ports in the FreeRTOS application tasks, which are used to evaluate the task switching time and
interrupt delay.

for(;;)
{
XGpioPs_WritePin(&emio_pmod2, EMIO 54,

0x1);vTaskPrioritySet(xHandleThird, tskIDLE_PRIORITY + 1);
XGpioPs WritePin(&emio pmod2, EMIO 54, 0x0);

Figure 18. GPIO control code example.
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The taskYIELD()function yields the CPU to other processes, which is in the ready queue. This code
does not actually create tasks, but simply determines the execution time of the portions of the code
that are not part of the task-switching measurement. The execution of this code segment is recorded
with the oscilloscope and the second portion of the code runs. The second portion utilizes two tasks.
This time the two tasks perform task switching for the desired number of iterations.

The result of measuring the interrupt latency is as follows: Among the two waveforms shown
in the figure, the upper waveforms are alternating between Task 1 and Task 2 and output HIGH and
LOW states. The waveform below, in Figures 19 and 20, are generated from the waveform for the
interrupt handler. We calculated the time from when the bottom waveform changes from HIGH to
LOW, and when the top waveform changes from LOW to HIGH (or HIGH to LOW). When operating
using FreeRTOS alone, we set the time axis to 2.50 ps. Since the interval is 0.50 ps, the interrupt latency
is measured to be approximately 3.00 ps on average.

+

- «
B

Figure 20. Interrupt latency on multiple OS (RTOS + Linux) execution.

When Linux and FreeRTOS work together through the QPlus Hypervisor, we set the time axis of
the oscilloscope to 250 ps. Since the scale on an oscilloscope is 50 ps, the interrupt latency was measured
to be approximately 150 us on average. Based on the measured results, FreeRTOS operating with
Linux through the QPlus Hypervisor showed that the task switching delay time is about 1140 times
and the interrupt latency is about 50 times slower than when it is performed alone.

Based on the experimental results, we can deduce the following. There is no significant difference
in the task transition delay time and interrupt latency time when FreeRTOS operates alone. However,
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the FreeRTOS operating on the QPlus Hypervisor shows a large difference in task transition delay
time. Additionally, the interrupt latency is slowed down.

Figure 21 show our experimental results in which there are two digital timer boards and they are
supplied a clock signal from two different digital timer boards, respectively. They start counting the
digital timers at the same time, but the timings are skewed occasionally due to the operating system
delays [19].

588

/

!

Figure 21. Digital timer board execution by clock generated from RTOS and Linux, respectively.
Note: (a) at time 00:17; (b) at time 00:55; (c) at time 02:27; (d) at time 03:10.

Importantly, the Cortex-A15 processor supports interrupt virtualization (GICv2). This reduces
the hypervisor’s interrupt processing overhead by virtualizing interrupts that occur in each guest OS.
Due to these advantages, it can be seen that the interrupt latency is measured more quickly in the guest
operating system and FreeRTOS operation than the hypervisor shown above. The following problems
exist when guest OSs run through hypervisor that do not guarantee a real-time property. Due to the
scheduling of the hypervisor, the RTOS does not match the time actually operated and the time on the
system. Therefore, the system causes a slight performance degradation, as shown in Table 1.

Table 1. Experimental results.

Single RTOS(FreeRTOS) Linux and FreeRTOS
Execution Simultaneously
Task switching delay 3.5 us 4.0ms

Interrupt delay 3.0 us 150 ps
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5. Conclusions

There is a problem that RTOS performance is degraded due to overhead. Thus, we need to
compare the performance between a single execution of the RTOS and a simultaneous execution
of multiple OSs (RTOS + Linux). Therefore, in this paper, we measured the performance when the
RTOS operates independently on the NVidia Jetson TK-1 embedded board supporting virtualization
technology. Then, we measured the performance when RTOS and Linux are operated simultaneously
on top of a hypervisor.

To this end, we implemented and ported such a RTOS, especially FreeRTOS and uC/OS, onto
two embedded boards, such as an Arndale board and NVidia TK1 board. There are such problems
when multiple guest OSs are running on hypervisor that do not guarantee a real-time property. Due to
the scheduling of the hypervisor, the RTOS does not match the time actually operated and the time
on the system. Therefore, the system causes a slight performance degradation in a different order of
measurement time.
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