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Abstract: In security games, the defender often has to predict the attacker’s behavior based on some
observed attack data. However, a clever attacker can intentionally change its behavior to mislead the
defender’s learning, leading to an ineffective defense strategy. This paper investigates the attacker’s
imitative behavior deception under uncertainty, in which the attacker mimics a (deceptive) Quantal
Response behavior model by consistently playing according to a certain parameter value of that
model, given that it is uncertain about the defender’s actual learning outcome. We have three main
contributions. First, we introduce a new maximin-based algorithm to compute a robust attacker
deception decision under uncertainty, given the defender is unaware of the attacker deception. Our
polynomial algorithm is built via characterizing the decomposability of the attacker deception space
as well optimal deception behavior of the attacker against the worst case of uncertainty. Second, we
propose a new counter-deception algorithm to tackle the attacker’s deception. We theoretically show
that there is a universal optimal defense solution, regardless of any private knowledge the defender
has about the relation between their learning outcome and the attacker deception choice. Third, we
conduct extensive experiments in various security game settings, demonstrating the effectiveness of

our proposed counter-deception algorithms to handle the attacker manipulation.

Keywords: security games; behavior models; deception; uncertainty

1. Introduction

In many real-world security domains, security agencies (defender) attempt to predict
the attacker’s future behavior based on some collected attack data, and use the prediction
result to determine effective defense strategies. A lot of existing work in security games
has thus focused on developing different behavior models of the attacker [1-3]. Recently,
the challenge of playing against a deceptive attacker has been studied, in which the attacker
can manipulate the attack data (by changing its behavior) to fool the defender, making the
defender learn a wrong behavior model of the attacker [4]. Such deceptive behavior by the
attacker can lead to an ineffective defender strategy.

A key limitation in existing work is the assumption that the defender has full access
to the attack data, which means the attacker knows exactly what the learning outcome
of the defender would be. However, in many real-world domains, the defender often
has limited access to the attack data, e.g., in wildlife protection, park rangers typically
cannot find all the snares laid out by poachers in entire conservation areas [5]. As a result,
the learning outcome the defender obtains (with limited attack data) may be different from
the deception behavior model that the attacker commits to. Furthermore, the attacker (and
the defender) may have imperfect knowledge about the relation between the deception
choice of the attacker and the actual learning outcome of the defender.

We address this limitation by studying the challenge of attacker deception given
such uncertainty. We consider a security game model in which the defender adopts
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Quantal Response (QR), a well-known behavior model in economics and game theory [2,6,7],
to predict the attacker’s behavior, where the model parameter A € R is trained based on
some attack data. On the other hand, the attacker plays deceptively by mimicking a QR
model with a different value of A, denoted by Adec Tn this work, we incorporate the
deception-learning uncertainty into this game model, where the learning outcome of the
defender (denoted by A!®™") can be any value within a range centered at Adec.

We provide the following key contributions. First, we present a new maximin-based
algorithm to compute an optimal robust deception strategy for the attacker. At a high
level, our algorithm works by maximizing the attacker’s utility under the worst-case of
uncertainty. The problem comprises of three nested optimization levels, which is not
straightforward to solve. We thus propose an alternative single-level optimization problem
based on partial discretization. Despite this simplification, the resulting optimization is still
challenging to solve due to the non-convexity of the attacker’s utility and the dependence
of the uncertainty set on A9¢¢. By exploiting the decomposibility of the deception space
and the monotonicity of the attacker’s utility, we show that the alternative relaxed problem
can be solved optimally in polynomial time. The idea is to decompose the problem into
a polynomial number of sub-problems (according to the decomposition of the deception
space)—each sub problem can be solved in a polynomial time given the attacker optimal
deception decision within each sub-space is shown to be one of the extreme points of that
sub-space, despite the non-convexity of the sub-problem.

Second, we propose a new counter-deception algorithm, which generates an optimal
defense function that outputs a defense strategy for each possible (deceptive) learning
outcome. Our key finding is that there is a universal optimal defense function for the
defender, regardless of any additional information he has about the relation between their
learning outcome and the deception choice of the attacker (besides the common knowledge
that the learning outcome is within a range around the deception choice). Importantly,
this optimal defense function, which can be determined by solving a single non-linear
program, only outputs two different strategies despite the infinite-sized learning outcome
space. Our counter-deception algorithm is built based on an extensive in-depth analysis
of intrinsic characteristics of the attacker’s adaptive deception response to any deception-
aware defense solution. That is, under our propose defense mechanism, the attacker’s
deception space remains decomposable (although the sub-spaces vary which depends on
the counter-deception mechanism) and the attacker’s optimal deception remains one of the
extreme points of the deception sub-spaces.

Third, we conduct extensive experiments to evaluate our proposed algorithms in
various security game settings with different number of targets, various ranges of the
defender capacity as well as different levels of the attacker uncertainty, and finally, different
correlations between players’ payoffs. Our results show that (i) despite the uncertainty,
the attacker still obtains a significantly higher utility by playing deceptively when the de-
fender is unaware of the attacker deception; and (ii) the defender can substantially diminish
the impact of the attacker’s deception when following our counter-deception algorithm.

Outline of the Article

We outline the rest of our article as follows. We discuss the Related Work and Back-
ground in Sections 2 and 3. In Section 4, we present our detailed theoretical analysis on
the attacker behavior deception under the uncertainty of the defender’s learning outcome,
given that the defender is unaware of the attacker’s deception. In Section 5, we describe our
new counter-deception algorithm for the defender to tackle the attacker’s manipulation.
In this section, we first extend theoretical results in Section 4 as to analyzing the attacker
manipulation adaptation to the defender’s counter-deception. Based on the result of the
attacker adaptation, we then provide theoretical results on computing the defender optimal
counter-deception. In Section 6, we show our experiment results, evaluating our proposed
algorithms. Finally, Section 7 concludes our article.
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2. Related Work

Parameterized models of attacker behavior such as Quantal Response, and other
machine learning models have been studied for Stackelberg security games (SSGs) [5,8,9].
These models provide general techniques for modeling the attacker decision making. Prior
work assumes that the attacker always plays truthfully. Thus, existing algorithms for
generating defense strategies would be vulnerable against deceptive attacks by an attacker
who is aware of the defender’s learning. Our work addresses such a strategic deceptive
attacker by planning counter-deception defense strategies.

Deception is widely studied in security research [10-15]. In SSG literature, a lot
of prior work has studied deception by the defender, i.e., the defender exploits their
knowledge regarding uncertainties to mislead the attacker’s decision making [16-19].
Recently, deception on the attacker’s side has been studied. Existing work focuses on
situations in which the defender is uncertain about the attacker type [20-22]. Some study
the attacker behavior deception problem [4,23]. They assume that the attacker knows
exactly the learning outcome while in our problem, the attacker is uncertain about that
learning outcome.

Our work is also related to poisoning attacks in adversarial machine learning in which
an adversary can contaminate the training data to mislead ML algorithms [24-27]. Existing
work in adversarial learning uses prediction accuracy as the measure to analyzing such
attacks, while in our game setting, the final goals of players are to optimize their utility,
given some learning outcome.

3. Background

Stackelberg Security Games (SSGs). Thereisaset of T = {1,2,..., T} targets that a de-
fender has to protect using L < T security resources. A pure strategy of the defender
is an allocation of these L resources over the T targets. A mixed strategy of the de-
fender is a probability distribution over all pure strategies. In this work, we consider
the no-scheduling-constraint game setting, in which each defender mixed strategy can be
compactly represented as a coverage vector x = {x1,x2,...,x7}, where x; € [0,1] is the
probability that the defender protects target t and ) ; x; < L [28]. We denote by X the set of
all defense strategies. In SSGs, the defender plays first by committing to a mixed strategy,
and the attacker responds against this strategy by choosing a single target to attack.

When the attacker attacks target ¢, it obtains a reward R while the defender receives
a penalty P/ if the defender is not protecting that target. Conversely, if the defender is
protecting t, the attacker gets a penalty P{ < Rf while the defender receives a reward
RY > P, The expected utility of the defender, U?(x;) (and attacker’s, Uf(x;)), if the
attacker attacks target f are computed as follows:

U?(x¢) = xRY + (1 — x;)Pf? Uf(x¢) = x¢Pf + (1 — x;)R¢

Quantal Response Model (QR). QR is a well-known behavioral model used to predict
boundedly rational (attacker) decision making in security games [2,6,7]. Essentially, QR
predicts the probability that the attacker attacks each target ¢ using the softmax function:

e)\U? (x[)

qi(x,A) = @

Zt’ e/\Uf/(xt/)

where A is the parameter that governs the attacker’s rationality. When A = 0, the attacker
attacks every target uniformly at random. When A = +-o0, the attacker is perfectly rational.
Given that the attacker follows QR, the defender and attacker’s expected utility is computed
as an expectation over all targets:

U?(x,A) = Y2, qr(x, A)UF (x1) @
u(x,A) = ), q:(x A Uf (x) ®)
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The attacker’s utility U?(x, A) was proved to be increasing in A [4]. We leverage this
monotonicity property to analyze the attacker’s deception. In SSGs, the defender can learn
A based on some collected attack data, denoted by A'®@™t, and find an optimal strategy
which maximizes their expected utility accordingly:

max ud (X, )\learnt)
xeX

4. Attacker Behavior Deception under Unknown Learning Outcome

We first study the problem of imitative behavior deception in a security scenario in
which the attacker does not know exactly the defender’s learning outcome. Formally,
if the attacker plays according to a particular parameter value of QR, denoted by Adec,
the learning outcome of the defender can be any value within the interval [max{Adec —
5,0}, Adec + 5], where & > 0 represents the extent to which the attacker is uncertain about
the learning outcome of the defender. We term this interval, [max{A9ec — 5,0}, Adec 4 §],
as the uncertainty range of A9, We are particularly interested in the research question:

Given uncertainty about learning outcomes of the defender, can the attacker still benefit

from playing deceptively?

In this section, we consider the scenario when the attacker plays deceptively while the
defender does not take into account the prospect of the attacker’s deception. We aim at
analyzing the attacker deception decision in this no-counter-deception scenario. We assume
that the attacker plays deceptively by mimicking any A4¢¢ within the range [0, A"***]. We
consider A > 0 as this is the widely accepted range of the attacker’s bounded rationality in
the literature. The value A"** represents the limit to which the attacker plays deceptively.
When A" — oo, the deception range of the attacker covers the whole range of A. We
aim at examining the impact of A™** on the deception outcome of the attacker later in our
experiments. Given uncertainty about the learning outcome of the defender, the attacker
attempts to find the optimal A9 € [0, A"%¥] to imitate that maximizes its utility in the
worst case scenario of uncertainty, which can be formulated as follows:

(Pdec) - max min U* (X(/\learnt), Adec)
)\dec )learnt

s.t. AdeS ¢ [0, M)
max{)\dec -5, 0} < )\learnt < Adec +6

X (/\learnt) € argmax ud (X/, /\learnt)
x'eX

where x(A1€a™t) s the defender’s optimal strategy w.r.t their learning outcome A,
The objective U? (x(Aleamt), \dec) s the attacker’s utility when the defender plays x(Al€2mt)
and the attacker mimics QR with A9 to play (see Equations (1)~(3) for the detailed compu-
tation). In addition, u (x/, /\leamt) is the defender’s expected utility that the defender aims
to maximize where X’ is the defender’s strategy and Al is the learning outcome of the
defender regarding the attacker’s behavior. Essentially, the last constraint of (P9ec) ensures
that the defender will play an optimal defense strategy according to their learning outcome.
Finally, due to potential noises in learning, the defender’s learning outcome Al may
fall outside of the deception range of the attacker, which is captured by our constraint that
/\learnt < Adec 44,

4.1. A Polynomial-Time Deception Algorithm

The optimization problem (P9¢¢) involves three-nested optimization levels which
is not straightforward to solve. We thus propose to limit the possible learning out-

comes of the defender by discretizing the domain of A€ into a finite set At =~ =

learnt ) learnt learnt learnt __ learnt __ ymax learnt learnt __
(AFamE At L ARE™Y) where A =0, AY = AMY 46, and AET — Af =

1,k < Kwhere > 0 is the discretization step size and K = % + 1is the number of
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discrete learning values'. For each deception choice A9, the attacker’s uncertainty set of
defender’s possible learning outcomes A1a™* is now given by:
learnt d learnt d d
Adiscrete (A7) = Adiscrere N AT = 6, A% + ]
For each A}(eamt, we can easily compute the corresponding optimal defense strategy
x()\}famt) in advance [2]. We thus obtain a simplified optimization problem:

pdec :  max u
( d1screte) Adece [0, Amax]

st. U< u* (X<A}€earnt)/ )\deC)’ for all A}{earnt c Alearnt (Adec)

discrete

where U is the maximin utility for the attacker in the worst-case of learning outcome.
Remark on computational challenge. Although (Pf:lliescc rete) 18 @ single-level optimization,

solving it is still challenging due to (i) (PgiescCret .) is a non-convex optimization problem
since the attacker’s utility U“(x(Alamt), Ade¢) js non-convex in A9°; and (ii) the number of
inequality constraints in (ngscc rete) Vary with respect to Adee, which complicates the problem
further. By exploiting the decomposability property of the deception space [0, A"?*] and the
monotonicity of the attacker’s utility function U” (x(Alf2™t), Ade¢) we show that (P9 )

discrete
can be solved optimally in a polynomial time.

dec
discrete

Theorem 1 (Time complexity). (P ) can be solved optimally in a polynomial time.
Overall, the proof of Theorem 1 is derived based on (i) Lemma 1 — showing that the

deception space can be divided into an O(K) number of sub-intervals, and each sub-interval

leads to the same uncertainty set; and (ii) Lemma 4 — showing that (PaliescC rete) €an be divided

into a O(K) sub-problems which correspond to the decomposability of the deception space
(as shown in Lemma 1), and each sub-problem can be solved in polynomial time.

4.1.1. Decomposability of Deception Space

In the following, we first present our theoretical analysis on the decomposability of
the deception space. We then describe in detail our decomposition algorithm.

Lemma 1 (Decomposability of deception space). The attacker deception space [0, A""**| can be
decomposed into a finite number of disjointed sub-intervals, denoted by int?ec wherej=1,2,...,
and int?ec N int?,‘fc =Qforallj # j and Ujintf“ = [0, A™¥], such that each A% € int}i"c leads

learnt

dio o Furthermore, these

to the same uncertainty set of learning outcomes, denoted by A}“’m’t CA

sub-intervals and uncertainty sets (int;’“, A}e”’”t) can be found in a polynomial time.

The proof of Lemma 1 is derived based on Lemmas 2 and 3. An example of the
deception-space decomposition is illustrated in Figure 1. Intuitively, although the deception
space [0, A"*] is infinite, the total number of possible learning-outcome uncertainty sets is
at most 2K (i.e., the number of subsets of the discrete learning space A}fiasrcrrtt o). Therefore,
the deception space can be divided into a finite number of disjoint subsets such that any
deception value A9¢¢ within each subset will lead to the same uncertainty set. Moreover,
each of these deception subsets form a sub-interval of [0, A"**], which is derived from

Lemma 2:

Lemma 2. Given two deception values A9 < A% € [0, \"™¥], if the learning uncertainty sets

i i learnt decy — A learnt dec
corresponding to these two values are the same, i.e., Af27, (A{€) = A, (A5€), then for any

deception value A‘fec < Adee < /\gec, its uncertainty set is also the same, that is:

Alearnt (/\dEC) = Alearnt (/\zlim) = Alearnt (Agw)

discrete discrete discrete
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Attacker deceptive sub-intervals with uncertainty learning sets

intdec — i
mtéarnt_ [0,0.4) 1nt§ec — (0_5’1_2) intgec =(1.4,1.8)
Aq ZA{O} Alseami ={0.9} Agearnt = {17}

[ |
0.4 0.5 1.2 14 1.8 2

I a —0—@ —=0—0 i

L‘J 0.9 LY_} 1.7 LYJ 23 = Nearmt
int§e¢ =[0.4,0.5]  intdec =[1.2,1.4]  intdec=[1.8,]
Alzearnt — {0’0.9} Allearnt — {0.9'1_7} Al()earnt — {1_7'2_3}

o

Figure 1. An example of discretizing Aleamt, Aleamt — 10 0.9,1.7,2.3}, and the six resulting attacker
sub-intervals and corresponding uncertainty sets, with A"™** = 2,6 = 0.5. In particular, the first
sub-interval of deceptive A9 is int; = [0,0.4) in which any A9 corresponds to the same uncertainty
set of possible learning outcomes Aleamt = {0},

The remaining analysis for Lemma 1 is to show that these deception sub-intervals can
be found in polynomial time, which is obtained based on Lemma 3:

Lemma 3. For each learning outcome )\%f”””, there are at most two deception sub-intervals such
that /\ff”mt is the smallest learning outcome in the corresponding learning uncertainty set. As a
result, the total number of deception sub-intervals is O(K), which is polynomial.

Since there is a O(K) number of deception sub-intervals, we now can develop a
polynomial-time algorithm (Algorithm 1) which iteratively divides the deceptive range
[0, A™X] into multiple intervals, denoted by {int}iec }j- Each of these intervals, int{, corre-
sponds to the same uncertainty set of possible learning outcomes for the defender, denoted
by A}earnt'

In this algorithm, for each A}**™, we denote by Iby = Ala™t — § and uby = Aj&™ + §
the smallest and largest possible values of A4¢¢ so that A3t belongs to the uncertainty set
of Ade¢, In Algorithm 1, start is the variable which represents the left bound of each interval
int}iec. The variable open indicates if int‘;1eC is left-open (open = true) or not (open = false).

If start is known for int;ﬂec, the uncertainty set A}eamt can be determined as follows:

A}eamt = {Ajeamt, yleamt ¢ [spart—§, start+6]} if int‘]C-lec is left-closed

A}eamt = {Aleamt, yleamt ¢ (otgrt g, start+0]} if int;?leC is left-open

Initially, start is set to 0 which is the lowest possible value of A9 such that the
uncertainty range [A4¢¢ — §, Adec + §] contains )\lleamt and open = false. Given start and its
uncertainty range [start — J, start 4 J], the first interval int?ec of Ade¢ corresponds to the
uncertainty set determined as follows:

Allearnt — {)L}(earnt c Alearnt . A}(earnt c [Stlli’t — 5, start + 5]}

At each iteration j, given the left bound start and the uncertainty set A}eamt of the
interval int?ec, Algorithm 1 determines the right bound of int]?lec, the left bound of the next
interval int?ﬁ‘i (by updating start), and the uncertainty set A}‘f{nt, (lines (6-15)). Finally, we
prove the correctness of Algorithm 1 by presenting Proposition 1, which shows that for any
Adec within each interval int]dec, the corresponding uncertainty interval [Adec — §, Adec 4 4]

covers the same uncertainty set A}eamt.
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Algorithm 1: Imitative behavior deception—Decomposition of QR parameter
domain into sub-intervals

1 Input: Alearnt — { Allearnt’ Alzearnt’ ..., Al[garnt}/.

2 Initialize interval index: j = 1; start = 0; open = false;
A}earnt — {)\}Cearnt c Alearnt . /\}(earnt c [start _ 5, start + (5]}/

3 while Aj?ﬂmf #+ @ do

4 | Set the max index: k""" = max { At e A}eamt} ;
5 | Setthe min index: k;”i” = min; {Aleamt ¢ A}eamt} ;
6 if k}"”" < K Furthermore, lbk}nax 1 < ubk;,,m then
7 if open then Set intf‘eC = (Stﬂ?’t,lbk}nax 1)
8 else Set int?1ec = [Stﬂ?’t,lbk}nax 11);
9 Update start = lbk;nax_;'_l,' open = false;
10 i A}‘jf{“t = {Mearntg pleamt; jleamnt ¢ [spqrt— 5, start+6]};
11 else
12 if open then Set inifjc.leC = (start, ubk;nin],.
13 else Set inffleC = [start, ubk}mn] ;
14 Update start = ubk;,,m ; open = true;
15 i A}‘f{“t = {Alearnt ¢ pleant; pleamt ¢ (s4qrt—§, start+6);
16 | Updatej=j+1;
17 | return {(int;iec, )\}eamt)};

Proposition 1 (Correctness of Algorithm 1). Each iteration j of Algorithm 1 returns an interval
int?ec such that each A% € int?ec leads to the same uncertainty set:

Alparnt — {)\learnt )\learnt
] v

min 7+ ¢ max
K i

The rest of this section will provide details of missing proofs for the aforementioned
theoretical results.

learnt learnt dec) — Alearnt dec .
Proof of Lemma 2. For any A € Agant J(ALS) = Agamnt (ASSS), we have:

/\glec —5< /\learnt < /\ilec 46
Agec —5< /\learnt < Aglec +6

Since Adec ¢ (/\‘fec, Agec), we obtain:
/\dec —-5< /\learnt < /\dec 44

which implies Aleamt ¢ pleamnt (jdecy Ag g result,

discrete
learnt dec\ — A learnt dec learnt dec
Adiscrete(Al ) = Adiscrete(/\Z ) g Adiscrete ()\ ) (*)
On the other hand, let us consider a Aleamt ¢ A{fgg‘;t . (Adec), or equivalently, Adec 5 <
1 t d . : 1 t 1 t d — Al t d
Aleamt < A9€€ + 5. We are going to show that this '™ € AGIT (A{*) = Agamt, (A5SC)

as well. Indeed, let us assume Aleamt ¢ Aleamt (jdecy — pleamt (jdec) "1t means the
following inequalities must hold true:

A(liec 46 < /\learnt < /\gec -5
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which means that the uncertainty ranges with respect to A{¢¢ and AJ®° are not over-
lapped, i.e., [Adec — 5, Adec 4 5] M [Adec — 5, AdeC + 5] = @, or equivalently, Algamt (Adec) N

discrete
learnt dec) — hich i di
Aot o (A5€€) = @, which is contradictory.

learnt learnt dec)y — Alearnt dec : .
Therefore, A € Agamt J(ASS) = Agant (ASSS), meaning that:
learnt dec learnt dec) — A learnt dec
Adiscrete (/\ ) < Adiscrete (Al ) = Adiscrete(/\Z ) (**)

The combination of (*) and (**) concludes our proof. [

Proof of Lemma 3. First, although the deception space [0, A"**] is infinite, the total number
of possible learning-outcome uncertainty sets is at most 2X (i.e., the number of subsets of
the discrete learning space Aﬁg‘;te). Therefore, the deception space can be divided into
a finite number of disjoint subsets such that any deception value A9 within each subset
will lead to the same uncertainty set. Moreover, each of these deception subsets form a
sub-interval of [0, A"**], which is a result of Lemma 2.

Now, in order to prove that the number of disjoint sub-intervals is O(K), we will show
that for each learning outcome )L}famt, there are at most two deception sub-intervals such
that )\}famt is the smallest learning outcome in the corresponding learning uncertainty set.
Let us assume there is a deception sub-interval [ASe, A9¢¢] which leads to an uncertainty set
{Alearnt pleamt - Alearnt} for some k' > k. We will prove that the following inequalities

k+1 7
must hold:

§—2<k’—k§§ 4)
n n

where 7 is the discretization step size. Indeed, for any Adec ¢ [/\‘fec, Agec], we have:

d learnt d
Aeciég/\keam < A\dec 4 5
)\dec _5< A}(e,arnt < /\dec +6
ATt < Adee — §and At > Adee 45

Therefore,

)\}garnt _ /\}(earnt <26 = K —k < 2170—

2
Mgamt_ jleamt 55 — K —k > 7” —2

which concludes (4). Now, according to (4), for every k, then k' = k + [27‘71 —2ork =
k+ L%‘TJ , which means that there are at most two deception sub-intervals such that /\}famt
is the smallest learning outcome in their learning uncertainty sets. [

Proof of Proposition 1. Note that, for each Al**™, we denote by Iby = Alamt — § and
uby = /\}(eamt + J the smallest and largest possible values of A9¢¢ so that )\}famt belongs to
the uncertainty set of A9, In addition, k" and k]’.”i” are the indices of the smallest and

largest learning outcomes in the learnt uncertainty set for every deception value in the j*
deception interval.

At each iteration j, given the j learnt uncertainty set, Algorithm 1 attempts to find
the corresponding j* deception interval as well as the next (j + 1) learnt uncertainty set.
Essentially, Algorithm 1 considers two cases:
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Case 1: k}””x < Kand [bgmex 1 < ubpmin. This is when (i) the j" deception interval does not
j j

cover the maximum possible learning outcome Ala™t; and (ii) the smallest deception value

w.r.t the learning outcome /\}ﬁ.ﬁﬂr&l is less than the largest deception value w.rt the learning
]

outcome A}fnﬁrn“t. Intuitively, (i) implies that the upper bound of the j# deception interval is

]
strictly less than [ bk;rtax+1. Otherwise, this deception upper bound will correspond to an

uncertainty set which covers the learning outcome )\}%{Fj_l, which is contradict to the fact
j

that A}(‘i_,?{,{“ (which is strictly less that /'\}f,_,i"},?il) is the maximum learning outcome for the j*"
j i
deception interval.

In this case, the interval int‘;?leC is determined as follows:
. d .
intje = [start,lbk]maxH) if open = false
. d .
intie = (start, lbk;rtax+1) if open = true
Note that, since A}eamt is the uncertainty set of start with the smallest and largest

indices of (k]mi”,k;ﬂ”x), we have: [byuin < lbk;mzx < start and ubyyin_, < start. Therefore,
j j

for any Adec € int}?lec, we obtain:
Ibyin < start < A9 and A9 < Ibymar 1 < ubpin
J j j

Ibymax < start < AdeC and A < ub; < ubjmax
] ]

/\dec < lbk}"’”Jrl and /\dec Z start > l/lbk]r_rzinfl

which means A%2m* and AT belongs to the uncertainty set of A9¢¢ while A3 and
j J i
)\}ﬁ,ﬁt{?_ﬁl do not. Thus, A}eamt is the uncertainty set of A9¢¢. Since int]?lec is open-right, the left
j

bound of int]?ljcl is start = Iby, 1 and open = false, and A}ef{nt is determined accordingly.

Case 2: kj""* = K or lbk;nax +1 > ubyin. Note that when lbk/(rtax 41 > ubppin, the upper bound
j j
of the j deception interval must be at most ubymin. This is to ensure that this upper bound
j

covers the learning outcome Al¢amt,

Jemin

j
In this case, deception interval int]C-leC is determined as follows:

inif]?leC = [start, ubk}nin] if open = false
inif]deC = (start, ubk;nin] if open = true
The argument for this case is similar. For the sake of analysis, since k}””x = K which is

the largest index of Aearnt i1y the entire set Aleamt we set | bymax 11 = oo. For any Adec ¢ int}iec,
]
we have:

Ibymin < start < Adec < Ubjin
] ]
lbk](plﬂx S start S /\dec S Ubkmin S ubk}"“
]

/\dec < ubkrvnin < lbk]('lﬂx+1 and )\dec > start > ubkmin,l
]
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which implies A}eamt is the uncertainty set of A4°¢. Since int]'?lec is closed-right, the left

bound of int‘]c-ljc1 is start = ubk}mn and open = true, concluding our proof. [

4.1.2. Divide and Conquer: (Divide P4¢¢ ) into a O(K) Polynomial Sub-Problems

discrete
Lemma 4 (Divide-and-conquer). The problem ( nggcrete) can be decomposed into O(K) sub-
problems {(P;flec)} according to the decomposibility of the deception space. Each of these sub-
problems can be solved in polynomial time.
Indeed, we can now divide the problem (Pg'.fsccrete) into multiple sub-problems which
correspond to the decomposition of the deception space (Lemma 1). Essentially, each

sub-problem optimizes A9 (and A!¢¥™) over the deception sub-interval ini.‘]c.leC (and its

corresponding uncertainty set A}eamt), as shown in the following:

(PdeS) . max  U”
) dec gjppdec
]

s.t. Ut < u- (x(/\}(earnt), AdQC)’ v/\}(earnt c A}earnt

which maximizes the attacker’s worst-case utility w.r.t uncertainty set A}eamt. Note that
the defender strategies x()\}famt) can be pre-computed for every outcome /\}famt. Each
sub-problem (P?ec) has a constant number of constraints, but still remain non-convex. Our
Lemma 5 shows that despite of the non-convexity, the optimal solution for (P}iec) is actually
straightforward to compute.

Lemma 5. The optimal solution of A for each sub-problem, P;.’l“, is the (right) upper limit of the
corresponding deception sub-interval int‘;ec.

This observation is derived based on the fact that the attacker’s utility, U* (x, )\), is an
increasing function of A [4]. Therefore, in order to solve (ngscc rete), We only need to iterate

over right bounds of z'nt]deC and select the best j such that the attacker’s worst-case utility

(i-e., the objective of (P?ec)), is the highest among all sub-intervals. Since there are O(K)

dec
sub-problems, (Pge .

proof for Theorem 1.

) can be solved optimally in a polynomial time, concluding our

4.2. Solution Quality Analysis

We now focus on analyzing the solution quality of our method presented in Section 4.1
to approximately solve the deception problem (P4¢¢). Intuitively, let us denote by Ade
the optimal solution of (P9¢¢) and U, «; case (A9%°) is the corresponding worst-case utility
of the attacker under the uncertainty of learning outcomes in (P9¢¢). We also denote by

Agiescc rete the optimal solution of (PgiescC rete): Then, Theorem 2 states that:

a dec a dec a dec
worst-case (/\* ) 2 uworst—case (/\discrete) 2 uworst—case (/\* ) —€

Theorem 2. For any arbitrary € > 0, there always exists a discretization step size 1 > 0 such that
the optimal solution of the corresponding ( nggmte) is e-optimal for (P%c),

Proof. Let us denote by A9 the optimal solution of (P9¢). Then the worst-case utility of
the attacker is determined as follows:

uworst ( )LileC) — min u* (X ( Alearnt), )LileC)
\learnt < [)\ilec 75,Agec+5]



Games 2022, 13, 81

11 of 24

On the other hand, let us denote by A4 the optimal solution of (Pdec ). Then

discrete discrete
the discretized worst-case utility of the attacker is determined as follows:

Uworst ( Adec ) _ min u* (X( /\learnt), Adec )

discrete \” *discrete discrete
learnt learnt dec
A € Adiscrete (Adiscrete )

Note that, LYot e()\gf;C rete) 18 MOt the actual worst-case utility of the attacker for

mimicking /\giesccr ote SiNce it is computed based on the discrete uncertainty set, rather than

the original continuous uncertainty set. In fact, the actual attacker worst-case utility is

UWOfSt()\gie;aete). We will show that for any € > 0, there exists a discretization step size 7

such that:

Uworst( /\dec) > uworst( )\dec ) > uworst( /\dec) —€ (5)

discrete
Observe that the first inequality is easily obtained since A$¢ the optimal solution of
(P4ec). Therefore, we will focus on the second inequality. First, we obtain the following
inequalities:
toyd t d t d
e (A*ec) < Uzl\gsssete(A*ec) < uxggsete()Ldiesccrete)

The first inequality is obtained based on the fact that the discretized uncertainty set

is a subset of the actual continuous uncertainty range ALt (Adec) ¢ [pdec — 5 pdec 4 5],

The second inequality is derived from the fact that )\gfsccrete

(Pgiesccrete). Therefore, in order to obtain the second inequality of (5), we are going to prove

that for any € > 0, there exists 77 > 0 such that:

is the optimal solution of

worst ¢ y dec worst dec
u (/\discrete) te= udiscrete (/\discrete) (6)
Let us denote by Al*a™t the worst-case learning outcome with respect to Agfsccr ote Within
: dec o dec :
the uncertainty range [/\discrete O, AGS rote T d]. That s,
worst ( y dec 1714 learnt dec
u (/\discrete) =u (X(A* )’ /\discrete)
: learnt dec : : : : dec o dec :
Since Agamt (ASSs ote) 18 @ discretization of [ASSS  —J,ASS 4 0], there exist a
Mearnt ¢ Alearnt (jdec ) such that [Ajeamt — Aleamt] < 3 Now, according to the definition

of the discretized worst-case utility of the attacker, we have:

uworst ( /\dec ) < u* (X( A}cearnt)’ /\dec )

discrete \”*discrete discrete

Therefore, proving (6) now induces to proving Ji:

u’ (X(A}{eamt), Agﬁsccrete) - u (x(/\l*earnt)’ /\giesccrete) <e
where |Aleamt — p\leamt| <, First, according to [23], for any A, the defender’s correspond-
ing optimal strategy x(A) is a differentiable function of A. Second, the attacker’s utility
us(x, Agfsccrete) is a differentiable function of the defender’s strategy x for any Agfsccrete.

Therefore, U”(x(A), AdeC_ ) is differentiable (and thus continuous) at A. According to the

discrete

continuity property, for any € > 0, there always exists 17 > 0 such that:

Ua(x(A),Adec ) _ Ua(x(/\iearnt%)\dec ) <e

discrete discrete/ —
for all A such that |A — Aleamt| < 4 concluding our proof. [J

4.3. Heuristic to Improve Discretization

According to Theorem 2, we can obtain a high-quality solution for (P9¢°) by having
a fine discretization of the learning outcome space with a small step size 7. In practice, it
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is not necessary to have a fine discretization over the entire learning space right from the
begining. Instead, we can start with a coarse discretization and solve the corresponding

(Pg'fsccrete) to obtain a solution of Agfsccrete. We then refine the discretization only within
the uncertainty range of the current solution, [Agfscc rete — 07 /\gfscc rete T 9] We keep doing

that until the uncertainty range of the latest deception solution reaches the step-size limit
which guarantees the e-optimality. Practically, by doing so, we will obtain a much smaller
discretized learning outcome set (aka. smaller K). As a result, the computational time for

solving (ng;crete) is substantially faster while the solution quality remains the same.

5. Defender Counter-Deception

In order to counter the attacker’s imitative deception, we propose to find a counter-
deception defense function # : [0, A"%¥ 4 §] — X which maps a learnt parameter A'¢a™* to a
strategy x of the defender. In designing an effective H, we need to take into account that the
attacker will also adapt its deception choice accordingly, denoted by A9¢¢(#). Essentially,
the problem of finding an optimal defense function which maximizes the defender’s utility
against the attacker’s deception can be abstractly represented as follows:

max U (H, A% (1))

where A9¢¢(7{) is the deception choice of the attacker with respect to the defense function
H and U is the defender’s utility corresponding to (#, A9¢°(#)). Finding an optimal # is
challenging since the domain [0, A"¥ 4 §] of Al®a™t js continuous and there is no explicit
closed-form expression of H as a function of A1®a™t, For the sake of our analysis, we divide
the entire domain [0, A" + 4] into a number of sub-intervals I = {I¢, 15, ..., I;,} where
I — (A6, 1 = (A, 09, L I — (AR with 0 — A€ Al < - <
/\?\ffrl = A" 4§, and N is the number of sub-intervals. We define a defense function
with respect to the interval set: H! : I — X which maps each interval I € I to a single
defense strategy xy, i.e., HI(Iﬂ) =x, € X, forall n < N. We denote the set of these
strategies by X9¢f = {xq,...,xy}. Intuitively, all A1t € [ will lead to a single strategy
x;. Our counter-deception problem now becomes finding an optimal defense function
H. = (L, HY) that comprises of (i) an optimal interval set I,; and (ii) corresponding
defense strategies determined by the defense function H1* with respect to 1., taking into
account the attacker’s deception adaptation. Essentially, (I, HL) is the optimal solution of
the following optimization problem:

max U?(H!, Adec (1)) 7)
IH!
st A%(H!) € argmax  min U“(x,A%) ®)

Adece [O,Amzrx] XEX()\dec)

where A9¢¢(!) is the maximin deception choice of the attacker. Here, X(A9¢¢) = {x,, :
17 N [Adec — 5, Adec 1 5] £ @) is the uncertainty set of the attacker when playing A9, This
uncertainty set contains all possible defense strategy outcomes with respect to the deceptive
value Adec,

Main Result. To date, we have not explicitly defined the objective function, U4 (H!, Adec(H1)),
except that we know this utility depends on the defense function H! and the attacker’s
deception response A9¢¢(H1). Now, since H! maps each possible learning outcome A€t to
a defense strategy, we know that if A1t € [7 then U4 (H!, Adec(H1)) = U9 (x,,, Adec(HY)),
which can be computed using Equation (3). However, due to the deviation of Aleamt
from the attacker’s deception choice, A9¢¢(7!), different possible learning outcomes Aleamt
within [Adec(HT) — 5, Adec(H1) 4 5] may belong to different intervals I¢ (which correspond
to different strategies x,), leading to different utility outcomes for the defender. One may
argue that to cope with this deception-learning uncertainty, we can apply the maximin ap-
proach to determine the defender’s worst-case utility if the defender only has the common
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knowledge that Aleamt ¢ [pdec(l) — 5, Adec(T) 4 §]. Furthermore, perhaps, depending
on any additional (private) knowledge the defender has regarding the relation between the
attacker’s deception and the actual learning outcome of the defender, we can incorporate
such knowledge into our model and algorithm to obtain an even better utility outcome
for the defender. Interestingly, we show that there is, in fact, a universal optimal defense
function for the defender, H., regardless of any additional knowledge that he may have.
That is, the defender obtains the highest utility by following this defense function, and ad-
ditional knowledge besides the common knowledge cannot make the defender do better.
Our main result is formally stated in Theorem 3.

Theorem 3. There is a universal optimal defense function, regardless of any additional information
(besides the common knowledge) he has about the relation between their learning outcome and the
deception choice of the attacker. Formally, let us consider the following optimization problem:

(Pcounter) - max Ud(x, )\)

x,A

s.t. U%(x,A) > min U" (x, A""¥)
x'eX

0<A<AM™ xeX

Denote by (x*, \*) an optimal solution of (P®U")  then an optimal solution of (7), H. can
be determined as follows:

o If A* =A™, choose the interval set 1. = {I¢} with I§ = [0, A" +5] covering the entire
learning space, and function H'* (If) = x; where x; =x".

o IfA* <A™ choose the interval set I, = {I¢, 1§} with I{ =[0, A*+6], I§ = (A* 46, A™3% +
d]. In addition, choose the defender strategies x; = x* and x; € argmin,, U?(x, A"¥)
correspondingly.

The attacker’s optimal deception against this defense function is to mimic A*. As a result,

the defender always obtains the highest utility, U (x*, A*), while the attacker receives the maximin
utility of U%(x*, A*).

Example 1. Let us give a concrete example illustrating the result in Theorem 3. Considering a
3-target security game with the following payoff matrix shown in Table 1:

Table 1. The payoff matrix of a 3-target game.

Target 1 Target 2 Target 3
Def. Reward 2 3 1
Def. Penalty -1 -2 0
Att. Reward 2 1 3
Att. Penalty -3 -2 -3

In this game, the defender has 1 security resource. The maximum deception value of the attacker
is A™3% = 3 and the uncertainty level § = 0.25. By solving (P®"™¢"), we obtain a corresponding
defender strategy x* = [0,1,0] and the attacker behavior parameter A* = 0. Since A* < A™¥,
the optimal counter-deception defense function is as follows:

o Ifthe defender learns A"t € [0,0.25], the defender will play a strategy x; = x* = [0,1,0].
e Otherwise, if the defender learns At ¢ (0.25,3.25], the defender then plays x; =
[0.34,0.20,0.46] € argmin, 5 U%(x, A"*).
Given the defender follows this counter-deception function, the attacker’s optimal deception is

to mimic A* = 0, meaning the attacker just simply attacks each target uniformly at random. Here is
the reason why this is the optimal choice for the attacker:

o Ifthe attacker chooses A¢ = \* = 0, the corresponding learning outcome for the defender
can be any value within the range [0,0,25]. According to the defense function, the defender
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will always play the strategy x; = [0,1,0]. As a result, the attacker’s expected utility is
Ix2+ix(-2)+1x3=10.

e Nouw, if the attacker chooses A% > A* = 0, the corresponding learning outcome for
the defender may fall into either [0,0.25] or (0.25,3.25]|. In particular, if the learning
outcome At ¢ (0.25,3.25], it means the defender plays x, = [0.34,0.20,0.46] <
argmin, _y U%(x, A™%). In this case, the resulting attacker utility is U®(xp, A%°) < U (xy,
A™MY) = 0.33 (this inequality is due to the fact that the attacker utility is an increasing
function of A%€). As a result, the worst-case utility of the attacker is no more than 0.33 which
is strictly lower than the utility of 1.0 when the attacker mimics A%¢ = A* = 0.

Corollary 1. When A" = 4-oo, the defense function H. (specified in Theorem 3) gives the
defender a utility which is no less than their Strong Stackelberg equilbrium (SSE) utility.

The proof of Corollary 1 is straightforward. Since (x¢, A\ = 400) is a feasible
solution of (P<UMeT) the optimal utility of the defender U?(x*,A*) is thus no less than
U (x3%e, A"Max) (x3%¢ denotes the defender’s SSE strategy).

Now the rest of this section will be devoted to prove Theorem 3. The full proof of
Theorem 3 can be decomposed into three main parts: (i) We first analyze the attacker
deception adapted to the defender’s counter deception; (ii) Based on the result of the
attacker adaptation, we provide theoretical results on computing the defender optimal
defense function given a fixed set of sub-intervals I; and (iii) Finally, we complete the proof
of the theorem leveraging the result in (ii).

5.1. Analyzing Attacker Deception Adaptation

In this section, we aim at understanding the behavior of the attacker deception against
H!. Overall, as discussed in the previous section, since the attacker is uncertain about
the actual learning outcome of the defender, the attacker can attempt to find an optimal
deception choice A9¢¢(H!) that maximizes its utility under the worst case of uncertainty.
Essentially, A9e¢(#1) is an optimal solution of the following maximin problem:

max min  U%(x, A9%)
\decc [0,Amax] xEX()\deC)

where: X(A9¢) = {x,, : I9 N [Adec — 5, Adec 1 §] £ @} is the uncertainty set of the attacker
with respect to the defender’s sub-intervals I. In this problem, the uncertainty set X(A4¢c)
depends on A9 that we need to optimize, making this problem challenging to solve.

5.1.1. Decomposability of Attacker Deception Space

First, given H1 we show that we can divide the range of Adec into several intervals,
each interval corresponds to the same uncertainty set. This characteristic of the attacker
uncertainty set is, in fact, similar to the no-counter-deception scenario as described in
previous section. We propose Algorithm 2 to determine these intervals of A9¢¢, which
works in a similar fashion as Algorithm 1. The main difference is that in the presence of
the defender’s defense function, the attacker’s uncertainty set X(A9¢°) is determined based
on whether the uncertainty range of the attacker [A4¢¢ — §, A9¢¢ 4 §] is overlapped with the
defender’s intervals I = {I¢} or not.
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Algorithm 2: Counter-deception—Decomposition of QR parameter into sub-
intervals

1 Input: I = {Id, Ig,...,lﬁ,} and X9¢f = {x1,...,xn}

2 Initialize attacker interval index j = 1;

3 Initialize start = 0; uncertainty set X;iEf = {x, : 19N [start — 6, start + 6] # D};
+ while X}/ # @ do

5 | Setthe maxindex: nj"™* = max,{x, € X}ief }

6 Set the min index n}”in = min,{x, € X?Ef };
7 if n]’.””x < k Furthermore, lbn}mx 1 < ”bn]min 1 then

8 t Set end = lbn]r_rmerl,'

9 else Setend = len/min 11

10 | ifj=1then Set int;Jlec = [start, end];

11 else Set int]C.leC = (start,end];

12 | Updatestart =end;j=j+1;

13 | Set X]'?lef = {x : 19N (start — &, start + 8] # @};

14 return {int}c.lec, X}def}

Essentially, similar to Algorithm 1, Algorithm 2 also iteratively divides the range
of A9¢¢ into multiple intervals, (with an abuse of notation) denoted by {int?ec}. Each of
these intervals, int}iec, corresponds to the same uncertainty set of x;;, denoted by X]C-l’f’f .In
this algorithm, for each interval of the defender I, Ib, = Ad¢f — § and ub, ; = Agefl +0

+
represent the smallest and largest possible deceptive values of A9 so that 7 N [Adec —

5, Adec 4 8] # @. In addition, n;."i" and n}"”x denote the smallest and largest indices of the
defender’s strategies in the set X4¢f = {x,x,,...,xy} that belongs to X?Ef. Algorithm 2
relies on Lemma 6 and 7. Note that Algorithm 2 does not check if each interval int]‘?leC of

Adec jg Jeft-open or not since all intervals of the defender If is left-open (except for n = 1),
making all int]?lec left-closed (except for j = 1).

Lemma 6. Given a deceptive Adec, for any ny < ny such that X, , Xn, € X()\d‘?‘:), then x, €
X(A9e) for any ny < n < ny.

Lemma 7. For any A% such that Ib, < A9 < ub,1°, the uncertainty range of A% overlaps
with the defender’s interval 12, i.e., I3 N [A9e¢ — 5, A9 4+ §] # @, or equivalently, x, € X(A).
Otherwise, if Adec < 1p, or Adec > uby, 1, then x, ¢ X(Adec),

The proofs of these two lemmas are straightforward so we omit them for the sake of
presentation. Essentially, this algorithm divides the range of A9 into multiple intervals,
(with an abuse of notation) denoted by {int/?lec}. Each of these intervals, intjc.lec, corresponds

to the same uncertainty set of x,, denoted by X}ief . An example of decomposing the

deceptive range of A9 is shown in Figure 2.
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Attacker sub-intervals with uncertainty sets

intdec =[0,1]  intd* =(1,1.8] int§e = (1.8,2]

Xdef {Xl} Xdef {X1;X2} Xgef = {Xz}
[ \f | Right bounds ;
1 R
: ® : o—o— oM
N}ef\= 0 Agej\= 14 Adej 24
!
X1 X2

Defender’'s defense function

Figure 2. An example of a defense function with corresponding sub-intervals and uncertainty sets
of the attacker, where A" = 2.0 and ¢ = 0.4. The defense function is determined as: If 4 —0,1.4],
I§ = (1.4,2.4] with corresponding defense strategies {x;,x;}. Then the deception range of the
attacker can be divided into three sub-intervals: intde® = [0,1], intdec = (1,1.8],intec = (1.8,2]
with corresponding uncertainty sets X{¢f = {x; }, Xd"f = {x1,x2}, X“lef = {xy}. For example, if the
attacker plays any A9¢¢ € int$ec, it will lead the defender to play either x; or x,, depending on the
actual learning outcome of the defender.

5.1.2. Characteristics of Attacker Optimal Deception

We denote by M the number of attacker intervals. Given the division of the attacker’s
deception range {int]?lec}, we can divide the problem of attacker deception into M sub-

problems. Each corresponds to a particular im‘;1eC where j € {1, ..M }, as follows:

(P{eC) : U™* = max  min U"(x,, A9)
j ] Ndecgjppdec e xdef
j ]

Lemma 8. For each sub-problem ( I_’;.”"’C) with respect to the deception sub-interval int?“, the attacker

optimal deception is to imitate the right-bound of int?ec, denoted by 7\?“'.

The proof of Lemma 8 is derived based on the fact that the attacker’s utility U* (xn, Adec)
is increasing in A9¢¢. As a result, the attacker only has to search over the right bounds,
{/_\?ec}, of all intervals {int?ec} to find the best one among the sub-problems that maxi-

mizes the attacker’s worst-case utility. We consider these bounds /_\?ec to be the deception

candidates of the attacker. Let us assume j°/! is the best deception choice for the attacker
among these candidates, that is, the attacker will mimic the /_\%‘;‘f. We obtain the following
observations about important properties of the attacker’s optimal deception, which we
leverage to determine an optimal defense function later.

Our following Lemma 9 says that any non-optimal deception candidate for the at-
tacker, K?ec # /\%‘;ﬁ, such that the max index of the defender strategy in the corresponding

uncertainty set Xdef denoted by n'-”‘”‘, satisfies n}””x < n"},’fﬁ‘ , then the deception candidate

jopt. jopt

/\‘1‘3C is strictly less than A pt, or equlvalently, j < j°P'. Otherwise, j°P* cannot be a best

deceptlon response.

Lemma 9. Forany j # j°P! s.t. n!te < i, then )\dec Adf,ft, or equivalently, j < j°P.

Proof. Lemma 9 can be proved by contradiction as follows. Let us assume if there is j > j°F!

such that n]’”“x < n]”g;ff According to Algorithm 2, for any attacker interval indices j >/,
we have the min and max indices of the defender’s strategies in corresponding uncertainty

sets must satisfy: n]f’”” > n;??i” and n}m" > n;??”x , and they can not be both equal. That is



Games 2022, 13, 81

17 of 24

because the intervals {int}iec} returned by Algorithm 2 are sorted in a strictly increasing

order. Therefore, if there is j > j°P! such that n}”’” < n;’(}fjﬁ‘, it means n}”m > n"j},ﬁ’ and

n]’.”“x = n]’{ffjf In other words, the uncertainty set Xdef - dep{ Thus, we have the attacker’s

optimal worst-case utility w.r.t deception 1ntervals jand ]0’” must satisfy:

Ui, = min U”(x /\dof,f) < min U%(x A‘%f,’f) < min U (x, A*%) =U%*
] xeXdef xeXxdef / ]
j j

since U”(x, A) is a strictly increasing function of A°. This strict inequality shows that joF!
cannot be an optimal deception for the attacker, concluding our proof for Observation9. [

Note that we denote right bounds of attacker intervals by {Aec, ... Afec = Ama¥} Our
Lemma 10 then says that if the max index of the defender strategy nm”" in the set Xjopr is

opt
equal to the max index of the whole defense set, N, then )\dﬁ,f is equal to the highest value

— /\mux

of the entire deception range, i.e., Aduf,i =Am= or equivalently, /o7 = M.

Lemma 10. Ifn"gﬁ,x = N, then j°P' = M.

Proof. We also prove this observation using contradiction. Let us assume that j°P* < M.
Again, according to Algorithm 2, for any j > j/, we have n]’””’ > n;’”” and n}””x > n;’f‘”‘,

and they can not be both equal. Therefore, if n;';gf = N, then for all j > j°’!, we have:

n}'nux = N and Tl]min > 17731??; which means XdEf C Xduf,ﬁ Therefore, if j°' < M, then
we obtain:
Ul = min U (x, A955) < min U (x, 1) < min U” (x, Ads¢) = Uy
J xeX oepft xeXqyt xeXqit

which shows that j°P! cannot be an optimal deception of the attacker, concluding the proof
of Lemma 10. [

Remark 1. According to Lemmas 9 and 10, we can easily determine which deception choices among
the set {A%c, ..., A4} cannot be an optimal attacker deception, regardless of defense strategies
{x1,...,xn}. These non-optimal choices are determined as follows: the deception choice A; can not
be optimal for:

e Any jsuch that thereis aj > jwith i <

*  Anyj < M such that n}"“x =N

For any other choices /_\?“, there always exists defense strategies {x1, ..., Xy} such that /_\?“
is an optimal attacker deception.

5.2. Finding Optimal Defense Function H' Given Fixed I: Divide-and-Congquer

Given a set of sub-intervals I, we aim at finding optimal defense function H! or equiva-
lently, strategies X4¢f = {x;,x,, ..., xy} corresponding to these sub-intervals. According to
previous analysis on the attacker’s deception adaptation, since the attacker’s best deception
is one of the bounds {Zfec, e, Z%C}, we propose to decompose the problem of finding an
optimal defense function ! into multiple sub-problems P]?"u“ter, each corresponds to a
particular best deception choice for the attacker. In particular, for each sub-problem P].Counter,
we attempt to find H! such that )_\?ec is the best response of the attacker. As discussed in

the remark of previous section, we can easily determine which sub-problem P}“’“nter is not
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feasible. For any feasible optimal deception candidate jf?, i.e., PSQUMeT jg feasible, PEounter
) )

can be formulated as follows:

(PFE™T) + max U (R, ASE)

s.t. min U”(x,/_\dec) > min U”(X,/_\]C'lec)rvj

fea
def ] def
xeX/_fea xEX]-

where U?(H!, 19¢¢) is the defender’s utility when the defender commits to H! and the
]fea ty

attacker plays 19¢. The constraints in (P]?;g;mtef ) guarantee that the attacker’s worst-case

jfea N
dec
]’fea

utility for playing A% is better than playing other ;\]?lec. Finally, our Propositions 2 and 3

determine an optimal solution for (P]?f‘e’;mter .

Proposition 2 (Sub-problem P]?g};“fer f nj";egx < N, the best defense function for the defender is

determined as follows:

e Forall n > n™% choose x,, = x% where x%, is an optimal solution of the following optimiza-
7 > > p 8 op

ifea 7

tion problem:

mingex U (x, A7)

max
fea 7

o Foralln < ', choose x,, = x% where x% is the optimal solution of the following optimiza-

tion problem:

U? = maxyex U (x, 1%¢)

}'fea
s U7 (x, A6) > U7(x5, A7)

By following the above defense function, an optimal deception of the attacker is to mimic A9

and the defender obtains an utility of U

Proof. First, we show that the attacker optimal deception response is to A4, Indeed, we

jfea N
def —
]'fea

max
jfea .

have the uncertainty set X {x% } because the defender plays x,, = x% foralln <n

In addition, for all j such that n}”’”‘ > n;’fe’i" , the uncertainty set X]def contains x% . Therefore,

we have the attacker worst-case utility satisfying:

2" < U7 (x, A95) < U7 (x, A7) < U7 (x5, A985) = U,

Furthermore, for all j such that n}"”" < n"%% we have j < jf according to Observation 9.

jfea ’

Thus, we obtain:

ifea

U™ = U° (xZ, A7) < U (xE, Ajes) = U

dec

jfea s
the defender receives an utility of UY. Next, we prove that this is the best the defender can
obtain by showing that any defense function {x/,...,x)} such that j is the attacker’s
best response will lead to a defender utility less than U?. Indeed, since nj’?e‘ix < N, it means

j€@ < M or in other words, 7\]?‘}3; < Ay = A% On the other hand, since 7\}?‘}5; is the best

Based on the above defense function and the fact that the attacker will choose A

choice of the attacker, the following inequality must hold:

Ul > Uy = min U7 (x, A"*) > min U"(x, A™¥)
) xeXgAef xeX
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This means that any defense function {x},...,x,} such that jf@ is the attacker’s best
response has to satisfy the above inequality. As defined, U is the highest utility for the
defender among these defense functions that satisfy the above inequality. [J

Proposition 3 (Sub-problem P]?g;mtef f n}.’}é’jx = N, the best counter-deception of the defender

can be determined as follows: for all n, we set: x,, = X where X is an optimal solution of
maxyex U? (x, A7)

By following this defense function, the attacker’s best deception is to mimic A"™** and the
defender obtains an utility of U (&, A"%¥).

Proof. First, we observe that given ¥, 7\]-fea is the best response of the attacker. Indeed, since

— )\max

j€@ = M or equivalently /_\]«fea according to Observation 10, we have:

Uf, = U' (%, A"™) > U°(, Adec) = U™, v
Second, since A a = A™3X then for any defense function such that A fea is the best
deception choice of the attacker, the resulting utility for the defender must be no more than:

d max d max
rnaxxelefgfa U”(x, A™) < maxyxex U”(x, A7)

regardless of the learning outcome Alea™t ¢ [Amax _ 5 Amax 4 5] This is because the
defender eventually plays one of the defense strategies in the set X?feeaf . The RHS is the de-

fender’s utility obtained by playing the counter-deception specified by the proposition. [

Based on Propositions 2 and 3, we can easily find the optimal counter-deception by
choosing the solution of the sub-problem that provides the highest defender utility.

5.3. Completing the Proof of Theorem 3

According to Propositions 2 and 3, given an interval set I, the resulting defense
function will only lead the defender to play either {x%,x% } or {&}, whichever provides
a higher utility for the defender. Based on this result, our Theorem 3 then identifies an
optimal interval set, and corresponding optimal defense strategies, as we prove below.

First, we will show that if the defender follows the defense function specified in
Theorem 3, then the attacker’s optimal deception is to mimic A*. Indeed, if A* = A", then
since the defender always plays x*, the attacker’s optimal deception is to play A* = A™*
to obtain a highest utility U?(x*, A"¥).

On the other hand, if A* < A™* we consider two cases:

Case 1,if A% — 25 < A* < A" then the intervals of the attackers are int‘fleC = [0, A*]
and intdec = (A*, A"2X]. The corresponding uncertainty sets are X{¢f = {x;} and X§¢f =
{x1,x2}. In this case, the attacker’s optimal deception is to mimic A*, since:

min U"(x,A*) = U"(x*,A") > U"(xp, A™) > min U"(x, A""™)

def def
xEX] xeXs

Case 2, if A* < A™* — 24, then the corresponding intervals for the attacker are
int{ec = [0, A*], int§e = (A*, A* 4 26], and intec = (A* + 26, A"*~]. These intervals of the
attacker have uncertainty sets X3¢ = {x;}, X$¢f = {x1,%,}, and X§¢f = {x,}, respectively.
The attacker’s best deception is thus to mimic A*, since the attacker’s worst-case utility is
N, e ut(x,A*) = U?(x*,A*), and

U (x*, %) > U (xp, A™%) > mingex, U%(x, A* + 20)
U (X, A*) > U (xg, A"™) = minyex, U"(x, A™%)
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Now, since the attacker’s best deception is to mimic A*, according to the above analysis,
the uncertainty set is X{¢f = {x; = x*}, thus the defender will play x* in the end, leading to
an utility of U“(x*, A*). This is the highest possible utility that the defender can obtain since
both optimization problems presented in Propositions 2 and 3 are special cases of (Pcunter)
when we fix the variable A = A"* (for Proposition 3) or A = ijea (for Proposition 2).

6. Experimental Evaluation

Our experiments are run on a 2.8 GHz Intel Xeon processor with 256 GB RAM. We
use Matlab (https://www.mathworks.com, accessed on 1 October 2022) to solve non-
linear programs and Cplex (https://www.ibm.com/analytics/cplex-optimizer, accessed
on 1 October 2022) to solve MILPs involved in the evaluated algorithms. We use a value of
A™% = 5 in all our experiments (except in Figure 3g,h), and discretize the range [0, A"¥]
using a step size of 0.2: A € {0,0.2,...,A™*}. We use the covariance game generator,
GAMUT (http://gamut.stanford/edu, accessed on 1 October 2022) to generate rewards and
penalties of players within the range of [1,10] (for attacker) and [—10, —1] (for defender).
GAMUT takes as input a covariance value r € [—1,0] which controls the correlations
between the defender and the attacker’s payoff. Our results are averaged over 50 runs. All
our results are statistically significant under bootstrap-t (p = 0.05).

Algorithms. We compare three cases: (i) Non-Dec: the attacker is non deceptive and the
defender also assumes so. As a result, both play Strong Stackelberg equilibrium strategies;
(ii) Dec-d: the attacker is deceptive, while the defender does not handle the attacker’s
deception (Section 4). We examine different uncertainty ranges by varying values of J;
and (iii) Dec-Counter: the attacker is deceptive while the defender tackle the attacker’s
deception (Section 5).

Figure 3a,b compare the performance of our algorithms with increasing number of
targets. These figures show that (i) the attacker benefits by playing deceptively (Dec-0
achieves 61% higher attacker utility than Non-Dec); (ii) the benefit of deception to the
attacker is reduced when the attacker is uncertain about the defender’s learning outcome.
In particular, Dec-0.25 achieves 4% lesser attacker utility than Dec-0; (iii) the defender
suffers a substantial utility loss due to the attacker’s deception and this utility loss is
reduced in the presence of the attacker’s uncertainty; and finally, (iv) the defender benefits
significantly (in their utility) by employing counter-deception against a deceptive attacker.

In Figure 3c,d, we show the performance of our algorithms with varying r (i.e., co-
variance) values. In zero-sum games (i.e., r = —1), the attacker has no incentive to be
deceptive [4]. Therefore, we only plot the results of r € [—0.2, —0.8] with a step size of
0.2. This figure shows that when r gets closer to —1.0 (which implies zero-sum behavior),
the attacker’s utility with deception (i.e., Dec-0 and Dec-0.25) gradually moves closer to
its utility with Non-Dec, reflecting that the attacker has less incentive to play deceptively.
Furthermore, the defender’s average utility in all cases gradually decreases when the
covariance value gets closer to —1.0. This results show that in SSGs, the defender’s utility is
always governed by the adversarial level (i.e., the payoff correlations) between the players,
regardless of whether the attacker is deceptive or not.

Figure 3e,f compare the attacker and defender utilities with varying uncertainty range,
i.e., ¢ values, on 60-target games. These figures show that attacker utilities decrease linearly
with increasing values of 6. On the other hand, defender utilities increase linearly with
increasing values of J. This is reasonable as increasing J corresponds to a greater width of
the uncertainty interval that the attacker has to contend with. This increased uncertainty
forces the attacker to play more conservatively, thereby leading to decreased utilities for
the attacker and increased utilities for the defender.
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Figure 3. Evaluations on player utilities.

In Figure 3g,h, we analyze the impact of varying A"** on the players’ utilities in
60-target games. These figures show that (i) with increasing values of A"*¥, the action space
of a deceptive attacker increases, hence, the attacker utility increases as a result (Dec-0,
Dec-0.25 in both sub-figures); (ii) When this A™#* is close to zero, the attacker is limited to a
less-strategic-attack zone and thus the defender’s strategies have less influence on how the
attacker would response. The defender thus receives a lower utility when A" gets close
to zero; and (iii) most importantly, the attacker utility against a counter-deceptive defender
decreases with increasing values of A"**. This result shows that when the defender plays
counter-deception, the attacker can actually gain more benefit by committing to a more
limited deception range.

Finally, we evaluate the runtime performance of our algorithms in Figure 4. We
provide results for resource-to-target ratio % = 0.3 and 0.5. This figure shows that (i) even
on 100 target games, Dec-0 finishes in ~5 min. (ii) Due to the simplicity of the proposed
counter-deception algorithm, Counter-Dec finishes in 13 s on 100 target games.
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Figure 4. Runtime performance.

Additional Experiment Results

(b) Ratio = 0.5

Figure 5 shows the performance of our algorithms as we vary the number of resources

L on 80-target games and 20-target games. This figure shows that the benefits of deception
and counter-deception to the players are observed consistently when varying L. It shows
that (i) the defender (attacker) utilities steadily increase (decrease) with increasing L; and
(ii) the trends observed between the different algorithms in Figure 5 are observed consis-
tently at different values of L. In Figure 6, we compare different algorithms with increasing
number of targets when % = 0.5. We observe similar trends in these additional results.
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7. Conclusions

This paper provides a comprehensive analysis of the attacker deception and defender
counter-deception under uncertainty. Our algorithms are developed based on the de-
composibility of the attacker’s deception space and the discretization of the defender’s
learning outcome. Our key finding is that the optimal counter-deception defense solution
only depends on the common knowledge of players about the uncertainty range of the
defender’s learning outcome. Finally, our extensive experiments show the effectiveness of
our counter-deception solutions in handling the attacker’s deception.

As for future work, this article focus on the attacker deception and defender counter-
deception in the context of the Quantal Response model, which only has a single model
parameter. Given promising results of this article, investigating the attacker deception in
more complex model settings such as neural nets would be interesting future direction.
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Notes

1

We use a uniform discretization for the sake of solution quality analysis (as we will describe later). Our approach can be
generalized to any non-uniform discretization.

Lemma 7 is stated for the general case n > 1 when the defender’s interval If is left-open. When n = 1 with the left bound is
included, we have Ib, < Ade¢ < ub, 4.

There is a degenerate case in which U”(x, A) is constant for all A, when the defense strategy x leads to an identical expected utility
for the attacker across all targets. To avoid this case, we can add a small noise to such defense strategy x so that these attacker
expected utilities vary across the targets, while ensuring that this noise only leads to a small change in the defender’s utility.
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