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Abstract

:

Blockchain technology enables a decentralized and distributed environment with no need for a central authority. Transactions are simultaneously secure and trustworthy due to the use of cryptographic principles. In recent years, blockchain technology has become very trendy and penetrated different domains, mostly due to the popularity of cryptocurrencies. One field where blockchain technology has tremendous potential is healthcare, due to the need for a more patient-centric approach to healthcare systems and to connect disparate systems and increase the accuracy of electronic healthcare records (EHRs). In this systematic review, an analysis of state-of-the-art blockchain research in the field of healthcare is conducted. The aim is to reveal the potential applications of the technology and to highlight the challenges and possible directions of blockchain research in healthcare. First, background information is discussed, followed by a description of the exact methodology used in this paper. Next, an analysis of the results is given, which includes a bibliometric overview, an analysis of gathered data and its properties, and the results of a literature quality assessment. Lastly, there is a discussion of the results from the analysis. The findings indicate that blockchain technology research in healthcare is increasing and it is mostly used for data sharing, managing health records and access control. Other scenarios are very rare. Most research is aimed at presenting novel structural designs in the form of frameworks, architectures or models. Findings also show that technical details about the used blockchain elements are not given in most of the analyzed publications and that most research does not present any prototype implementation or implementation details. Often even with a prototype implementation, no details about blockchain elements are given.
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1. Introduction


Blockchain technology has been penetrating every aspect of Information and Communications Technology (ICT) and its use has been growing rapidly in recent years. The interest and development of this technology has primarily been driven by the enormous value growth of cryptocurrencies and large investments of venture capital in blockchain start-ups. It is forecast that the market for blockchain technology will grow until 2021 [1]. Currently there are more than 1500 crypto coins [2], which were created in just a few years after the introduction of Bitcoin [3]. Bitcoin was the pioneer digital coin. It assures that transactions are performed in a decentralized way without the need for a trusted central authority. As public keys are employed there is no need to disclose someone’s identity. A vital part of the Bitcoin network are miners that receive coins for their computational work to verify and store transactions (payments) in the Bitcoin blockchain. The interested reader can find more information about Bitcoin in [4,5,6].



Cryptocurrencies are just one example of the use of blockchain technology. Basically there are three concepts that need to be distinguished in a cryptocurrency [4]—the blockchain, the protocol and the currency. A coin can implement its own currency and protocol, but use the blockchain of another coin like Bitcoin or Ethereum [7]. In the world of cryptocurrencies, the blockchain acts as a distributed ledger that stores all the performed transactions of coins. Con-sequentially, such a blockchain grows continuously as new blocks are added over time. Most known cryptocurrency blockchains are public and one can query their transactions through web platforms like blockchain.com—a web platform for querying the transactions of the Bitcoin blockchain.



Blockchain enables transactions between entities without the need for a (trusted) third-party. It relies on validators (often miners) that replace the third parties and validate transactions in a decentralized way. This is achieved through a distributed consensus—an ability to agree on something among multiple parties that do not trust each other. In the crypto-currency world, this computational problem is related to the double-spending problem, i.e., how to confirm that a specific amount of a digital coin has not already been spent without the validation of a trusted third-party (usually a bank), which keeps a record of all transactions and users’ balances.



Surveys on the application of blockchain in different fields have already been published [8]. Zheng et al. [9,10,11] provide a review on the architecture and the different mechanisms involved in blockchain technology. Additionally, Karafiloski and Mishev [12], and Ahram et al. [13] provided overviews on blockchain technology with an emphasis on its application in big data and industrial applications. Conoscenti et al. [14] and Yli-Huumo et al. [15] published systematic reviews that analyze the application areas of blockchain and related research topics. There are papers that address the applicability of blockchain technology in the healthcare domain [16,17,18,19,20,21,22,23,24,25], but none of those took a systematic approach to review the target field.



Motivation and Contribution


In contrast to the mentioned papers, this work presents a systematic review and analysis of the state-of-the-art blockchain research in the field of healthcare. The aim of this paper is also to indicate the potential usage of blockchain in healthcare and to show the challenges and potential directions of blockchain research. This systematic review only includes research that introduces a new solution, algorithm, method, methodology, or architecture for the field of healthcare. Review type research, discussions of possible uses and applications of blockchain, and other non-relevant publications are excluded.



The remainder of this paper is organized as follows. In Section 2 we present background information on blockchain technology and its concepts as well as the need for blockchain in healthcare. The systematic review methodology, research questions, the included databases, selection of studies and the literature quality assessment are discussed in Section 3. Section 4 presents the data analysis including a bibliometric overview, an analysis of gathered data and its properties, and the literature quality assessment results. Furthermore, a discussion of the results is presented in Section 5 together with the discussion and answers to the research questions. The paper is summed up in Section 6 where conclusions are drawn and future work is discussed.





2. Background


In this section, we discuss the fundamentals of blockchain technology to help understand the rest of this paper.



A blockchain can be seen as a distributed ledger that shares data among a network of peers [4,9,26]. It was introduced together with Bitcoin and solved a long-lasting problem—the double-spend problem. In Bitcoin this is achieved through a consensus of the majority of the so-called mining nodes and the appending of valid transactions to the blockchain. The first application of blockchain was in cryptocurrency. However, it is not necessary to introduce a cryptocurrency in order to use blockchain and build decentralized applications [27].



To get the reader to better understand the concept of the blockchain, its basic characteristics and building elements will be described in the next subsections.



2.1. Blockchain—Distributed Ledger Technology


A blockchain can be defined as a chain of blocks that are time-stamped and linked using cryptographic hashes. These blocks are sealed in a secure and immutable manner [26,28]. The chain is constantly growing and new blocks are being appended to the end, whereby each new block holds a reference (i.e., a hash value) to the content of the previous block [29]. The shareholders, also referred to as nodes of the blockchain are organized in a peer-to-peer (P2P) network. Each node in the network is in the possession of two keys [30]: a public key that is used for encrypting the messages sent to a node and a private key that is used to decrypt the messages and allows a node to read it. Thus the public key encryption mechanism is used to ensure the consistency, irreversibility and non-repudiability of a blockchain [9]. Only the proper private key can decrypt the messages encrypted with the corresponding public key. This concept is know as asymmetric cryptography. As a detailed explanation is out of the scope of this paper, further details can be found in [30,31].



All the blocks in the blockchain are linked using the so-called hash which is generated using a cryptographic one-way hash function (e.g., SHA256). It also ensures anonymity, immutability and compactness of the block [32].



Each transaction carried out by a node is signed before it is broadcasted to the network for later confirmation. The digital signing of a transaction using the private key enables authentication and provides integrity of a transaction. The first is due to the fact that only a user with a specific private key can sign the transaction and the second is due to the fact that an error during transmission of the data results in the inability of decryption (i.e., verifying a digital signature).



Transactions disseminated in the network and considered valid by the network are ordered and packed into time-stamped blocks by specific nodes, which are called miners when the network is using specific consensus mechanisms, such as proof-of-work or proof-of-stake. How the miners are chosen and what data is included in the block depend on the consensus protocol (a more detailed definition of a consensus protocol is given later). The blocks are then broadcast to the network, where the validation nodes verify that the received block contains valid transactions and that it references the previous block in the chain by using the corresponding hash. If both requirements are fulfilled, the nodes add the block to the blockchain. If the requirements are not fulfilled, the block is discarded.



This brings us to the role of network nodes. Since the blockchain network is a P2P network, a node can be regarded as a peer when it starts to connect and communicate with other nodes in the network, thus the appropriate name would be a peer-node. We will henceforth denote it as a “node” for easier comprehension. In layman’s terms, a full node is any computer that has the core blockchain client installed and operates a full copy of the whole blockchain ledger [9,33,34].



A user wishing to engage with the blockchain connects to the blockchain network through a node [33]. The previously mentioned miners are a subset of nodes, since all miners must also operate a fully functional node. Hence, each miner is a node, but not every node is also a miner. This scenario is known from a specific public blockchain type employing the PoW (proof-of-work) consensus (more on this later in this section). Other types of blockchain networks, using other distributed consensus types, do not require mining, e.g., PoS (proof-of-stake) [15].



The basic tasks of a blockchain node are [33,34]:




	
connecting to the blockchain network,



	
storing an up-to-date ledger,



	
listening to transactions,



	
passing on valid transactions into the network,



	
listening for newly sealed blocks,



	
validating newly sealed blocks—confirming transactions,



	
creating and passing on new blocks.









2.2. Types of Blockchains


Generally, there are different types of blockchains depending on the managed data, on the availability of such data, and on what actions can be performed by the user. These include:




	
public permissionless,



	
consortium (public permissioned),



	
private.








All the data in the public permissionless (often called just public) blockchain is accessible and visible to the public. However, some parts of the blockchain could be encrypted in order to preserve a participant’s anonymity [9]. In a public permissionless blockchain anyone is able to join the blockchain without any approval and can act as a simple node or as a miner (node). These types of blockchains are usually given an economic incentive, such as in cryptocurrency networks. Examples of such a blockchain include Bitcoin, Ethereum or Litecoin [3,7,35].



The consortium type blockchain enables only a selected group of nodes to participate in the distributed consensus process [9]. It can be used within one or across several industries. When a consortium blockchain is established within one industry (e.g., financial sector), it is opened for limited public use and partially centralized. On the other hand, a consortium between industries (e.g., insurance companies, financial institutions, governmental institutions) is opened for public use while still having established a partially centralized trust.



A private blockchain only enables chosen nodes to join the network. It is therefore a distributed yet centralized network [9]. Private blockchains are permissioned networks in order to control which nodes can perform transactions, execute smart contracts or act as miners. They are managed by one organization which is the trusted party. It is used for private purposes. Hyperledger Fabric [36] and Ripple [37] are examples of blockchain platforms that only support private blockchain networks. Note that such classifications are still being debated and different definitions might be found in literature.



A distinction between blockchains can also be made based on their purpose:




	
for tracking digital assets (e.g., Bitcoin) and



	
for running certain logic (i.e., smart contracts).








Some blockchains use tokens (e.g., Ripple, Bitcoin, Ethereum), while others do not (e.g., Hyperledger Fabric).




2.3. Distributed Consensus Protocols


For the blockchain network to remain functional, its peers need to agree on a certain state of the distributed ledger and on a way for packing data into blocks. Such an agreement is called a distributed consensus protocol and it validates the chronological order of generated transactions [9]. It ensures that a quorum of blockchain network peers agree on the precise state of the shared ledger, and thus the order in which new blocks are added to the ledger [26]. Some of the used distributed consensus protocols are [9,26,38]:




	
proof-of-work (PoW),



	
proof-of-stake (PoS),



	
delegated-proof-of-stake (DPoS),



	
proof-of-importance (PoI),



	
proof-of-activity (PoA),



	
proof-of-burn (PoB),



	
proof-of-deposit (PoD).








A distributed consensus protocol defines how a network determines which peer will prepare and seal the newest block with still unconfirmed and non-formatted data. The simplest way is to determine it randomly, but such an approach is not effective in terms of network longevity and can even be dangerous for the network, since peers could decide to attack the whole network [9]. The idea behind PoW, PoS and others is the fact that the chosen node (miner) contributes something valuable and the best node is rewarded. The reward promotes competition and a competition where adversaries check each others’ work and valuables also mitigates the chances of a possible attack.



The PoW consensus protocol is used in the Bitcoin network. It uses computing power as a mechanism to determine the chosen peer [3,9,15]. The competition between peers is based on hashing unconfirmed transactions. Therefore, a peer’s chance of being chosen is in proportion to its computational power. Each time a peer wins and is chosen, it gets a reward. The current reward in Bitcoin network is 12.5 newly generated bitcoins, which are added to the chosen peer’s account [26]. The hashing competition, which is called mining, is based on the calculation of a block, containing unconfirmed transactions, a random nonce and a hash reference to the previous block. It is required that the outcome of the hash is equal to a predefined value. In case a miner reaches the required value, it broadcasts the newly generated block to the network. Other peers then validate it and if correct it is replicated in the network [9].



The PoS consensus protocol is based on the assets a peer possesses (i.e., the stake of the network value a peer has under control). A peer’s chance of being chosen to confirm a new block is in proportion to its assets (i.e., wealth or stake). In practice, this is realized by having a peer deposit a predefined minimum number of its assets. This buys the node a ticket. The winner is chosen in a deterministic pseudo-random way from a group of peers with tickets. The competition in this case is not based on the computational power of the peers, meaning there is minimal energy consumption in comparison to the PoW. However, such an approach is similar to a shareholder corporation, where the rich have an advantage [38]. This works, because it is unlikely a peer will attack the network, since in this case it would attack its own assets [9]. There are multiple versions of the PoS consensus protocol, whereby each introduces a different approach on how to choose the validator in order to ensure fairness. One of these versions is the Distributed PoS (DPoS). The difference between a regular PoS and a DPoS system can be compared to the difference between a direct democracy and a representative democracy, since stakeholders vote in order to decide the signer, i.e., the delegate [9].



Therefore, we can state that nodes determine the distributed consensus, thus agreeing on specific rules and that the blockchain acts as a consensus mechanism to ensure that the nodes stay in sync [34].




2.4. The Need for Blockchain in Healthcare


One of the fields where blockchain is considered to have great potential is healthcare [39]. To transform healthcare, the focus should be given to the management of data that could benefit from the potential to connect disparate systems and increase the accuracy of EHRs. Blockchain technology can be used to support drug prescriptions and supply chain management, pregnancy and any risk data management as well as to support access control, data sharing and managing of an audit trail of medical activities. Other healthcare areas that can benefit from blockchain technology are provider credentials, medical billing, contracting, medical record exchange, clinical trials, and anti-counterfeiting drugs. Healthcare services are transforming to enable a patient-centric approach. Blockchain-based healthcare systems could enhance security and reliability of patients’ data since patients would have control over their healthcare records. Those systems could also help consolidate patient data, enabling the exchange of medical records across different healthcare institutions.



Storing the medical data of patients is very important in healthcare. These data are very sensitive and therefore also a prime target for cyber-attacks. It is important to secure all sensitive data. Another aspect is control over data which would ideally be managed by the patient. Therefore, sharing and accessing the control of patients’ healthcare data is another use case which can benefit from advanced modern technologies. Blockchain technology is very robust against attacks and failures, and provides different methods of access control. Therefore, blockchain provides a good framework for healthcare data.



For personal medical data, the most adequate type of a blockchain would be a private blockchain. According to the Würst and Gervais decision model, a blockchain can be used in a scenario where multiple parties who do not trust each other need to interact and exchange common data, but would not like to involve a trusted third-party (TTP) [40]. Their model presents several factors which need to be considered when analyzing whether a specific scenario requires blockchain. Regarding storage, there are several factors (questions) that need to be considered [40]:




	
Is there a need for storing data (with regard to the authors of a specific state)?



	
Do you need multiple write access?



	
Is a TTP available and can one that is always online be used?








Firstly, we have to determine the need for data storing (in a typical scenario this is a database). Subsequently, it needs to be determined if there is a need for writing access for multiple parties. If only one writer exists, then no blockchain is needed and alternative solutions can be considered (e.g., a database). It has to be noted that traditional databases offer better performance than a blockchain. If a TTP is available, is always online, and can be fully trusted, then there is no need for blockchain.



The Würst and Gervais decision model also helps determine what type of blockchain should be used (e.g., public permissionless, public permissioned, or private). If the writers are not known, the only obvious choice would be a public permissionless blockchain. If the TTP is offline, it could function similarly to a certification authority and the involved parties do not mutually trust each other, a permissioned blockchain could be employed. However, if all the parties mutually trust each other, then a database with shared access could be used instead of a blockchain. On the other hand, if writers are known and can be trusted, the choice falls between a public permissioned and private blockchain. The first is in the case where you need public verifiability and the second in the case when it is not needed. Please note that these parts of the model imply that the first three questions stated before are answered positively—otherwise deploying a blockchain is unnecessary.



The current medical data infrastructure mostly depends on trusted third parties. In several cases these cannot be fully trusted. The blockchain, which relies on consensus and does not need a central authority, is a possible solution to this problem.





3. Methodology


We first define the used methodology. We have limited our systematic review to the field of healthcare.



3.1. Research Questions


The study intended to answer the following research questions:




	
RQ1: To what extent is blockchain established in healthcare and how did this change over time?



	
RQ2: What are the current research trends for blockchain use in healthcare?



	
RQ3: What are the elements of blockchain technology used in the healthcare publications?









3.2. Data Sources


The systematic review included the following 9 electronic databases:




	
Google Scholar,



	
Clarivate Analytics—Web of Science (WoS),



	
IEEE Xplore,



	
PubMed,



	
Medline EBSCO,



	
Springer SpringerLink,



	
Elsevier ScienceDirect,



	
ACM Digital Library,



	
Cochrane Central.








The review was conducted by three reviewers and the search in all databases returned 6375 results. Due to a lack of advanced search options in Google Scholar and SpringerLink, they returned many non-related results. Therefore, we only included the first 200 most relevant results from these two databases.



The search for relevant publications was performed using the query string(s) defined below. The search strings were constructed based on the research domain and the defined research questions.



We have used the following search terms:
(blockchain OR “block chain”) AND
(healthcare OR health OR medic* OR
medical OR medicine OR *health*)
        




In some cases where the * symbol could not be used, we replaced the original search query with the following:
(blockchain OR “block chain”) AND
(healthcare OR health OR medical OR
medicine OR m-health OR mhealth OR
ehealth OR e-health OR telehealth)
       




The search in the online digital libraries was conducted in June 2018. The search query was intentionally made as broad as possible in order to consider as many results related to the research questions posed in this systematic review as possible. The used procedure for searching and the selection of publications is summarized in Figure 1. The summary of the results returned for each database search are presented in Table 1.




3.3. Selection of Studies


The selection process started with 580 publications gathered from online digital libraries. Based on the criteria, the publications were either included in the systematic review or not. The selection process was divided into four phases:




	
Phase 1: The search results were filtered according to the inclusion and exclusion criteria. The criteria are described in the systematic review protocol in Table A1 in Appendix A. We included studies from the years 2008 to 2019 (the last one due to the fact that some scientific publication already had issues set to be published in 2019). The reason for choosing the year 2008 as the beginning of the range is the introduction of Bitcoin in 2008 which was the first published application of the blockchain technology. Therefore, there are no blockchain related studies before 2008.



	
Phase 2: We assessed and selected the results based on the relevance of the research questions by investigating only the title and abstract. We excluded 422 results.



	
Phase 3: The duplicates from 9 different databases were removed. There were 158 publications found and after removing the duplicates, 88 publications were left for the next phase.



	
Phase 4: The remaining results were inspected in more detail by a full reading. The analyzed publication had to relate closely to the defined research questions. The remaining results also had to include a novel and sufficient contribution to the field of healthcare by the means of a blockchain. Many results were excluded as the introduced idea was very general and no further details on its design or implementation were given. A further 55 results were excluded.








The final number of included publications in the systematic review was 33.



The process itself was strict in order to ensure that only relevant and high-quality studies were considered.



The process of gathering, selecting and reviewing used in this review was controlled using the CASP Systematic Review Checklist [41], which addresses the assessment of research in systematic reviews.




3.4. Data Gathering


After collecting the relevant publications, we gathered data from those 33 publications. We started with basic information about the publications: title, author(s), publication type (e.g., conference proceeding, journal paper, etc.), publication year, and the number of citations based on Google Scholar Citations [42].



After collecting the basic information, we were interested in the two primary fields of interest in this paper—blockchain and healthcare.



We collected the contributions of the analyzed publications. Typical contributions are a presentation or discussion of a structural design (i.e., a framework or an architecture), an algorithm or a protocol, a consensus algorithm or a new metric.



We were also interested for which purpose or field a blockchain included in healthcare was used. As blockchain technology can serve multiple purposes we have allowed for more than one to be selected. We found that a blockchain is usually used in the following fields:




	
data sharing,



	
access control,



	
health records (EHRs, EMRs and PHRs),



	
managing an audit trail,



	
supply chain,



	
others.








Many publications discuss record keeping. The majority in the form of EHRs, while the minority propose or discuss electronic medical records (EMRs) and personal health records (PHRs). In this paper we combine these into the field of health records.



We have also investigated if publications present an existing solution in use or just propose a concept with the potential for real-life application (with a possible proof of concept implementation).



Next, we identified details about blockchain elements that can be extracted from the analyzed publications. From the contents of the publications, we identified a blockchain platform (e.g., Ethereum, Hyperledger Fabric, etc.), a consensus algorithm (e.g., PoW, PoS, etc.), and a blockchain type (as defined in Section 2.2). Finally, we identified if the proposed solutions incorporated smart contracts. Any information not found in the publications was marked as “not defined".




3.5. Literature Quality


We have also conducted an assessment of literature quality. To achieve this, we needed to grade publications. We decided to measure quality based on criteria defined in Table 2. The criteria are designed to measure the quality of the publication itself, as well as the relevance of the blockchain research in the publication. All of the final 33 publications were independently investigated by three reviewers.



Each criterion was posed in the form of a question for the reviewers to answer. The reviewers could answer the questions with three answers varying from a negative answer when the criterion was addressed very poorly or not at all, to an intermediary response when the criterion was partially addressed, or a positive answer when the reviewer felt the publication had successfully satisfied the criterion. The answers were assigned values 0 (‘BARELY’ or ‘NO’), 1 (‘PARTIALLY’), and 2 (‘SATISFACTORILY’ or ‘YES’) and summarized across the reviewers to get final quality indicator scores (from 0 to 6) for each of the publications, where a higher score represents a better fulfillment of the criteria.





4. Analysis


4.1. Bibliometric Overview


We firstly present a bibliometric overview of selected publications in Figure 2. For the systematic review to be complete we also included grey literature, such as working papers and white papers.



Just five publications are highly cited (e.g., more than 10 citations per publication). These publications were published in 2016 and 2017 at two conferences and in three journals. The reason for low citation numbers is that most publications were published in the last two years (2017 and 2018). Because they are relatively new there was not enough time to gather citations and we can assume that those publications will get additional citations in the future. All the publications with 0 citation were published in 2017 and 2018 and all the publications with 16 or more citations were published in 2016.



Of the final 33 publications, 14 are conference proceeding papers, 11 are journal papers, 3 are patents and 5 papers are grey literature. Regarding the publication type, most publications in 2017 were published in peer-reviewed conference proceedings. This paradigm has shifted in 2018 as most publications were published in peer-reviewed journals. Figure 2 also shows that the overall amount of research has declined in 2018 when compared to the year before. However, please note that the data for 2018 is only for the first half of the year and that the number of published publications has already almost reached the number from 2017 and by far exceeded the number from 2016. Given the current number of publications for 2018 we have no doubt that the number of publications will again exceed the preceding year. This shows that the research field of blockchain in healthcare is very much relevant and growing.




4.2. Analysis of Data Gathering


Table 3 contains basic information on the analyzed publications, which are the publication’s ID, publication reference (Reference), year of publication (Year), total number of citations (Citation Counter), in what kind of publication it was published (Publication Type) and the publisher (Publisher). The vast majority of research was published in peer-reviewed journals or in peer-reviewed conference proceedings. The final selection also includes a few patents (which are also reviewed before publication) and grey literature which was included for completeness. Table 3 shows that most of these publications have citations, and the ones that have none are newer (i.e., 2017 and 2018).



Altogether we have analyzed 33 publications using the methodology mentioned in Section 3.4.



Table 4 shows the publications’ contributions. Out of the 33 publications, a new structural design (i.e., introducing a framework, an architecture or a model employing a blockchain) occurred 27 (82%) times. Algorithms, protocols or schemes were proposed in 4 (12%) publications. The remaining 2 (6%) publications present two other contributions—a new consensus algorithm and metrics for benchmarking distributed applications based on a blockchain platform.



The next analysis that we conducted in our systematic review is the purpose or field of blockchain use in healthcare. As can be seen in Table 5, most publications apply blockchain in healthcare for data sharing, health records and access control. Often, authors state multiple applications of blockchain technology in healthcare (e.g., for data sharing and access control) which could be regarded as expected since the blockchain technology itself implies specific applications—e.g., it is the nature of a distributed technology like blockchain to be used for data sharing, and it is therefore understandable that this field of research would be often mentioned.



After collecting data on the realization of the ideas described in publications we have discovered that the majority of publications rarely presented a working solution, although this trend has started to turn as we can see in Figure 3. Since 2017 there were five publications that presented a working solution, while there were none in the years before that. Since our search was done in June of 2018, there will probably be more publications with implemented solutions in 2018 and in the future.



We planned to collect technical details pertaining to blockchain from the selected publications; however, we have discovered that these are very poorly described. The blockchain elements are typically poorly defined or not defined at all. The absence of details can be attributed to the fact that most publications are highly theoretical and do not include a prototype or a real-life implementation. Nevertheless, we gathered information on blockchain platforms and consensus algorithms where possible. Additionally, we have tried to identify the types of blockchains used and to ascertain if the use of a smart contract was proposed or not. Please note that not all blockchain platforms support smart contracts—for example, the Ethereum platform supports smart contracts, whereas Bitcoin does not.



As can be observed from Table 6, the platforms which are most commonly used are Ethereum and Hyperledger Fabric while the most common consensus algorithm defined in the publications is the proof-of-work. None of the publications used a public blockchain platform, but rather a public permissioned (consortium) or a private type of blockchain. Almost half of the analyzed publications also proposed the use of smart contracts for their solutions.




4.3. Literature Quality Analysis


The final and most important part of our systematic review was the scoring by the reviewers to measure the quality of the analyzed publications and the relevancy of blockchain usage, i.e., how blockchain-centered the described research actually is. The used methodology is presented in Section 3.5.



Table 7 shows the results of this scoring. Each query from Q1 to Q4 was assessed by 3 reviewers which resulted in a minimum of 0 points and a maximum of 6 points per query. The minimum for the column ‘Q2—Q4’ (a sum of Q2, Q3, and Q4) was 0 and the maximum was 18 points. Additionally, we created an overall score, where we combined the scores from Q1 to Q4, so that Q1 was 40 % of the total value, and Q2 to Q4 were 20 % of the total points each. To improve readability and comprehension, in the column ‘Overall score Q1—Q4’ a percentage like score is presented (number of points out of a maximum of 100). Please note that the explanation of the scoring for the queries Q1 to Q4 is given in Table 2.



In Figure 4 the average overall score per publication type per year is presented as well as a trendline, showing the average overall score for all the papers published in each year. In the years 2015 and 2016, fewer types of publications were published with a relatively high score. In the year 2017, 16 publications were published, but as can be observed their overall quality slightly fell when compared to the year before. The most recent 11 publications published in 2018 improved in quality.



In Figure 5 the score for each publication (distinct publication ID) is presented. Here a more detailed analysis and overall scores are presented. The average overall score is:




	
54.6 for 14 conference papers;



	
54.0 for 5 grey literature papers;



	
69.0 for 3 patents and



	
64.5 for 11 journal papers.








The results show a higher quality of patents and journal papers in comparison with the conference and grey literature papers. However, it has to be noted that the differences are not high. It is also interesting that based on Figure 4 the quality of conference papers is slightly on the decline while the journal paper’s overall quality is slightly better each year.





5. Discussion


In this section, we present a discussion on the retrieved data from the analyzed publications. We proposed three research questions which are discussed here.



RQ1: To what extent is a blockchain established in healthcare and how did this change over time?



In this systematic review, we searched publications published between 2008 and 2019 on blockchain technology used in healthcare. The publications that were identified as suitable for analysis were published after 2015, indicating that the technology is new and just entering the healthcare field. In the review process, we identified 33 publications, out of which only 5 presented an implemented and deployed solution as can been seen in Figure 3. In most publications, proposals are made that could be implemented, but mostly were not. The implemented solutions were published in 2017 and 2018, which indicates that interest in employing blockchain in healthcare is rising.



Another indicator of blockchain being used in healthcare through time shows that more publications are published each year on this topic, as presented in Figure 2. Our search was done in June 2018 and therefore only the first half of 2018 is included. In this period, 11 publications were published on the topic of blockchain in healthcare. In the year 2015, only 2 patents were published, while in the year 2016 there were 4 publications. Most publications (16) were published in 2017. The results of this study showed that the use of blockchain in healthcare is increasing and does not show any sign of waning.



RQ2: What are the current research trends for blockchain use in healthcare?



The areas of healthcare addressed in the analyzed publications demonstrate current research trends in this field. The results presented in Table 5, indicate that most of the publications use blockchain technology for the purpose of data sharing, health records and access control. Additionally, blockchain is rarely used for supply chain management, audit trail management and other scenarios, like drug prescription management and auditing. We could argue that blockchain as a decentralized system is therefore reasonably used (as to Würst and Gervais decision model [40]) in the analyzed publications in the field of healthcare. However, with regard to the European Coordination Committee of the Radiological and Electromedical and Healthcare IT Industry [39] there are still many possibilities for employing blockchain in healthcare, like medical billing or anti-counterfeiting drugs.



RQ3: What are the elements of blockchain technology used in healthcare publications?



An analysis of contributions was conducted and we also looked at blockchain elements that were used or proposed to be used in the publications. Most of the publications presented a structural design such as a framework, an architecture or a model for use in healthcare and employing a blockchain (Table 4). Far fewer publications presented a new algorithm or a protocol. Additionally, one publication presented a new consensus algorithm and one a metric for benchmarking healthcare distributed apps (dApp). When searching for specific blockchain elements that were used or suggested in the research we found that authors very rarely specified them (Table 6). This could either be because the research we have found is highly theoretical or because these are all components that can be switched to better suit one’s needs and the authors did not wish to prescribe a sin-gular solution. Nevertheless, the publications that did specify the blockchain elements have shown Ethereum and Hyper-ledger Fabric to be the most popular blockchain platforms. The 11 publications that defined the blockchain type used a private or a consortium (public permissioned) blockchain. This is expected for healthcare as it is desirable to have control over access and writing to the blockchain and it is not desirable that writing (adding blocks to the blockchain) could be done by anyone. The most commonly used consensus algorithm turned out to be proof-of-work. This was very surprising to us. Healthcare is an environment where the speed of transactions could be very important and PoW is a very slow consensus algorithm. PoW is also generally not used with consortium or private chains where the actors are generally known (in this case, hospitals, patients, insurance companies, etc.) and trust is easier to establish. Consortium or private chains are usually more centralized (e.g., hospitals) than public networks where anybody can be a node and where PoW is the dominant consensus algorithm. Finally, the PoW is also a very computationally demanding algorithm. It would be impractical if hospitals would have to establish large computer centres just to mine the transactions. For all of these reasons we were surprised to see the PoW being used this often. We expected algorithms like proof-of-authority or proof-of-stake to be much more popular, because they fit around all the discussed PoW limitations. We suspect that PoW was so popular in the gathered research, because as we have seen in the previous section the use of blockchain in healthcare is only getting started and the pioneers in the field looked to existing solutions for inspiration. The most common and publicized application of blockchain are the cryptocurencies where PoW is prevalent. Additionally, 15 publications contained (explicitly) the intent of using smart contracts in their proposal. It is unexpected to note that less than half of all proposals did not use an element as useful as a smart contract. Smart contracts enable additional functionalities and new possibilities of blockchain application in healthcare—e.g., we can limit access, automate certain tasks, etc.



In summary, the elements of blockchain used in the gathered research is broad, as would be expected. Researchers build networks with some participant restrictions (consortium and private networks), to give the network better control over access and record creation. The two most commonly used platforms in the selected publications are probably the two most popular and well developed platforms—Ethereum and Hyperledger Fabric, both of which support smart contracts. Smart contracts add a lot of functionality to a blockchain, but researchers do not seem to be using them quite as often as one would think. Therefore, a further use of smart contracts and the introduction of less constraining consensus algorithms would be, in our opinion, the primary area for further research and better integration of blockchain technology into healthcare.




6. Conclusions and Future Work


This study investigated the current blockchain research trends in healthcare. The blockchain technology presents a decentralized network and is regarded as having great potential for use in healthcare, because of the sensitive nature of data being processed and managed. The aim of the study was to identify the current status of blockchain research and application in healthcare. To achieve this objective, we have defined research questions and using the predefined methodology we have narrowed down the analyzed literature to 33 publications. These were then further analyzed. We have searched 9 relevant online databases for publications published between 2008 and 2019.



For the in-depth analysis, the set of 33 publications was inspected by three reviewers. We have collected data as prompted by our research questions and assessed the publications using the predefined assessment criteria.



Our findings indicate that blockchain technology research and its employment in healthcare is increasing. Current trends of blockchain research in healthcare indicate that it is mostly used for data sharing, health records and access control, but rarely for other scenarios, such as supply chain management or drug prescription management. Therefore, much potential for blockchain is still unexploited. Most re-search presents a novel framework, architecture or model using blockchain technology in healthcare. Additionally, often technical details about the used blockchain elements are not given—e.g., blockchain platform, consensus algorithm, blockchain type or the use of smart contracts. Particularly, smart contracts could be more used as they enable the automation of processes within a blockchain platform. Most research could also provide a prototype implementation or at least discuss some implementation details of their proposals.



As for further research, blockchains are still fairly new technology in the field of healthcare and new ways for employing it can still be found and researched. To sum up—blockchain should continue to be used in scenarios where it is reasonable and needed.
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Table A1. Systematic Review Protocol.






Table A1. Systematic Review Protocol.





	Objective



	Examine the state-of-the-art of blockchain research applied to healthcare.



	Research Questions



	RQ1: To what extent is blockchain established in healthcare and how did this change over time?



	RQ2: What are the current research trends for blockchain use in healthcare?



	RQ3: What are the elements of blockchain technology used in the healthcare publications?



	Reviewers



	Primary reviewer: Marko Hölbl, Assistant Professor, University of Maribor, Faculty of Electrical Engineering and Computer Science, Maribor, Slovenia



	Second reviewer: Lili Nemec Zlatolas, Teaching Assistant, University of Maribor, Faculty of Electrical Engineering and Computer Science, Maribor, Slovenia



	Third reviewer: Marko Kompara, Junior Researcher, University of Maribor, Faculty of Electrical Engineering and Computer Science, Maribor, Slovenia



	Search Methodology



	Search Terms:



	((blockchain OR “block chain”) AND (healthcare OR health OR medic* OR medical OR medicine OR *health*))



	In some cases where the * symbol could not be used, we replaced the original search query with the following:



	((blockchain OR “block chain”) AND (healthcare OR health OR medical OR medicine OR m-health OR mhealth OR ehealth OR e-health OR telehealth))



	Included Databases:



	Google Scholar, Clarivate Analytics—Web of Science (WoS), IEEE Xplore, PubMed, Medline EBSCO, Springer SpringerLink, Elsevier ScienceDirect, ACM Digital Library, Cochrane Central



	Evaluation Process



	C1: Range



	Studies are evaluated on date range (2008—2019) and originality (included are only original research studies—including patents and grey literature).



	C2: Relevance



	Title and abstract are scanned for relevance to the defined research field blockchain in healthcare.



	C3: Inclusion



	Studies are assessed against inclusion criteria. Any studies not meeting the full inclusion criteria are discarded.



	C4: Specificity



	Full reading to check if the studies relate closely enough to the defined research field blockchain in healthcare.



	C5: Data



	Selected studies are analyzed for data related to the research questions and contribution details.



	C6: Study Quality



	Studies are assessed using quality criteria defined in Table 2.



	Study Criteria



	Inclusion Criteria



	IC1: Original research study (including patents and grey literature for completeness).



	IC2: Publication on the topic of blockchain in healthcare.



	IC3: Publications including sufficient explanation of the research findings.



	IC4: Publication years in the range between 2008 and 2019.



	Exclusion Criteria



	EC1: Secondary research, review papers and other non-relevant publications.



	EC2: Publications presenting just ideas, magazine publications, interviews and discussion papers.



	EC3: Publications not in English.



	Record of Findings



	Findings are recorded and analyzed using a spreadsheet in Google Drive.
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Figure 1. Flow diagram of the search. 
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Figure 2. Number of publications published per year based on publication type. 
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Figure 3. Number of papers published per year presenting a proposal or solution that is already implemented. 
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Figure 4. Average overall score per publication and year. 
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Figure 5. Overall score for each publication (ID) per year. 
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Table 1. Summary of Search Results.
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	Database
	Number of Results
	Number of Results Suitable for Detailed Screening





	Google Scholar
	5500 (200)
	53



	Web of Science (WoS)
	58
	36



	IEEE Xplore
	49
	22



	PubMed
	25
	20



	Medline EBSCO
	30
	16



	SpringerLink
	695 (200)
	5



	Elsevier ScienceDirect
	9
	3



	MDPI
	3
	2



	ACM Digital Library
	6
	1



	Cochrane Central
	0
	0



	Total
	6375 (580)
	158
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Table 2. Parameters for Measuring Quality.
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	ID
	Quality Assessment Query
	Quality Indicator (0–2)





	Q1
	Is the publication relevant to blockchain?
	BARELY-PARTIALLY-SATISFACTORILY



	Q2
	Does the publication include and define research objectives adequately?
	NO-PARTIALLY-YES



	Q3
	Are limitations and challenges well defined?
	NO-PARTIALLY- YES



	Q4
	Is the proposed contribution well described?
	NO-PARTIALLY-YES
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Table 3. Bibliometric overview of selected articles.
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	Publication ID
	Reference
	Year
	Citation Counter
	Publication Type
	Publisher





	1
	[43]
	2018
	2
	Journal
	IEEE Access



	2
	[44]
	2017
	0
	Conference
	IEEE International Symposium on Autonomous Decentralized System (ISADS)



	3
	[45]
	2018
	0
	Conference
	IEEE EMBS International Conference on Biomedical Health Informatics (BHI)



	4
	[46]
	2017
	0
	Conference
	International Conference on Software, Telecommunications and Computer Networks (SoftCOM)



	5
	[47]
	2017
	9
	Conference
	IFIP/IEEE Symposium on Integrated Network and Service Management (IM)



	6
	[48]
	2017
	2
	Conference
	IEEE Annual International Symposium on Personal, Indoor, and Mobile Radio Communications (PIMRC)



	7
	[49]
	2017
	0
	Conference
	IEEE International Conference on e-Health Networking, Applications and Services (Healthcom)



	8
	[50]
	2016
	16
	Journal
	IEEE Access



	9
	[51]
	2016
	95
	Conference
	International Conference on Open and Big Data (OBD)



	10
	[52]
	2017
	3
	Conference
	IEEE International Conference on e-Health Networking, Applications and Services (Healthcom)



	11
	[28]
	2017
	5
	Journal
	J. Biomed. Inform.



	12
	[53]
	2018
	1
	Journal
	Health Informatics Journal



	13
	[54]
	2017
	8
	Conference
	AMIA Symposium



	14
	[55]
	2016
	68
	Journal
	Journal of Medical Systems



	15
	[56]
	2017
	2
	Journal
	JMIR Mhealth And Uhealth



	16
	[57]
	2018
	0
	Journal
	International Journal of Distributed Sensor Networks



	17
	[58]
	2017
	15
	Journal
	Information



	18
	[59]
	2018
	2
	Journal
	Sustainable Cities and Society



	19
	[60]
	2018
	0
	Journal
	Journal of Medical Systems



	20
	[61]
	2017
	3
	Conference
	Security, Privacy, and Anonymity in Computation, Communication, and Storage



	21
	[62]
	2016
	14
	Conference
	NIST Workshop Blockchain Healthcare



	22
	[63]
	2018
	6
	Grey literature
	arXiv



	23
	[64]
	2017
	8
	Grey literature
	arXiv



	24
	[65]
	2017
	3
	Grey literature
	Patientory.com



	25
	[66]
	2015
	2
	Patent
	US patent



	26
	[67]
	2017
	2
	Conference
	IEEE International Conference on Big Data (Big Data)



	27
	[68]
	2015
	3
	Patent
	US patent



	28
	[69]
	2017
	0
	Conference
	Norsk Informasjonssikkerhetskonferanse



	29
	[70]
	2018
	0
	Grey literature
	University of Southampton



	30
	[71]
	2018
	0
	Grey literature
	arXiv



	31
	[72]
	2018
	0
	Conference
	Workshop em Blockchain: Teoria, Tecnologias e Aplicacoes



	32
	[73]
	2017
	0
	Patent
	US patent



	33
	[74]
	2018
	0
	Journal
	Int. J. Environ. Res. Public Health










[image: Table] 





Table 4. Contributions in the publication.






Table 4. Contributions in the publication.









	
	Number of Publications





	Structural design
	27



	Algorithm/protocol
	4



	New consensus algorithm
	1



	Metric
	1
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Table 5. Field of blockchain application in healthcare.






Table 5. Field of blockchain application in healthcare.





	Field
	Number of Publications





	data sharing
	20



	health records
	18



	access control
	15



	audit trail
	6



	supply chain
	2



	other
	8
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Table 6. Number of papers for each blockchain elements defined in the publications.






Table 6. Number of papers for each blockchain elements defined in the publications.





	

	
No. of Publications






	
Blockchain platform

	
Ethereum

	
10




	
Hyperledger Fabric

	
5




	
Gcoin

	
1




	
not defined

	
15




	
Consensus algorithm

	
proof-of-work

	
7




	
proof-of-information

	
1




	
proof-of-interoperability

	
1




	
proof-of-stake

	
1




	
Practical Byzantine Fault Tolerance

	
1




	
QuorumChain

	
1




	
not defined

	
21




	
Type

	
private

	
5




	
consortium (public permissioned)

	
6




	
not defined

	
22




	
Smart contracts

	
yes

	
15




	
not defined

	
18
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Table 7. Summary of scores for measuring quality of the publications.






Table 7. Summary of scores for measuring quality of the publications.





	
ID

	
Summary of Points per Query

	
Q2–Q4

	
Overall Score

Q1–Q4




	
Q1

	
Q2

	
Q3

	
Q4






	
1

	
2

	
3

	
0

	
5

	
8

	
40




	
2

	
0

	
3

	
0

	
5

	
8

	
27




	
3

	
3

	
4

	
2

	
4

	
10

	
53




	
4

	
3

	
5

	
2

	
4

	
11

	
57




	
5

	
5

	
5

	
0

	
6

	
11

	
70




	
6

	
4

	
3

	
1

	
5

	
9

	
57




	
7

	
2

	
3

	
1

	
2

	
6

	
33




	
8

	
3

	
4

	
2

	
6

	
12

	
60




	
9

	
6

	
5

	
4

	
6

	
15

	
90




	
10

	
4

	
5

	
3

	
3

	
11

	
63




	
11

	
2

	
5

	
2

	
5

	
12

	
53




	
12

	
6

	
5

	
5

	
5

	
15

	
90




	
13

	
3

	
3

	
0

	
4

	
7

	
43




	
14

	
4

	
4

	
2

	
4

	
10

	
60




	
15

	
5

	
5

	
3

	
6

	
14

	
80




	
16

	
4

	
2

	
2

	
3

	
7

	
50




	
17

	
4

	
3

	
1

	
4

	
8

	
53




	
18

	
6

	
6

	
3

	
6

	
15

	
90




	
19

	
4

	
3

	
6

	
4

	
13

	
70




	
20

	
4

	
3

	
0

	
3

	
6

	
47




	
21

	
5

	
2

	
0

	
3

	
5

	
50




	
22

	
4

	
3

	
3

	
4

	
10

	
60




	
23

	
5

	
3

	
2

	
3

	
8

	
60




	
24

	
3

	
2

	
2

	
3

	
7

	
43




	
25

	
5

	
4

	
3

	
5

	
12

	
73




	
26

	
5

	
2

	
0

	
5

	
7

	
57




	
27

	
5

	
4

	
1

	
5

	
10

	
67




	
28

	
5

	
4

	
0

	
6

	
10

	
67




	
29

	
5

	
4

	
0

	
6

	
10

	
67




	
30

	
3

	
3

	
0

	
3

	
6

	
40




	
31

	
3

	
3

	
3

	
3

	
9

	
50




	
32

	
5

	
4

	
0

	
6

	
10

	
67




	
33

	
4

	
5

	
1

	
5

	
11

	
63
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