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Abstract

:

This paper proposes a multiple factor bandwidth strategy (MFBS), an anonymity assessment scheme based on bandwidth strategy. We first analyzed the path selection algorithm mechanism based on bandwidth strategy and anonymity constraint conditions and then elaborated the overall architecture and the key module design of the MFBS scheme. A detailed design was carried out so that it can be applied for the evaluation of Tor’s anonymous communication system. Finally, according to the running data in the node resource file in the anonymous network, we analyzed anonymity from different dimensions. By evaluating the bandwidth consumed by Tor in the actual network, the anonymity of the Tor could be calculated, and a more comprehensive anonymity assessment could be performed.
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1. Introduction


Anonymous communication is mainly aimed at protecting user information and safeguarding personal privacy of users in network communication. Its main purpose is to hide the identity and communication of users in the network so as to hide sensitive user information. Through anonymous communication technology, the IP addresses used in the communication between users can be made unlinkable, and users can hide their real identity and online activity information in the network.



In anonymous communication technology, the mix anonymous network was originally proposed by Chaum [1]. The main idea is to use multiple mix agents to obfuscate and encrypt messages and then redirect them. This can hide the identity between the sender and the recipient so that the two persons can communicate with each other anonymously. In order to ensure the anonymity of the system [2], some new anonymous communication systems have gradually emerged based on the mix anonymity network, such as Mixmaster [3] and Mixminion [4] anonymous email systems, web mix [5] anonymous browsing tools, Tor [6] anonymous communication system of onion routing agent, etc. These anonymous communication systems can provide users with anonymous services, enabling them to communicate, send, and receive mails and publish information securely.



In the mix anonymous network, it is crucial to evaluate the anonymity of the network. In general, in the absence of security defenses, attackers often prioritize factors that have a significant impact on anonymity, such as path selection strategy, path length, user configuration, geographic location, etc. Once the information is obtained and utilized by attackers, it may cause the anonymity in the mix anonymous network to be damaged to varying degrees.



Anonymity evaluation in the mix anonymous network has prompted widespread interest and discussion among academics. Many scholars have proposed methods to evaluate the anonymity of the mix anonymous network. In terms of qualitative assessment, in 1998, Reiter and Rubin [2] proposed the concept of degree of anonymity, which can be divided into six levels of anonymity. In the same year, the anonymity of mix anonymous networks was first evaluated using the set theory [7]. Since 2002, some scholars have proposed entropy-based metrics [8,9], which can evaluate anonymity from a global perspective. In 2007, Edman et al. [10] proposed a system-wide anonymity evaluation scheme from the perspective of the attacker by constructing a complete bipartite graph framework between input and output relationships. The scheme can obtain correspondence between the input and output of each message in the mix anonymous network, and two evaluation indicators can be used. In 2010, Venkitasubramaniam et al. [11] proposed the idea of zero-sum game evaluation. Here, the authors studied the game between attackers and network designers and used the degree of anonymity to solve the problem of maximizing anonymity in the mix anonymous network from the perspective of game theory.



With the widespread use of mix anonymous communication systems, more and more scholars are proposing new anonymity assessment schemes from different perspectives. It has now become common to study anonymity in mix anonymous networks through available models and frameworks. Keeping with this trend, the present study also uses some typical anonymity assessment programs for further analysis and research. In an actual anonymous communication system, the anonymity evaluation scheme needs to be simple and effective. At the same time, it needs to reflect the actual usage of the anonymous communication system in real-life situations. Therefore, in the process of evaluating anonymity, the following aspects need to be considerez [12]:

	(1)

	
The anonymity assessment should take into account the topology of the anonymous network or any additional content defined in the anonymous communication system. The attacker can influence the anonymity of the system by collecting the topology information in the network.




	(2)

	
Anonymity assessment can be used as a method to evaluate the effectiveness of an anonymous communication system and should be independent of the number of users of the system.




	(3)

	
The anonymity assessment must be independent of the attacker’s threat model because the attacker may use multiple attack techniques to undermine anonymity.










2. Related Works


This section focuses on anonymity constraints and bandwidth-based path selection algorithms that are commonly considered in mix anonymous networks.



2.1. Anonymity Constraints


1. Node type constraint



According to the location of the relay node, the node classification of Tor is mainly divided into the following types [13]:



Entrance node



The first hop relay node located in the communication link, called the guard node, is usually represented by “G”.



Intermediate node



A second hop relay node located in the communication link, called the middle node, is usually represented by “M”.



Exit node



A third hop relay node located in the communication link, called the exit node, is usually represented by an “E”.



Mixed node



A relay node that can be located at the first hop entry location in the communication link or at the third hop exit location can be regarded as a compatible node and is usually represented by “G + E” or “D”.



2. Path construction constraint



According to the attributes of the relay nodes, there are two main types in the path construction of Tor [14]:



Stable path



A stable path consists of stable nodes, which refers to the relay node whose running time exceeds half of the Tor network or 30 days. A stable path will be used for connections that have long-lived links and will communicate via a fixed port number.



Fast path



A fast path consists of fast nodes. A fast node means that the bandwidth declared by the node is within the range of the first seven-eighths of the Tor network, or the bandwidth is at least 100 kB/s.




2.2. Analysis of Path Selection Algorithm Based on Bandwidth Strategy


In the Tor anonymous network, the Tor selects the path based on two points [14]. One is the Tor node attribute provided by the Tor directory authority, and the other is the specific configuration requirement according to the user’s request. The main path selection algorithm types are as follows:



Random bandwidth strategy



In the initial path selection algorithm design of the anonymous network, the path node selection is performed by a random uniform distribution method in order to ensure the anonymity of Tor. In this case, the probability that each node is selected is equal.



Weighted bandwidth strategy



In order to achieve load balancing, the node selection probability in the path is proportional to the bandwidth value issued by the node, and the weight can be assigned according to the node type, thereby selecting the relay node corresponding to the location. According to the description of the path algorithm, the weight ratio of each type of node (entrance node, intermediate node, and exit node) can be set to 1/3.



Tunable bandwidth strategy



Tunable bandwidth strategy can be seen as an improvement to the weighted bandwidth strategy, which optimizes performance in the anonymous network. In the algorithm, an exit node is first selected, and the egress node is then restricted in the selection process. After the exit node is selected, different node types are determined under different conditions according to the changeable weight pol. Lastly, the intermediate node and the entrance node corresponding to the path are selected.




2.3. Path Compromise Rate under Bandwidth Strategy


In the anonymity evaluation for the Tor anonymous communication system, a more common method is to evaluate the anonymity [15] effect in the current network by calculating the path compromise rate in the anonymous network. Therefore, based on the ability of the attacker to obtain the bandwidth budget, this paper makes a reasonable assessment of the anonymity of the MIX anonymous network under different attack situations. In the anonymity evaluation scheme, the path compromise rate is mainly limited by some constraints in the path, such as the node bandwidth value, the number of nodes, the port service type, the geographic location corresponding to the node IP address, and the user configuration [16,17].



According to the communication protocol of the Tor path selection algorithm, the node selection scheme of the first hop (entrance node) and the last hop (exit node) is selected according to the bandwidth budget in the protocol. By analyzing the total bandwidth budget [18] corresponding to the two types of nodes and the bandwidth budget obtained by the attacker, the calculation formula of the path compromise rate, which indicates the ratio of malicious nodes on anonymous networks, can be obtained.



Random bandwidth strategy mode



The algorithm considers the overall bandwidth distribution of the system, and the number of nodes of each type can be counted. Defined as follow:



(1) The optional node collection in the path can be given as follows:


S=(G+D)·(E+D)−D



(1)







G indicates the number of entrance node types, E indicates the number of exit node types, and D indicates the number of nodes of the hybrid node type.



(2) The collection of malicious nodes in the path can be given as follows:


Sc=(Gc+Dc)⋅(Ec+Dc)−Dc



(2)




where Gc represents the number of malicious node types, Ec indicates the number of malicious node types of the exit node, and Dc indicates the number of the hybrid nodes.



(3) Node compromise rate


Pc=ScS



(3)




where Sc represents a set of malicious nodes controlled by the attacker. S represents the total set of entrance and exit nodes in the path.



Weighted bandwidth strategy mode



According to the path selection algorithm of the weighted bandwidth strategy, the bandwidth budget of each node type needs to be divided so that the path compromise rate can be calculated. Defined as follows: where Bi indicates the bandwidth value of the node Xi, Sg represents a collection of entrance node types, Se represents a collection of exit nodes, Sd represents a collection of mixed nodes, and Sm represents a collection of intermediate nodes.




Pc=(∑i∈GcBi+∑i∈DcBi)⋅(∑i∈EcBi+∑i∈DcBi)S−∑i∈DcBi2S



(4)






S=(∑i∈SgBi+∑i∈SdBi)⋅(∑i∈SeBi+∑i∈SdBi)−∑i∈SdBi2



(5)





Adjustable bandwidth strategy mode



According to the design goal of the path selection algorithm under the adjustable parameter bandwidth strategy, it is possible to continue constructing the resource path after adding the node parameter of the adjustable weight factor when the number of nodes of a certain type is scarce. Thus, it may do some damage to the anonymity of the system.



The calculation formula of the node compromise rate is as follows:


Pc=Gc⋅Ec−DcG⋅E−D



(6)









3. Design of MFBS


This section mainly describes the design and overall architecture of the multiple factor bandwidth strategy (MFBS). The main purpose of MFBS is to evaluate the anonymity of the anonymous communication system based on the mix. It can be applied to low-latency anonymous communication systems, such as Tor.



3.1. Design Goals


The anonymity evaluation design for MFBS should have the following objectives:



1. Feasibility



By analyzing the functional requirements of the MFBS in the evaluation process, the detailed design of each module can be investigated. The evaluation scheme is technically feasible and is feasible for the system’s users.



2. Accuracy



The data acquisition in the design of the MFBS is derived from the real network file information in the Tor network communication. We can calculate the bandwidth budget situation that can be controlled by the first node and the last node in the attack mode, and according to the consumption of the bandwidth in the actual anonymous network, we can then calculate the anonymity of the Tor network, which can truly and effectively reflect the anonymity.



3. Extensibility



In the actual anonymous network, the Tor proxy node may be in an ever-changing state. The specific implementation scheme can acquire the network data in real time and can expand the data information in the system at any time.




3.2. The Architecture Design


The design of the MFBS is based on the operational data of the Tor, and the network information between the entrance node and the exit node of Tor needs to be processed. According to the functional requirements of the system, the functional modules of the MFBS can be divided into the following: the node resource acquisition module, the node resource processing module, and the anonymity evaluation module. The overall architecture of the design is shown in Figure 1.



1. Node resource acquisition module



In order to evaluate the global anonymity of the Tor, it is necessary to first obtain the data flow information of the Tor relay node and collect the node information in the anonymous network. In order to ensure the reliability of the node information, we can obtain the actual data of the nodes in the anonymous network of Tor from the CollecTor [19,20] official website.



2. Node resource processing module



According to the relevant information of the Tor network node obtained by the node resource acquisition module, this module uses the Python language to design a parsing script to parse and process user data. By processing the node-related information, key information can be extracted, such as node IP address, node bandwidth value, and node port. After analyzing the log files of node information, it will be stored in the database to support follow-up anonymity assessments.



3. Anonymity evaluation module



For the anonymity evaluation module, we propose an improved anonymity calculation scheme based on multifactor bandwidth strategy combined with the path selection algorithm of the tunable parameter bandwidth strategy in the Tor path protocol. After processing the node data, the data can be statistically analyzed and quantified. According to the current node data to be evaluated, the bandwidth budgets of different node types and country distributions can be counted. According to the objective weighting algorithm, the corresponding scheme of bandwidth weight calculation can be designed. Finally, the path compromise rate in the attack mode can be obtained so that the global anonymity can be evaluated.





4. Modular design of MFBS


4.1. Design of Node Resource Acquisition Module


The main execution flow of the node resource acquisition modules is shown in Figure 2. The module is a preliminary collection of Tor network data. In the design of the module, the actual operating data of the node in the Tor network was obtained from the official website of CollecTor, a service provided by the Tor network that regularly collects data services from Tor relay nodes, bridge agents, etc. The entire Tor network information can be provided after aggregation, and it will guarantee the objectivity of this module.




4.2. Design of Node Resource Processing Module


The main execution flow of the node resource processing module is shown in Figure 3. The purpose of this module is to extract the information of the network nodes and then extract the characteristic information in the nodes. After processing, the related information needs to be integrated into the new file for data analysis to evaluate anonymity. In this module, it is first necessary to read and parse the above resource files of node and then extract the node feature information required for anonymous evaluation of Tor. This includes the IP address, bandwidth value, geographic location, port service, running time, release time, and so on.




4.3. Design of Anonymity Evaluation Module


The main execution flow of the anonymity evaluation module is shown in Figure 4. In actual anonymous networks, the bandwidth distribution of the node type and the node IP address will have an impact on the anonymity. Some scholars have analyzed the statistical results of node data in anonymous networks through qualitative analysis, indicating that the distribution of node countries will affect the anonymity of anonymous networks; however, the subjective judgment factors here are large. Therefore, the MFBS scheme based on bandwidth strategy is proposed in this section. Considering the influence of geographical distribution in an anonymous network, we can quantitatively analyze the node specifically and objectively influence the bandwidth distribution of anonymous networks by adding the constraints of node distribution. According to the bandwidth distribution of each node type corresponding to the country type, we can more comprehensively evaluate the anonymity of the anonymous network in which the attacker gets different bandwidth budgets. According to the specific distribution of current network node data, the purpose of this module is to statistically analyze the bandwidth budget of different node types and design the corresponding weight calculation scheme using the objective weighting algorithm. We can calculate the path compromise rate in attack mode so that the global anonymity can be evaluated.



The anonymity assessment algorithm proposed in this section is based on the path selection algorithm of the tunable bandwidth strategy. Based on the anonymity calculation method described in Section 2, we can obtain the calculation method of the path compromise rate and evaluate the anonymous effect of the anonymous system. To design a specific evaluation algorithm, bandwidth grading is first performed by the bandwidth distribution interval, and the relay nodes are then classified by the node type. Based on this classification, the bandwidth distribution effect corresponding to the Top 10 country type is increased. Ci represents the i-th country. By obtaining the weights of the node country types, we can calculate the weighting effect of each node type in the path construction. Therefore, the final bandwidth budget in the anonymous network can be obtained under the factors of geographical distribution, and we can evaluate the anonymous network by calculating the path compromise rate. The plan for the specific anonymity evaluation algorithm is shown in Figure 5.



According to the formula in [21,22], the following path compromise rate calculation formula can be obtained:


pc=GA⋅EA−DAGW⋅EW−DW



(7)






GA=Wgg⋅∑i∈SG(WCi⋅∑j∈ACibij)+Wgd⋅∑i∈SD(WCi⋅∑j∈ACibij)



(8)






EA=Wee⋅∑i∈SE(WCi⋅∑j∈ACibij)+Wed⋅∑i∈SD(WCi⋅∑j∈ACibij)



(9)






DA=Wgd⋅Wed⋅∑i∈SD(WCi⋅∑j∈ACibij2)



(10)






GW=Wgg⋅∑i∈SG(WCi⋅∑j∈Cibij)+Wgd⋅∑i∈SD(WCi⋅∑j∈Cibij)



(11)






EW=Wee⋅∑i∈SE(WCi⋅∑j∈Cibij)+Wed⋅∑i∈SD(WCi⋅∑j∈ACibij2)



(12)






DW=Wgd⋅Wed⋅∑i∈SD(WCi⋅∑j∈ACibij2)



(13)









5. Analysis of MFBS


For the analysis of anonymity, we used the evaluation method from [23]. Assuming that the attacker set has a fixed bandwidth budget, they can control the percentage of the total bandwidth value in the entire path. Then, if the attacker can control the ideal bandwidth budget ratio, the attacker controls the entrance node and the exit node in a path. As a result, the path will be compromised, and this will reduce the overall anonymity of the system. Therefore, in this experiment, it was assumed that the attacker is under optimal attack capabilities. Based on the results of the anonymity evaluation module, it was possible to evaluate the global anonymity of the anonymous network.



In this paper, all odd month data sets from January to November were selected. The anonymity assessment result of the attacker under different bandwidth budgets is shown in Figure 6. The abscissa indicates the bandwidth budget ratio that the attacker can control, and the ordinate indicates the percentage corresponding to the path compromise rate.



By analyzing the results of anonymity of the anonymous system, shown in Figure 6, we drew the following conclusions:



From the overall trend of change, the path compromise rate increased as the attacker’s controllable bandwidth budget increased.



When the attacker’s bandwidth budget was between 10% and 30%, the path compromise rate increased rapidly. When the bandwidth budget exceeded 30%, the growth rate of the path compromise rate gradually began to slow down.



From the trend of changes in the six odd months, the trend of path compromise rates in January, March, and May were very close, and the trend of path compromise rates in July, September, and November were relatively close.



When the attacker-controlled path bandwidth ratio was the same, the path compromise rate in July was larger, and the path compromise rate in March was relatively small. When the attacker controlled the path bandwidth ratio to 80%, the path compromise rate in July exceeded 0.9, and the path compromise rate in March was below 0.8.




6. Conclusions


We developed a new multifactor anonymity calculation scheme based on bandwidth strategy for anonymous assessment. For this, we used the real node information in the Tor network to guarantee the objectivity of the results. We studied the detailed calculation process relating to the calculation of the path compromise rate. Finally, we assumed that the attacker could control the bandwidth budget ratio and obtained the anonymous result of the anonymous module. The implementation of MFBS will be beneficial to users and designers of anonymous systems. It can help users in the network to intuitively understand the anonymity of their network so that users can better protect personal, sensitive information in the network. At the same time, it can help developers calculate the anonymity of the network so that they can better optimize and improve it.
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Figure 1. Overall architecture of multiple factor bandwidth strategy (MFBS). 






Figure 1. Overall architecture of multiple factor bandwidth strategy (MFBS).



[image: Symmetry 11 00203 g001]







[image: Symmetry 11 00203 g002 550]





Figure 2. Node resource acquisition module. 
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Figure 3. Node resource processing module. 
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Figure 4. Anonymity evaluation module. 
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Figure 5. Anonymity evaluation algorithm. 
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Figure 6. Anonymity assessment results. 
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