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Abstract: The fourth industrial era, known as ‘Industry 4.0’ (I4.0), aided and abetted by the digital
revolution, has attracted increasing attention among scholars and practitioners in the last decade.
The adoption of I4.0 principles in Disaster Risk Management (DRM) research and associated industry
practices is particularly notable, although its origins, impacts and potential are not well understood.
In response to this knowledge gap, this paper conducts a systematic literature review and bibliometric
analysis of the application and contribution of I4.0 in DRM. The systematic literature review identified
144 relevant articles and then employed descriptive and content analysis of a focused set of 70 articles
published between 2011 and 2021. The results of this review trace the growing trend for adoption
of I4.0 tools and techniques in disaster management, and in parallel their influence in resilient
infrastructure and digital construction fields. The results are used to identify six dominant clusters of
research activity: big data analytics, Internet of Things, prefabrication and modularization, robotics
and cyber-physical systems. The research in each cluster is then mapped to the priorities of the
Sendai framework for DRR, highlighting the ways it can support this international agenda. Finally,
this paper identifies gaps within the literature and discusses possible future research directions for
the combination of I4.0 and DRM.

Keywords: Industry 4.0; disaster risk management; resilient infrastructure; Sendai framework;
prefabrication and modularization; big data analytics; Internet of Things; bibliometric analysis;
systematic literature review

1. Introduction

In the last decade, there has been a rapid digital transformation of industrial pro-
duction systems. This has led to more intelligent, flexible, integrated and efficient pro-
cesses [1–3]. This new paradigm is often called ‘Industry 4.0’ (I4.0) or ‘the 4th industrial
revolution’ [4,5]. The origins of I4.0 can be traced to a strategy outlined in a government-
funded report produced in Germany in 2011, to promote competitive advantages of man-
ufacturing through the utilization and integration of new technologies [6]. Since then,
I4.0 has been linked to growing digitalization, flexibility, automation, virtualization, re-
source efficiency and decentralization across all industries [7]. I4.0 combines different
technological approaches and models such as Artificial Intelligence (AI), Digital twins,
Blockchain and Cloud computing [8] to expedite computerization and interconnectedness
in diverse industries, leading to operational excellence [9]. I4.0 technology (‘I4 T’), which
facilitates the physical processes and information flows in a value chain, can arguably assist
organizations to achieve sustainable goals through reduction of lead time, improvement of
work environment and quality of products [10].

Effective I4 Ts are considered critical to achieving economic, social, and environmental
benefits in multiple industries [11]. For example, healthcare [12], information technol-
ogy [13] and transportation [14] sectors can, and do, employ I4 T in their daily programs.
In particular, the construction industry has adopted I4.0 transformation to achieve more
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efficient production chains and to digitally enhance automated production. As a result,
the term ‘Construction 4.0’ has been used to describe the digitalization of the construction
sector. At the core of Construction 4.0 is performance optimization and project performance
simulation using Building Information Modelling (BIM) to integrate all project in-formation
throughout the project’s lifecycle, from the initial stage of design to construction, operation,
maintenance and delivery [15]. In a similar way, the use of Digital Twin (DT) technol-
ogy has become more extensive in some industries, especially manufacturing, where the
entire product lifecycle—from design to delivery stage, to monitor progress, optimize
performance, simulate the results, and foresee possible errors—can be accommodated [16].

A further factor shaping the growth of I4.0 in construction is its capacity to support the
Lean Production paradigm. Lean is the most extensive production paradigm nowadays,
as it seeks to reduce non-value-added activities in the whole process of production [17].
Academics and practitioners have identified Lean principles as a prerequisite of I4.0 imple-
mentation, and proposed that I4 T is a means of overcoming Lean production constraints
and improving its practices [18]. As such, the combination of I4 T and Lean can be linked
to performance improvement, increasing flexibility, productivity and quality, and reducing
the delivery time and cost of projects [19,20].

In parallel with these developments in I4.0, Construction 4.0 and I4 T, an unexpected
connection has become evident to a further field. Disaster risk scientists and the humani-
tarian sector were encouraged by the Sendai framework for Disaster Risk Reduction (DRR)
to invest in the development of advanced innovative technologies in Disaster Risk Man-
agement (DRM) to cope with the numerous challenges that occur in the disaster recovery
life cycle [21]. Izumi et al. [22] conducted a survey of disaster management practitioners,
drawn from academia, government and the private sector, to pinpoint the most efficient
DRR approaches and tools in DRM. They found that innovative community-based disas-
ter risk reduction tools are the most effective to assist in reducing risk. Meanwhile, the
implementation of Artificial intelligence (AI) and communication tools associated with
disaster recovery, have been proposed to enhance contemporary strategies and capabilities
for DRR. Similarly, Ogie et al. [23] systematically reviewed the application of machine
learning techniques and AI in disaster communication tools. Their findings reveal the
capacity of AI to predict and monitor multi-hazard early warning systems and information
extraction for situational awareness.

Against this background, it is perhaps not surprising that a confluence of ideas
has begun to occur around the combination of I4.0, I4 T, Construction 4.0 and disaster
management. The built environment has experienced unprecedented disasters in the last
decade, having an immense impact on societies and economies [24–27]. Such disasters
highlight the need for innovative tools and technologies to support the DRM process. The
tools being considered appear to draw freely from those developed in I4.0, adopting ideas
from Construction 4.0, and concepts from several related fields. The rapid development
of knowledge in this combined field has led to a growing need to understand its context,
framing and conditions.

It is not surprising, in a field that is rapidly evolving and drawing on multiple new
methods, that there are fundamental research gaps which need addressing. Possibly, the
most urgent need is to respond to the lack of research which considers the integration of the
findings of previous studies pertinent to the implementation of Industry 4.0 technologies
in the context of disaster risk management. There is a tendency in the literature for
researchers to non-critically assume that isolated findings in past research are translatable
to new disciplinary contexts. A systematic literature review is one way of beginning to
address this deficiency. While it cannot resolve all the knowledge gaps, or the translation
of all ideas across disciplines, it does contribute to the identification, classification and
presentation of the holistic and critical overview of preceding studies. As such, this paper
proposes a systematic literature review of I4 T in disaster science. This review is intended
to contribute to the development of this field and answer the following research questions:

RQ1: What trends are identifiable in the adaptation of I4 T in the DRM area?
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RQ2: How does research suggest that the implementation of I4.0’s digital agenda
contributes to enhancing the DRM cycle?

This paper is constructed in five sections as follows. Section 2 presents the research
methodology. Section 3 outlines the findings and results for the first question explored in
this paper. Section 4 discusses key points identified in the review to address the second
research question, and it also maps the findings to the priorities of the Sendai framework
for DRR. Finally, Section 5 presents the results and concluding remarks.

2. Research Methodology

A systematic literature review (SLR) is used in this paper to investigate research relat-
ing to I4.0 and DRM. An SLR is a comprehensive research method that applies pre-planned
strategies to review past research using a structured analysis-synthesis procedure [28]. This
method is used to answer particular research questions based on current studies, to choose
and assess contributions, examine and synthesize data and present evidence in a way that
empowers the investigator to draw rigorous conclusion [29]. An SLR requires the following
stages: (1) question formulation; (2) localization and searching the literature; (3) study
selection and evaluation; (4) analysis and synthesis; and (5) reporting and interpretation of
results. Figure 1 presents a summary of the process applied in the present research.

Buildings 2021, 11, x FOR PEER REVIEW 3 of 22 
 

proposes a systematic literature review of I4 T in disaster science. This review is intended 
to contribute to the development of this field and answer the following research questions: 

RQ1: What trends are identifiable in the adaptation of I4 T in the DRM area? 
RQ2: How does research suggest that the implementation of I4.0’s digital agenda 

contributes to enhancing the DRM cycle? 
This paper is constructed in five sections as follows. Section 2 presents the research 

methodology. Section 3 outlines the findings and results for the first question explored in 
this paper. Section 4 discusses key points identified in the review to address the second 
research question, and it also maps the findings to the priorities of the Sendai Framework 
for DRR. Finally, Section 5 presents the results and concluding remarks. 

2. Research Methodology 
A systematic literature review (SLR) is used in this paper to investigate research re-

lating to I4.0 and DRM. An SLR is a comprehensive research method that applies pre-
planned strategies to review past research using a structured analysis-synthesis procedure 
[28]. This method is used to answer particular research questions based on current studies, 
to choose and assess contributions, examine and synthesize data and present evidence in 
a way that empowers the investigator to draw rigorous conclusion [29]. An SLR requires 
the following stages: (1) question formulation; (2) localization and searching the literature; 
(3) study selection and evaluation; (4) analysis and synthesis; and (5) reporting and inter-
pretation of results. Figure 1 presents a summary of the process applied in the present 
research. 

1.Question Formulation

2.Localization and 
Searching the Literature

3.Study Selection & 
Evaluation

4.Analysis & Synthesis

5. Reporting and Using 
the Results

Systematic Literature 
Review Stages Objective-Method-Tool

1

Article’s 
Section

  RQ1: What trends are identifiable in the adaptation of I4 T in the DRM area?

  RQ2: How does research suggest that the implementation of I4.0’s digital agenda contributes to 
enhancing the DRM cycle?

 2 & 3

4

 5

Data: Scopus and Web of Science

Interpretation and discussion about the interrelationship between I4.0 and DRM examined to 
answer the research questions raised in this research.

Timespan: 2011 – 2021

Descriptive Analysis

Bibliometric Analyses
Software used: Excel, NVivo and VOS-viewer.

 Keywords: 

  Column (1): ‘Industry 4.0’, ‘Fourth industrial revolution’, ’I4.0’, ‘smart manufacturing’, 
‘smart factory’, ‘cyber-physical system’, ‘cyber-physical production system’. 
  Column (2): 'Disaster risk management', 'Disaster risk reduction’, ‘Recovery',' Response', 
'Mitigation', 'Preparedness'

 Exclusion Criteria:
 (1) Not related to both I4.0 and DRM, (2) Not in English, (3) Books and book chapters, and 
reports, (4), Articles related to chemistry, biology, material science, hydrology, and psychology 
aspects, (5) No full text available. 

 Inclusion Criteria: 
 (1) Peer-reviewed academic articles, and conference papers, (2) Articles that address I4.0 with a 
clear focus on DRM.

 
Figure 1. Summary of the systematic literature review stages and processes adapted from Garza-Reyes [30]. Figure 1. Summary of the systematic literature review stages and processes adapted from Garza-Reyes [30].



Buildings 2021, 11, 411 4 of 22

The first stage is associated with formulating research questions to assist in achieving
the objectives of the systematic literature review. The second stage is related to specifying
the source’s location for searching the literature. The chosen sources were Scopus and Web
of Science. These sources are commonly used multidisciplinary online academic databases
encompassing publications from selected peer-reviewed journals, books and conference
proceedings. Opinions about these data-bases vary, with Wang and Waltman [31] arguing
that, in terms of the accuracy of the journal classification system, Web of Science works
are considerably better than those of Scopus, while Martín-Martín et al. [32] contend that
Scopus is preferred. This paper uses both the Web of Science and Scopus databases, coupled
with Google Scholar as an additional check.

The time span selected for review was from 2011 to June 2021. The starting point for
this study was chosen to reflect the fact that the concept of ‘Industry 4.0’ was used for the
first time in 2011 [33].

For a rigorous application of the SLR method, keywords must be chosen with great
care. The selected keywords and search terms were classified into two sets, ‘column
(1)’ and ‘column (2)’. Column (1) has keywords associated with I4.0 and its synonyms:
‘I4.0’, ‘Fourth industrial revolution’, ‘smart manufacturing’, ‘smart factory’, ‘cyber-physical
production system’ and ‘cyber-physical system’. Column (2) contains the most frequent
keywords associated with DRR, and its four-stage cycle: ‘recovery’, ‘response’, ‘mitigation’
and ‘preparedness’.

The search process was conducted independently, term by term, where the words in
column (1) were individually combined with column (2) words. For instance, the combined
sets of keywords were (‘Industry 4.0’ and ‘Disaster risk management’); (‘Industry 4.0’ and
‘Disaster risk reduction’); (‘Industry 4.0’ and ‘Recovery’) and continued consecutively to
the final set (‘cyber-physical production system’ and ‘Preparedness’). The search terms
used were sufficiently broad not to limit the search, while targeted enough to address the
objectives of this study. Subsequently, the selection of articles was also restricted to the title,
abstract and keywords, these being determinant factors in the collection procedure.

The third stage, study selection and quality evaluation, is linked to the inclusion/exclusion
criteria and applied classification procedure. The exclusion criteria were designed around
the fundamental concepts and approaches of I4.0 and DRM. Papers lacking coverage of
both concepts were excluded. Those articles that did not clearly focus on the topic of DRM
and I4.0 (e.g., by discussing I4.0 in the context of hydrology, chemistry or psychology) were
eliminated. Only articles in English and with full text available were considered in this
research. This was to ensure that comprehensive content analysis could be used to find to
what extent, and how, the papers contributed to the two research questions identified for
this study. The inclusion criteria provided additional assistance for the selection procedure.
Thus, research findings only included peer-reviewed academic articles and the proceedings
of international conferences papers, as Saunders et al. [34] claim that these sources are the
most reliable for conducting literature reviews.

Data analysis and synthesis were carried out in the fourth stage using the content
analysis techniques of White and Marsh [35]. Using the criteria outlined in this section, a
final sample of 70 papers was identified and uploaded to Excel software. Then, selected
articles were categorised based on year/citation of publication, research methods applied
in the articles, sector classification and country of origin, to provide a clear understanding
of the past research carried out in this field. The results were uploaded to NVivo and VOS-
viewer software to conduct a qualitative literature synthesis and bibliometric synthesis.

Finally, the collected data—about the interrelationship between I4.0 and DRM—was
examined to respond to the research questions raised in this paper.

All five stages are compiled in Figure 2 by applying the Preferred Reporting Items
for Systematic reviews and Meta-Analysis (PRISMA) flow diagram of Moher et al. [28].
From the initial 547 documents identified through database searching, 144 were considered
for general analysis and 70 were identified as relevant for detailed analysis to answer
the first research question. This selection process follows the stages recommended by
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Liberati et al. [36] (Figure 2), involving: (a) the identification of the papers; (b) screening;
(c) classification; and (d) analysis.
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3. Results
3.1. Descriptive Analysis of Results

Based on the selection criteria stated in the preceding section, 70 articles meeting the
inclusion and exclusion criteria were identified. Consequently, this section presents an
overview of these articles. Thereafter, content analysis is conducted to consider I4 T in
DRM, and to answer the two research questions.

3.1.1. Sources and Number of Articles per Year

It is clear in the data that the concept of combining I4.0 or I4 T and disaster man-
agement is gaining momentum [8], offering a new means of dealing with the social and
economic destruction caused by catastrophes around the globe [37]. Figure 3 shows the
number of articles and citations by year, demonstrating the rapid growth of this field
since 2016. The number of articles has doubled each year since 2018. Indeed, over 90%
(64) of eligible papers were published after 2018, indicating an exponential growth in
I4.0–Disaster related studies. While only six articles relevant to this domain published by
2019, considerable growth in the number of publications is evident. While only six articles
relevant to this domain were published by 2019, a considerable growth in the number of
publications is noticeable. Although the number of publications reaches a peak in 2020, a
decline in the 2021 publications is evident, which could be explained by the unavailability
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of future publications in this year. The figure also reveals that the number of citations
increased from 2016 onwards, with a distinct rise 2019 signalling an increasing interest
in utilizing digital technologies in DRM. This might be due to the benefits obtained from
implementing I4 T and digitalization across various sectors. The mean number of citations
per paper (23) published in the selected papers is significantly higher than the median
citation per year (6). The result indicates that an increase in the number of citations is not
an individual reflection of the rise in the volume of publications. Projections from this data
suggest a growing trend in the number of publications after 2021.

Buildings 2021, 11, x FOR PEER REVIEW 6 of 22 
 

in the 2021 publications is evident, which could be explained by the unavailability of fu-
ture publications in this year. The figure also reveals that the number of citations increased 
from 2016 onwards, with a distinct rise 2019 signalling an increasing interest in utilizing 
digital technologies in DRM. This might be due to the benefits obtained from implement-
ing I4 T and digitalization across various sectors. The mean number of citations per paper 
(23) published in the selected papers is significantly higher than the median citation per 
year (6). The result indicates that an increase in the number of citations is not an individual 
reflection of the rise in the volume of publications. Projections from this data suggest a 
growing trend in the number of publications after 2021. 

 
Figure 3. Number of publications/citations studied per year. 

3.1.2. Research Methods Applied in the Articles 
Figure 4 shows the research methods used in the 70 publications. The primary form 

of analysis identified is qualitative, using a subjective viewpoint and without quantifiable 
data. Approximately 55% (39) of all articles used a qualitative method. In contrast, quan-
titative analysis (the presentation of a mathematical and statistical approach to compre-
hension and prediction) was only used in 13% (9) of the articles. Qualitative methods pro-
vide scholars with a rich resource of contextual data, not readily available in quantitative 
research [38]. However, irrespective of intent and endeavour, the volume of subjective 
studies could be regarded as a limitation in past research. Conversely, data gathering and 
analysis using quantitative methods are more straightforward, although they too have 
their limitations [39]. Nevertheless, prima facie, this data suggests the need for more quan-
titative studies in the future. Almost 19% (13) of all papers used computational analysis 
(the use of computer techniques to assess data), while a mixed method (combination of 
quantitative and qualitative approaches) was found in about 13% (9) of all articles. This 
reinforces a potential need for additional quantitative methods to enhance the DRM cycle 
by implementing I4.0 concepts and I4 Ts. 

Figure 3. Number of publications/citations studied per year.

3.1.2. Research Methods Applied in the Articles

Figure 4 shows the research methods used in the 70 publications. The primary form
of analysis identified is qualitative, using a subjective viewpoint and without quantifi-
able data. Approximately 55% (39) of all articles used a qualitative method. In contrast,
quantitative analysis (the presentation of a mathematical and statistical approach to com-
prehension and prediction) was only used in 13% (9) of the articles. Qualitative methods
pro-vide scholars with a rich resource of contextual data, not readily available in quantita-
tive research [38]. However, irrespective of intent and endeavour, the volume of subjective
studies could be regarded as a limitation in past research. Conversely, data gathering and
analysis using quantitative methods are more straightforward, although they too have
their limitations [39]. Nevertheless, prima facie, this data suggests the need for more quan-
titative studies in the future. Almost 19% (13) of all papers used computational analysis
(the use of computer techniques to assess data), while a mixed method (combination of
quantitative and qualitative approaches) was found in about 13% (9) of all articles. This
reinforces a potential need for additional quantitative methods to enhance the DRM cycle
by implementing I4.0 concepts and I4 Ts.
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3.1.3. Sectoral Analysis of Findings

This section reports the findings by sectoral classification (Figure 5). Research on
the use of I4.0 and digitalization has gained significant moment in the last decade [8].
Consequently, several sectors have sought to adopt these approaches to find innovative
ways of considering disruption risk control analytics. According to Dalenogare et al. [2],
I4.0 technologies, by integrating manufacturing processes and increasing product connec-
tivity, can help manufacturing companies attain a higher level of industrial performance.
The growing interest in the manufacturing sector for achieving the anticipated benefits of
adopting different I4.0 tools could be seen in the articles published in this sector, as about
one-third (31%) focused on the manufacturing area. The rapid advancement of informa-
tion technology has also greatly influenced manufacturing systems. This development
could also bring about changes in attitudes toward the implementation of various digital
technologies across other sectors. The information technology sector is an inevitable part
of this process, and it is the second higher sector, with 14 articles (20%). The construction
sector has also played a critical role in disaster recovery projects [40], which can be seen in
the publications on this sector (11 publications, 16%). The transportation sector has 9% of
all articles, and it could be considered a pioneer in adopting digital technologies leading to
resilient smart infrastructure. Research has also been conducted on the humanitarian and
disaster operation sector [37], public health [41] and energy sector [42]. Despite the impor-
tance of the humanitarian sector, findings highlight that only 5% of all articles were focused
on this area, suggesting a potential gap in past research or future research opportunities.
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3.1.4. Analysis of Findings by Country of Origin

Figure 6 illustrates the articles classified by the 20 countries of origin: Australia, Brazil,
China, France, Germany, India, Iran, Ireland, Lebanon, Malaysia, Pakistan, Philippines,
Poland, Russia, Singapore, United Kingdom, Turkey, Spain, Taiwan, and the United States.
This diverse geographic distribution suggests a global interest in digital tools in DRM.
Articles from the United States (15) are at the forefront of this new field, followed by articles
from India (11), China (9) and Germany (7). These results, while still relatively small
numbers, emphasize the role of developed countries in driving the development of the
I4.0 phenomenon and incorporating these tools and technologies into DRM practices. This
trend might derive from the demand in these countries to mitigate the impact of disruption
caused by the catastrophes on their urban infrastructure networks.

3.2. Bibliometric and Content Analyses

Bibliometric analysis covers a wide range of research, including identifying co-
occurrence, keyword mapping, citation analysis, authors analysis, and analysis of countries
for their impacts on the subject field of the SLR [43]. This methodology is renowned for
presenting a broad review of a theme of interest, defining its frontiers and proposing
unbiased agendas for prospective research [44]. Previous studies have used this method
to establish intellectual structures of research subjects in varied areas, such as sustainabil-
ity [45], business management [46] and manufacturing [47]. The present study conducted
a co-occurrence and word cloud analysis of keywords, to determine the central research
clusters associated with I4.0 and disaster management. A two-stage analysis was carried
out. The first stage was conducted based on the 144 records screened in (PRISMA) flow
diagram to systematically review literature (see Figure 7) and present a general viewpoint
about the research topic. Then, the second stage was used to identify distinct clusters, based
on the 70 selected articles that ultimately met all inclusion/exclusion criteria (see Figure 9).
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A large number of software packages can be used for this process, such as VOSviewer [48],
Gephi [49], Bibexcel [50] and CiteSpace [51]. The present study employed VOSviewer
to conduct bibliographic analysis and co-word analysis. This decision was due to the
software’s capability to present a wide range of data visualizations and its appropriateness
in investigating large datasets. NVivo software was used to establish word clouds of
keywords, due to its efficiency in coding data from full articles [52].

3.2.1. Co-Occurrence Analytical Map and Word Clouds Analysis of Keywords

The co-occurrence analytical map was generated by applying bibliographic analysis of
the selected articles to examine the major keywords and topics employed in the identified
I4.0 and DRM records (Figure 7). Because this type of data synthesis does not deliver in-
depth insights into the literature [53], content analysis was also carried out. Furthermore,
the word cloud of 144 selected abstracts records was established to validate the results
derived from the co-occurrence analytical map of keywords (Figure 8). Finally, the content
of the articles in each cluster was reviewed.
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Co-word analysis, being the level of co-occurrence of keywords, helps researchers
visualize a set of publications’ core content [54]. Figure 7 is the co-occurrence analytical
map established for the present study. The coloured groupings of nodes’ size indicate
the volume of publications that contain the particular keywords—therefore, the larger
the coloured group, the more extensive the body of knowledge in that area. Previous
researches have argued that combining co-word analysis with word clouds may provide a
more profound understanding of a research topic’s development and intellectual structure,
as these two techniques complement each other [43,53]. Thus, Figure 8 emphasizes, perhaps
more clearly than Figure 7, that the main focus is on supply chain and system analysis,
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followed by energy, resilience and business. While less clear in Figure 7, the supply chain is
the most referenced cluster (blue). It is also worth noting that a certain degree of instability
may be inherent in the results from this analysis due to the evolution in key terms over
the years [54].

Figure 9 is the co-occurrence map of keywords in the core set of 70 articles. Six
clusters in the literature are identified in Figure 9: AI; big data analytics; Internet of Things;
prefabrication and modularization; robotics; and cyber physical systems. Based on the
contribution analysis of I4.0-DRM literature for various domains, the word cloud for the
six most researched fields is presented in Figure 10, indicating that the most repeated word
is resilience which in line with the results released from the co-occurrence analytical map
of keywords. Other most repeated keywords such as information technology, risk analysis,
technology disruption and control systems are overall ideas and focus of the studies that
could provide further research streams for future studies.
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3.2.2. Clustering and Content Analysis

The focused set of 70 articles was analysed and categorised based upon keyword
similarity, creating six clusters (Table 1). The clusters are numbered based on their size,
not the order of their emergence. The articles within each cluster were categorised in
association with I4.0 and the particular digital tools application in DRM. The clusters,
which replicate those in the larger set of 70 articles, are: AI; big data analytics; Internet of
Things; prefabrication and modularization; robotics; and cyber-physical systems.
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Table 1. Literature classification from co-citation analysis.

Cluster Thematic Area Articles

Cluster 1 Artificial Intelligence [23,55–64]
Cluster 2 Big data analytics [65–73]
Cluster 3 Internet of Things [74–82]
Cluster 4 Prefabrication & Modularization [83–87]
Cluster 5 Robotics [12,88–90]
Cluster 6 Cyber physical systems [14,91–93]

4. Discussion

The present paper raises two research questions. The first asks about trends connecting
I4.0 and DRM. To answer this question, we used diverse content analysis and biblio-metric
techniques to distinguish the critical domain in the research context. As a result, six clusters
are identified showing both the trends and their relative strengths. To answer the second
question, this section discusses the contribution of the six clusters of I4.0 tools in the context
of DRM.



Buildings 2021, 11, 411 13 of 22

4.1. Artificial Intelligence

The standard model of disaster management has four stages: mitigation, prepared-
ness, response and recovery. These correspond to activities that occur before and after a
disaster, to reduce impacts, save lives and facilitate response and rescue operations. The
latter would include preparation for evacuations and reconstruction activities to prepare
the community and built environment against future disasters [94,95]. Applying advanced
technologies to cope with challenges in disaster management has been encouraged by
the Sendai framework for DRR [21]. Disaster management aims to execute operations
and strategies to prepare efficiently, respond quickly and rescue, effectively allocate re-
sources, rectify damages, recover functionality, protect the community and limit the adverse
consequence of disasters [56]. AI has been applied in DRM to identify hazards and risks,
assess vulnerabilities, predict potential consequences and develop mitigation strategies [96].
For instance, infrastructure service disruptions due to disasters can be anticipated based
on historical data by applying regression models [97]. Moreover, to build resilient in-
frastructure against disaster, vulnerability can be assessed by using spatial regression
models [98]. AI applications in DRM extend far beyond mitigation and can be used in the
prepared-ness stage as well, to provide efficient early warning systems and to optimize the
evacuation process [23].

Another application of AI in the disaster response stage involves utilizing communi-
cation tools to provide timely and effective support in the decision-making process. Thus,
AI-based communication tools are recommended for improving situational awareness and
increasing the effectiveness of response endeavours. These tools could provide effective
communication among people engaged in relief and rescue efforts [56]. Moreover, in the
aftermath of a disaster, recovery efforts could use AI as an assessment tool for measuring
the impact on the damaged structure. AI could be applied further to support recovery
plans for disaster areas and track the recovery and reconstruction processes [99]. On the
other hand, improving the resiliency of infrastructure using AI-based techniques has also
attracted attention. For instance, Mottahedi et al. [100] developed a methodology based on
the combination of fuzzy set theory and expert judgment to estimate the resilience of criti-
cal infrastructure. Likewise, Dick et al. [64] examined the application of deep learning to
detect threats on critical infrastructures within the electricity sector. The results of this past
research suggest ways that deep learning and machine vision can enhance the resilience of
power systems through preventative maintenance.

Despite the examples in this cluster, there are many additional applications of AI that
seem to be under-represented or require further research. As a case in point, applications
of AI tools in disaster training systems are rarely studied. Likewise, human response
simulators could be studied to prepare human resources for disaster conditions. It might
be speculated that there are AI implementation challenges associated with shortage of
accurate data in the disaster management context. Data accessibility, completeness and
ethical issues (collecting accurate data in humanitarian studies) could all be complicating
further AI applications.

4.2. Big Data Analytics

Big data analytics encompasses both data-intensive approaches and large-scale in-
formation processing applications [101]. The evolution of big data tools in recent years
has attracted considerable attention as both industry and academia seek efficiencies or
competitive advantages through the use of data sets [102,103]. In DRM, as in other fields,
big data analytics offers ways of enhancing competitiveness, productivity and innova-
tion [104]. DRM research emphasizes the importance of big data in enhancing resilience,
as it plays a significant role in mitigating risks and impacts of natural hazards. It does
this by improving the speed and effectiveness of linkages between disaster information
and systemic response [67]. Moreover, studies propose employing big data technologies in
different phases of disaster management to enhance resilience. Some examples of this are
DRM research into geo-graphic information systems [105], social media data [106] and re-
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mote sensing imagery [107]. Significantly, the first priority for the Sendai framework [108],
is increasing our understanding of disaster risks through using earth observation and
big geospatial data. That framework highlights the value of community engagement in
collecting risk data and encourages the development of community-based innovation
practices by using geospatial data to enhance resilience.

The execution of big data analytics in disaster management phases relies on hetero-
geneous data from frequent sources. Social networking sites, weather departments and
government agencies are only a few providers of this data. Gathering and analysing the
massive volume of data about disaster resilience is challenging for industry and govern-
ment groups, but it is necessary to make realistic decisions [101]. Some of the challenges
facing big data users include lack of transparency regarding the working principle of
analytical tools, poor quality of input data and human subjectivity in processing data,
leading to erroneous results [43]. Awareness about such challenges highlights the need
for future studies about the practical application of big data analytics to DRM. Successful
digital transformation hinges critically on a DRM organization’s ability to extract value
from big data in enhancing the resilience.

4.3. Internet of Things

The Internet of Things (IoT) is an innovative paradigm that is increasingly earning
attention in industry and academia [109]. The concept of the Internet of Things (IoT)
highlights the possibility of connecting a multiplicity of objects, systems and activities
using the internet as a platform [110]. The IoT calls for the linking of all things, with
everyone at all times and locations, using built-in wireless connection. The IoT premise is
not only that it allows easy connection with all surroundings, but it facilitates monitoring
and control processes via the internet [111]. There are many proposed benefits of using
IoT in disaster management practices, such as better performance monitoring, effective
controlling, superior quality assessment, and cost and time reduction [112]. For instance,
Al-Turjman [113] proposed a cognitive data delivery framework to address data delivery
challenges in large-scale networks under disaster conditions. The result of that research
indicates that an IoT-based framework may be able to optimize the current network status.
Likewise, IoT implementation could be beneficial in monitoring and early warning of com-
mon geohazards involving rockfall, landslides and earthquakes [74]. IoT can significantly
alter how DRM processes are executed, resulting in a faster prediction of natural hazards,
more accurate response and less expensive decision-making in recovery. DRM organiza-
tions can apply AI to data captured with IoT technologies-sensors, detectors, embedded
computers, etc., to predict the natural hazard before it happens.

The second priority for action in the Sendai framework [21] was to encourage im-
proved disaster risk governance processes. IoT, by providing an agile environment for
effective decision-making, could facilitate the desired disaster risk governance. It has
also been argued that IoT can be employed to improve the infrastructure resilience, using
remote sensing to make it more robust. For instance, Russell et al. [114] proposed using
signal processing to enhance the resilience of the critical infrastructure. Nevertheless,
despite these claimed advantages of IoT tools and techniques, employing IoT in an effective
and useful way remains challenging. In particular, technical uncertainty and the high risk
of working with IoT should be addressed to improve its trustworthiness and acceptability
among users [115].

4.4. Prefabrication and Modularization

Prefabricated construction, commonly known as ‘off-site construction’, involves the
fabrication and assemblage of construction components in a controlled and equipped work
environment before delivering components to the worksite. Prefabrication has become a
growing theme in post-disaster recovery projects [85,116]. Off-site construction has been
employed in reconstruction projects to reduce variability and improve the productivity,
quality and safety of recovery projects [117]. This construction method—which aims
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to increase efficiency and minimize construction time and project costs—is required to
apply specialized procedures including automated material tracking and quality control
of elements in a confined and controlled work environment [118]. In addition to their
construction advantages, it has been argued that off-site construction has more significant
social and environmental benefits [119].

The third priority in the Sendai framework concentrates on investing in disaster risk
reduction for achieving resilience [21]. Central to this priority is encouraging sectors to
develop new products and services to assist in reducing disaster risk [108]. Prefabricated
construction is one way of dealing with the diverse challenges of disaster sites. Modular
construction could provide an affordable and durable alternative for replacing damaged
buildings in a timely way and improving community resilience in the aftermath of a disas-
ter [117]. Despite these benefits, the modularized approach has been criticized as pursuing
a traditional fragmented subcontracting approach, which lacks effective collaboration
between contractors resulting in unfavourable organizational models [120]. These restric-
tions can impose massive constraints on recovery projects. For instance, Hong et al. [121]
report that despite applying prefabrication technology, China’s construction industry still
lags behind due to the economic concerns of stakeholders involved in the construction
process. As such, one direction for future research could be to consider the off-site market’s
maturity as an indicator of capacity to effectively use advanced prefabrication technologies
in disaster recovery projects.

4.5. Robotics

In the last decade, robotic technologies have become increasingly common in many
aspects of daily life [12]. The application of robotics in disaster management has been
proposed to support a wide range of functions [122]. The fourth priority of the Sendai
framework urges the development of resilient systems and services for enhancing the
disaster management life cycle [21]. The goal is to support a ‘build back better’ agenda.
Robotics could be used in a wide range of recovery activities, including remote inspection
and maintenance of infrastructure at height, underwater and underground inspection,
repair and maintenance of energy infrastructure and construction and demolition process
of damaged infrastructure [89,123,124]. Robotics application could also be expanded to
the response stages as well; for instance, utilizing robotics in disaster rescue and relief,
assist in timely and effective decision-making process [56]. Likewise, construction robots
in recovery projects have been used to execute manual processes and take over repeatable
procedures, such as assembling segments, prefabrication and demolition. In other words,
robots potentially make construction procedures straightforward to shift from low-level
resources (e.g., concrete, steel, etc.) into high-level infrastructure. Moreover, robots can
be in charge of high-risk tasks in recovery projects to protect operators from work-related
accidents and injuries. Therefore, there are several benefits of such robots in recovery
projects, including addressing the labour shortages, reducing operation costs, ensuring
overall quality, increasing productivity and reducing safety issues [125]. Despite these
benefits, the practical adoption of intelligent robotics in disaster management remains
limited [88]. Consequently, continued efforts are required to improve robotics usage in
disaster management stages by providing the robotic systems with more capabilities and
merging them into the various recovery procedures.

4.6. Cyber Physical Systems

Cyber-physical systems (CPS) expand the IoT approach by using the information
gathered to work directly in the physical world [126]. Lee [127] (p. 363) defined CPS
as “integrations of computation with physical processes. Embedded computers and net-
works monitor and control the physical processes, usually with feedback loops where
physical processes affect computations and vice versa”. Due to the high number and
multifaceted connections among CPSs, disturbances, such as natural hazards, can severely
impact their functionality [91]. Building resilience in critical infrastructures for smart
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cities involves considering various kinds of interdependencies, including cyber, physical
and social [14]. CPSs are required to be designed in a way to minimize catastrophic and
irreversible damages. Thus, a need exists to develop a resilient and sustainable design, op-
erational and managerial approaches for each infrastructure, along with its organizational
characteristics [14].

Research suggests that the application of BIM-based cyber-physical systems is growing
for the monitoring of infrastructure throughout its operational life cycle. As a case in point,
Bonci et al. [128] examined the application of digital models in managing the operation
phase of buildings. The results indicate that the digital model could efficiently assist
facility managers in making decisions. Similarly, Ying et al. [129] explored the application
of BIM-based cyber-physical systems in managing disaster prevention systems. Their
findings could facilitate the intelligent monitoring of infrastructure disaster prevention
and mitigation. Thus, the implementation of cyber-physical systems in disaster reduction
practices could yield efficient disaster management outcomes.

4.7. Future Research Agenda

As a result of the present systematic review, and of the new understanding of dis-
aster management demands it develops, a future research agenda is proposed to assist
researchers and practitioners in developing the current body of knowledge. Future studies
are expected to focus on the key innovations and implications of I4.0 technologies along
with their capacity to shift traditional practices to accommodate a smart disaster manage-
ment agenda. One of the key new knowledge areas required for successfully adopting
I4.0 technologies in disaster research areas is understanding the barriers and challenges
pertinent to the implementation of these technologies. Thus, further studies are required
with a focus on the identification of these barriers. Another research area that requires
further investigation is centred on identifying critical success factors of adopting I4.0
technologies in a disaster management context. This study identified six I4 Ts executed
in the pre-disaster and post-disaster areas (Figure 11) which provide a valuable starting
point. Finally, according to the literature, a large number of I4.0 technologies have the
potential to be executed in post-disaster recovery projects, but this potential needs to be
better understood. Thus, further research is required to examine technologies which seek
to deliver the potential value of digital transformation to the disaster risk agenda.

Fundamentally, research suggests that I4.0 technologies can lead to the improvement
of disaster management activities by integrating digitalization, facilitating automation,
enhancing flexibility and growing virtualization in different stages of the disaster man-
agement cycle. Although I4.0 covers a wide range of technological approaches, this study
only examines the implications of dominant areas in the disaster management literature.
The findings highlight the importance of Artificial Intelligence, Internet of Things and Big
data analytics in the mitigation and preparedness stages of the disaster management cycle.
Moreover, the significance of prefabrication and modularization in post-disaster recovery
projects is stressed to enhance infrastructure resilience. Furthermore, robotics implications
in response stages, as an efficient means for timely and effective disaster rescue and relief
processes, are emphasized. Finally, the importance of cyber-physical systems in monitoring
progress, optimizing performance and foreseeing possible errors in the recovery stage
is underlined.
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5. Conclusions

In this study, we conducted a systematic review and bibliometric analysis of the
literature combining I4.0 concepts and tools and DRM. Through a systematic review, an
initial set of 144 papers was identified, which was reduced to a focused set of 70 works
published between 2011 and June 2021. The SLR method was deliberately chosen to review
a large sample size of articles in the disaster research context, improving the reliability of
our findings. This review was used to answer two research questions: (1) What trends are
identifiable in the adaptation of I4 T in the DRM area? The answer to this question, which
is developed through diverse content analysis and bibliometric techniques in Section 3,
is six research domains: AI; big data analytics; Internet of Things; prefabrication and
modularization; robotics; and cyber-physical systems. (2) How does research suggest
that the implementation of I4.0’s digital agenda contributes to enhancing the DRM cycle?
The answer to this question, which is developed in part 4, is embedded in improving
resilient systems and services for enhancing the disaster management life cycle to support
a ‘build back better’ agenda. Also, it is highly notable to consider the Sendai framework
for Disaster Risk Reduction as a considerable incentive for developing advanced digital
tools and techniques in the disaster risk management domain.

In addition to answering these questions, this paper contributes to the body of knowl-
edge in the I4.0 and DRM field by providing information for practitioners and adminis-
trators to information adoption of I4.0 tools in different phases of disaster management.
Senior management can use these findings to review the advantages of adopting digital
construction tools in recovery projects to execute resilient infrastructure. This study also
identified the countries that have carried out the majority of the research in I4.0 and DRM.
This can be valuable for government organizations and policymakers in designing their
future recovery plans.



Buildings 2021, 11, 411 18 of 22

While this review study has been conducted comprehensively, there are two practical
limitations. First, the data were gathered from peer-reviewed academic journals and
conferences, which excluded the content of master or doctoral theses, unreleased articles
and textbooks. The second limitation was the collection of articles from English-language
journals only. Therefore, the systematic review did not involve journals in other languages.
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