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Abstract: Due to the unique atmospheric conditions on Mars, the management of essential informa-
tion in Mars buildings is of great importance. Even the smallest error or manipulation of data can
create irreparable risks for residents. Martian buildings require a strong security shield to ensure
accurate and unaltered data processing. In this article, the factors affecting the buildings of Mars and
the lives of the inhabitants of Mars were identified and analyzed, and seven key factors were identi-
fied. These factors were then integrated into Mars building information systems using blockchain
technology, defining four distinct alert levels for specific building conditions. This research is based
on the simulation of Martian buildings, and there has been no laboratory case to test the proposed
method until now. The findings showed that the proposed framework for Martian buildings was
better than similar studies based on Earth, and there was no similar case to compare the results
in Martian buildings. The ground-breaking integration of blockchain and building information
modeling (BIM) on Mars opens up new opportunities for extraterrestrial building control methods
and marks the beginning of the evolution of this field, but given that there is still no construction in
the field of buildings on Mars, organizations and bodies that work in this field can use the results of
this research to check the compatibility of the proposed method with Martian buildings.

Keywords: building information modeling (BIM); blockchain technology; building of Mars; building
information security; building management

1. Introduction

Mars is the fourth planet from the sun in our solar system. Due to Mars’ identical
rotation period and tilt of its rotation axis relative to the plane of the ecliptic, its days
and seasons closely resemble those of Earth. These characteristics of Mars, as well as its
distinctive geography and landforms, have sparked a lot of interest in Mars exploration and
the possibility of future Martian migration. The Mars exploration missions of many nations
will continue to advance in the future with the goal of gaining a deeper understanding of the
planet’s outward climatic conditions and interior structure and laying the groundwork for
a future human journey to Mars [1]. Therefore, Mars’ structures are crucial for developing
information management and its administration. because these studies are only starting
their journeys. Consequently, building information management in various structures will
change. Building Information Modeling (BIM) is a combination of regulations, procedures,
and interoperating technology that generates a way for managing the fundamentals of a
building’s design and project data throughout its life cycle [2].

It may give a single presentation, data frame, and structure. The architecture of con-
struction automation allows information and communication technology (ICT) to manage
the life cycle information of structures. During the lifespan of a building, the fundamen-
tal characteristics of BIM may be summed up in four aspects: integration with various
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databases, facilitation of document management, analysis and simulation of sustainability,
as well as visualization of analytical procedures and outcomes. The most recent application
of ICT architecture for BIM is conventional client-server architecture, some of which is
based on existing systems [3].

The impact of BIM on the architectural, engineering, construction, owner, and operator
(AECOO) business has shifted [4]. BIM information transmission varies based on the
kind of model and time period used and introduces risks for participating parties, such
as issuer responsibility, information susceptibility to infiltration, and information abuse.
Consequently, these risks cause a slew of contractual, legal, security, and system issues that
stymie the growth and convenience of BIM adoption at the industry level [5]. According to
the usage of BIM in Mars buildings, there is a need to offer information security. Due to
the high level of security provided by blockchain, these two approaches may be integrated
to ensure the security and correctness of BIM information in the building. Mars made
sure. Blockchain is a distributed, digital, public record of data, assets, and all associated
transactions that network members perform and share. Although blockchain is most
commonly associated with digital currencies such as Bitcoin, it is seen as an emerging
technology with the potential to transform the digital working environment and business
practices in virtually every industry. transform [6]. The primary idea behind blockchain is
to create a distributed digital agreement that ensures data is decentralized across several
nodes exchanging similar information and that no user has complete control over the
network. This improves activity transparency and data security. While blockchain was
initially designed only for financial transactions, with the goal of creating a system that
allows secure data transfer between two parties without the need for an intermediary, the
tremendous destructive potential of blockchain has become clear in recent years with the
exponential growth of various cryptocurrencies [7].

Blockchain will restructure current workflow routes in any company where it is used,
emphasizing trust and collaboration between members, and will provide several advan-
tages, including collaborative learning, immediate data interchange, automated contract
execution, and more [8]. By defining BIM transactions and storing them on a private
blockchain, Mars buildings may be managed using this study. In addition, four normal
levels, one emergency level, two emergency levels, and three emergency levels have been
developed in an effort to create a framework for building control inspections. Following is a
description of Mars’ history. The integration of BIM and blockchain will then be evaluated
based on previous studies. In the subsequent section of the used approach, the specified
transactions and four inspector-focused levels are described. Then, the implementation’s
outcomes are described, followed by a concluding statement. By conducting studies and
research in the field of blockchain and its integration with BIM, similar research and studies
have not been conducted in the field of integration of these two technologies in Martian
buildings, and in general, no research has been conducted in the field of information
management in Martian buildings.

Thus, the following research question is addressed in this paper:
How could blockchain technology and BIM be integrated to improve the information

management of buildings on Mars?
To answer this question, the following objectives were determined:
Enhancing BIM security to maintain information security;
Using BIM for Mars buildings; and
Integration of BIM and blockchain.
The biggest gap in this research is that, due to the fact that construction has not yet

started on Mars, it is possible that the security and accuracy of information have not been
addressed, which has a special place in Martian buildings. Is. Investigating Mars building
information and its management is of particular importance because this importance is
emphasized more with regard to weather conditions. Therefore, blockchain technology has
been used as a suitable tool to provide security. Also, various aspects of using blockchain
and its integration with BIM have been evaluated in the context of the work.
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2. Research Literature
2.1. About the Planet “MARS”

The Soviet Union launched the first Mars probe, 1960A, in 1960, which failed but
marked the beginning of human exploration of the Red Planet. The Mars missions from the
1960s to the 1990s were summarized by Ouyang et al. (2011) [1]. The United States (eight
launches, six successes) and the Soviet Union (six launches, two successes) dominated Mars
exploration (fifteen launches, one success) during that time. Mariner 9, part of the National
Aeronautics and Space Administration’s (NASA) Marine program, successfully reached
Mars orbit for the first time in 1971, collected the first high-resolution images from Mars
satellites, and functioned on Mars. It has been in orbit for more than a year. Near the end
of the twentieth century, the Mars Orbiter was one of the most successful Mars exploration
missions in history, providing in-depth studies of the Martian atmosphere, temperature,
geology, and soil and rock composition [1].

By concentrating on morphological, geochemical, and mineralogical properties, the
Mars rover gathered a body of information about the Martian soil. Compared with Viking,
this mission used a lander with multispectral imaging capability. The extremely mobile
rover, which was capable of performing studies on soil mechanics, was also equipped to
analyze the elemental chemistry of soil and rock [9]. Table 1 provides information about
the various minerals that are present in the soil on Mars. It summarizes the mineral compo-
sition of the soil and helps to understand the geological and environmental conditions on
the planet.

Table 1. Mars soil mineralogy ([10]).

Na2O MgO Al2O3 SiO2 SO3 Cl K2O CaO TiO2 Fe2O3

Pathfinder 2.2 7.5 8.3 48.6 5.4 0.6 0.3 6.3 1.1 17.5
Viking soil - 6.0 7.2 43.4 7.4 0.8 - 5.8 0.6 18.2

Despite all the research and available information, the viability of the presented
theories will not be thoroughly evaluated in real-world situations until a construction
robot equipped with additive manufacturing technology arrives on Mars. NASA’s aim
to establish a livable habitat on the moon prior to launching the Mars mission is a smart
strategy for researching the structural behavior of housing in interplanetary environments.
In terms of productivity, speed, and affordability, additive manufacturing is the most
durable building method.

2.2. Mars Building
2.2.1. Team Zopherus

Zopherus, built by a group of Arkansas residents (Figure 1), won NASA’s 3D Printing
Habitat Challenge. The “huts” are pieced together to form a close-knit society using a
variety of materials from Mars. A 3D printer is used to complete the construction, removing
the need for human engagement and ensuring that the structure is ready for human
habitation upon arrival. A robot-built lander selects a good area to reside in the city and
then installs a group of robots, which finally begin and end the design process [9].

2.2.2. Ai SpaceFactory: Marsha

The Ai Space Factory set out to develop the Marsha (Figure 2) when NASA launched
its 3D-printed habitat competition in 2015. The double-insulated hub can withstand Martian
atmospheric pressure, allowing all construction to be finished on Mars and eliminating the
need to send completed structures aboard a space shuttle. Materials for this structure are
readily available on Mars, with the team developing an emulsion of Martian basalt fibers
and renewable bioplastics obtained from plantable plants. While these hubs are not shared
places, they can easily accommodate 1–2 individuals and will provide those who migrate
to Mars with their own space in the future [9].
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2.2.3. Warith Zaki and Amir Amzar: Seed of Life

Malaysian designers Warith Zaki and Amir Amzar want to construct something like
Ai Space with the seed of life (Figure 3). The plant is wrapped around a layer of ethylene
tetrafluoroethylene (ETFE), and water is poured into the bamboo, freezing the structure
and boosting protection by using robots to weave bamboo shoots (planted on Mars after
locating a water source). Gives. The design of this pair is based on the idea of choosing
against 3D printing, which is the theme of the building of most Martian structures, for
the inhabitants of the planet’s temperature. While bamboo alone may not be adequate
to protect the construction, the researchers feel it is a more practical technique to build
habitable structures on Mars than 3D printing [9].
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2.2.4. NASA, University of Arizona: Martian Greenhouse

While the majority of greenhouses on Earth are composed of glass, NASA and the
University of Arizona Department of Agriculture have developed an inflatable greenhouse
that grows vegetables on faraway planets (Figure 4). The 5 × 2-m design can allow air
reclamation, water recycling, trash recycling, and even absorb the carbon dioxide inhaled by
Repurpose astronauts to ensure astronauts and potential citizens may maintain a vegetarian
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diet in space. This greenhouse has been compared with many biological systems on Earth,
and it will undoubtedly be used when people travel to Mars [9].
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2.3. Life on Mars
2.3.1. Water Drainage on Mars

Although the surface of Mars is currently cold and dry, there is ample evidence that
the Red Planet was once partially covered with water. Researchers have theorized that
life may have evolved on Mars when it was wet and could even be hiding there in the
subsurface now. “On Earth, water means life”, says Alberto Firen, an astrobiologist at the
Spanish Center for Astrobiology and Cornell University in Ithaca, New York. The surface
of Mars is extremely dry today, but there are many clues that point to a much wetter past.
“Evidence of past water may be a clue to finding extinct life on Mars, and if some of that
water still exists on Mars, the prospect of finding life will certainly increase”. Water on Mars
also has important implications for NASA’s research areas beyond NASA’s astrobiology
program. Even if life no longer lives on Mars or never existed in the first place, water could
still be vital to future life on Mars in the form of human colonies on the Red Planet. Water is
not only useful for drinking but also for radiation protection and, when split into hydrogen
and oxygen, as fuel. The prospect of past, present, and future life on Mars means that much
of NASA’s research on the Red Planet is focused on its water [8]. To address the issue of
water drainage on Mars, researchers are actively exploring various methods. Optimal use
of Mars resources is essential. One approach is to use existing subsurface water ice and
recycle water into habitats. In addition, technologies for extracting water from the Martian
atmosphere are being developed.

2.3.2. Establishing a Society on Mars

Humans are not made for Mars. Or, rather, Mars was not made for us. It is important
to understand the sacrifices that a huge company requires in order to succeed. Building a
Mars colony is on everyone’s mind. SpaceX is testing the Mars rover prototype. Jeff Bezos
is funding a lunar gateway for manned missions to Mars. Humans are certainly getting
closer to setting foot on the Red Planet. The success of a Mars colony depends on how
we decide to overcome these challenges. Building Mars to support human life will still
take centuries. This causes immigrants to live in land-dependent habitats for the first few
generations. Independence from Earth requires the use of purely Martian resources. The
time scale required for deployment on Mars includes resource consumption considerations.
Mars has even fewer usable resources than Earth. Using growth patterns on Earth as a
model, Martians will soon encounter a problem we are only just beginning to see on Earth.
They estimate that a Martian society will run out of resources in the next few centuries.
This means that a truly independent Mars colony would likely have an expiration date
unless we made fundamental changes [9]. The idea of having contractors on Mars means
a more developed society. Establishing a Mars colony requires significant infrastructure,
investment, and a sustainable source of income. This could be through scientific research,
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resource extraction, or even tourism in the future. This involves a gradual process, possibly
starting with smaller research stations and expanding over time.

2.3.3. Revised Building Design

Given the unique challenges of Mars, such as its thin atmosphere and exposure to
radiation, building designs must actually be adapted. Structures may need to be partially
or fully underground for protection. Advanced materials and 3D printing technology are
considered for construction. Designs should prioritize safety, radiation protection, and
efficient use of resources [11].

2.4. Research Review

In his 1982 PhD thesis, Chaum was the first known person to propose a blockchain-like
technology [11]. Haber and Stornetta described a cryptographically secure chain of blocks
in 1991 [12]. Bayer et al. added Merkel trees to the method in 1993 [13]. Szabo created “bit
gold”, a decentralized digital currency mechanism, in 1998 [14]. Nakamoto introduced
Bitcoin, an electronic currency with a completely peer-to-peer network, in 2008 [15]. In
addition, the term blockchain was initially used to describe the distributed ledger that
underpins Bitcoin transactions in 2008 [16]. Butrin proposed Ethereum in his white paper
in 2013 [17]. Ethereum development was crowdfunded in 2014, and the Ethereum network
became operational on 30 July 2015. The launch of Ethereum signaled the beginning of
blockchain 2.0 because, unlike all of the previous block-chain projects that concentrated
on the development of altcoins (currency comparable with Bitcoin), Ethereum allows in-
dividuals to connect to each other through trustless distributed applications on its own
blockchain. The Linux Foundation introduced Hyperledger’s block-chain frameworks,
which differ from Bitcoin and Ethereum, in 2015. There are eight blockchain frameworks,
Hyperledger Explorer, and four libraries available through Hyperledger [18]. A unique
technique known as SDT is presented in the work by Xue and Lu (2020) to remove data
redundancy in BIM by using blockchain. SDT tracks local alterations and incorporates
them into a BIM contract. This analysis discovered that adding a block to the blockchain
takes 0.02 s and that the amount of redundant data has decreased significantly [19]. A
decentralized framework was established in the study by Dounas et al. (2021) integrating
BIM elements on the blockchain platform. The findings revealed that the participants were
satisfied with the level of security provided by the blockchain without any engagement
in improving the blockchain’s security or structure [20]. Research Using BIM (building
modeling information technology), connected data, smart contracts, and blockchain, Ye
et al. (2020) propose a system for automated payment. The billing model (BM) informa-
tion model is created to connect data with the blockchain for automated payment [21].
Following research on a business tool named BIMCHAIN, Pradeep et al. (2020) investi-
gate a blockchain-based approach for improving BIM data interchange trust. According
to the findings of this study, there are eight fundamental functional requirements for a
blockchain-based application to address BIM challenges [22]. Liu et al. (2019) investigate
the roles and integrated strategies of BIM and blockchain in sustainable building design
information management. The BIM user interface with blockchain technology is utilized for
BIM transactions, while the BIM architecture and BC smart contract simplify the settlement
of BIM challenges for sustainable design [23]. Integration of BIM and blockchain into the
implementation of smart contracts was considered by Shojaei et al. (2020). A blockchain
network is presented in this study to handle a prototype building project. The proposed
design does not employ the cryptocurrency component of blockchain as a form of payment.
The findings suggest that blockchain is an effective way for managing construction project
contracts since it automates each transaction and keeps track of the project’s progress [24].

According to research conducted and a study of various works on this subject, the
need for information monitoring through blockchain has not been highlighted. Blockchain
monitoring does not imply that blockchain as an authority supervises the proper execution
of transactions, since this technology is incapable of doing so. The meaning of blockchain
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is to monitor the correct execution of transactions; the central and intermediate role of
blockchain is to ensure that the information sent from actor x to actor y matches the
transaction history information stored in the blockchain; and simply storing the information
in the blockchain is a logical and efficient method for enhancing security. Consequently,
the purpose of using blockchain is to improve information transit and data security.

3. Research Methods

In the framework presented in this research, we have a non-exclusive public blockchain
in which all buildings and residents can become members, create smart contracts, and
exchange information. One of the conditions for membership in this blockchain is to have
sensors for all members of the building, which is both expensive and difficult to install.
These sensors are the responsibility of the customer and then must be approved by the
construction company. These sensors are different depending on the type of contract
with the company; for example, if the type of contract is only to adjust the oxygen of
the residence, the oxygen control sensors are installed in suitable places to reduce the
oxygenation of the place. Send this information to the manufacturing company. Sensor
information is stored in the cloud, and this information is then hashed and its hash placed
in the non-exclusive public blockchain. Every contract that is made creates a ledger in the
blockchain, and from now on, all transactions related to this contract are chained together
in this ledger. And the hash of each block is stored in the next block, and this causes
that if the smallest change is made in the hash of one block, the hash of other blocks will
also change, and all the blocks in the network will notice this change, and this will make
the information in the blockchain. Each client has a private and public key and a digital
signature to authenticate them. Customers can have a different public key to communicate
with each company to increase the security of their anonymity.

3.1. Negotiation Stage and User Contract Request

At first, the client becomes a member of the public, non-exclusive blockchain. Cus-
tomers can obtain the company’s public key through the company’s website or through
Certification Authorities (CAs). The customer negotiates with the desired company about
the terms, costs, and other matters of the contract, and then the customer requests the
contract for the transaction. The company sends The structure of this transaction is as
follows:

“T_ID || Request_Smart_Contract || SP_PK || User_PK || Sing” (1)

As shown in Table 2, in a blockchain network, transactions are processed and recorded
as blocks, which are then added to the existing chain of blocks in a linear and immutable
manner. Each transaction within a block is identified by a unique number called a transac-
tion ID (T_ID). This ID serves as a reference to the specific transaction and allows users to
easily trace the history and status of their transactions. When a customer requests a smart
contract from a construction company, they submit their request to the blockchain network
as a transaction. The details of the request, including the terms and conditions of the con-
tract, are encoded in a data structure called Request_Smart_Contract. To ensure the security
and authenticity of the transaction, the customer signs the request with their private key
and attaches their public key (User_PK) to the transaction. The construction company also
attaches their public key (SP_PK) to the transaction. The customer’s signature (Sign) serves
as proof of their identity and authorization for the transaction. When the transaction is
submitted to the network, it is processed and verified by the nodes in the network. If the
transaction meets the necessary criteria and is approved by the network, it is added to the
blockchain as a new block, which includes the transaction ID, the customer’s request, and
the signatures from both parties.
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Table 2. Summary of transactions.

Transaction Details

T_ID The unique number and hash of the current transaction
Request_Smart_Contract The customer’s smart contract request to the construction company

SP_PK Company’s public key
User_PK Customer’s public key

Sign Customer’s signature

3.2. The Stage of Entering into a Smart Contract

The construction company prepares the contract and sends it to the customer. After
receiving the contract, the customer signs it and then sends it to the desired company;
the company also signs the contract and sends it to the blockchain, and the construction
company’s signature is the creation of a new block. It is on the blockchain. The structure of
this transaction is as follows:

“T_ID || P_T_ID || User_PK || User_Sign || SP_PK || SP_Sign || Rfe.contract.ID” (2)

As shown in Table 3, in order to conclude contracts on the public blockchain, there
are specific conditions that must be met. One of these conditions is that the contracts must
involve sensors, which are provided by the customer and installed by the construction
company. Once the sensors are installed, the customer adds them to their cloud and defines
a new key, which allows the sensor data to be sent to the cloud. However, before the
contract can be finalized, the construction company must confirm the correctness of the
customer’s sensors. This is typically done through a physical inspection of the sensors,
which may include checking the accuracy of oxygen or temperature sensors, for example.
The construction company will inform the customer of when the inspection will take
place. Once the contract is signed and the sensors are verified, the sensor data must be
stored on the blockchain platform. This includes data from sensors used to control oxygen,
temperature, and air exchange in the building’s structure and side walls. This data is stored
in a block on the public blockchain, which creates a tamper-proof record of the sensor
readings. By using the blockchain to store sensor data, it is possible to ensure the integrity
and accuracy of the data, as well as the security and transparency of the contract. This can
help reduce the risk of fraud or error in the sensor readings while also providing a clear
record of the contract terms and sensor data for monitoring and analysis.

Table 3. Summary of transactions with Details.

Transaction Details

T_ID Unique number and hash of the current transaction
P_T_ID Hash of the previous transaction

User_PK Customer’s public key
User_Sign Customer’s signature
SP_Sign Public key and signature of the construction company

Rfe.contract.ID Field of contracts related to sensors

3.3. Sensors

There are many sensors in the discussion of intelligent building management using
sensors. The number of building sensors can vary greatly depending on several factors,
such as the size of the building, the purpose of the sensors, and the specific needs and goals
of the residents or building managers. For this research, we have used six types of sensors,
as shown in Table 4.



Buildings 2023, 13, 2858 9 of 21

Table 4. Sensors used.

Sensor

Oxygen
Temperature

Control
Celling

Wall
Facilities

3.4. Oxygen Sensor Control

At this stage, the sensors measure the oxygen in the surrounding environment at
certain time intervals (a time clock), and after the approval of the inspector, the data is
stored on the blockchain platform. The structure of this transaction is as follows:

“T_ID || P_T_ID || S_ID || Oxygen_content” (3)

As shown in Table 5, in a blockchain-based system, T_ID (Transaction ID) refers to the
unique identifier of the current transaction that is being recorded in the blockchain. Each
transaction in the blockchain has a unique ID, which is generated using a hashing algorithm.
Hashing is the process of converting the input data into a fixed-size output that is unique
to that data. The hash function used to generate T_ID ensures that it is virtually impossible
to modify the transaction data without changing the ID. P_T_ID (Previous Transaction ID)
refers to the hash of the previous transaction that was recorded in the blockchain. In a
blockchain, each block contains a reference to the previous block in the chain, which creates
a linked list of blocks. This linked list ensures the integrity and security of the blockchain, as
any attempt to modify a previous transaction would invalidate all subsequent transactions
in the chain. S_ID (Sensor ID) is a unique identifier of the sensor that is being monitored
in the system. In the context of intelligent building management using sensors, S_ID may
refer to the ID of a particular sensor that measures the oxygen content in the environment.
Oxygen content is a measure of the amount of oxygen present in the environment. In
the context of intelligent building management using sensors, measuring oxygen content
can be important for ensuring the health and safety of occupants. For example, if the
oxygen content falls below a certain threshold, it could indicate a ventilation problem or
the presence of harmful gases, which could pose a risk to human health. By monitoring
the oxygen content using sensors and recording the data in a blockchain-based system,
building managers can ensure that they have an accurate and tamper-proof record of the
environmental conditions in the building.

Table 5. Summary of transactions with details.

Transaction Details

T_ID Unique number and hash of the current transaction
P_T_ID Hash of the previous transaction

S_ID Desired sensor number
Oxygen_content Amount of oxygen in the environment

3.5. Temperature-Control Sensor

This sensor shows the temperature of the environment, which can be used to control
the temperature of a building in different places such as the commuter area, bedroom,
living room, etc. The structure of this transaction is as follows:

“T_ID || P_T_ID || S_ID || temperature” (4)

As shown in Table 6, in a blockchain-based system, T_ID (Transaction ID) is a unique
identifier of the current transaction that is being recorded in the blockchain. This identifier
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is generated using a hashing algorithm that transforms the transaction data into a fixed-
size, unique code. P_T_ID (Previous Transaction ID) refers to the hash of the previous
transaction that was recorded in the blockchain. In a blockchain, each block contains a
reference to the previous block in the chain, which creates a linked list of blocks. The
P_T_ID ensures that the integrity of the blockchain is maintained, as any attempt to modify
a previous transaction would invalidate all subsequent transactions in the chain. S_ID
(Sensor ID) is a unique identifier of the sensor that is being monitored in the system. In the
context of intelligent building management using sensors, S_ID may refer to the ID of a
particular sensor that measures the ambient temperature in a specific zone or area of the
building. In the context of intelligent building management using sensors, temperature
sensors may be used to monitor the ambient temperature in different zones or areas of a
building. By recording the temperature readings in a blockchain-based system, building
managers can track changes in temperature over time and identify patterns or anomalies
that may indicate issues with the heating, ventilation, and air conditioning (HVAC) system
or other factors affecting the indoor environment.

Table 6. Summary of transactions with details.

Transaction Details

T_ID Unique number and hash of the current transaction
P_T_ID Hash of the previous transaction

S_ID Desired sensor number
temperature Temperature is related to the ambient temperature

3.6. Control Sensor

The sensor being discussed is related to monitoring the air exchange between a
building and the environment, and it is important for this exchange to be zero. In other
words, the sensor is designed to detect any air movement that may occur between the inside
of the building and the outside. This is important because it helps to maintain a stable
and comfortable environment inside the building, which is essential for the occupants.
However, the sensor’s importance becomes even more critical when considering a location
like Mars. On Mars, the atmospheric pressure is very low, and any air pressure that enters
the walls can be damaging. Therefore, it is essential to monitor the resistance of the external
walls and ensure that they are able to withstand the pressure exerted by any air currents.
To achieve this, two different sensors and transactions are required. The first sensor is an
air exchange control sensor, which is used in areas where there is a higher possibility of air
entering and exiting. This sensor will detect any air movement and alert the control system
if there is a breach in the building’s envelope. The second sensor is a wall resistance control
sensor, which is used in areas where there is the greatest pressure against air currents.
Typically, this is in the upper parts of the building. This sensor will detect any pressure
exerted on the walls and alert the control system if there is any damage to the walls. Also,
a sensor should be added to control the facilities so that it can be used to control the
facilities and the place of their failure. Therefore, a transaction is added to the previous
transactions to control the facilities. These transactions can be shown in a generalized form
in a transaction that includes items such as sensor type, control type, and sensor values, as
shown below:

“T_ID || P_T_ID || S_ID || Type_Sensor || Type_Control || Amount” (5)

As shown in Table 7, in a blockchain network, transactions are recorded in blocks,
and each block contains a hash of the previous block, creating a chain of blocks, hence
the name blockchain. In the context of the sentence you provided, T_ID refers to the hash
of the current transaction, which is a unique identifier for that particular transaction. It
helps to ensure the integrity and security of the transaction by providing a unique identifier
that can be used to verify the transaction’s authenticity. P_T_ID, on the other hand, refers
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to the hash of the previous transaction. It is used to create a link between the current
transaction and the previous transaction in the blockchain, which ensures the immutability
and transparency of the network. S_ID is a variable that relates to the desired sensor
number. It is used to identify the specific sensor that is being controlled or monitored by
the transaction. Type_Sensor indicates the type of sensor being controlled or monitored
by the transaction. There are three types of sensors: air exchange control, pressure control,
and facility control. Type_Control indicates the type of control that the sensor is subject
to. There are two types of controls: sensitive and non-sensitive. Sensitive controls are for
air and pressure exchange, while non-sensitive controls are for facility control. Finally, the
amount refers to the values that the sensors show, which are controlled or monitored by
the transaction. These values could be anything from temperature to humidity, and they
are used to trigger various actions in the blockchain network, such as opening or closing
air vents or adjusting pressure levels in a controlled environment.

Table 7. Summary of transactions with details.

Transaction Details

T_ID Unique number and hash of the current transaction
P_T_ID Hash of the previous transaction

S_ID Desired sensor number
Type_Sensor Type of sensor
Type_Control Type of control sensor

Amount Values sensor

3.7. Components of Buildings

In this part, the components of the building whose information is stored in the
blockchain by sensors have been discussed. This part includes three parts of walls, ceilings,
and facilities, each of which is described in detail below.

3.8. Ceiling

The roof is one of the most important factors in building components, especially
in Mars buildings. According to this point, the roofs in Mars buildings, in addition to
determining the level of each floor of the building, should include things such as air
conditioning and temperature control. Air control and the prevention of air flow between
the floors are controlled using the air exchange control sensor, and temperature control is
determined using the temperature sensor. Also, the height of the ceilings should be such
that it leads to the circulation of air containing oxygen and temperature control. Therefore,
the information that can be stored in the blockchain as building management for roofs is
the type of roof, the type of material, the height of the roof, and the amount of load that
each roof bears. Hence, this transaction is shown below:

“T_ID || P_T_ID || R_ID || Roof_type || Material || Height || Load amount || Description” (6)

As shown in Table 8 and Figure 5, in a database management system, a transaction
identifier (T_ID) is a unique identifier assigned to a transaction, which is a series of database
operations that are executed as a single logical unit of work. The T_ID helps in tracking the
progress of a transaction and in managing concurrency control. The previous transaction
identifier (P_T_ID) is the identifier of the transaction that was executed immediately before
the current one. It helps in maintaining the consistency of the database and in detecting
conflicts that may arise due to concurrent transactions. A roof identifier (R_ID) is a unique
identifier assigned to a roof in a database that stores information about roofs on Mars
(Figure 5). The type of roof is classified as sloping, flat, or dome-shaped, and each type may
have an outer and inner roof. The material used in the roof depends on the type of soil
on Mars. The height of the roof is an important parameter that determines its suitability
for a particular application. The load amount refers to the amount of weight that the
roof can support without collapsing or failing. This parameter is important in designing
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roofs for different purposes, such as residential, commercial, or industrial use. Finally, the
description of the roof map includes information such as the size of the roof, the purpose
for which it is intended, and any other relevant details. This information helps in managing
and maintaining the database of roofs on Mars.

Table 8. Summary of transactions with details.

Transaction Details

T_ID Unique number and hash of the current transaction
P_T_ID Hash of the previous transaction

Roof_type Type of roof
Material Material used in the roof
Height Height of the roof

Load amount Amount of load placed on the roof
Description Description of the roof map
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3.9. Wall

The second most important factor in Mars buildings is the wall. Walls are divided
into several types. He pointed out the side wall, internal wall, retaining wall, shear, and
opening shear. But there is a kind of wall on the surface of Mars called the Guard Wall,
which prevents meteorites from hitting the surface of Mars. Also, the thickness of the walls,
the materials used in them, and the height of the walls can be added to the blockchain as
building management information. This transaction is described below:

“T_ID || P_T_ID || W_ID || Wall_type || Material || thickness || Load amount || Description” (7)

As shown in Table 9, a transaction identifier (T_ID) is a unique identifier assigned to a
transaction that helps in tracking the progress of the transaction and managing concurrency
control. The T_ID is used to ensure that the database remains in a consistent state even
when multiple transactions are being executed concurrently. The previous transaction
identifier (P_T_ID) is the identifier of the transaction that was executed immediately before
the current one. It helps in maintaining the consistency of the database and detecting
conflicts that may arise due to concurrent transactions. A wall identifier (W_ID) is a unique
identifier assigned to a wall in a database that stores information about walls on Mars.
The type of wall is classified as simple, parallel arrangements with grids, solid parallel
arrangements, empty and unreinforced parallel arrangements, and each type may have
an outer and inner wall (Figure 6). The type of material used in the wall depends on the
type of soil on Mars, and the thickness of the wall depends on its application. The load
amount refers to the amount of weight that the wall can support without collapsing or
failing. This parameter is important in designing walls for different purposes, such as
residential, commercial, or industrial use. Finally, the description of the wall map includes
information such as the size of the wall and any other relevant details. This information
helps in managing and maintaining the database of walls on Mars.
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Table 9. Summary of transactions with details.

Transaction Details

T_ID Unique number and hash of the current transaction
P_T_ID Hash of the previous transaction
W_ID wall ID

Material Type of materials used in the wall
thickness Thickness of the wall

Load amount The amount of load placed on the wall
Description Description of the wall map
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3.10. Facilities

Building facilities are crucial components that give life to a building and enable people
to continue living and working in it. They are the infrastructure and equipment that
support a safe, comfortable, and functional environment for the occupants. When it comes
to Mars buildings, the types of facilities required are significantly different from those
needed on Earth due to the harsh conditions on the planet. The first critical facility in a
Mars building is the water supply system. This system must be able to provide hot and
cold water for drinking, cooking, and sanitation. The water supply pipes must be designed
to withstand the low-pressure environment on Mars, which is significantly different from
Earth’s atmospheric pressure. Additionally, the water system must include a way to purify
and treat water for reuse to ensure sustainability. Another essential facility is the sewage
collection system. To prevent contamination and health hazards, waste products must be
collected and disposed of properly. Airtight pipes that can withstand pressure changes,
extreme temperatures, and radiation exposure must be used for proper sewage collection
and disposal. The waste must also be treated and processed safely for the environment
and the occupants. Ventilation is also critical in a Mars building. It helps regulate the
temperature and air quality in the building, preventing the buildup of harmful gases and
allowing for the flow of fresh air. Vent pipes must be designed to withstand extreme
temperatures and pressures while providing efficient airflow to prevent the spread of
airborne illnesses. Fire safety is another crucial concern in any building, including Mars
buildings. Fuel and fire extinguishing pipes must be installed throughout the building
to provide quick access to fire suppression materials. These pipes must be designed
to withstand the extreme temperatures and pressures of Mars, and the fire suppression
materials must be carefully chosen to be effective in the low-pressure environment. Finally,
electrical piping is essential for a Mars building’s efficient operation. The electrical system
must provide reliable power despite the harsh environmental conditions. Electrical piping
in the form of ducts must be installed to protect the wiring from radiation exposure and
extreme temperatures. There is a center in the Mars buildings, and the corresponding
transaction is to store the docket information. This information includes the location of the
docket, the size of the docket, and the description of the docket, which is generally stored
in the blockchain. The types of facilities that can be used in a Mars building are cold and
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hot water pipes, sewage collection pipes, vent pipes, fuel and fire extinguishing pipes, and
electrical piping.

“T_ID || P_T_ID || D_ID || Location || Size || Description” (8)

As shown in Table 10 a transaction identifier (T_ID) is a unique identifier assigned to a
transaction, which helps in tracking the progress of the transaction and managing concur-
rency control. The T_ID is used to ensure that the database remains in a consistent state
even when multiple transactions are being executed concurrently. The previous transaction
identifier (P_T_ID) is the identifier of the transaction that was executed immediately before
the current one. It helps in maintaining the consistency of the database and detecting con-
flicts that may arise due to concurrent transactions. A docket identifier (D_ID) is a unique
identifier assigned to a docket in a database that stores information about dockets. The
location of the docket indicates where the docket is currently located, such as a warehouse
or a distribution center. The size of the docket indicates the physical dimensions of the
docket, which can be important in determining how much space it will occupy during
transportation or storage. The description of the docket map includes information about
the items that have passed through the docket, such as the type of products, quantities, and
any special handling requirements. In summary, the docket information is used to track
the movement of goods through the supply chain and to maintain an accurate inventory of
products in storage. The information can be used to optimize logistics processes, improve
order fulfillment accuracy, and reduce errors and delays.

Table 10. Summary of transactions with details.

Transaction Details

T_ID Unique number and hash of the current transaction
P_T_ID Hash of the previous transaction
D_ID Docket ID

Location Location of the docket
Size Size of the docket

Description description of the docket map

4. Suggested Methods of Measurement

As mentioned in the previous sections, three categories of general information can be
stored in the blockchain: smart contracts, information collected by sensors, and information
used as building information management to control roofs, walls, and building facilities,
along with the description of each. Therefore, transactions are considered for each part, and
these transactions are stored in the blockchain after completion. In the proposed method,
an inspector is considered a controlling element. This system includes an inspector that
has four levels: normal, emergency 1, emergency 2, and emergency 3. The normal state
is when all components of the building work properly and the state of the building is
considered normal. The system is designed to identify any problems that may arise and
classify them at the appropriate levels. If a problem occurs in any of the facilities, it will be
evaluated and included in emergency level 1. This could include a malfunctioning sensor
or a damaged sensor. Even if a sensor reaches the end of its life, it is considered a problem,
and a warning is sent to the manufacturer. Technicians are given the opportunity to solve
the problem before someone’s life is endangered. In emergency level 2, temperature level
control, oxygen level, and air exchange level are controlled. Emergency level 2 is activated
if part of the building collapses, resulting in reduced oxygen levels, increased temperatures,
and ultraviolet radiation. At this point, the robot rescue team is given a limited amount
of time to enter the damaged part and repair it. However, human life is not threatened at
this level. If the problem continues and human lives are in danger, the situation will reach
emergency level 3. Emergency level 3 is the most critical level and is activated when a part
of the building is damaged by factors such as earthquakes, meteorites, or other factors. Any
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other type of damage at this level, the robot rescue forces are immediately sent to the place
to save people’s lives.

As it is clear from Figure 7, at first, the data of Martian buildings is sent to it for storage
on the blockchain platform. At the same time, the data is also sent to the supervisor, and
after receiving the information, the supervisor compares it with the data stored in the
blockchain, and if the data is correct, the alarm level of that house is determined. After
determining the warning level, if necessary, a message is sent to the rescue robots to refer
them to the desired location for assistance.
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5. Results of Analysis

In this part, two important and fundamental factors in blockchain are examined.
These two factors include the amount of memory consumed and the duration of adding
a new block to the blockchain, which are evaluated using the following two criteria for
the transactions used. All these things have been performed in the Python programming
language and implemented on Google Collaborate. So, the proposed system for this
research is the servers used by Google to run Python programs. In the following, each
transaction has been evaluated.

5.1. Contract

The first stage of the platform presented is the stage of signing a contract with cus-
tomers, which should be conducted using a smart contract. These steps are as follows: first,
the customer sends a request for a contract to the construction company, and the company
sends and signs the contract after checking the profiles of the people or customers. The
stages of the contract are shown in the figure below. It is worth noting that all the steps in-
clude the transactions presented in the previous section. Therefore, in these operations, no
transaction should remain incomplete and should be completed. In fact, either a transaction
or a step is completed and stored in the blockchain, or no transaction is made.

As it is clear from Figure 8 below, all movements are forward, and if the desired
transaction is stopped at any stage, that transaction is lost and must be restarted from
the beginning. In the first stage, each customer has a public token and a private token,
where the private token of each person is the digital signature of that person. At this
stage, the customer, having the public token of the desired company, sends his request and
specifications to the company and signs the contract. After this step, the customer’s request
is sent to the desired company in the form of a JSON file (Figure 9). After checking the
structure of the desired house and the customer’s profile, the company signs the contract
with the company’s private token, sends the final contract to be stored in the blockchain,
and also sends the final version of the smart contract to the customer.
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As it is clear from the above figure, the profile of a customer has been sent to the
company along with the system profile. The diagram below also shows the amount of
memory consumed and the duration of creating and adding a block to the blockchain, as
well as the chain from one block to 10,000 blocks (Figure 10).
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5.2. Check the Proposed Method

In this part, a platform is designed to send data to the central server to check the
warning level that was discussed in Part 4. First of all, information is collected from sensors
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that are installed in the environment. Considering that this system has an intranet, this
information is sent to the central server in the form of an XML file so that the inspector
system can determine the warning level by checking the receipt of the XML files and
matching them with the information stored in the blockchain. The flowchart of this system
is shown in the figure below (Figure 11).
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As it is clear from the figure above, since the exchange of information is within the
company’s internal network, by using the XML file (Figure 12), the information can be sent
to the main source of the company, and the received information is compared with the
information inside the blockchain. After the correctness of the information is determined,
the amount and level of warning should be issued. In this section, if the alarm level is at
level 1, no message is sent to the technician and rescue robots, and if it is at the 1st to 3rd
alarm level, depending on the alarm level, robots specific to each alarm level are activated,
and according to the ID of the sensors, they refer to the location of the accident.
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As you know, in the buildings on Mars, due to the importance and sensitivity of the
matter of life, the information and the accuracy of the information must be checked to
make sure which sensor and which house need the attention of the rescue team and if
the information undergoes transformation and changes. and penetrate into the system,
the costs of maintaining robots and using them will be heavy. Therefore, information
processing is a very important step, and before leaking information to the central system
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using blockchain, the accuracy of this information must be evaluated. The reason for
using the XML file is to use a public blockchain because it is not possible to de-hash the
information in the public blockchain, and according to the law, this should not be done.
Based on this, according to the results of the research, from 1 to 12,000 pieces of data
were created in the blockchain, and it is inserted that the two variables of cost and time
were evaluated.

As shown in Figure 13, the longest time to receive a response from the center is for
12,000 data points, which takes about 60 s. Thus, it can be said that the time it takes to
send data and receive a response from the destination is an average time, which, although
it may be effective to respond to some failures, may be dangerous for some other factors.
One of the factors that may be dangerous for this period of time is related to the oxygen in
the environment, for which, of course, solutions can be provided. For example, a separate
framework can be created for the oxygen sensor so that the response speed can be increased
and the response time can be reduced based on it, which, of course, with the increase in
the number of oxygen sensors in the environment, is not much different from the designed
framework. The weakness of blockchain work can be expressed as follows: with the
increase in the number of transactions, adding a block to the previous blockchain takes
more time, and this is dangerous for checking the oxygen level of the environment.
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6. Discussion

Considering that this issue and life on the planet Mars still have hidden dimensions
and points, this research can be a precursor to the integration of BIM and blockchain for
the information management of Mars buildings, which can be done by considering other
limitations and expanding these models to finally reach a standard model. According to
Xingyu et al. (2022), blockchain is an emerging distributed technology that ensures data
integrity by providing decentralized, immutable, and traceable data storage. However,
the direct integration of BIM with blockchain reduces the risk of leaking sensitive data,
but the risk remains because blockchain is a transparent network to the extent that shared
information (including sensitive data) can be disclosed to all members without access
control [25]. Therefore, in order to deal with such possible risks, an inspection to check
the data and the accuracy of the received information has been explained in the proposed
framework so that, in case of sabotage or information leakage, the system has the ability
to detect it. Therefore, the proposed framework in this field has an improvement in
guaranteeing the quality of data and information compared with other similar methods.
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According to Celik et al. (2023), recent advances in building information modeling have
shown new ways to integrate processes and data with open data formats. In construction
projects that generate and share multiple streams of BIM data, mechanisms to define
priority, provenance, and appropriateness of information become necessary for consistent
and traceable use of the data [26]. Therefore, in this research, by entering into a smart
contract and determining the location of each sensor, the method of sending information
and the origin of sending information are calculated in a completely accurate manner.
Also, prioritization has been determined at four warning levels, which is in line with
the results. Also, the literature has shown that several weaknesses of BIM, including the
trust issue, the asset ownership issue, and the data reliability issue, can be addressed by
incorporating blockchain into its processes [27–29]. Therefore, the first issue, which is data
trust in Mars, must be verified with high accuracy; the issue of property ownership has
also been reliably observed using smart contracts on the blockchain platform; and the issue
of data reliability, in addition to considering the capacity of the blockchain, has also been
verified by an inspector.

7. Conclusions

Finding another environment for the continuation of human life due to the exhaustion
of the earth and the loss of its natural resources is an issue that will be addressed more in
the coming years. One of the prerequisites of human life is to have a safe shelter, which is a
little easier on earth due to the presence of sufficient oxygen, proper light, and water. So far,
the closest and most similar planet to Earth for life is Mars, and due to its environmental
conditions, more controls are needed for human vital elements. In this study, it has been
tried to manage the information about Mars buildings by combining BIM and blockchain.
In two main frameworks, eight main transactions were designed. The first framework
is related to the conclusion of a smart contract between the customer and the support
company for the construction of Mars buildings. The second framework is related to
providing an inspector for building control, and by sending data from sensors and checking
their accuracy, four warning levels were determined. The results of the research showed
that in the first stage, which is the contract, for the number of 12,000 records, a duration of
30 s and a memory amount of 175 kilobytes are required. For this purpose, it can be shown
that the duration of adding a block to the blockchain is a suitable value. And the amount
of memory used is also suitable. In the second stage, which is the determination of the
warning level, 12,000 records of 60 s duration and 180 kilobytes of memory are required,
which can be said to be suitable for other events and transactions except oxygen control.
Control. Considering that this issue and life on the planet Mars still have dimensions and
hidden points, this research can be a precursor to the integration of BIM and blockchain
for the information management of Mars buildings, which can be done by considering
other limitations. Did. One of the limitations of this research was that the use of blockchain
technology in BIM in Mars buildings has not been investigated. However, the use of
blockchain technology in the context of Mars buildings is unique and requires specialized
approaches. There are also various areas that can be further explored in this research,
such as the development of specific protocols and standards for BIM management in Mars
buildings, the integration of various sensors and IoT devices for real-time monitoring and
control of facilities, and the development of artificial intelligence-based algorithms. For
predictive maintenance and abnormality detection. This is an exciting area of research that
could help develop sustainable and safe habitats on Mars and other planets. This requires
interdisciplinary collaboration between experts in BIM, blockchain, space engineering, and
other related fields to create a comprehensive and effective solution.
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