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Abstract: Research on radicalization became relevant to the study of terrorism and violent extremism
just two decades ago. The accumulated empirical data on terrorism have led researchers and experts
to understand that radicalization is a predictor of violent actions by terrorists, violent extremists,
and lone actors. Violent incidents committed by school shooters are not terrorist crimes, but there is
good reasons for inclusion as terrorist crimes since they have similar mechanisms. The article aims to
create a conceptual model of school-shooter radicalization and determine the distinguishing features
of the process. The paper presents a theoretical and methodological base of content analysis concepts,
political models, and terrorist radicalization on the different levels of study. Based on the content
analysis results, we identify the significant gaps in the research field, consider the radicalization
phenomenon in detail, substantiated the qualitative aspects of the school shooters radicalization, and
propose a conceptual scheme. Psychological, behavioral, cognitive aspects of the school shooters
radicalization reflect a holistic picture of the relationship between the process phases and changes in
the parameters of the object’s state. The aspects of radicalization and this phenomenon’s qualitative
properties are interpreted as the determinants of the conceptual model. The model includes five
stages, each of which is considered to be one of the components for the formation and acceptance
of the idea of a violent way to solve a problem, but certainly do not act individually as the only
component that leads to the actual implementation of the incident of a school shooting. An in-depth
study of online social connections and warning signs, mobilization factors, behavioral trajectories,
and imitation mechanisms can help scientists understand why school shooters are increasingly
motivated to use violent means to achieve personal goals. We have outlined the possibilities and
prospects of the model’s application and directions for future research.

Keywords: youth; radicalization; extremism; terrorism; school shooting; school shooter; copycat
criminal; conceptual models

1. Introduction

The school shooting phenomenon is a serious and growing threat around the world.
Columbine high school massacre (one of the earliest incidents of school shootings, hap-
pened on 20 April 1999) has been called the deadliest spurt in the history of the mass
murder and a ‘cultural script’ for many imitators. This massive wave of imitations has
swept through various countries and has been termed the ‘Columbine effect’. However,
the first incident of school shooting in Russia was recorded only in 2014. Since then, the
number of cases (both in Russia and worldwide) has increased, making the understanding
of this phenomenon crucial for mitigation and prevention of future incidents.

Current academic discourse shows no consensus, not just on the roots of school shoot-
ing, but even on its exact definition. School shooting is differentiated from other acts of
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mass violence, based on the similarities shared by school shooting incidents. School shoot-
ers are motivated by a personal problem, by individualized search for glory and purpose
through an act of mass violence. At the same time, school shooting shares characteristics of
terrorism and violent extremism, such as planned ritualistic-demonstrative character of the
act that serves a purpose of gaining recognition and following. We thus can adapt analytical
models developed in studies of terrorism and extremism to advance our understanding of
school shooting.

One of the main predictors for the violent actions in terrorism and extremism is the
process of radicalization (LaFree 2013). Radicalization is generally defined as the process
of transition from non-radical actions (i.e., non-violent forms of expressing opinions, ideas,
behaviors) to radical actions (i.e., the violent forms). The key aspect of this transition is
the acceptance of violence as the main means to achieve political, religious, ideological, or
even personal goals. Radicalization is frequently used in studies of terrorism; however,
it is rarely used in studies of school shooting. In the context of mass school murders, it
is often difficult to determine when an incident is an act of terrorism and when it is a
school shooting. In many countries, incidents of school shooting are simply categorized
as mass murder, and we are not aware of any cases in which special legal acts have been
applied. In the current Russian legislation and the legislation of other countries, there is no
particular rule establishing criminal liability for this type of crime. There is no general law
enforcement practice in the courts. School shooting incidents do not belong to crimes of
a terroristic nature. Still, there exist good reasons for the inclusion of school shootings as
terrorism since they have similar mechanisms and require strengthening law-enforcement
practice concerning perpetrators of this type of crime.

The main goal of this paper is to formulate the conceptual model for the radicalization
of school shooters. To fulfil this goal, we start by exploring the state-of-the-art of the
current research to identify theoretical grounds for conceptualizing the phenomenon of
school shooting. We summarize the available knowledge in studies of radicalization. We
answer the question of whether the process of radicalization can be used as a predictor of
school shooting. In this part of the paper, we also focused on approaches, methods, and
tools for studying online radicalization. In the second part, we present the results of a
content analysis of models of political, terrorist, and lone-actor radicalization. We highlight
significant gaps in the models, identify key components of radicalization, and identify
important aspects for constructing a conceptual model of school shooting and defining the
properties of the process. In the third part, we describe the design of our study. In the fourth
part we derive the model that we term the “School Shooter Radicalization Model” (SSRM).
To derive the model, we applied an instrumental approach using qualitative attributes of
the studied phenomenon as a basis for the development of the process’ stages. It allowed us
to create a holistic picture of structurally interconnected relations between process phases
and changes in variable parameters of an object’s state. In this part of the work, we describe
the distinctive features of each phase, and the modus of the process. In the conclusions to
this part of the work, we set forth our theses and support for the linear nature of the process
of radicalization of school shooters, as well as the possibility of applying the SSRM model.
In the conclusion, we outline the prospects for further research directions and possibilities
for a research strategy to create tools to study the online radicalization of school shooters.

2. State-of-the-Art

Research on radicalization became relevant at the beginning of this century in the
study of terrorism. One influential expert in the field, Garry LaFree, cites radicalization
research as the third most significant achievement in empirical research on terrorism,
expanding our knowledge of terrorism based on specialized datasets of specific subgroups
of terrorism cases (LaFree 2013). At the beginning of the first decade of the 21st century,
an expert community believed it was impossible to create a universal profile of a terrorist,
extremist, and a mass murderer (this category includes school shooters). Additionally,
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it is this problem that has led researchers to search for a predictor of terrorism, violent
extremism and crimes committed by lone actors.

The early research emphasized that the predictor of participation in violent activity
was radicalization and that its study was critical. Over time, two opposing approaches
emerged in the research field: a relativistic approach (which denies the idea that radi-
calization causes terrorism)1 and a contextual or meta approach (radicalization must be
studied in the broad context of violent incidents beyond the study of violent extremist
radicalization and terrorism) (McCauley and Moskalenko 2008; Neumann 2013; Onnerfors
and Steiner 2018). Although criticisms periodically awaken academic researchers, they no
longer generate a lively polemic around studies of radicalization.

Micro, meso and macro level studies of radicalization have developed over the last
20 years. Conceptually, they have three focuses: (1) the analysis of behavioral and socio-
psychological attributes of radicalization, (2) analysis of the modus operandi of radical ideas,
(3) and a meta-analysis, in which the process of radicalization should be viewed as a set of
behavioral, psychological, social, ideological, mobilizational and other aspects of study. We
will now look deeper into the development of ideas in the studies of radicalization.

2.1. Studies of Radicalization

Conceptual foundations for understanding the psychology of violent extremists and
terrorists were established in 2004 by an expert in forensic psychology and terrorism,
Randy Borum, and further developed by John Horgan (Horgan 2005, 2008, 2014) and
Max Taylor (Taylor and Horgan 2006; Taylor et al. 2015). These researchers focused on the
psychological mechanisms of radicalization. The central thesis they put forward is that
radicalization and participation in terrorism is a gradual, step-by-step process that cannot
be explained through an appeal to theories about the psychopathological state (Borum 2004,
2012; Horgan 2014). Specific psychological mechanisms are identified by other researchers
in this field. For example, Arie Kruglanski emphasizes that the search for purpose and
meaning in life is decisive in the individual process of radicalization (Kruglanski et al.
2013; Kruglanski 2009).

Randy Borum emphasized that social-action theory helps to identify the critical differ-
ences at all stages of the radicalization process, both from the motivation to commitment of
radical acts and from the level of participation to the management of the process. Professor
Anja Dalgaard-Nielsen emphasized the problem of collecting data on perpetrators’ motives,
which, in her view, is necessary for a solid empirical basis (Dalgaard-Nielsen 2010). Accord-
ing to Borum, Moscovici’s theory of conversion is integral to the concept of radicalization.
It links the study of conditions, situational factors, causes, personal motivational factors,
cognitive mechanisms contributing to the transition to violent action and other components,
thereby providing a platform for radicalization research. However, none of the currently
available theories in the social sciences provides a complete explanation of the radicaliza-
tion phenomenon (Borum 2011). According to researchers, there is no single pathway to
radicalization, nor is there a single profile for a person who adopts the idea that a violent
way of achieving a goal is the only possible way to solve a problem (Hofmann 2018). We are
convinced that the most promising approach in this line of research is the socio-cognitive
approach. In this approach, “radicalization [is] identified by a progressive and continuous
transformation of representations, goals, beliefs and sources of reinforcement” (Garcet
2021, pp. 2–3).

The foundations for studying the modus operandi of the process of transition from
radical ideas to radical actions, in cases of violent extremism and terrorism, were laid by
psychologists Clark McCauley and Sophia Moskalenko. They outlined twelve mechanisms
of political radicalization on three levels of analysis: individual, group and mass (McCauley
and Moskalenko 2008). Based on nearly a decade of research, Clark McCauley and Sophia
Moskalenko presented a unique two-pyramid model of political radicalization, which
has become a benchmark for researchers in the field of terrorism and violent extremism.
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It is important to note that radicalization mechanisms differ in people depending on
socio-demographic characteristics (Bokhari et al. 2006).

Subsequently, a new field of research emerged that focusses on risk factors for radical-
ization at the micro-, macro- and meso-levels (Borum 2011; Neumann 2013; Sarma 2017).
The putative risk factors for radicalization began to acquire particular importance—these
are the factors that can be confirmed by empirical studies and have been proven to play a
role in radicalization (Kraemer et al. 2001). The researchers divide another group that deter-
mines the causative factors of radicalization into macro-level factors and meso-level. The
macro-level includes external factors that determine functional, statistical, stochastic and
other forms of determination of violent extremism and terrorism (Kerodal et al. 2016). The
meso-level factors are determined by differences in political, socio-economic and cultural
contexts, and vary significantly between countries2.

In the direction of meta-analysis of the study of the radicalization process, we can
identify a multilevel approach. The multilevel approach aims to comprehensively as-
sess radicalization risks, identify the correlation between micro-, macro- and meso-level
variables; create a network cluster structure model to identify attributes (organizational
hierarchy, network cohesion, ideological platform, etc.); predict behavioral trajectories,
and identify geospatial, temporal components and more. The best example of a research
service is PIRUS (Profiles of Individual Radicalization in the United States 1948–2018) This
is an open service that allows scholars around the world to study profiles of individual
radicalization across multiple variables, but unfortunately, only contains information from
the United States. According to the researchers who developed the multilevel approach,
radicalization depends on the context in which it occurs, and the violent content that
social-media users consume (Rieger et al. 2020). Radicalization becomes widespread, viral
and scalable as a result of the use of new communication technologies, but the Internet is
not the cause of radicalization, but rather a tool that allows users of social media to become
radicalized in a short time, on individual, group, and mass levels (Kirby 2007; Thompson
2011). The multilevel approach is not yet widespread, both because of its methodological
complexity, and because of the lack of available, reliable and effective research tools and
services, without which the collection, processing and analysis of big data in the online
environment is challenging. However, it certainly opens new avenues for the studies of
radicalization and can help to separate online radicalization studies into an important
sub-field.

2.2. Online Radicalization

Radicalization in the online environment exhibits many attributes that are impor-
tant in the transition from radical ideas to radical actions, such as situational, ideological,
personal, motivational, mobilization and others (Breiger et al. 2011; Lara-Cabrera et al.
2017). Online radicalization is generally understood as a stochastic process that entails a
person’s involvement in an extremist, terrorist belief systems through online interactions
that prepares the ground for violent acts offline. In the digital environment, the process of
radicalization presents new features such as viral character, inclusiveness, and omnipres-
ence. Over the past decade, the use of social media to disseminate and promote terrorist
and violent extremist ideologies among users has increased dramatically. This resulted in
the emergence of a whole new spectrum of studies focused on online radicalization.

The technologies for promoting radical ideas in social media by extremist and terrorist
communities are rapidly evolving and effectively adapting to the ever-changing possibili-
ties of the online environment, making it a difficult area of study for researchers. Artificial
intelligence (AI) and Web Mining tools have been extensively employed for comprehen-
sive assessments and operational analyses of risks and threats by automating the most
time-consuming processes (Wendelberg 2021). Of great importance is the field of social
media analytics, an interdisciplinary research area aimed at combining, extending, and
adapting social media analysis methods for purposes in the subject area of study (Sureka
and Agarwal 2014; Xie et al. 2016; Conway 2017; Gilani et al. 2017; Stieglitz et al. 2018).
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In all data mining tasks (including data transformation, feature reduction, algorithm
selection, post-processing, and data interpretation) a priori knowledge is a pressing need.
This leads to the need for representing the available knowledge in the form of ontological
models that can be processed and formalized by machines. Creating models from the
domain knowledge and transforming this knowledge into an ontology necessitates a formal
description of the concepts in the domain, together with their properties and relationships,
interpreting them as ontology classes and, at the same time, as parts of the ontological
concept, called the knowledge base. The effectiveness of tools created, based on ontologies
of the domain, directly depends on how accurately the indicators of radicalization are
configured. An accurate classification ensures the calculation of indicators and leads to
more accurate predictions of radicalization risks (Grimm et al. 2011; Lara-Cabrera et al.
2017).

The subject domain ontologies that define the basic concepts of radicalization are
referred to as low-level concepts. Subject matter ontologies that relate to radicalization
indicators or indicators under consideration are referred to as high-level concepts. For
example, the concept of terrorist radicalization was used in the creation of the ontology of
terrorism as part of the low-level ontology “Terrorist-Personality” (Turner 2011). Having
analyzed the current state of research in the field of creating automated systems, relying on
subject domain ontologies, we state that over the past decade in the field of radicalization
research several promising works have appeared in which subject domain ontology is
used to conduct an intelligent analysis of social-network data. For example, the Ontologi-
cal Framework to Facilitate Early Detection of ‘Radicalization’ (OFEDR) is based on the
application of a semantic approach to the search for indicators of radicalization in social
networks, and includes low-level and high-level ontologies (Wendelberg 2021).

2.3. Studies of School Shooting

The focus of school-shooting studies is largely the same as of the studies of radi-
calization. For example, the analysis of behavioral and psychological attributes (causes,
conditions, personality traits) or the focus aimed at the study of ideological and semantic
foundations and motives of violent behavior (Larkin 2009; Weatherby et al. 2010; Rocque
2012; Séguin et al. 2013; McCauley and Moskalenko 2014). A separate research area aimed
at studying the typology of imitation, which is critically important, because the similarity
between mechanisms of school-shooter imitation and the syndrome of imitative suicides
was substantiated in the earliest publications, and the study of this topic has not lost its
relevance (Kostinsky et al. 2001; Towers et al. 2015; Hofmann 2018). It is important to
emphasize that suicidal thoughts, according to experts, are rarely the only or main motive
in committing school shooting acts. Suicidal thoughts are more often found in combination
with other motives and are secondary to them. This is supported by results of numerous
studies (Towers et al. 2015), and highlighted in the 2019 reports of the National Threat
Assessment Center (NTAC, USA)3 and ALERRT Center (USA)4. Several studies attempt to
follow and assess the degree of influence that social media has on the growth of imitating
incidents (Malkki 2014; Meindl and Ivy 2017). The current understanding suggests that
widespread media coverage of a school shooting incident and the subsequent social media
resonance promotes interest in the perpetrator and increases the likelihood of imitative
follow-up acts. Some researchers, based on a study of school shooting incidents in the
United States, state that the ‘copycat effect’ persists for an average of two weeks (Towers
et al. 2015).

A meta-analysis aimed at studying the school shooting phenomenon as a set of
psychological, behavioral, socio-psychological, and sociocultural factors has also been
actively developed (Kimmel and Mahler 2003). A systemic view of the school shooting
phenomenon was proposed in as early as 2004, and was substantiated in a comprehensive
theory of school shooting. This theory is based on five factors, although the researchers
themselves claim that these factors are not exhaustive and require further empirical testing
and additions (Newman et al. 2004; Newman and Fox 2009). One relevant example of a
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meta-analysis is the work of Langman, who proposed the first typology of school shooters.
He also compiled a school shooters database5 and developed a research approach based
on combining biological, psychological and social patterns (Langman 2017). Throughout
Langman’s studies, he emphasizes the basic idea that “there is no one cause of school
shootings, despite efforts to pin the blame on a single cause” (Langman 2017, p. 27). Thus,
school shooting requires a meta-level approach.

The importance of studying the online environment, online communications, and
content is noted by most researchers, but specialized software, such as the ones developed
for the study of terrorism, is not yet available. It is possible to use prototypes developed
for studies of terrorism and violent extremism, but they require significant adaptation,
improvement, development of ontologies of the subject area, and further contributions
to the knowledge base. Some researchers use existing prototypes, adapting them to the
objectives of the subject area such as Dr. Langman, who has assembled a knowledge base
of warning signs for school shooters (Langman 2021). We doubt that it is possible to build
such a collection in a manual search mode, but we have not found a description of the tool.

2.4. Similarity Markers

To summarize the current state-of-the-art in studies of radicalization and school
shooting, we highlight markers that support the idea that there are many similarities
between terrorism and violent extremism and school shootings. Violent extremism is
seen as “encouraging, justifying or supporting the acts of violence to achieve a political,
ideological, religious, social or economic goal” (Borum 2011, p. 8). In understanding
terrorism, we rely on the academic consensus definition of terrorism offered by Alex Schmid
as a “calculated, demonstrative, direct violent action without legal or moral restraints,
targeting mainly civilians and non-combatants, performed for its propagandistic and
psychological effects on various audiences and conflict parties” (Schmid 2011, pp. 39–40).

Let us highlight the first marker with the following key attributes: demonstrative
nature with direct violent actions without legal or moral restrictions and the purpose of
propagandistic and psychological influence on various audiences. These attributes reflect
the essence of school shootings, as well as the essence of terrorism. The ritualistic and
demonstrative nature of school shootings, in which the shooter “tries on” the role of a
god, is identical to the same characteristic manifestations in the actions of terrorists and
violent extremists. The psychological impact, both on the victims themselves and on a
wider audience, through an act of intimidation, is typical of both school shooters and
terrorists. The intent of the school shooters is to make a statement, to leave a message for a
wider audience, and it is similar to the statements and manifestos of lone-wolf terrorists.
Self-preservation is not a goal, nor it is a goal for suicide bombers. In fact, in both cases,
dying in an incident is a way to exit life as a “revered hero”, to “honorably” finish the job.

The second marker is that the school shooters see committing a violent act as the
preferred means to achieve a goal, which coincides with the actions of terrorists and violent
extremists. This is a planned form of violence. Additionally, for both, there is no individual
target, what matters is the number of victims. This indicates the symbolic nature of violence.
In addition, the motive and the choice of targets are related. However, unlike traditional
terrorist groups, which have political, religious, or ideological goals, school shooters see
their goal as solving their personal problems based on personal motives, i.e., the search
for fame, personal revenge, recognition among peers, overcoming a crisis or unstable life
situation, despair, feelings of hopelessness, and even sometimes suicide. If we interpret
terrorism as ideologically motivated, planned violence, then a school shooting can be
interpreted as problem-motivated planned violence.

The third marker is cultural. A cultural determinant in the actions of terrorists and
school shooters is that violence is perceived as one of the main ways to gain recognition
and respect. The possession of weapons and the ability to commit violence is attributed to
the man, and is seen as proof of one’s own masculinity, importance, and ability to influence
others.
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The fourth marker is group identification. The group identification is a significant
component of the radicalization of terrorists and violent extremists. Group identification
is accompanied by a stable identification with a specific movement, organization or com-
munity and has a pronounced ideology. Regarding school shooters, the idea of group
identity is also significant because they identify themselves with their predecessors, not as
individuals (as, for example, in cases of mass murderers), but as a symbolic community in
which they draw a source of inspiration and examples to follow, providing themselves with
a sense of belonging to a conventional community of people who have achieved success.
The criterion of success for school shooters is the completion of an idea, its public resonance,
fame, and the trace left in the public consciousness. It is no coincidence that hybrid types
are often found in the typology of imitation, i.e., when the school shooters imitate or are
inspired by several figures simultaneously, thus identifying with the symbolic community.
A hybrid form of identification occurs when a school shooter identifies with movements,
radical communities (e.g., neo-Nazis) whose beliefs they share, or specific heroic figures
(e.g., Hitler) and adherence to one or more heroic school shooter figures.

Some researchers have used the term radicalization in their studies of school shooting
or have labeled the process of engaging in school-shooter ideas as radicalization, but the
term itself has not been implemented in the context of school shooting (Böckler et al. 2013;
Oksanen et al. 2014). We see many commonalities between terrorists and school shooters
in behavioral, socio-psychological, cognitive, and other attributes in the transition from a
radical idea to violent action. The body of theoretical knowledge and empirical evidence in
the study of radicalization, as well as the contextual approach that we follow in interpreting
the phenomenon of radicalization itself, allows us to consider the process of radicalization
as a predictor of school shooting incidents.

3. Models of Radicalization

In this section, we examine the accumulated experience of modeling terrorist radical-
ization, political radicalization, and lone-actor radicalization as a basis for constructing a
conceptual model of school shooter radicalization. The Borum’s model is an example of an
attempt to identify universal components of radicalization. This four-step model describes
radicalization as a linear process (Borum 2004). The process begins with pre-radicalization,
whereby a person or a group recognizes an event as wrong for them. The next step is the
recognition of the event as unfair. Next, attributing blame for the event to an individual or
a group and acknowledging their responsibility for the alleged injustice. The final step is
creating an image of an enemy in the ‘other(s)’.

The idea of a linear process of radicalization was further developed by Moghaddam
(Moghaddam 2005), who formulated a ‘ladder’ model of radicalization. First, a person
feels injustice and relative deprivation. Then, a person becomes more angry and looks
for the culprit of injustice, creating an image of an external enemy, ready to release the
accumulated aggression. Next, a person begins to justify terrorism and shows moral
adherence to terrorist convictions. After this, there is a “red line” of demarcation: the
person joins a terrorist group. The person makes a step towards justifying violent actions
as the only possible way to solve the problem of injustice. The person starts dehumanizing
enemies to legitimize violent actions. Finally, the person commits a terrorist act. A new
conceptual extension in the Moghaddam’s model is an understanding of the process of
individual and group radicalization as a complex phenomenon, in which many factors
including internal and personal causes, and external conditions play a role.

Further building on these ideas, Taylor and Horgan focused their attention on psy-
chological problems of entering and exiting terrorism (Taylor and Horgan 2006). Terrorist
radicalization, as a gradual, stepwise process starts with (1) the predetermining event that
is augmented with (2) personal factors that emerge in the (3) social, political, and (or) orga-
nizational context. According to the authors, this approach facilitates a better conceptual
development of the analysis of the psychology of terrorists and the development of more
practical and effective counter-terrorism initiatives.
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The conceptual model of political radicalization, developed by psychologists Clark
McCauley and Sophia Moskalenko, provided a significant theoretical contribution to
understanding the process of radicalization, allowing a new perspective on this process.
The authors theoretically substantiated twelve mechanisms of radicalization at three levels
of study, namely, individual, group, and mass levels. Each, according to the authors,
requires particular attention and the development of conceptual models. The process
of radicalization depends on the influence of both external and internal factors. The
common basis for 10 out of the 12 mechanisms of radicalization is that they have a reactive
quality and appear in the context of group identification and reaction to perceived threats
to the group. The reactive radicalization mechanism stems mainly from the dynamics
of intergroup conflict. The common basis for the two remaining mechanisms is that
they are autonomous and associated with the manifestation of variability and distortions
in individual psychology. The variety and strength of the mechanisms that manifest
themselves in different ways at the individual, group, and mass level indicate the need
to understand and a functional separation of the radicalization process (McCauley and
Moskalenko 2008). The dichotomy of the radicalization process is presented by the authors
through functional separation (McCauley and Moskalenko 2008). The idea was developed
and conceptually framed in the two pyramids model, in which the authors present the
process of radicalization as a transition from radical ideas and expression of opinions to
extreme actions in the form of a pyramidal ladder (McCauley and Moskalenko 2017).

In proposing the idea that radicalization is not a linear process, but rather a cycli-
cal/staged one, the authors substantiate the thesis that there is no direct connection between
radical beliefs and radical actions; accordingly, one cannot view the former as a predictor of
the transition to the latter, to the commission of violent actions. We have no doubts about
this approach in studying political radicalization, and we use the two-pyramid model as
a basis for studying the political radicalization of the far-rights in Russia (Karpova et al.
2020; Kuznetsov et al. 2021). However, in cases of school shootings, we observe a different,
linear picture, and believe that radical ideas and opinions, are formed by school shooter
at the stage of motivation. We are convinced that, when applied to the study of school
shooters’ radicalization, it is the linear nature of the process that captures the essence of
the shooter’s “ascent” from the stressor to the idea of solving a personal problem through
violence. Thus, to create our model, we accounted for the differences in the mechanisms of
linear radicalization, and laid down the tasks of creating markers for low-level ontology,
using personality factors as the basis.

Since school shooters are placed in the category of lone actors, we turned to research
on the radicalization of lone-actor terrorists and mass murderers. The conceptual model of
lone-actor terrorist radicalization by Mark Hamm and Ramon Spaaij has become the basis
for studies of lone-actor terrorism worldwide and serves as a theoretical complement to
other studies of lone-actor terrorism in the United States and Europe (Feve and Bjornsgaard
2016; Gill 2015; Silber and Bhatt 2007). Based on an analysis of 98 cases of lone-wolf
terrorism in the U.S. from 1940 to 2013, the authors describe the following six stages of the
process: (1) personal or political reason for discontent, (2) affinity with sympathizers or an
extremist group, (3) activation (stimulus), (4) translation of intent, (5) initiating event, (6)
terrorism (Hamm and Spaaij 2015).

In our work, we considered an important component identified by the authors in
the radicalization of lone-actor terrorists, that is, the broadcasting of the intent and the
initiating event. We already noted in the State-of-the-art section that school shooters leave
many warning signs, broadcasting intent to a wider audience. This is one of the markers in
the mobilization phase of our model. A triggering event, such as the experienced social
stress, gradually builds up the cumulative effect of personality transformation. Such an
event is a reactive factor, but also, in a situation of social stress, a potential abuser with
self-regulation skills has a way out, an adaptation to the situation. The transformation
of the school shooter’s personality is characterized by a progressive aggravation, which
includes a change in behavior, a change in social connections, a social hermitage. Moreover,
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school shooting is not caused by random and sudden “mental insanity”, so a consideration
of the psychopathological version of school shooting is not productive, and does not
provide a reliable basis for an explanatory framework. The psychopathology of school
shooters has its place, and it practical ways to identify this type of school shooter should
certainly be considered, studied, and searched for. However, many researchers of lone-actor
radicalization and school shooters, conclude that the crimes studied are rarely related to
psychopathology, although most had pronounced psychological problems. For example,
they experienced depression and despair (Spaaij 2010; Ferguson et al. 2011; McCauley and
Moskalenko 2014).

Peter Langman, based on the results of a comparative study of 48 cases of school
shooting and 55 cases of mass murders committed by lone actors, identified and system-
atized different types of influences, imitation, and inspiration, and presented evidence of
overlap between the role behaviors of mass murderers and school shooters (Langman 2018).
Typologies of influence include heroic idealization, godlike worship, personal resemblance,
and reckless passion. The typology of imitation identifies the following markers: quick
imitation, imitation as honoring, imitation as pilgrimage and imitation as copying (speech,
appearance, behavior). The typology of inspiration contains such markers as general
inspiration, sympathy to the motive and fulfillment of another’s will. When conducting a
study of Russian school shooters and developing a model, we used the proposed typology
as the basis and identified markers of influence, imitation, and inspiration.

In recent years, there has been an active discussion in the research field about the
“loners,” who were once nicknamed “lone wolf” in publicity. Academic scholars have
been critical of the incorrect “diagnosis” and, accordingly, provide a critical analysis of
the inappropriate typology (Schuurman et al. 2019). According to Kaplan, Lööw, and
Malkki, “the lone vigilante motif has appeared in every era and in virtually every culture
in the world” (Kaplan et al. 2014, p. 1). The social hermitage of the lone actor, for quite a
long time in the research field, was considered as a modus operandi, which negated the
possibility of identifying and preventing incidents. Until recently, the hypothesis of the
social hermitism of loners seemed obvious. Researchers believed that lone incidents are the
most difficult to prevent because these individuals have no contact with groups or other
radicalized individuals. Therefore, their actions are entirely isolated, and, accordingly,
there are fewer opportunities for information leakage and more opportunity to maintain
operational security. However, studies of the social connections of loners in the online
environment refuted this hypothesis. In this context, we should note the conceptual model
of David Hofmann (Hofmann 2018). He summarized evidence from case studies by Hamm
and Spaaij (200 cases), Gill, Horgan, and Deckert (119 cases), Schuurman, Bakker, Gill and
Bouhana (55 cases) (Feldman 2013; Gill et al. 2013, 2016, 2017; Hamm and Spaaij 2017;
Schuurman et al. 2017). The author’s key conclusion is that the broader socio-political
environment and the relationships that lone terrorists form in the online environment
influence their motives, methods, and ideology.

In addition, David Hofmann developed a conceptual model of the social connections
of lone-wolf terrorists in an online environment by summarizing empirical data on two
significant cases of lone terrorists from the Global Terrorism Database (GTD) and the
Canadian Incident Database (CIDB). Focusing on the study of behavioral, operational, and
social aspects, he highlighted the following four types of social connections: (1) a wide
network, (2) an ideological network, (3) a signaling network and (4) a support network
(Hofmann 2018). This model became the basis for research on the online radicalization of
lone actors.

Empirical data accumulated on school shooting incidents in the United States has
allowed scholars to conduct an in-depth analysis and conclude that perpetrators act alone
with respect to the actual perpetration of an incident. They may be in a social vacuum in
the real world, but it is exactly the degree of external influence and social connections in the
online environment that are crucial, and sometimes critical, throughout the radicalization
process (Hofmann 2018). We considered the importance of identifying social connections
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in the online environment when conducting research on Russian school shooters. In the
Materials and Methods section, we describe the results of the study. For our model, we used
David Hofmann’s typology of social connections.

Summarizing the analysis of radicalization models, we note that the creation of
universal profiles leads to dead-end and purely speculative concepts that focus only
on the psychological aspects of radicalization, downplaying attention to the analysis of
sociologically grounded explanations, i.e., causal factors at the macro, meso and micro
levels. It is obvious that groups use social media to radicalize neophytes, so studying online
radicalization becomes critically important. However, if it is achievable at the level of
studying group radicalization, to determine the degree of the formation of radical beliefs by
topical content, adherence to certain ideological, political, terrorist, extremist views, social
ties, online organization and some other markers, the task will become quite approachable.
At the very least, the possibilities become expanded with the use of prototypes for the
intelligent analysis of social-media data. However, in the study of loner radicalization in
the online environment, the possibilities are much less clear. The online radicalization of
school shooters is also extremely poorly studied, although since Columbine, the decisive
role of the Internet in the contagion of school shooter ideas has not been questioned.

In fact, these findings take us back to the idea expressed by Bakker and de Graaf (2011)
that “loners are by definition idiosyncratic, they display a diverse background with a wide
range of ideologies and motivations, hardly their history betrays anything in terms of
patterns or repeated methods behind the attack . . . it is particularly difficult to distinguish
those who actually intend to carry out attacks from those who merely express radical beliefs
or empty threats (hoaxes)” (Bakker and de Graaf 2011, p. 46). Given all the above, we note
that the problem with conceptualizing a phenomenon as difficult as radicalization is the
challenging nature of determining where the process of radicalization begins, and from
what point a person should be considered as an active part of this process. Our analysis of
the current state of radicalization research suggests that the concepts and models developed
in terrorism studies can be applied in the context of the study of school shooting, and will
significantly expand our knowledge and understanding of this phenomenon.

Materials and Methods

We conducted a case-study to better understand the school shooting phenomenon
in Russia. In this study, we had the following objectives: to identify types of imitation,
significant correlations, to analyze the dynamics of cases, to collect statistics by gender
and age, type of institution, type of weapon, and to study social connections in the online
environment. As a result, a database was compiled that includes publicly available data
on cases of school shootings in Russia committed by young people of various age groups.
The study covers the period from the very first documented incident in 2014 to a recent
incident in September 2021. In this case study, we analyze incidents that occurred and
incidents that have been prevented.

There is no particular norm for establishing criminal liability with regard to this type
of crime in current Russian legislation. There is no general law enforcement practice in
the courts. Thus far, courts have prosecuted under the following articles of the Criminal
Code of the Russian Federation (Criminal Code of the Russian Federation 2008): Part 2 of
Article 105 (murder), Article 205 (act of terrorism), Part 4 of Article 206 (hostage-taking),
Part 3 of Article 30 (preparation for a crime and attempted crime), Part 2 of Article 116
(beating), Article 222 (illegal acquisition, transfer, sale, storage, transportation, transfer
or carrying of weapons, main parts of firearms, ammunition), Article 317 (encroachment
on the life of a law enforcement officer), Part 2 of Article 115 (intentional infliction of
light injury to health), Article 213 (hooliganism), Article 35 (commission of a crime by
a group of persons, a group of persons by prior conspiracy, an organized group or a
criminal association—criminal organization), Part 1 of Article 223.1 (illegal manufacturing
of explosives, illegal manufacturing, alteration or repair of explosive devices), Article 282
(incitement of hatred or enmity, as well as humiliation of human dignity). As one can see,
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there is an absence of special terminology related to school shootings, that could be used as
the basis for developing special legislative norms. The introduction of legal terminology
into circulation is urgent, since it will prepare the legal basis for a special normative-legal
act to overcome legal conflicts, an understanding of this kind of crime and accordingly
adequate legal assessment of the public danger of both the criminal act itself and the
person who committed it. This is critically important not only for Russia, but also for other
countries.

To the best of our knowledge, there is also no single definition of school shooting in
academia. For the purpose of this case study, we define school shooting as the planning,
organization, and execution of an armed attack inside or on the premises of an educational
institution (of any level) by one or more students, carried out through public and demon-
strative acts of violence, with the intent of mass murder. The perpetrator is motivated by
one idea or one problem rather than a broad ideology, the intent is often unspecific, the use
of violence is seen as justified and as the only possible means of achieving the goal. School
shooting must be viewed as a stochastic phenomenon in which the occurrence of a violent
act can be statistically predictable, but individual perpetrators are difficult to predict.

Our compiled database of incidents is based on information from open sources,
including the official website of the Investigative Committee of the Russian Federation
(IC RF), publications in the media, Internet sites, information in communities of the social
network VK, archives of regional and federal electronic newspapers, foreign sources of
information in the media, etc. An additional data source is the School Shooters database
(see Note 5). In most cases, several sources were available, describing cases in which
researchers and journalists used different data, which were often contradictory, so a list of
incomplete reports was also compiled.

To create the database we started with an automated search through the open in-
formation from the crime reports from the Ministry of Internal Affairs of Russia (MVD).
The crimes were first filtered to only include the crimes committed by youths (defined
as 14–35 years old according to Russian legislature). The acquired dataset was further
filtered to only include the crimes for which persons were prosecuted under the articles
of attempted terrorism, extremism, and mass murder. This narrowed the search from
600–1300 cases of terrorism, extremism, and mass murder per year to a set of 115 cases
that we considered as potential school shooting incidents. The selected cases were cross
referenced with the databases of the National Antiterrorist Center (NAC) and the National
Center for Information Counteraction to Terrorism and Extremism (NCPTI). To further re-
fine the incidents that can be categorized as school shooting, we included only the incidents
on the premises of educational establishments of any level. This resulted in 34 selected
cases. We further removed the cases that had very limited information available to public
(this were usually prevented cases). So, the final list contained only cases that had records
in the IC RF and MVD, and that were also covered by official media sources (such as TASS,
Interfax, etc.). By cross references multiple sources, we were able to both verify and refine
the available information. The vetting resulted in the sample of 21 cases. Through this
pre-processing step in the creation of our model, we were able to collect important statistics
for further analysis. This included attributes provided in Table 1.
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Table 1. Key attributes collected after the automatic search through the open crime reports.

ID Age at the Time of
Incident Date of the Incident Place of the Incident Type of Educational

Establishment

Type of weapon Number of dead Number of injured Hostages taken? Suicide attempted?

Taken into
custody? Primary motive Secondary motive Was in the police registry

before the attack?
Psychological

evaluation

Articles of
prosecution

Available media
sources

Online statements
before/during the

attack?

Registered on social
networks?

Additional
uncategorized facts

Identified cases were further studied for activities in the online environment. Informa-
tion from the Internet was collected via an API on the open data of topical communities,
accounts of the social network VK using a module of a software algorithm developed
by our team. No personal data, or data allowing us to identify the users who interacted
with the school shooter or whether they were members of the same topical community,
were collected. The software module includes several functions created to automatically
search, process and analyze large social network data. The module (Vilnin et al. 2021)
was originally developed to study far-right communities in Russia and was tested in pilot
studies of different cases. It is used as a tool for social and political science research on the
process of online radicalization of youth in social networks, which was designed as part of a
multifunctional software (Karpova et al. 2019; Savelev et al. 2021). One of the features used
in the school shooting study was based on a new method of calendar-correlation analysis
(CCA). The method includes a mathematical model for identifying the target group by
the characteristic change in group activity in the vicinity of key events and a knowledge
base (for example increased activity near the date of Columbine massacre incident). For
the purposes of the study, the module was used to identify target communities, thematic
agendas, and social connections in the online environment. The principal scheme of the
module’s algorithm is available in Appendix B.

Our compiled database contains 25 variables in the following categories: statisti-
cal data, motive, typology of imitation, law enforcement, social connections, warning
signs/variants of their use by the perpetrators, and more. The results of the study were
published in February 2021 (Karpova and Maksimova 2021). We used the following
approaches: case study, content analysis and web mining.

We found that there is no unified profile of the school shooter, and there is no specific
(recognizable by characteristic features) profile of the institution that was targeted, nor
is there a significance of the location (see Figure 1). The perpetrators differed in age
(see Figure 2), social characteristics, grade and type of education (paid/free), and in the
combination of motives. It was observed that only 4 of the 21 offenders were found to be
insane, and only 1 was on the police register. The dynamics of incidents are characterized
by a non-linear dependence and the analysis of incidents reveals no significant dependence
on the month or year. The suggestion (which is often popular in the media) that most of
the school shooters plan and carry out their attacks on Columbine’s anniversary does not
stand up to empirical test. The types of weapon used or recovered in a planned incident
are shown in Figure 3. Quantitative data beyond 21 incidents means that the perpetrator
used/planned to use more than one type of weapon. For example: a firearm and explosive
device, or a bladed weapon and an explosive device. We have explored the typology of
imitation. There were 3 cases that were imitating the Kerch shooter (incident at the Kerch
Polytechnic College on 17 October 2018, Russia). The Columbine incident (Columbine
High School incident on 20 April 1999, USA) was imitated in 14 cases. And 1 case was
influenced by ideology of NBK (Natural Born Killers, a reference to the film of Oliver
Stone is the generalized name of communities on the social network VK, in which the
life stories of serial killers, school shooters, mass murderers and high-profile incidents
of school shooting are promoted, replicated, discussed, and described6). Finally 2 cases
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were influenced by the ideology of neo-Nazism. We also found that most school shooters
had one motive, related to solving one problem. However, in at least 5 cases out of 21 an
additional explanation contributed to the decision to attack. Examples of the main reason
include revenge for humiliation, revenge for bullying, seeking fame/significance, bullying,
peer ridicule, ostracism, and others. Examples of an additional motive are rude/offensive
congratulations on social networks, personal dislike, psychological crisis.
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A characteristic confirmation of media-influence in Russia is the replication of de-
structive practices of school shooters through a detailed description of the organization,
planning, and motives of the perpetrator, indicating specific “triggers” in the form of
the name of social networking communities. By doing so, the media provides potential
imitators with information and knowledge of gaps in the attack scenario. For example, the
massive, detailed coverage of the incident committed by the Kerch shooter, in the city of
Kerch in 2018, generated a wave of imitators and a heroization of the criminal; it provided
imitators with relevant information about significant oversights in his scenario, problems
with preparing explosive devices and obtaining weapons permits.

In four cases, two types of imitation influence a school shooter, namely, the ideology
of neo-Nazism and extremist communities PWL (in Russian “AУE”)8. In another case,
inspiration from the Kerch shooter and the doctrine of Nazism were found to be types
of imitation influencers. One shooter followed three imitation types: Kerch shooter, neo-
Nazism, death squad Russian National Unity (RNU)9. RNU is a generalized name of VK
communities, which promote, replicate, discuss suicidal views, ways and ideas to leave life
“with style” and with meaning. In the Appendix A to the article we include a complete
chart of the cases of the types of influence for imitation.

School shooters used several accounts on the social network Vkontakte with different
nicknames, which were a direct reference to Columbine or other heroized events. Warning
signs were present in status, location designations, comments, posts, or symbols on the
wall. For example, a school shooter who committed an incident in May 2019, has, as
his status the phrase: “HATE + WRATH + KILLER = NATURAL SELECTION. City:
Roslyakovo”. Another warning sign in the Vkontakte status directly referenced the “Death
Squad” ideology, a status that was left by the perpetrator of the incident in September 2017.
He wrote the phrase “delete my life 09/05/17”.

In all of the 21 cases selected, the attacker left either an SMS or posted a message
on social media. Several people sent a message to a specific person via messenger/SMS.
Most left a message to a broader audience (classmates, members of the social network
community) posted on a video hosting platform. In 3 cases, criminals used 2–4 channels
of information transmission, including video message, a manifesto in social networks,
message in Telegram channel and audio recording. In 3 cases, the attackers kept a personal
diary, recording information about the planned attack. Although a small number of users
(from 20 to 1000 people) subscribed to the attackers’ accounts, the attackers themselves
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subscribed to broader communities (from 5 to 20 Vkontakte-communities). Concerning
the intention to act, some of the attackers posted messages on the Internet in which they
directly or indirectly expressed their desire to “kill someone.” In several cases, they openly
declared their threats towards people or property.

Examples of statements, quotes from manifestos, messages found on the pages of
wannabes in the social network VK:

“Tomorrow you will be surprised what I will do”;

“Don’t go to school, there will be meat”;

“My life is a game, and no one knows when it will end . . . or maybe it will be
interrupted . . . ”;

“No one is born evil. It’s what you learn”;

“I’m in school, and I’m scared. Very scared, but it must be done. No matter what
anybody thinks of me, no matter how it will turn out. I must. That’s it, good luck
everyone, I hope Dmitri survives, he’s my friend. I hope it all goes well”;

“The reason for everything is DISAPPOINTMENT. Just as I am a disappointment
to people, people are a disappointment to me. I guess that’s all I wanted to say.
Goodbye, everybody”;

“I’m not scared. We’ll just disappear later. Slam, and that’s it,”

“Hell will start on 22 near home. Zhyza [loosely translates as ‘that’s life’]. Ahaha-
haha.”

There are several common topics that attackers most often discuss, namely, weapons,
bullying, violence, revenge, depression, suicide or self-harm, issues related to deprivation
and existential issues. In each of the 21 school shooting cases, the attacker experienced at
least one social-stress factor. Many have experienced stressors in other aspects of their lives
(study, conflict with a teacher, conflict with peers, family, etc.).

Summarizing the case of school shooting in Russia, we conclude that the pattern of
incidents is similar to such events taking place all over the world, with school shooters
following a common scenario. However, we found several distinctive features. First, it is
not spontaneous, but a planned, purposeful violence, unlike cases in other countries, where
both accidental and purposeful attacks occur. Second, the “copycat syndrome” becomes
a key factor for Russian school shooters. Third, a hybrid subculture has formed in the
Russian social network VK, combining the cult of American and Russian school shooters.
Fourth, online radicalization with a cumulative effect becomes an important milestone in
the planning and execution of attacks.

4. School Shooter Radicalization Model

The problem of modeling school shooter radicalization is in the choice of inclusion
criteria that are appropriate to the process. On the one hand, our goal was to propose
a conceptual model in which the source provides the qualitative aspects of the study
of the radicalization process underlying the various mentioned approaches, namely the
psychological, behavioral and cognitive aspects of the study. On the other hand, it was
important for us to distinguish the phases of the process based on the empirical results
of the study. We applied an instrumental approach to process modeling, which allowed
us to create a holistic picture of structurally interconnected relations between individual
elements (process phases) and changes in state variables (object properties). Although
linear models of terrorist radicalization have previously been discredited, we believe that it
is the linear nature of the radicalization process that reflects the essence of the psychological,
behavioral, and cognitive changes of a school shooter in the context of the transition from
the idea of solving a personal problem to committing an act of violence. Next, we provide
a brief description of the qualitative aspects and key properties of the process itself.
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4.1. Psychological

The motivation of school shooters has similarities to other cases of targeted violence
(mass murder, terrorism), where in the first stage of radicalization, the critical ingredient is
discontent. However, unlike group radicalization, school shooters’ discontent is personal
and combines personal problems, individual circumstances, personal perceptions of those
circumstances, and of the experiences. The shooter is motivated by one problem or idea,
not a broad ideology. Most had one main motive related to solving one problem. For
example, revenge for humiliation/bullying, search for fame/significance, bullying, etc.
The additional motive is more personalised, occurs less often, and acts as a secondary
motivating factor. For example, a conflict with a teacher, rude/insulting birthday or holiday
wish on social networks, resentment against a specific person, etc.

The social isolation of school shooters in the offline environment is more voluntary
than forced. However, because most school shooters are supported or actively use social
connections in the online environment, school shooters cannot be characterised by total
social solitude. Additionally, these social connections were found to be integral to their
motivation, mobilization, and incident preparation.

4.2. Behavioral

We studied how behavioral manifestations affect the development of an individual
trajectory of planning, preparing, and committing an act of violence. Distinctive markers
are: (1) Identification with a role model, (2) Identification with a heroic persona; (3) Growing
perseveration; (3) Inspiration by the personified success; (4) Direct copying.

A distinctive feature of group radicalization is its pronounced ideological orientation.
Ideology is paramount, not the person who embodies this ideology. However, for school
shooters, on the contrary, personality as the embodiment of personified success is of
decisive motivation. Specific heroized characters, who have achieved perceived success,
become a source of inspiration and role models. The success criterion is the person’s fame
and the trace (public attention) left in the public consciousness. One of the main factors
that provoke incidents of imitation among school shooters is extensive, detailed media
coverage of the event.

4.3. Cognitive

This aspect indicates that the school shooter becomes more and more in entrenched in
the formation of the belief that only a violent way is justified and that it is the only possible
means for solving the problem. It manifests itself through the following factors:

1. The person experiences a highly intense emotional perception of a personal problem
and attitude towards life in general.

2. The person feels a mental state of frustration and the experience of negative emotions
(for example, a feeling of relative deprivation, alienation/social isolation, disdain and
a sense of insecurity).

3. Introversion (focus on internal mental activity).

The cognitive aspect is a social and psychological process, gradually experienced
adherence (gravitation) to the idea of violence, which is characterized primarily by the
emergence of the illusion of a quick solution to the problem.

4.4. Process Properties

The radicalization of school shooters is characterized by linearity, but the stochastic
nature is characteristic of radicalizations’ development and escalation. Random factors
play a significant role in changing the direction and intensity of radicalization. School
shooters have no obvious offline connections through which they can be discovered. They
do not communicate much about themselves and their intentions to their surroundings
in the offline environment. However, at the same time, they leave many warning signs in
the online environment. They stick to their plans and, at a certain point in time, step out
of the shadow and commit an act of violence. School shooting should be regarded as a
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stochastic phenomenon, whereby attackers are statistically predictable but individually
challenging to predict. The process of radicalization and acceptance of the idea of school
shootings is characterized by contradictions, uncertainty, and spontaneity rather than
ideologically solid beliefs, attitudes, and commitments. We are convinced that stochasticity
as a property of the process of radicalization of Russian school shooters is important and
needs to be further studied. Due to a complex set of cause-and-effect relationships, this
process depends on the specific context in which it unfolds. Therefore, each case of a
school shooting requires a separate, detailed analysis. Our current understanding of the
Russian case is that each school shooter evaluates their own situation and forms the basis
of motivation based on their preferences for choosing markers of personalized success,
subsequently integrating them into a personal motivation system. It is no coincidence that
we noted in the Materials and Methods that, in the Russian case study, we identified five
cases of hybrid forms of imitation and influence (see Appendix A).

The school shooter radicalization model consists of the following five phases: (1)
predictor—social stress, (2) motivational stage, (3) mobilization stage, (4) terminal stage, (5)
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4.5. Social Stress as a Predictor

According to Peter Langman, the hallmarks of school shooters are a complex web
of personality traits, family history, social influences, identity problems, and sometimes
mental illness (Langman 2009, 2015). Any social stress can lead to the formation of motives
for committing violent acts, however the majority of people do not commit mass violence.
According to Peter Langman, a combination of biological, psychological, and social patterns
contributes to mass violence, but vary by age and in combination with other problems
(Langman 2017, pp. 27–28).

Social pressure can be caused by the social environment and through specific problems
in relationships with others. According to the cognitive theory of emotions, social stress
occurs when a person interprets an event, a situation at the emotional level of cognitive
assessments of others, someone else’s behavior in terms of attitudes towards oneself, ones’
needs, interests and values. We can identify the main categories of social stressors for
school shooters. We define life events as abrupt and severe changes in life that require
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a person to adapt (for example, a change in school) quickly. Chronic stress is defined by
ongoing events that require a person to adjust over a long period (for example, conflicts,
humiliation). Daily troubles are minor events that require adjustment during the day (e.g.,
resentment, jealousy). When stress becomes chronic, an individual experiences emotional,
behavioral, and physiological changes that lead to a clear motive for violent behavior. Since
cognitive assessments determine the quality and strength of the experienced emotions,
insofar as, in a situation of social stress, a potential attacker concludes that he does not
have the resources to cope with a specific problem. Thus, he begins to search for a way out
of the current, and, in his opinion, dead-end situation. In this phase, there is the possibility
of a “free exit” from social stress. It depends on the conditions, psychological support, and
the subject’s ability to adapt.

Those who use the “free way out” are people who refuse to use violence as the solution.
The reasons for this may be different, and may include fear, stricter legislation, acceptance
of the “it’s not worth it” conviction, etc. Suicide can also be a way out of a life crisis, from
despair and hopelessness. External factors can lead to a change of goals or a complete
abandonment of the plan. The influence of internal factors (subjective interpretation) can
strengthen the process of transition to the act of committing violence. We must also consider
the fact that a permanent relationship between internal and external factors determines
the resulting action. However, in order to verify this hypothesis, additional research is
necessary. At the current stage of research, it is still too early to definitively answer the
question as to where that boundary lies, and the moment at which the decision of the
school shooter to commit violence becomes irreversible.

4.6. Motivational Stage

Motivation is the first step to generate radical ideas. At this stage, there is a search for
a way to solve the problem and a fulcrum. The formed motive gives rise to the desire to
solve the problem in any way. The motivational stage is associated with the emergence of
the decision that violence is the only possible way to solve the problem. It is characterized
by a focus on the situation and by the prolonged accumulation of negative emotions,
increasingly harsh expressions of opinion, angry/negative emotional assessments, and
the search for justification of thoughts and plans. This stage is also characterized by the
legitimation (recognition, approval, confirmation of significance) and the rationalization of
actions to provide the “project” with a meaning and direction.

The importance of legitimation for school shooters lies in the fact that they are trying to
find recognition of their importance in society (even in this criminal way), and justification
for their actions. The ability to achieve fame through violence is not new, recall the
story of Herostratus, who burned down the temple of Artemis in Ephesus in order to be
remembered by posterity. The search for significance in incidents of school shooting is a key
mechanism in the process of individual radicalization, determined by the extreme features
of youth consciousness, i.e., the desire to make oneself known as widely as possible.

Furthermore, there is a process of identification with a role model, heroization of
the perpetrators of incidents, and the study of their stories and an identification with the
ideal model of personified success. We characterize the individual radicalization of school
shooters through alienation, escapism, and consistent distance from society as a whole and
any form of group relations. Key markers of the motivational stage are (1) concentration,
(2) identification, (3) legitimation.

4.7. Mobilization Stage

It is impossible to achieve a goal by only thinking about an idea. The decisive actions
are integral, at least actions as basic as looking for resources (money, weapons, support).
The critical concept of mobilization is to move towards actual results. At this stage, social
connections in the online environment become a vital component to support motivation,
planning, resource seeking, and implementation. Through discussing topics in thematic
communities that are significant for school shooters, the idea is supported and concretized
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(in Hofmann’s classification). Topics that attackers most often discussed include weapons,
bullying, violence, revenge, depression, suicide, existential issues. The choice of the target
of the attack is also a debated topic. Most school shooters make statements on the Internet
(social networks, messengers, image boards) about their intention to harm, and leave a lot
of warning signs in the online environment (according to Hofmann). The purpose can be
specific and explicit, or it can be vague and not clearly defined, but in both cases, there is
intent. Intention also entails a concern for purpose. The key markers of the mobilization
stage are (1) design, (2) object selection, (3) resource search, (4) plan.

4.8. Terminal Stage

The stochasticity of the process is especially pronounced at this stage. An attacker can
perform a “free exit” from the process. A fading phase may begin, which will either end
with an incident or remain only at the idea’s formalization level. However, also, at this
stage, significant opportunities arise for detecting, suppressing activities, and, in general,
preventing an incident. They directly depend on the measures that the cybercriminals take
to ensure the operational security of their “project”.

In most school shooting cases, there is evident neglect of attackers in ensuring the se-
crecy of their plans, or their attempts are exceptionally ineffective. In addition, identifying
warning signs in an online environment increases the chances of an incident being pre-
vented. At the terminal stage, a unique role is played by the “initiating event”, a symbolic
internal threshold between the goal and the decision to launch an attack. Such an initiating
event may be illness, expulsion, or, for example, an acute conflict. Peter Langman has
divided all school shooters into targeted and accidental (Langman 2009) categories. The
former experienced chronic, long-standing conflicts and showed significant warning signs
of impending violence. It is this form of school shooter who can most often be stopped at
the fading stage.

The accidental shooters had no long-term conflicts and showed fewer warning signs,
but they were the deadliest. They are characterized by a sharp transition from the terminal
stage to the incident. In cases of Russian school shooters, we found no examples of acci-
dental shooters, either among the prevented or the committed incidents. The preventions
of the attempts were the result of significant operative and investigative actions taken by
law enforcement officers. The principle role in implementing the “initiating event” belongs
to the media, which provokes the effect of imitation and incites more and more stochastic
loners through the creation of the “Star image”. The key markers of the terminal stage are
(1) emotional perseveration, (2) initiating event, (3) imitation effect.

4.9. Incident

A dangerous trend that is causing concern worldwide is the visualization of the
attack, associated with the unlimited use of digital technology to broadcast the incident.
The gamification of the mass murder events is not new. Journalists dubbed this method
“selfie jihad” (Burke 2016). Live broadcasts from the attack scene acts as an attractor for
individuals across the globe and a universal hint for imitators.

4.10. Outlook for the Model

In the model, we sought to show the linear nature of the radicalization process,
the connection to concepts in the subject area of the study and modelling of terrorist
radicalization, highlighting and justifying the phases of the process, and outlining the
qualitative aspects of the school shooter radicalization process. We aim to conduct further
empirical research to test and expand this model so as to advance its conceptual foundation.
We also offer the model as a basis for empirical case validation to researchers from other
countries. We see the prospect of applying the model to the creation of a subject area
ontology to study the radicalization of school shooters. The next step is to apply the
presented model to create a high-level ontology. We are confident that formalizing the
psychological, cognitive, and behavioral components will allow us to highlight indicators
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of online school shooter radicalization, on the basis of which we will create a dataset and
extend the functions of the software prototype. We plan to test the prototype in the social
network VK and the Telegram messenger.

5. Conclusions

The radicalization process of school shooters has many similarities with political and
terrorist radicalization. We see common behavioral, psychological, and cognitive attributes
of the transition from a radical idea to a violent act, which leads to the idea that the
predictor of committing an incident of school shooting is the process of radicalization. The
linear nature of the radicalization process reflected in the conceptual model demonstrates
a step-by-step process of transformation of the school shooter from the idea of solving
a personal problem to the commission of a violent act. The linear nature of the process
seems to us to be essential because it allows us to understand how the school shooters are
mobilized to commit an act of violence.

The radicalization of school shooters is rarely an isolated process. It takes different
forms depending on the identification not with individuals, but with the symbolic commu-
nity in which they draw inspiration and role models, providing themselves with a sense
of “success”, significance, and the ability to influence those around them. The criterion of
success for the school shooters is the fulfillment of an idea, public resonance, fame, and the
trace left in the public consciousness. They see the commission of a violent act as a means
for achieving the goal, which is the same as the actions of terrorists and violent extremists.

It is a planned violence, perceived by perpetrators as one of the main ways to gain
recognition and respect. However, unlike traditional terrorist groups, which have political,
religious or ideological goals, the school shooters see their goal as solving their personal
problems based on personal motives. The ritualistic and demonstrative nature of school
shooting and the psychological impact through an act of intimidation, is typical of the same
manifestations in the actions of terrorists and violent extremists.

Social relations in an online environment have a significant impact on the path of
radicalization. School shooters are connected through virtual communities on the Internet,
creating numerous network contacts. Despite acting in isolation, school shooters are not
alone online, but they can be alone offline. Many researchers have suggested that the threat
of lone-actor radicalization is no longer an exceptional case, but perhaps the “standard” for
a new generation of perpetrators and can be seen as a future model for lone-actor terrorism.
The Internet is a driving force for this type of criminal activity. Additionally, school
shooters leave numerous warning signs on the internet. The school shooting incidents
inspire imitators, cause many deaths, and pose the most serious threat, maybe a greater
risk than group incidents due to more difficulties in preventing such cases.

Conceptualizing the process of radicalizing school shooters can establish new direc-
tions for future research. First of all, it focuses the attention of researchers to the study of
mobilization factors of radicalization of school shooters. Second, studying background
characteristics (conditions, environment, life cycle events, social connections) that can
contribute to the formation of violent beliefs. Third, to gain further knowledge about
the mechanisms of online radicalization of school shooters, it is necessary to use network
topology tools to study the structure, dynamics and build a model of the relationships they
form in the online environment. Fourth, special attention should be given to detecting
warning signs that can help to identify the vulnerabilities of school shooters and thus to
prevent incidents. Fifth, the stochastic nature of the process requires a deep study of the
probabilistic characteristics of the initial data using the mathematical apparatus of the
theory of probability and of random processes, which can help to better understand the
phenomenon. Sixth, the creation of a subject-matter ontology will formalize qualitative
attributes, highlight indicators of school shooter radicalization, develop a classification
based on existing typologies, and further, software modules for the automatic search,
processing and analysis of large amounts of social media data. Finally, working with such
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tools will produce results in a shorter time, and thus allow researchers to create predictive
models to assess the risks of radicalization.
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7 In the Russian legislation, the Supreme Court defines the concept of a cold weapon—a weapon designed to hit the target with
the muscular force of a person in direct contact with the object of destruction. According to the law, cold weapons include
sabers, a checkers, knives, daggers, Finnish knives, dirks, brass knuckles, stilettoes and other objects, specially designed or
adapted for striking a living target. Methods of attack include stabbing, stabbing-cutting, chopping, crushing, etc. URL:
http://www.consultant.ru/document/cons_doc_LAW_12679/ (accessed on 8 December 2021). An assailants’ choice of stabbing
and cutting weapons is probably due to the inaccessibility of firearms.

8 PWL (prisoner way of life) is the name and motto of the criminal subculture of the Russian informal gang’s association, consisting
of underage adolescents.

9 RNU—Russian National Unity. Russian ultra-right nationalist, paramilitary organization.
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