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Abstract: In the context of increasing cyber threats and attacks, monitoring and analyzing network
security incidents in a timely and effective way is the key to ensuring network infrastructure security.
As one of the world’s most popular social media sites, users post all kinds of messages on Twitter,
from daily life to global news and political strategy. It can aggregate a large number of network
security-related events promptly and provide a source of information flow about cyber threats. In this
paper, for detecting cyber threat events on Twitter, we present a multi-task learning approach based
on the natural language processing technology and machine learning algorithm of the Iterated Dilated
Convolutional Neural Network (IDCNN) and Bidirectional Long Short-Term Memory (BiLSTM) to
establish a highly accurate network model. Furthermore, we collect a network threat-related Twitter
database from the public datasets to verify our model’s performance. The results show that the
proposed model works well to detect cyber threat events from tweets and significantly outperform
several baselines.
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1. Introduction

With the popularity of the network today, cyber threats happen every moment, which seriously
interferes with people’s lives and causes social unrest. According to the World Economic Forum in
2019 [1], the incidence of data fraud or theft and cyber attacks has dramatically increased economic risks
and societal risks. The frequency and severity of cyber attacks and cyber crimes are only expected to
increase [2]. Timely detection of cyber threats can effectively reduce the losses of relevant organizations
and provide reliable evidence and proof for the prosecution at the trial stage [3].

Twitter is one of the top-ten most visited websites on the world wide web. As a social networking
and microblogging service, many public events are published on the platform every day. People also
share cyber threat events in their tweets, such as zero-day exploits, ransomware, data leaks, security
breaches, DDoS, vulnerabilities, etc. [4]. Twitter can thus help researchers measure the interest raised
by specific topics and automatically detect some unexpected cyber threat events in real-time [5].

However, detecting cyber threat incidents on Twitter is still challenging. Although tweets are
limited to 140 characters, people’s writing styles are flexible, word abbreviations are used frequently,
and various forms of expression intensify and word modification [6]. Second, the content of advertising
tweets is so varied and confusing, and people tend to abuse hashtags in their tweets to get views and
attention. Those all make automatic detection of tweets very difficult.

Deep learning is widely used in the domain of pattern recognition. Furthermore, the classification
problem, such as text classification and image classification, also has shown efficiency. However,
most deep learning tasks are single-task learning now. For complex problems, researchers need to
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decompose them into simple independent subproblems and solve them separately [7]. The multitask
learning (MTL) [8] method can deal with related tasks concurrently. The related tasks share a portion of
the factor so that each task can gain additional information learned by other tasks during the learning
process. Multitask learning with an association in this way is usually better than single-task learning
and also can reduce the probability of overfitting [9].

In this paper, we present a multitasks approach to merge two tasks that detect the cyber threat
event from Twitter and Named Entity Recognition (NER) for tweets. We collect numerous tweets and
select and filter the samples that meet the task’s criteria manually. We also use the Latent Dirichlet
Allocation (LDA) [10] model to get the keywords of each tweet to get more critical information from
tweets. To obtain a more objective evaluation of results, we conducted single-task experiments and
compared several baseline methods. We also compared our approach with the previous experiment
method. Moreover, the result showed that the MTL model could get an improvement in cyber threat
event detection while being able to maintain the performance of NER. The paper’s contributions can
be summarized as follows.

*  We combine the existing machine learning algorithms and propose a approach to detect cyber
threat events from tweets effectively. The proposed model got excellent results and achieved an

f1-score rate of 96.4% under 5-fold cross-validation on cyber threat event detection.
e We propose the MTL model to improve the cyber threat event detection task’s performance

while maintaining the NER performance on the dataset. Moreover, the result showed that the
proposed model could achieve more outstanding performance by comparing the fl-score with
previous work.

The rest of the paper is organized as follows. In Section 2, we have a review of related work about
event detection on Twitter and the cyber threat event detection. In Section 3, we introduce the proposed
model architecture in detail. In Section 4, we introduce the data set used in this work, introduce the
experimental operation in detail, and show the experimental environment and experimental evaluation
criteria. Next, we present the experimental results and evaluate them with previous work. In Section 5,
we summarize the conclusion and propose future works.

2. Related Work

2.1. Event Detection on Twitter

Event detection based on Twitter is widespread. Since 2010 and even earlier, researchers use
Twitter as an extensive database of data source which to analyze and extract events. There is a wide
variety of events to detect, including controversial events [11], sports-related events [12,13], geospatial
events [14], and general events [15-18]. The researchers studied different types of events, and the
focus of their tweets varied. Phuvipadawat et al. [19] extract features of the hashtags, followers, and
the timestamps from the tweets to detect breaking news event. Cordeiro et al. [20] focus more on the
tweet topics and frequency of the hashtags. Kaleel et al. [21] detect the events based on timestamps,
geolocations, and cluster size. Multimodal et al. [22] detect events by analyzing the tags in the dataset.
They all achieved excellent results. Many researchers pay more attention to the detection algorithm.
Dabiri et al. [23] utilize the deep learning architectures for detecting traffic incidents. Saeed et al. [24]
propose a novel approach named Weighted Dynamic Heartbeat Graph (WDHG) to detect events
from the Twitter stream. Nazir et al. [25] combine average moving threshold algorithm and Gaussian
algorithm detection for signal detection in tweets sentiment and top hashtag. Sani et al. [26] use
locality sensitive hashing to approximately find similar items and incremental clustering to implement
a practical real-time event detection algorithm. Researchers try to capture the characteristics of tweets
and use appropriate algorithms to solve the problems they study.

2.2. Cyber Threat Event Detection

The detection of cyber threat events is a hot topic. Kang et al. [27] propose a network assessment
framework to help cyber defenders better understand the global situation. Qiu et al. [28] thoroughly
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analyze the relevant features of sentences to classify cyber attacks. They also pointed out that the trigger
matching method is most suitable for event type detection, and the performance of the embedded
word feature model trained with a large corpus is much better than other models. Khandpur et al. [29]
propose a new query extension strategy based on convolutional kernel and dependency resolution to
detect a wide range of network attacks, including DDoS, data breaches, and Twitter account hijacking.
However, this approach is highly computationally intensive due to the cost of autoencoder training.
Le Sceller et al. [30] propose an automatic, self-learned framework to detect, geolocate, and categorize
cyber threat events based on a set of keyword seeds. This algorithm is good at detecting known threats,
but may not be good at detecting potential cyber threat events. Bose et al. [31] use an unsupervised
machine learning approach to the detection of cyber threat events on Twitter. This approach can extract
the tweet terms that are characterized as named entities, keywords, or both to get an importance score
and enables the ranking of cyber threat event by it. However, the feature processing of text is too
one-sided and easy to overfit. Finally, Ji et al. [32] takes a supervised learning approach by proposing
a novel multitask learning-based model to detect cyber threat event on tweets datasets. This method is
characterized by complex treatment and general practical effects.

2.3. Multi-Task

MTL improves the generalization ability of models by using shared representations to perfect
the learning process for different tasks. Moreover, in some cases, the multitasks model can provide
better performance than the single-tasks model. Zhang, Zhanpeng, and Luo et al. [33] investigate the
possibility of improving the detection of facial landmark robustness through multitask learning and
get good results. Segaard et al. [34] present a multitask learning architecture with a deep two-way
neural network. Experimental results show that the low-level tasks can be better retained at the bottom,
so that high-level tasks can use the shared representation of the underlying tasks. The architecture of
Wehrmann et al. [35] includes a Convolutional Neural Network (ConvNet), which has two different
outputs for classifying the sentiment and language of tweets, and the model has a noticeable effect.

3. The Proposed Model Architecuture

Just as shown in Figure 1, our multi-task learning integrates the two subtasks: cyber threat event
detection and NER. They share the same word embedded layer. To explain the model clearly, we will
introduce the model architecture of the two subtasks separately.

Input Layer Word Input

Word Embedding
Layer

l Word Representation ]

IDCNN BiLSTM l
I Y
Output
CRF layer &

Named Entity Cyberthreat
Recongnition Event Detection

Figure 1. The architecture of multitask Learning in our method.

3.1. Cyber Threat Event Detection

We implemented the cyber threat event detection using the LDA and BiLSTM. Moreover, the
architecture of cyber threat event detection is described below.
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The layer of LDA: LDA can predict the distribution of topics in documents. It can give each
document the topic in the document set in the form of the probability distribution. In this layer, we use
LDA to extract the subject keywords of tweets, which can summarize the tweet’s content to a certain
extent and facilitate the detection of cyber threat events.

The layer of word Embedding: This layer functionality just uses the trained language model
(GLOVE [36] or word2vec [37]) that maps the words to the value vector, as the Equation (1) shows.
The word vector model replaces each word with its corresponding vector, which can reflect the
semantic distance and the relationship between words, then gets a news article matrix X € R"*?,
Where the 7 is the number of the word in the tweets, and the d is the dimension of word embedding,

X:(xl,xz,...,xi) (1)

where x; € R? is the d-dimensional word vector corresponding to the i-th word in the tweets.

The BiLSTM Model: The content of a tweet is limited, and the sentences will be shorter after
removing the useless information. The BiLSTM network takes into the sequential order of words in
the sentence and can better capture bidirectional semantic dependencies of words. Moreover, the
architecture of BILSTM as shown in the Figure 2.

DDOS

Attack

Twitter

The laye of The forward The backward The output
LSTM LSTM € outpu

Word Embeddings

Figure 2. The architecuture of BILSTM.

The layer of Output: We use the Dropout to select the feature in the network’s output layer to
prevent promote generalization and overfitting. Feature nodes are used by a fully connected softmax
layer, which outputs the probability of tweets containing the cyber threat event information.

3.2. Named Entity Recognition

In the NER task, we aim to extract information from the tweets. Illustrated in Figure 3, our model
is based on an Iterated Dilated Convolutional Neural Network (IDCNN) [38] and BiLSTM. We used the
same word embedding layer of cyber threat event detection, which can map each word to a sequence,
and use the IDCNN model and BiLSTM model to extract features. Because the dimensions extracted
by the two models are different, the dimensions need to be compressed, transformed, and then spliced.
Finally, the spliced result is used as the input of the CRF layer. The BiLSTM has been introduced earlier;
next, we will introduce the IDCNN.

The IDCNN Model: Just as shown in Figure 4, the realization of dilated convolution is the same
as that of standard convolution, except that dilated convolution is filled with gaps in the convolution
kernel. Therefore, it can expand the convolution kernel’s perception horizon and obtain multi-scale
information, which is beneficial to the neural network to obtain the context information of tweets and
improve the model’s performance. In the model, we first conduct two conventional one-dimensional
convolution operations on the word embedding layer’s output, followed by a dilated convolution
operation to replace the maximum pooling layer in the standard convolutional neural network finally
connect the output with two full connection layers.
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Figure 3. The architecture of Named Entity Recognition (NER) in our method.

(a) (b)

Figure 4. The dilated convolution diagram. (a) The standard convolution, and the size of convolution
kernels is 3 x 3. (b) The dilated convolution, and the size of convolution kernels is 3 x 3 and the
dilation rate is 1.

The layer of Output: BiLSTM network can capture the sequence dependence of sentences;
simultaneously, the IDCNN network can better capture the sentence context information. The matrix
obtained by combining the output results of the two can enrich the sentence information. The two
models can only extract statement characteristics, but cannot predict the current entity tags, and
cannot consider the dependencies between tags. The CRF algorithm can consider the adjacent relation
between tags and obtain the global optimal tag sequence, so we use it as the output layer of the NER
task. CRF defines a tag transfer score, where the score from an input sequence to a tag sequence can be
expressed as the below Equations (2)—(4),

n

s(x,y) = Z (Wy,y + Piryi) )
i=1
where x is the given sequence and y is the corresponding tag sequence. W is the transformation matrix,
Wi represents the label transfer score, and P;,, represents the score of the y; tag of the character.
The maximum likelihood function of W is as below.

< A
L= glog(l’(lﬂIxi))Jrsz)H2 3)

where A and 6 are the regularization parameters, and P represents the corresponding probability from
the original sequence to the prediction sequence; its formula is expressed as below.

es(xy)

Yyev, es(xy)

P(y [ x) = @

4. Experiments Setup

Our experiment aims to detect tweets with information about the cyber threat event. This supports
the hypothesis that the use of multi-task learning improves model detection performance and increases
the reliability of experimental results because the probability of overfitting is reduced during multi-task



Appl. Sci. 2020, 10, 5922 6 0f 10

training. To this end, we first introduce the datasets and evaluation metrics. Next, we determine the
parameters and data feeding methods used in the experiment. We then compare the performance
of our method with several traditional methods. Finally, we performed experiments with additional
public data sets to verify the feasibility of our approach.

4.1. The Datasets and Experimental Environment

The Data Collection. To verify our method’s validity, we collected lots of tweets using Twitter’s
API over a period from 1 January 2019 to 1 June 2020 using the keywords seeds related to network
security for model training. Such as “DDOS”, “ransomware”, “data breach”, “phishing”, and others. We
also collect the tweets from the user of “@realDonaldTrump” as the raw samples that are not related to
cybersecurity, the raw data can be seen in the file(https://github.com/das-lab/Cyberthreat-Detection).

The Data Preprocessing. In order to train more accurate models, the raw tweets need to be fully
preprocessed. We removed the tweets with repetitive content and remove meaningless characters in
tweets, including emoticons and remove the words that appeared less than twice in all tweets. We
replace the URL that appears in the tweet. Then, we tokenize tweets using the Natural Language Toolkit
(NLTK). Moreover, we use the Stanford CoreNLP to extract named entities. After preprocessing, the
labeled dataset is balanced as 2525 cyber threat event tweets and 2410 non-cyber threat event tweets.

The Experimental Environment. The experimental environment is shown in Table 1. We show the
Python library we used and the operating system version and associated configuration of the machine.

Table 1. Experimental environment configuration.

Items Configuration

(O3] Ubuntu 16.04.3 TLS
The system configuration CPU: Intel i7-7700, RAM: 16G, GPU: GeForce GTX 2080 8G
The library of python keras, Scikit-learn, gensim, Matplotlib, pandas, numpy, gensim

4.2. Metric

For evaluation of the cyber threat event detection task and NER task, as shown in Table 2, the
confusion matrix has four categories: TP indicates that tweets with a threatening event are actually be
detected as threatening. FP indicates that tweets without a threatening event are actually be detected
as threatening. In the same way, FN indicates that tweets without a threatening event are actually be
detected threatening. TN indicates that tweets without a threatening event are actually be detected
non-threatening. We use precision, recall, and fl-score to measure the performance of the classifier.
The specific calculation formula is shown as follows.

Precision = % ®)
Recall = TPS—% (6)

P - 2 rtin: e »
Accuracy = 7 - E;iglj TEN ®)

As shown in the equations, the precision rate represents the accuracy of predicting threat event
samples, and the recall rate represents the probability of being predicted as threat event samples in
the actual threat event samples. The accuracy rate can judge the accuracy rate of the model, and the
f1-score comprehensively reflects the precision rate and accuracy rate. The higher the values, the better
the prediction result of the model. Similarly, for the NER task, we calculated the f1-score to evaluate
the performance of the model.
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Table 2. Confusion matrix.

With Threat Without Threat

Predicted with threat TP FP
Predicted without threat FN TN

4.3. Train Process

The Keywords of Tweets. As we collect data through keyword seeds, the data have artificial
distinguishing features. Therefore, before using the LDA model to get the topic distribution of the
dataset and its keywords, we remove the keyword seeds from the tweet, which can effectively reduce
the extra features brought from the process of data collection. This preprocessing operation is critical
and makes the experiment more rigorous.

Model Setting. In the process of model training, we use ninety percent of the data for the training
model, and ten percent of the data for validating model practicability and validity. Moreover, we
use the 1D standard convolutional layer with 256 filters of size equal to three words. Moreover, the
1D dilated standard with 512 filters of size equal to four words. The dropout_ratio was 0.5 and the
Bidirectional LSTM cell with hidden vectors dimension of 64.

Data Feed. To compare the reliability of the experiment, we not only did the multitasks experiments,
but did single task experiments separately. Moreover, in the single task, the cyber threat event detection
task and the NER task are under 5-fold cross-validation.

4.4. Evaluation and Result

Single-Task Models

Tables 3 and 4 show the result of the cyber threat event detection task and the NER task. According
to the results in Table 3, the use of LDA can improve cyber threat event detection performance. In the
NER task, IDCNN with BiLSTM and CRF are better than common entity recognition methods, such as
BiLSTM+CRF and IDCNN+CRF.

Table 3. The results of cyber threat events detection.

Method Precision (%) Recall (%) F1-Score (%)
non-cyber threat 95.5 95.3 95.3
Without LDA cyber threat 95.4 95.5 95.4
avg/total 95.4 96.4 95.4
non-cyber threat 96.4 96.4 96.6
With LDA cyber threat 96.3 96.5 96.5
avg/total 96.4 96.4 96.4

Table 4. The results of NER task.

Method Precision (%) Recall (%) F1-Score (%)
BiLSTM+CRF/avg 91.7 93.6 92.7
IDCNN+CRF/avg 914 94.5 93.1

BiLSTM+IDCNN+CRF/avg 92.4 94.5 93.4

Multi-Task Models

As previously observed, we compared our model with several competitive baseline methods, as
shown in Table 5, and our proposed model performed better; moreover, compared with the single task,
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the multi-task learning can effectively improve the fl-score of NER task when the f1-score of cyber
threat detection task is roughly unchanged. At the same time, we also feed our model with the data
in [39], the dataset has 11,073 cybersecurity-related tweets, and the entity has been labeled. As shown
in Table 6, the results showed that the indicators improved to a certain extent using our method.

Table 5. The results of multi-task model.

Method Precision (%) Recall (%) F1-Score (%)
BiLSTM (detection) Cyber threat detection 95.9 95.9 95.9
BiLSTM+CRF(NER) NER 91.6 93.4 92.5
BiLSTM (detection) Cyber threat detection 95.7 95.7 95.7
IDCNN+CRF(NER) NER 91.6 94.7 93.2
BiLSTM (detection) Cyber threat detection 96.6 96.6 96.6
BiLSTM+IDCNN+CRF(NER) NER 904 95.4 93.8

Table 6. The results of the multi-task using data in [39].

Method Precision (%) Recall (%) F1-Score (%)
Cyber threat detection - - 92.2
WordRNN + CharRNN [39]
NER - - 94.0
Cyber threat detection 95.1 97.4 96.2
Our method
NER 94.1 94.0 94.1

5. Discussion

In this paper, we focus on the two main tasks: detection of cyber threat events on tweets and the
NER task. We conducted the related control experiments separately. Finally, we fused the two separate
subtasks. The results show that the multitask model can achieve the effectiveness of two subtasks
executed separately. That simplifies the complexity of using deep neural networks dramatically. At the
same time, we demonstrate our proposed method’s performance by comparing multiple baseline
methods, and results show that our proposed method has more outstanding performance. The use of
Twitter is very active, and it is also essential to promptly detect new cybersecurity incidents. In the
future, we will explore faster and more accurate ways to identify cyber threat events in tweets; we also
will make further exploration of event detection and entity recognition to extract the specific cyber
threat events from tweets.
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