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Abstract

:

Signature-based Intrusion Detection Systems (SIDS) play a crucial role within the arsenal of security components of most organizations. They can find traces of known attacks in the network traffic or host events for which patterns or signatures have been pre-established. SIDS include standard packages of detection rulesets, but only those rules suited to the operational environment should be activated for optimal performance. However, some organizations might skip this tuning process and instead activate default off-the-shelf rulesets without understanding its implications and trade-offs. In this work, we help gain insight into the consequences of using predefined rulesets in the performance of SIDS. We experimentally explore the performance of three SIDS in the context of web attacks. In particular, we gauge the detection rate obtained with predefined subsets of rules for Snort, ModSecurity and Nemesida using seven attack datasets. We also determine the precision and rate of alert generated by each detector in a real-life case using a large trace from a public webserver. Results show that the maximum detection rate achieved by the SIDS under test is insufficient to protect systems effectively and is lower than expected for known attacks. Our results also indicate that the choice of predefined settings activated on each detector strongly influences its detection capability and false alarm rate. Snort and ModSecurity scored either a very poor detection rate (activating the less-sensitive predefined ruleset) or a very poor precision (activating the full ruleset). We also found that using various SIDS for a cooperative decision can improve the precision or the detection rate, but not both. Consequently, it is necessary to reflect upon the role of these open-source SIDS with default configurations as core elements for protection in the context of web attacks. Finally, we provide an efficient method for systematically determining which rules deactivate from a ruleset to significantly reduce the false alarm rate for a target operational environment. We tested our approach using Snort’s ruleset in our real-life trace, increasing the precision from 0.015 to 1 in less than 16 h of work.
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1. Introduction


Intrusion Detection Systems (IDS) play a crucial role in security monitoring as they can detect malicious activity in the network or hosts and generate alerts that trigger a manual or automated response [1]. Ideally, IDS should generate alerts with all non-legitimate events (true positive rate or TP) while keeping a low (or null) rate of false positive (FP) so that incident analysis can be viable and fruitful.



IDS can be classified according to numerous features [2]. Concerning the location, IDS could be classified into host-based (recognize unusual patterns of the events in a host such as those in audit logs, system calls, etc.), network-based (analyze traffic packets for detecting intrusions or anomalies), or both. Thus, depending on their architecture, IDS can make the decision independently or cooperatively. Regarding the detection method, IDS can be based on signature (misuse) detection, anomaly detection, or stateful protocol analysis detection [2]. The two former methods are the most widely referenced and give rise to the acronyms SIDS (signature-based) and AIDS (anomaly-based) [3]. Misuse detection needs a database of signatures (each signature represents a fingerprint of a known attack) to detect malicious activities. SIDS raises an alarm when the traffic of the network (or host events) matches one of the signatures according to an if-else rule. Obviously, the repository of signatures (rules set) needs to be updated continuously in order to include new attacks and, occasionally, to decommission rules that have been proven inefficient. The main drawback of SIDS is their theoretical inability (this has been questioned by some authors [4]) to detect 0-day attacks, which could be a serious threat to security (some estimate 0-day to be a 30% of attacks [5]). Anomaly-based detection classifies events as legitimate or not according to a model of behavioral normality. An alarm is raised when current observed behavior deviates from normal behavior. Unfortunately, AIDS tend to generate a high rate of false alarms since defining and updating the normal behaviors’ profiles is not an easy task. Indeed, it is a serious challenge that has raised numerous research efforts [6,7,8]. At any rate, anomaly detection has the potential to detect unknown attacks, which makes AIDS a natural complement of SIDS in hybrid systems [9] able to detect known and 0-day attacks [8]. In this paper, however, we focus exclusively on the detection of known attacks with signature-based detection.



The main concern of the current IDS is their false alarm rate, accuracy and efficiency [10]. It is commonly believed that signature-based IDS such as Snort are very effective against known attacks [9] and generate low false positive alarm rates [11]. SIDS depend on their signature database to detect malicious traffic and the off-the-shelf ruleset shipped with the software is designed to cover a wide surface of attack types in generic scenarios. It is known that default configurations tend to provide unbalanced rates of TP and FP [12]. Hence, if the full ruleset was activated in an operational environment we would likely obtain a high detection capability, at least for known attacks, but an unacceptable rate of false alarms. For this reason, experts need to manually adjust the detection sensitivity of the SIDS by deactivating parts of the full ruleset, seeking in this process to reduce false alarms for a particular operational environment. Although this process can be costly and time-consuming, the skill, time, and effort devoted to fine-tuning the intrusion detector is crucial for SIDS performance according to surveyed domain experts [13]. A costless alternative to manual selection offered by some SIDS is to use predefined subsets of rules. For example, ModSecurity offers four configurations (namely, Paranoia Levels) to let the user decide the trade-off between detection rate and false alarm rate. Unfortunately, it is not clear the extent of the impact that each predefined configuration has on these indicators. In addition to manual selection and preconfigured rulesets, academia has proposed several automated schemes to further reduce false alarms generated by SIDS such as signature enhancement, stateful signature, alarm mining, alert correlation, etc. [14]. Numerous works complement the output of the SIDS with techniques that mostly come from the field of machine learning [15,16], or others such as Fuzzy misuse detection [2] or heuristic approaches [17]. However, although the results in these works are very promising, implementing these techniques require either to modify or extend standard SIDS, which, in practice, is not available to everyone.



In this work, we want to provide insight into the effect that using predetermined configurations of the ruleset has on the detection capability and false alarms of some SIDS in the context of web attacks. In particular, and given the authors’ background [18], we conduct an experimental study in which predefined configurations of three freely available SIDS (Snort, ModSecurity, and Nemesida Free) are tested against various public and in-house web datasets to scrutinize their individual and cooperative performance against URI attacks. The results of this study are useful not only to compare the detectors individually but also to find the extent of the benefit of a cooperative decision (e.g., voting scheme) in terms of increasing the detection capability or reducing the false alarm rate. Although there is evidence that different SIDS detect different attacks since they use different rule sets [19,20], there is no experimental study that gauges the complementarity of their detection capability.



In addition to available predefined configurations, manual selection of active rules is still the most reliable method to find the optimal point of operation, but it is costly and there is scarce guidance. In this respect, we introduce a method for systematic determination of which rules deactivate from a ruleset in order to minimize the false alarm rate. Therefore, the contributions of this work can be summarized as follows:




	
We experimentally study the detection rate of standard preconfigurations of three SIDS in the context of URI web attacks.



	
We experimentally study the false alarm rate and precision of three SIDS using a large web real-life trace.



	
We study how a cooperative decision (i.e., ensemble of the three SIDS) impacts precision and detection rates.



	
We propose an efficient method to reduce false positives by deactivating signatures from a full ruleset.








The remainder of this paper is as follows. Section 2 provides the theoretical background and related works found in the literature. Section 3 describes the experimental environment, including a description of the datasets and detectors used in our study. Section 4 and Section 5 provide the results of our first and second experiments, respectively, and Section 6 provides a tuning method for reducing false positives by deactivating rules from a default ruleset. Section 7 acknowledges the main limitations of this work. Finally, Section 8 concludes the paper.




2. Theoretical Background and Related Works


As illustrated in Figure 1, a typical SIDS has three major components: (1) Decoder and pre-processing, which is responsible for collecting the information (packet, log file, etc.), decoding it and carrying out the pre-processing required by the detection engine; (2) detection engine, which is responsible for the discrimination between normal event and an intruder event. To this end, it uses matching with a set of signatures of known attack or intrusion patterns; (3) alert and logging, this component releases an alert if an event is considered as an intrusion. Optionally, some SIDS include output modules to process the alarm and include further information in the output log file.



The performance of SIDS can be evaluated by keeping track of the number of events (e.g., log event or traffic packet) correctly and incorrectly classified. There are four basic scores that determine the content of the confusion matrix:




	
True Positives (TP): The number of attack events classified as attack.



	
True Negatives (TN): The number of normal events classified as normal.



	
False Positives (FP): The number of normal events classified as attack.



	
False Negatives (FN): The number of attack events classified as normal.








In this paper, we use two metrics derived from the confusion matrix: Recall, and Precision. The Recall (R)—or True Positive Rate (TPR), Sensitivity or Detection Rate [7]—indicates the proportion of actual positives correctly classified and can be calculated using the following equation:


  R =   T P   T P + F N    



(1)







The Precision (P)—or Positive Predicted Value (PPV) [7]—indicates the proportion of predicted positive that is truly positive. Precision is defined as the ratio of correctly predicted attacks to the predicted size of the attacks and can be calculated using the following equation:


  P =   T P   T P + F P    



(2)







There is an inverse relationship between R and P. When signatures define generic attack patterns we will obtain high recall but poor precision. On the contrary, very specific attack patterns will not match similar attacks so we will obtain high recall but poor precision. As such, there is a trade-off between these two factors that requires careful consideration of the Receiver Operating Characteristic (ROC) curve. It is worth highlighting that SIDS deals with a strongly unbalanced classification problem since the share of attacks in the events analyzed is very low by nature. This implies that FP is the dominant factor in the optimal SIDS operation point since even a low FP rate can generate more alerts in practice than scarce real attacks.



To evaluate and compare SIDS performance, public datasets—which are usually artificially generated [7]—are used. In those datasets, each event is marked as attack or normal, so we can obtain all the above-mentioned metrics. Nevertheless, when using a real-life dataset, with millions of events, manual classification is not feasible since we do not have a priori knowledge, and expert-driven revision of alerts should be performed in order to classify each alert as TP or FP. In real-life cases with millions of events, the computation of recall can be very difficult because the classification of events that do not trigger alerts should be carried out by an expert in order to determine TN or FN.



Related Works


In his study [4], Holm found a surprisingly poor detection capability in a mildly tuned SIDS (Snort) that only scored a TP rate of 54%. In a previous study [21], we also found that Snort exhibited not only a detection rate of 84% (worse than one would expect with known attacks) but also a comparable rate of TP and FP even when the ruleset had been tuned for the target scenario. This result raised our interest and led us to question how effective current SIDS (under different default configurations) are in operational scenarios.



Several authors have highlighted the importance of the quality of the signatures and tuning process in SIDS’s detection capability [22] as well as in false alarms [23]. Azfal and Lindskog acknowledged in [24] the difficulty of verifying the precision and accuracy of Snort’s ruleset due to its continuous growth (up to thousands of new rules per year) and the ever changing threat landscape. These authors proposed a methodology and tools to ease rule management, assessing the quality of the signatures, detecting redundancy and generating attack datasets from signatures. The temporal evolution of Snort’s rules was also addressed in [25] but unfortunately, in their study, the authors overlooked the impact of rules in the detection capability. It is possible to find other works focused on this subject, but in most studies SIDS performance is measured using the detection capability and the rate of FP is ignored. This is understandable given that scrutinizing FPs requires a time-consuming process of either creating a sanitized labeled dataset [18], or the manual examination of the alerts generated. One of the few studies focused on FP is [26] where the authors propose a game theory-based false alarm minimization scheme that correlates IDS alarms with network vulnerabilities. They validated their work using the benchmark DARPA intrusion detection evaluation dataset and an in-house IIT Guwahati Lab dataset.



Different SIDS have also been compared in terms of accuracy (i.e., detection errors) and/or efficiency (i.e., usage of computational resources) by the research community [27]. Two SIDS frequently compared are Snort and Suricata. In [20], the author found significant differences in their detection rates. In particular, Suricata was more accurate and had a higher number of detections and fewer false positives than Snort when using the default Talos (Sourcefire, 2018) and ET rulesets (Proofpoint, 2018), respectively. Other authors have obtained different detection accuracy with different rulesets, configurations and testing conditions. For example, in [28], the authors found significant differences in the detection capability of Snort and Suricata in the context of Industrial Control Networks (ICS). These differences, however, passed unnoticed in [29], where the authors compared both detectors in a real IT scenario and did not find significant differences in detection capability but in computational cost. Indeed there is a plethora of works focused on analyzing differences in computational resources [19], assuming indirectly that the performance of both should be similar or is less important.



Improving detection performance by combining independent intrusion detector systems has been suggested by some researchers, mostly in the context of anomaly-based IDS. The range of combinational techniques suggested in the literature includes voting schemes, multilayer schemes (e.g., using clustering techniques [30], SVM [31] or ensemble learning [32,33,34]). There are scarce works, however, that suggest the combination of several SIDS [35]. For example, in [14], the authors use correlation of alerts to reduce FP (but not to improve the detection capability like we do in this work). In general, alerts are assumed to be legitimate if a sufficient number of detectors generate it. However, this can be a suboptimal, especially if the detectors are tuned to detect a particular type of attack. Following this approach, other works suggest collaborative distributed systems to determine the legitimacy of an alert or even to select the signatures to be used [36]. In a way, this can be viewed as a type of voting scheme. In a previous work [37], we combined ModSecurity [38] and Snort [39] to sanitize HTTP traces by combining the output of both detectors (∪ operation). Sanitization, however, is meant to maximize TP but not to minimize FP.



Regarding the process of adapting the ruleset to an operational target environment, we find few works aimed at providing guidelines (i.e., decision about which rules to apply which not) [40]. A natural way to reduce FP is to count on the feedback provided by the system operator when false alarms are identified [41,42] but this can be a costly manual process. The authors of [36] proposed a metric to evaluate the quality of Snort’s signatures by integrating the output from different data sources including blacklists, vulnerability scanners, etc. They analyzed 200 incidents during a period of 4 weeks in an operational network, which hinders the generalization of their results as it only suggests good practices for SIDS configuration according to their experiment. In [43], the authors suggest a self tuning SIDS that maintains a small distributed signature database for frequent attacks and dynamically updates it based on the change in the network environment, which is continuously monitored. Finally, in [44], the authors suggest adding a patch management tool to vulnerability scanners to improve and automate the tuning process according to [44].





3. Methodology and Experimental Set-Up


We have carried out two experiments to find out the detection rate and precision of three SIDS with predefined off-the-shelf configurations. The first experiment is aimed at finding the detection rate (recall) scored against various public and in-house datasets of URI attacks. The second one is aimed at finding the precision and rate of false alarms obtained against a real-life large dataset.



3.1. SIDS and Ruleset Configurations Included in the Study


We have selected three different SIDS able to detect web attacks: InspectorLog [18] (a tool developed by the authors that applies rules in Snort format to HTTP traces), ModSecurity [38] (a widely adopted Web Application Filter (WAF) that uses OWASP rules, and Nemesida (the free version of the commercial WAF) [45] that uses its own repository of signatures.



ModSecurity offers four predefined configurations termed Pananoia Level (PL) that range from 1 to 4. Each of these configurations selects a different subset of the full ruleset. In this study, we will use PL1 (the least sensitive), PL2 (medium sensitivity) and PL4 (the most sensitive). In the case of InspectorLog, we first created a baseline ruleset from the original Talos ruleset by filtering rules not related to web attacks. Then, we defined the following configurations or subsets of rules: Default (activate only recommended rules, less sensitive), All but DELETED (activate all rules but those marked as DELETED, medium sensitivity), All (activate the full ruleset, most sensitive). Nemesida WAF in its free trial version does not offer user-defined configurations so we used the default one (according to their website, the commercial versions include extra features that reduce FP from 3% (Free version) to 0.01% and increase the detection accuracy by 30%). Table 1 summarizes the main characteristics of the SIDS used in this study.




3.2. Experiment 1 Setup: Recall/Detection Rate Metric


We have used seven URI attack datasets to assess the Recall/Detection Rate metric. Some datasets are public (e.g., [46]) while others are in-house datasets generated by the authors in previous works (e.g., [21,47,48]) such as A-420 that includes critical attacks with CVEs from 2017 and 2018, or ataques-800 and fwaf-2200 that include attacks generated from Snort’s ruleset according to the CVE labeling. Table 2 summarizes the main characteristics of these datasets. Since all attacks were recorded at least two years before the signatures used in our experiment, we can consider that most attacks should be known to the SIDS.



Figure 2 illustrates the experiment carried out to ascertain the Recall/Detection Rate of the systems and configurations shown in Table 1. The alarms generated by each system have been analyzed both individually (for SIDS comparison) and combined with an ensemble module that performs three different decisions: union (i.e., at least one SIDS detects attack), intersection (i.e., all SIDS detect attack) and voting majority (at least two SIDS detect attack). Since each register in the attack datasets represents an attack instance, those registers that do not trigger an alarm will be considered as False Negative (FN). Therefore, the recall metric can be calculated and used to evaluate the detection capability of the systems under study. The cooperative decision made by the ensemble module will also let us figure out whether an ensemble decision improves the detection performance.




3.3. Experiment 2: Precision Metric


We cannot rely on attack datasets to evaluate the precision since, in addition to TP, we need to determine FP. Therefore, we have used a real-life trace collected at the University of Seville [18]. Our in-house dataset, named Inves, contains the trace of the web service offered by the library to the research community (https://fama.us.es (accessed on 1 September 2018)) during May 2018. This service is geared toward the management of a large repository of academic documents so it makes intensive use of URIs including complex queries. The data collected includes all successful requests that use the method GET, POST, HEAD or PROPFIND received by the web server, a total of 14,151,496 URIs. Using a large real-life trace rather than an artificially-created one provides more reliable results although it hinders comparison with other works.



Figure 3 illustrates our second experiment. Note that only a very small portion of the +14 M registers will be classified as attack. As such, the only viable option is to manually check the classification of the alarms generated as TP or FP rather than inspecting millions of http requests to determine TN and FN. Thus, we use the precision metric and alarm generation rate to evaluate the SIDS under study. Like in the previous experiment, the results will be analyzed individually (by SIDS) and cooperatively (i.e., mixed with an ensemble module similar to the previous experiment).





4. Results of Experiment 1: Recall/Detection Rate


As described in Section 3.2, the results of the first experiment compute how many attacks from the attack datasets listed in Table 2 (see column #URI) are detected by the detectors and configurations listed in Table 1 both individually and cooperatively.



4.1. Individual Performance


Table 3 shows the percentage of attacks detected for each attack dataset and the average detection rate (row AVERAGE).



The tests revealed a strikingly low detection rate for the least sensitive configuration (low) of InspectorLog and ModSecurity. Logically, the maximum detection capability is obtained with the most sensitive configuration. InspectorLog(max) scored a detection rate greater than 90% in 4 of the 7 attack datasets used, and 66% in the worst-case dataset, averaging a recall of 83.26%. ModSecurity scored an average recall of 73.7% in its PL4 mode (max), ranging between 89% and 52% with fwaf-2200 and fwaf-bad datasets, respectively. Finally, Nemesida exhibited an average recall of almost 64%, scoring a remarkable 96.5% detection rate with the fwaf-2200 dataset and a minimum of 38% with the A-420 dataset.



Therefore, we can conclude that the detection capability obtained with different predetermined subsets of the full ruleset in the open-source detectors is very different according to the configuration and dataset tested, ranging from 6–8% (minimum sensitivity configuration) to 73–83% (using the full ruleset). Nemesida scored an average detection rate of 64% in our tests. It is remarkable that, even in the best case, the detection rate for attacks that should be known is lower than expected by the authors—83% at most—and is not enough to effectively protect the web service. This is not claimed in the literature, as a really high detection capability is expected for SIDSs regarding known attacks at least 2 years older than the ruleset.




4.2. Cooperative Decision Performance


Now we investigate if it is possible to improve the detection capability by making a cooperative decision using the alarms generated by each SIDS. For the sake of simplicity and clarity, we only consider the same configurations in Inspector Log and ModSecurity (i.e., low, med., max.). Please note that Nemesida only offers a default configuration. We investigate three possible cooperative decisions:




	
Union. Alarm is produced if an attack is detected by at least one SIDS.



	
Voting majority. Alarm is produced if an attack is detected by at least two SIDS.



	
Intersection. Alarm is produced only if an attack is detected by the three SIDS.








The results are shown in Table 4. An interesting point is that the percentage of known attacks identified by the three systems is low (ranging from 0 to 48% depending on the configuration), which suggests that the detection capabilities of these detectors may be complementary. Indeed, only one attack out of the 60,585 was jointly signaled by the three detectors using the least sensitive configuration. The union of the least sensitive configuration of InspectorLog and ModSecurity (low) increased the individual detection rate from 6–8% (InspectorLog, ModSecurity) or 63% Nemesida to 73%. The union of the most sensitive configurations (max.) led to a stunning recall of 96.7%.



Then, one could take advantage of running various SIDS simultaneously to increase the detection capability (note that running various SIDS also impacts computational resources). However, it is apparent that either individually or cooperatively, the detection rate has to be put into perspective in light of the false alarm rate generated by the detectors. This is addressed in the next section.





5. Results of Experiment 2: Precision and Alarm Rate


As described in Section 3.3, in this experiment we manually review the alerts generated by each detector to classify them as TP or FP using the real-life Inves dataset, which includes +14 M registers. For this reason, in this experiment we only consider ModSecurity’s low (PL1) and med. (PL2) configurations since PL3 and PL4 modes generated millions of alerts with this trace. The number of attacks embedded in Inves is unknown.



5.1. Individual Performance


Table 5 shows the number of alerts generated, the number of TP and FP, the precision, and the average number of alerts per day (dividing the number of alerts by 30). The latter provides a hint on the amount of resources required for manual supervision of the alerts.



Looking at the last two columns of Table 5, one can deduce that some configurations are not practical due to the large number of alerts generated and/or the rate of FP (or poor precision). As a standalone system, we can conclude that the least sensitive configuration of InspectorLog (min) generates few alarms and no FP, but it fails to provide a minimal detection capability according to our previous experiment. On the contrary, the med. or max. configurations of InspectorLog provide some detection capability, but they scored a very poor precision (excessive FP) and excessive false alarms. Similarly, ModSecurity (low) does not provide an acceptable detection capability, and its med. configuration does not provide an acceptable precision. Only Nemesida rated a minimally usable detection rate (63.9%) and precision (0.83) generating an acceptable number of alerts. Therefore, we can conclude that none of the SIDS provided the expected level of protection against known attacks or else produced an excessive number of false alarms, which make them unpractical. This confirms the need of manual fine-tuning of the ruleset of these open-source detectors for the target operational environment.




5.2. Cooperative Decision Performance


In the previous section, we showed that combining the alerts generated by various detectors can improve the detection capability. Now, we want to study examine how such combination impacts TP, FP and precision of the detectors. The configurations used in this case for low and med. are the same as in the previous experiment, but, given that ModSecurity’s PL3 and PL4 modes have been discarded in the second experiment., the max. configuration in the ensemble module will be given by the max. configuration of InspectorLog and the med. configuration of ModSecurity.



The results obtained are shown in Table 6. The union of the alarms from different SIDS (i.e., at least one detector flags the attack) provides a fair precision and a manageable number of FP with the least-sensitive (low) configuration. According to Table 4, this ensemble scheme and configuration also provides a minimally acceptable detection capability (73.5%). The intersection provides no FP and a precision of 1 but, as seen earlier, does not provide an acceptable detection rate. A voting majority provides a good precision with the least sensitive configuration (0.85) but, unfortunately, this configuration provides an unacceptable detection rate according to Table 4.



Therefore, it can be concluded that combining the output of various detectors with predetermined configurations can improve either the detection rate or the precision with respect to running a standalone SIDS. Unfortunately, both improvements seem to be mutually exclusive, so the extent of the benefit remains unclear. With respect to Nemesida, the benefit is in the detection capability (from 63.9% to 73.5%, union scheme). The question of cost-benefit trade-off also needs to be analyzed in light of the computational cost of running several SIDS, which is out of the scope of this paper.





6. Method for Reducing the False Alarm Rate


Given the results from our experiments, it seems that manual adjustment of the ruleset is inevitable if one wants to fine-tune the optimal point of operation in the operational environment. However, this can be a costly and time-consuming process that relies on experts and for which there is scarce guidance. In this section, we provide a method implemented with InspectorLog and Snort’s rules to determine which signatures to deactivate from a baseline ruleset to minimize FP until a target precision is achieved for a given operational context. We believe that our tuning process can serve as guidance to operators in the context of web attacks.



A prerequisite is to collect enough volume of events from the operational environment [37]. The size of the collected dataset will have implications in the time spent in the tuning process since we will need to manually review some of the alerts generated. In our case, we used the Inves trace. We assume that attacks are scarce in real-life traffic such as this trace (e.g., <0.1%).



We start our procedure by deciding the baseline or initial ruleset that represents the upper bound of the detection rate that we are willing to accept. In our case, and given the previous results, we chose the medium sensitivity configuration med. (i.e., all rules but those marked as DELETED) since it provided a nearly maximum detection capability and generated slightly less FP than max. This configuration includes 3198 detection rules.



The first step in our procedure is to run InspectoLog with this initial ruleset, keeping track of the Signature ID (SID) and URI in each alarm. This lets us build a histogram of rules (SID) sorted from larger to smaller by the frequency of the alarms generated such as the one shown in Figure 4. In our case, only 35 out of 3198 rules produced alarms, the top 10 are listed in Table 7. Observe that the top 5 rules generated more than 500 alarms each, or that the top 14 rules generated at least 50 alarms each (see thresholds in Figure 4).



Then, we follow the steps in Algorithm 1 whose input is the previous histogram, the log of alarms generated, and the target precision we want to achieve  Φ . The later will be used to narrow down the number of rules handled by the algorithm. The choice of  Φ  is up to the expert and will determine the manual workload of the process. High values of  Φ  (close to 1) will lead to a review of almost all the rules that trigger alarms in order to avoid any FP.





	 Algorithm 1: Algorithm for the selection of rules to be deactivated



	[image: Applsci 12 00852 i001]






The algorithm starts by initializing the number of TP to 0 so that the initial precision is 0. Basically, the algorithm evaluates the number of TP and FP scored by the first rule. If the rule fails to meet the target precision, it is deactivated and the next rule is processed. This continues until the target precision is achieved. For each rule, our algorithm makes the following:




	
Delete duplicated URIs in the alerts generated by the rule. This notably reduces the number of alerts to examine. For instance, after suppressing duplicated alerts triggered by the top rule (SID = 1852), 53,738 attacks (URIs) were reduced to only 8.



	
Sort the resulting URIs in lexicographic order to facilitate the identification of patterns (i.e., a regular expression common to a set of URIs). For example, URIs that are similar in path and attributes but contain different values in the query will be arranged consecutively.



	
Identification of patterns. Note that not all URIs will follow a pattern, but, in our experience, they do to a large extent. Patterns severely reduce the time spent for manual inspection.



	
Manually discern TP and FP in the patterns discovered and unpatterned URIs. The decision made for a pattern will be extended to all the URIs that follow that pattern. The decision made for a URI will be also applied to duplicates URIs.



	
After the manual classification of the URIs/patterns triggered by the rule, the precision is calculated (  T P / ( T P + F P )  ). If the rule does not reach the target precision,  Φ , it should be deactivated. Otherwise, the rule is included in the final ruleset, and the number of TP is updated to calculate the overall precision of the active ruleset (  A ( S − R )  ).








The algorithm returns the set of rules to deactivate from the initial ruleset and the minimum precision achieved by the resulting active rules.



6.1. Cost of Applying the Method


Note that all steps in the algorithm except 7 and 9 can be automated. Figure 5 shows the statistics obtained in some steps of the process after its application to the Inves trace. For each SID, Figure 5 shows the number of URIs after suppressing duplicates in step 3 (yellow line). In the worst case (i.e., maximum precision   Φ = 1  ), only 13,990 (from 85,781 alarms, a reduction of 84%) different URIs were identified and proceeded to the next step. The identification of patterns in these URIs took us about 8 h and resulted in a further reduction from 13,990 URIs to only 347 URIs (or patterns) that had to be manually reviewed (grey line in Figure 5). The expert took to about 8 h in the discernment of TP (about 1.5 min/URI). Therefore, the overall time spent in the most arduous case (  Φ = 1  ) was about 16 h. Finally, Figure 5 shows in red or blue color the rules that were finally deactivated or activated, respectively. It can be observed that for   Φ = 0.5  , 4 out of the 5 rules were finally deactivated while for   Φ = 0.9   we deactivated 12 out of 14 rules.




6.2. Benefits of the Tuning Process


The results of applying this algorithm with different target precisions are shown in Table 8, where we show the number of active rules in the configuration file, the number of rules that have produced alarms, the number of FP and TP of the alarms produced, and the precision (i.e.,   T P / ( T P + F P )  ). In the last column, we also show the overall time spent in the application of our method. One can observe that tuning with low target precision   Φ = 0.5   (i.e., which deactivated 4 out of 5 rules) reduced the number of FP by a stunning 98.7%.



Our results show that a precision of 0.568 can be obtained after applying the algorithm with a target precision of 0.5 thanks to a significant reduction in FP. With   Φ = 0.9  , the number of FP is notably reduced and the precision is increased up to 0.933. A precision of 1 (i.e., no FP) is finally obtained with our tuning process with   Φ = 1  .





7. Limitations


This work is experimental and, as such, is limited in several ways. The first and most obvious limitation is the choice of three particular (free) SIDS. Although Snort and ModSecurity are among the most widely used open-source IDS, there are other competitors that would exhibit different values of recall and precision.



Another clear limitation is the restriction to HTTP URI attacks. WAFs are only a subset of the detection capabilities of SIDS and it remains unclear whether in different types of attacks our results would hold. Our personal belief is that they would since our results have confirmed general principles already known such as the unbalanced rates of TP and FP obtained with default configurations, or the complementarity of different rulesets. Finally, the in-house trace used in this study prevents the excessive generalization of the results to different operational environments.




8. Conclusions and Further Work


We have carried out an experimental study that provides insight into the consequences of using predetermined configurations of the ruleset in the context of SIDS that detect URI web attacks. Our results indicate that these configurations provide unsatisfactory performance in the SIDS and rulesets tested (Snort, ModSecurity and Nemesida Free), providing a detection capability lower than expected for known attacks even in the most sensitive configuration. Furthermore, the less sensitive configurations provided a meager detection rate (between 6 and 8%), while the most sensitive configurations provided an unacceptable precision and alarm rate. Although it still exhibited a low detection rate, only Nemesida offered an adequate balance in its default configuration. Running these SIDS simultaneously lets us have a cooperative decision that, in the best case, can either improve the detection rate or reduce FP with respect to individual performance. Still, it is unclear whether the benefit exceeds the cost in terms of computational resources. Consequently, it is necessary to reflect upon the role of open-source untuned SIDS as core elements for protection in the context of web services as they can provide a false feeling of safety to the network admin. Finally, amid scarce guidance available, we have provided a cost-efficient method for selecting the rules to deactivate from a ruleset to improve precision and reduce false alarms in a target operational environment.



In the future, we are planning to include new SIDS and datasets to improve the significance of the results of this study. We are also planning to add techniques from the field of machine learning to further improve SIDS performance.
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Figure 1. Main components of a typical SIDS. 
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Figure 2. Experiment 1 scheme. 
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Figure 3. Experiment 2: false alarm and precision. 
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Figure 4. Histogram sorted to rank (log scale). 
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Figure 5. Statistics about the application of the methodology. 
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Table 1. SIDS and configurations under study.






Table 1. SIDS and configurations under study.





	SIDS
	Detection Sensitivity (Configuration)
	Base Rule Set





	InspectorLog [18]

(Snort rules)
	low. (default recommended rules)

med. (all rules except DELETED)

max. (all rules)
	Talos (2021)



	ModSecurity [38]
	low. (PL1)

med. (PL2)

max. (PL4)
	OWASP CRS 3.2.0 (2019)



	Nemesida WAF [45]
	default (Free version)
	proprietary (September-2021)
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Table 2. Attack datasets used.






Table 2. Attack datasets used.





	Dataset
	#URIs
	Type (Source)
	Content
	Remarks





	Fwaf-bad
	48 216
	public [46]
	attacks (<2017)
	WAF attacks



	Fwaf-2200
	2 200
	public [46]
	attacks (<2017)
	Fwaf-bad’s subset for CVEs covered by rules



	ataques-800
	832
	in-house [47]
	attacks (<2017)
	type-3 CVE included in Snort’s signatures



	ataques-1100
	1176
	in-house [47]
	attacks (≤2017)
	types 1 (CVE 2016 and 2017), 3 and 4



	rdb
	934
	in-house [21]
	attacks (<2009)
	attacks generated from RDB



	osvdb
	6897
	in-house [48]
	attacks (<2009)
	attacks generated from OSVDB



	A-420
	420
	in-house
	attacks (2017/18)
	attacks generated with CVE 2017-18 and CVSS>9
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Table 3. Detection rate or recall (percentage of attacks detected).
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Dataset

	
Inspectorlog

	
ModSecurity

	
Nemesida




	
low

	
med.

	
max.

	
low

	
med.

	
max.

	
Default






	
attacks-800

	
0.48

	
87.14

	
92.07

	
8.41

	
42.55

	
70.43

	
68.03




	
attacks-1100

	
0.60

	
89.37

	
93.71

	
5.70

	
51.96

	
75.17

	
72.45




	
fwaf-bad

	
0.99

	
61.12

	
66.16

	
8.63

	
30.59

	
55.80

	
52.37




	
fwaf-2200

	
2.55

	
86.73

	
91.23

	
6.36

	
63.86

	
89.18

	
96.59




	
rdb

	
0.11

	
88.22

	
91.01

	
10.49

	
39.40

	
66.17

	
64.24




	
osvdb

	
5.87

	
58.43

	
66.96

	
2.64

	
65.67

	
80.37

	
54.72




	
a-420

	
47.14

	
81.19

	
81.67

	
0.71

	
68.1

	
79.29

	
38.81




	
AVERAGE

	
8.25

	
78.89

	
83.26

	
6.13

	
51.73

	
73.77

	
63.89
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Table 4. Detection rate or recall (percentage) with a cooperative decision.






Table 4. Detection rate or recall (percentage) with a cooperative decision.





	
Dataset

	
Union

	
Voting Majority

	
Intersection




	
low

	
med.

	
max.

	
low

	
med.

	
max.

	
low

	
med.

	
max.






	
attacks-800

	
72.5

	
95.6

	
98.1

	
4.3

	
71.1

	
79.7

	
0.0

	
31.0

	
52.6




	
attacks-1100

	
74.7

	
95.8

	
98.4

	
4.0

	
75.1

	
82.0

	
0.0

	
42.7

	
60.7




	
fwaf-bad

	
58.8

	
86.6

	
97.4

	
3.2

	
44.0

	
51.3

	
0.0

	
14.2

	
26.2




	
fwaf-2200

	
97.5

	
98.7

	
99.3

	
8.0

	
91.0

	
95.0

	
0.0

	
57.5

	
82.7




	
rdb

	
68.8

	
93.7

	
95.8

	
6.1

	
69.8

	
76.6

	
0.0

	
28.7

	
49.2




	
osvdb

	
58.3

	
86.8

	
92.5

	
7.0

	
64.4

	
71.4

	
0.0

	
33.3

	
44.6




	
a-420

	
83.8

	
92.9

	
95.0

	
2.9

	
76.9

	
81.9

	
0.0

	
18.8

	
22.9




	
AVERAGE

	
73.5

	
92.8

	
96.7

	
5.1

	
70.3

	
76.8

	
0.0

	
32.3

	
48.4
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Table 5. Alerts generated, FP, TP and precision with Inves trace.
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# Alerts

	
#TP

	
#FP

	
Precision

	
#Alerts/Day






	
Inspectorlog

	
low

	
57

	
57

	
0

	
1.000

	
1.9




	
med.

	
85,641

	
1356

	
84,285

	
0.016

	
2854.7




	
max.

	
91,791

	
1356

	
90,435

	
0.015

	
3059.7




	
ModSecurity

	
low

	
2299

	
868

	
1431

	
0.378

	
76.6




	
med.

	
23,820

	
1714

	
22,106

	
0.072

	
794.0




	
Nemesida

	
Default

	
2551

	
2127

	
424

	
0.834

	
85.0
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Table 6. Precision and alarm generation rate with a cooperative decision.
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Union

	
Voting Majority

	
Intersection




	

	
low

	
med.

	
max.

	
low

	
med.

	
max.

	
low

	
med.

	
max.






	
#Alerts

	
3952

	
96,927

	
102,941

	
1625

	
14,317

	
14,452

	
52

	
1308

	
1312




	
#FP

	
1721

	
94,661

	
100,675

	
234

	
12,693

	
12,828

	
0

	
0

	
0




	
#TP

	
2231

	
2266

	
2266

	
1391

	
1624

	
1624

	
52

	
1308

	
1312




	
Precision

	
0.565

	
0.023

	
0.022

	
0.856

	
0.113

	
0.112

	
1.000

	
1.000

	
1.000




	
#alerts/day

	
131.7

	
3230.9

	
3431.4

	
54.2

	
477.2

	
481.7

	
1.7

	
43.6

	
43.7
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Table 7. SID and frequency of alerts (top-10).
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	SID
	freq.
	DESCRIPTION





	1852
	53738
	SERVER-WEBAPP robots.txt access



	41742
	16182
	POLICY-OTHER external admin access attempt



	17410
	12643
	OS-WINDOWS Generic HyperLink buffer overflow attempt



	1122
	834
	SERVER-WEBAPP/etc./passwd file access attempt



	23362
	707
	[SERVER-IIS tilde character file name discovery attempt-sid: 23362]



	13990
	381
	SQL union select-possible sql injection attempt-GET parameter



	20528
	245
	[SERVER-APACHE Apache mod_proxy reverse proxy information disclosure attempt-sid: 20528]



	1070
	197
	[SERVER-WEBAPP WebDAV search access-sid: 1070]



	2056
	134
	[SERVER-WEBAPP TRACE attempt-sid: 2056]



	17609
	128
	[SERVER-WEBAPP Oracle Java Web Server WebDAV Stack Buffer Overflow attempt-sid: 17609]
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Table 8. Precision with different thresholds.
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	Target Precision
	# Rules
	# Activated
	# FP
	# TP
	Precision   δ  
	Time (h)





	 Φ  =0
	3198
	35
	84,285
	1356
	0.015
	0



	 Φ  = 0.5
	3193
	30
	1030
	1356
	0.568
	7.4



	 Φ  = 0.9
	3185
	21
	97
	1356
	0.933
	12.2



	 Φ  = 1
	3179
	18
	0
	1356
	1
	16.6
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