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Featured Application: This work will help the Saudi ministry of transportation in improving
highway security by providing timely help to the passengers in case of an accident.

Abstract: Kingdom of Saudi Arabia (KSA) highways hold the record for having the straightest,
longest highways in the world. Since the country’s major population centers are dispersed across
the country and due to the country’s geography, which includes valleys, deserts, and mountains,
among other landscapes, these highways connect the many cities of the kingdom and neighboring
nations. However, it is still challenging to provide emergency assistance in a timely way in the case
of accidents, such as first aid, medical aid, police protection, etc. The transport ministry is actively
working on improvements and safety features for the drivers. This research proposes a CET (cutting-
edge technologies)-based model named the real-time security, health, and privacy monitoring model
for passenger safety (RISHPMP) for securing the traveler’s safety and privacy besides medical and
legal help. The vehicle will be equipped with IoT-based front-back cameras to collect real-time data
and share it with the cloud using 5G network. The local and national trusted authorities (TAs) will
monitor the collected cloud data and inform the government machinery (police, first aid, fire brigade,
hospitals) in the case of an accident. In addition, the data collected through other vehicles on the
road at the time of the incident will help supply evidence linked to the accident. The RTSHPMP was
evaluated with the help of a case study, and the results show that it provides an efficient and secure
mechanism for traveler safety on Saudi highways at the time of need.

Keywords: highways; KSA; IoT; 5G; cloud

1. Introduction

The Saudi ministry of transportation (SMOT) retained a total estimated road length of
627,000 km in 2014, of which 151,000 km were highways connecting major regions of the
Kingdom of Saudi Arabia (KSA) with international borders and serving as linked roads
between major cities of the kingdom [1,2]. The majority of these highways are two-lane,
and some of them do not have median strips. The SMOT has been working on a plan to
upgrade these highways over time. Highway 10 in Saudi Arabia now holds the title for the
world’s longest straight road, passing across the Rub” al-Khali desert for 256 km (159 miles),
breaking the former record holder, Australia’s Eyre Highway, by 110 km (68 miles) on 19
February 2018 [3,4]. The permitted speed of vehicles on these highways has also been
increased from 120 km/h to 140 km/h. SMOT has taken various steps to secure vehicles
on the highways, such as installing security cameras, heavy fines for violations, widening
bridges, roadside parking, protection fences, direction signs, etc. However, traffic accidents
on these highways are still recorded daily. One of the significant issues is the lack of prompt
post-crash care for passengers, resulting in fatalities [5-7].
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KSA has reported 86,000 deaths and 611,000 injuries in road traffic accidents (RTAs)
over the last two decades, with 7% resulting in lifelong disability. RTAs are a serious health
concern in KSA, with 19 people dead and 4 wounded per hour. The most vulnerable age
groups are the young and economically productive [8-10]. One of the reasons for increasing
fatality is the lack of a timely health service for the passengers traveling on long-distance
highways. Therefore, there is a need to develop a comprehensive traveler safety solution
for providing timely help in case of road accidents occurring on highways. The evolving
CET such as the Internet of Things (IoT), 5G, and clouds can provide a strong foundation
for supporting significant real-time services on these highways by providing emergency
assistance, such as first aid, medical aid, and police protection, on time in the event of
an accident.

IoT is already helping to maintain road safety by providing vehicle maintenance,
navigation, improved circulation, and monitoring the state of the roads. A huge amount of
IoT data are obtained through IoT sensors attached to vehicles, which helps maintain road
safety [11-13]. The advances in cloud computing address the increasing transportation
problems, like heavy traffic, congestion, and vehicle safety by storing the data obtained
through modern vehicles. Modern cars, which are increasingly equipped with many
sensors, actuators, and communication devices (mobile phones, PS devices, and embedded
computers), create a large amount of real-time data stored in clouds [14,15]. Another CET,
5G, is very useful in road safety since it allows for cloud-based roadside accident video
reporting by providing fast data transmission from IoT sensors (attached to vehicles) to the
cloud [16-18].

The Saudi Arabian government introduced the SAHER traffic control system in 2009,
which means “watchful” in Arabic [19]. The goal of SAHER was to reduce traffic ac-
cidents and improve general traffic efficiency throughout the kingdom. It entails the
implementation of an intelligent transportation system that incorporates the most up-to-
date technologies in traffic enforcement, traffic management subsystems, and services to
improve highway network safety. SAHER does this via improving transportation infras-
tructure, reducing mortality rates, and reducing traffic congestion. The system is based
on a digital camera network that is linked to and controlled by the Ministry of Interior’s
National Information Centre (NIC). The SAHER system is effective in indirectly lowering
accident instances by enforcing traffic infringement regulations; however, if an accident
occurs on a long-distance highway and there is no SAHER camera nearby to notice the
occurrence, how can the passenger be helped in order to save his life? To address this
problem, we have suggested a system based on modern CET that not only detects accidents
anywhere on the roadway but also takes quick action. This will save a human life by giving
medical and legal assistance to the victim on time.

Keeping in view the importance of IoT, Cloud, and 5G for providing real-time ser-
vices [20-22], this paper aims to use these CET for providing safety to the passengers
traveling on long-distance highways of KSA in particular. We developed RTSHPMP based
on IoT, 5G, and Cloud that will help in providing timely medical and legal help to the
victim in the case of any unusual road incidents (accident, robbery, car damage, etc.). The
suggested model is described in-depth in the research methods section.

1.1. Paper Contribution
This paper makes the following significant contributions:

e Itinvestigates the existing traffic management system to determine how passengers
on highways receive first-aid in the event of an emergency;
It investigates the role of modern CET in improving traffic management;
It proposes a model solution for improving passenger security on KSA highways using
cutting-edge technologies;
It elaborates the detailed operation of a model using an algorithm and flow chart;
It evaluates the proposed model using a case study;
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e It compares results with existing system to show how the proposed model is efficient
in terms of providing quick first-aid to the passengers traveling on KSA highways.

1.2. Paper Organization

The other sections of the article are organized as follows: Section 2 presents existing
work in the field of passenger safety on Saudi Arabian highways. Section 3 describes the
proposed model, followed by Section 4, which evaluates the suggested RISHPMP using a
case study. The study limitations and practical implications are discussed in Section 5. The
final section of the study concludes by outlining potential research directions.

Table 1 provides the detail of acronyms used in the study for a better understanding
of the abbreviations used.

Table 1. List of abbreviations used in this study.

Abbreviations Used for

Real-time security, health, and privacy monitoring model for

RTSHPMP

passenger safety
TAs Trusted authorities
KSA Kingdom of Saudi Arabia
RTAs Road traffic accidents
SMOT Saudi ministry of transport
NIC National information center
UAVs Unmanned aerial vehicle
ITMS Intelligent traffic management system
ERH Emergency help
CET Cutting edge technologies
VANET Vehicular ad hoc network
VCN Vehicular cloud networks

2. Literature Review

This section presents an overview of the existing work undertaken in real-time secu-
rity, health, and privacy monitoring for highways using CET with a particular focus on
KSA highways.

Paper [23] proposes a smart traffic monitoring system based on unmanned aerial
vehicles (UAVs) and 5G technologies. This traffic monitoring system addresses the short-
comings of the SAHER system already used in Saudi Arabia. It has been noted that the
number of accidents and fatalities can be reduced by overcoming the SAHER system’s exist-
ing restrictions and loopholes. According to the predicted findings, when such breaches are
eliminated, the number of accidents per year drops to 299,317, resulting in 4868 deaths and
33,199 injuries in the first year. In the next five years, deaths and injuries reduce to 3745 and
16,600, respectively. According to paper [16], the major issue for high data rate real-time
video transmission is current 4G wireless data performance. However, with the advent
of 5G technology, this problem may be alleviated due to the higher data rates available
with 5G. Using 5G-enabled vehicular cloud networks (VCNs) to deliver accident-occurring
recordings to the appropriate authorities in real-time, roadside accident live video reporting
services might become a reality. The suggested three-way handshake protocol can prevent
attackers from accessing private/sensitive data/information acquired by built-in video
sensors in cars. Paper [24] provides a thorough examination of contemporary technologies
(IoT, 5G, and Cloud) and their implications for improving an intelligent transportation
system’s ability to monitor and regulate traffic congestion.

The article [25] explores the security and privacy issues in the transportation system
and the vehicular IoT environment in an SDN-enabled 5G vehicular ad hoc network
(VANET). The vehicular IoT services, such as real-time cloud-based video reports and
trust management on vehicular communications, are supported by a blockchain-based
security architecture. It further discusses the SDN-enabled 5G-VANET architecture and the
blockchain-based framework’s scheduling methods in detail. The numerical simulation
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findings further demonstrate that malicious vehicle nodes or communications can be
identified effectively, with acceptable overhead and network performance impacts in large-
scale scenarios.

With the convergence of VANETSs, software-defined networks, 5G, and mobile edge
computing technologies, article [26] proposes a unique four-tier architecture for urban
traffic management. In a more dispersed and dynamic manner, the suggested architecture
enables better communication and faster response performance. In the case of a quick
accident rescue, the rescue time can be considerably reduced. Vehicle geolocation, data
pre-fetching, traffic signal control, and traffic prediction are among the key technologies
addressed. The suggested innovative architecture has significant promise for reducing
traffic congestion and enhancing urban traffic management efficiency.

In paper [27], an intelligent traffic management system (ITMS) was presented to
prioritize emergency vehicles by merging the concepts of VANET and IoT to improve
ambulance flow in metropolitan areas. It demonstrates a way to detect and prevent traffic
signal hacking, which is a fairly prevalent problem nowadays. Using hacked and non-
hacked traffic lights, the distance between intersections and emergency cars was calculated
to accomplish the desired travel time of emergency vehicles with the least delay. The
suggested approach distinguishes between emergency signals of varying priority and
prevents hostile actors from issuing misleading alerts. The experiments demonstrate that
the proposed system outperformed others in terms of time restrictions, allowing emergency
assistance to be provided in the quickest period feasible. The suggested method reduces
the time it takes for accident victims to receive medical help and transfer essential patients
and medicines.

Table 2 provides the comparative analysis of existing traffic management solutions.
The results of Table 2 and some other studies [28-33] show that the existing solutions
mainly focused on intelligent transportation to reduce the accident ratio, traffic congestion,
and the passing of emergency vehicles in cities. To the best of our knowledge, there has not
been any research on passenger safety on Saudi highways, especially providing medical
and legal facilities in case of a post-crash incident. To fill this gap, this paper proposes a
model RTSHPMP based on IoT, cloud, and 5G to facilitate passengers traveling on Saudi
highways. RTSHPMP aims to provide timely health and legal facilities to traveler in the
case of an accident. The details of the RTSHPMP are given in Section 3. Before going
into details of the proposed methodology, we provide a preliminary investigation in the
next subsection.

Preliminary Investigations

Before proceeding towards the proposed methodology, there is a need to understand
the problems faced by the conventional approach to passenger safety in order to know
the current state of the art and the need for the proposed model. This will also help in the
analysis and comparison of the proposed methodology.

Table 2. Comparative analysis of existing solutions.

Problem Solution
Ref  Year Addressed Proposed Technology Used Target Area Output Research Gap
Del.ay m dehveljmg 5G-enabled Roadside 3-way handshake Validation of protocol
[16] 2018 accident-occurring 5G . A
. VCNs accidents protocol is missing
recordings
the smart .
. Overall Traffic I
[23] 2020  Traffic monitoring trafflc. UAVs and 5G management Rec}uces number of Yallc'ia§1on of model
surveillance svstem accidents is missing
system Y
Use of Contemprary Only discusses the role
[24] 2017 Traffic Congestion cutting-edge 10T, 5G, and Cloud  Road traffic analysis of IoT, 5G,  of IoT, 5G, and Cloud

technologies and Cloud in managing ITS
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Table 2. Cont.

Problem Solution
Ref  Year Addressed Proposed Technology Used Target Area Output Research Gap
Security and Blockchaln—' IoT, BlockChain SDN-enabled Detect malicious DO?S not addl"ess.
[25] 2019 y based securit accident monitorin
rivacy issues . y and Cloud 5G-VANET behavior . &
p y
architecture and handling
VANETSs, software- Reducing traffic
urban traffic four-tier defined networks, congestion and (a)rzlayt?;:frfli(cililsou;(l;lf’:ion
[26] 2017 management architecture 5G, and mobile Urban Traffic enhancing urban is provide c,l for lon
& edge computing traffic management P . 8
- . distance highways
technologies efficiency
Pass on to Only Metropolitan area
Prioritizin: Metropolitan emergency vehicle trafﬁ'c, no solution is
7] 2020 & ITMS VANET and IoT P gency provided for
emergency vehicles areas quickly and detect

security attacks

long-distance
highways

RTAs are a common problem worldwide. However, they are one of the leading causes
of injury and death in KSA. The ministry of health’s statistics [34] show the fatality rate
linked with roadside accidents, as illustrated in Figure 1a—d. The statistics of Figure la-d
show that RTAs are one of the most common problems that need to be given attention.
Providing timely help to a passenger in the case of an accident can help reduce fatalities.
Although SMOT has taken various steps in the last two decades to remove these accidents,
still one of the major reasons for fatalities is the lack of timely help in post-crash events,
especially on Saudi highways which are considered the world’s largest long roads. Most of
the highways are surrounded by dessert and unpopulated areas due to the geography of
the kingdom. In such a situation, timely medical and legal help to the passengers on these
highways can save human life and assets.

Road Traffic Injuries in KSA by Age Group

Road Traffic Deaths by Age Group

12,000 2000
10,000
1500
8,000
6,000 1000
4,000
500
2,000 I I
0 0
<=18 19-30 31-40 41-51 over51 <=18 19-30 31-40 41-51 over51
m2018 m2019 m2020 2018 m2019 m2020
(a) (b)
Road Traffic Injuries in KSA by Gender Road Traffic Deaths in KSA by Gender
30,000 6,000
25,000 5,000
20,000 4,000
15,000 m Male 3,000 W Male
10,000 H Female 2,000 B Female
5,000 - 1,000
0 ] o | —
2019 2020 2019 2020

(0

(d)

Figure 1. (a) Total number of road traffic injuries in KSA by age group [34], (b) total number of road
traffic deaths in KSA by age group [34], (¢) total number of road traffic injuries in KSA by gender [34],

(d) total number of road traffic deaths in KSA by gender [34].
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3. Proposed Methodology

IoT, cloud and 5G are CET that have improved nearly every aspect of life and these
benefits can also be leveraged for travelers’ safety on KSA highways. To improve travelers’
safety on these highways, information of each vehicle should be collected in its proximity
e.g., vehicle ID, passenger information, location, etc., through the front and back IoT-based
cameras. The data are collected seamlessly around the clock using the video devices in
cars through 5G. The collected data are stored in the cloud for further processing. Thus as
mentioned in research [35-37] these technologies can be helpful in case of accidents on these
highways by providing timely medical and legal help through the available information.
Keeping in view the benefits of these technologies, this research proposed an RTSHPMP, as
shown in Figure 2.

5G Storage phase Trusted Authorities Emergency Help

S
<

e
ﬁs‘rjﬁ‘?

—»)} x l ] 4 ] E!E O“
R AN

Figure 2. RTSHPMP structure.

3.1. Communication Layer

The first layer of the RTSHPMP is the communication layer. This layer uses 5G
technology to transmit data collected through the IoT-based cameras installed on the
vehicles traveling on highways. The traveler’s vehicle is equipped with dual cameras that
fetch real-time passenger data traveling on the road.

3.2. Storage Layer

The second layer of the RTSHPMP is the storage layer. It stores the collected data
of vehicles on the cloud for further processing and decision making. These data are only
accessible to TAs for maintaining the privacy of travelers’ data.

The RTSHPMP is divided into five layers, the detail of each layer is given in subsequent
paragraphs

3.3. Image-Processing Scheme

The image-processing scheme will work on the third layer of RTSHPMP to identify
the accidental vehicle among all stored data, and will be used for automatic monitoring
of stored images. There are many reasons for using the image-processing scheme: firstly,
decision making will be fast; secondly, no human intervention is required to continuously
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monitor the stored data; third, the results will be more reliable. If an accident is detected as
a result of image processing, an alarm will be raised to take appropriate action.

3.4. Trusted Authorities

The fourth layer of the RTSHPMP is TAs, TAs are the governmental bodies responsible
for monitoring highway traffic and providing legal and medical help to the passengers
traveling on these roads [38—41]. If any unusual event (accident, robbery, etc.,) occurs on
the road, TAs receive an alarm. After getting intimation of an unusual event, TA analyses
the data stored on the cloud, including vehicle and passenger information and videos of
the incident. TAs also take the data of other vehicles traveling on the same highway to
collect the pieces of evidence for the event that occurred. Based on the analysis of collected
data, TAs decide to inform the related local and national authorities (e.g., police, first aid,
hospital, fire brigade, etc.).

3.5. Emergency Help

The fifth layer of the RTSHPMP is emergency help (ERH). ERH includes authorities
such as police, first aid, hospital, and fire brigade, which are responsible for providing legal
and medical help to the passenger so that passenger life and assets could be saved in case
of an accident.

The detailed working of RTSHPMP is shown in our Algorithm 1 and flow chart in
Figure 3.

Real-time Security, Health and Privacy Monitoring model for Passenger Safety
Police Department First Aid service

s Inform Police

10T Sensors departmennt Il
generate data ) Cal
| Ambulance
Y
v

Fetch data using
5G

Carry to

Provide legal /
hospital

help

Store data on
cloud

Inform First
Aid service

Call Fire

Brigade

Image processing
of data

Provide
medical care

Provide First
aid

Data is normal
Help
passengers
N

0

v
TA take decision

Yes

Figure 3. RTSHPMP workflow.
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Proposed Algorithm 1
(v1v2, 03, ... , vy} are vehicles on the highway, D, = Normal data, D, = Exceptional data,
{v¢;, V¢, - --.0c, } = victim vehicles, {v 11 0fys o0, } = Vehicles in front of victim vehicles,

{Uhl 1 Vbys « - Uy, } = Vehicles at the back of victim vehicles, A = trusted authorities, LH= legal help,

MH = medical help, LP = local police department, RPP =Regional police department, FA = initial first aid,
FB = Fire Brigade, HIP = hospital, AS = ambulance service, I, = incident vide, C = IoT-based front cameras in
the front of a vehicle, C;, = IoT-based front cameras in the back of a vehicle

1. Begin

2. 5G ——CollectData ( v1v, U3,...... , Up) & (C s (Cb) / /collect data of vehicles travelling on
highways using 5G

3. Cloud —Store Data ( v1v, U3,...... , Un) / /Store the data of vehicles on
Cloud

4, TA —— AnalyseData (v1v3, v3,...... , Un) / /analyze stored data on cloud
through TA

5 If Collected Data (v;) € D, Then go to step 44 else

6. FetchData (vci,vf‘.,vbi) cloud

7. TA > AnalyseData (vc;, v, vp,)

8. T'A > Checkhelptype ( vc,)

9. {

10. If (v.;) required legal help then call ILH

11. else if (v.,) required medical help then check Intensity ( v.;)

12. If Intensity ( v, )= normal then call FA

13. else If Intensity ( v, )= critical then call MIH or call FB

14. /

15. LH(I,)

16. {

17. Inform ILP and HP //inform the local and regional
police department

18. /

19. FA (I,)

20. {

21. Inform local first aid service //in case of minor injury
22. /

23. MH (I,)

24. {

25. Call AS and send passengers to HIP // in case of critical injury
26. /

27. FB(1,)

28. {

29. Inform FB // in case of fire in v,

30. /

31. AnalyseData ( v;, vy, v;,i)

32. {

33. Capturelnfo (Vehicle id, 3d picture) IoT

34. SendInfo (Vehicle id, 3d picture) 5G

35. Store info (Vehicle id, 3d picture) Cloud

36. Imageprocessing (3d picture) Imageprocessing scheme

37. If image is normal go to step 44

38. else

39. {

40. RaiseAlarm

41. Checkhelptype (v;)

42, }

43. /

44. End

4. Results and Evaluation

This section aims to evaluate the proposed model by comparing it with the conven-

tional approach of passenger safety. Our proposed model aims to enhance passenger health,
safety, and privacy in run time by providing timely help in case of an accident. Below we
provide the evaluation of the proposed model with the help of a case study. In the first
case, we discuss the current passenger safety mechanism on KSA highways. Next, we will
implement the proposed model to evaluate passenger safety on these highways.
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4.1. Case Study

To evaluate the proposed system, a case study was used. Six parameters were used
for the evaluation of the existing solution and proposed model. A brief description of these
parameters is given in Table 3.

Table 3. Case study parameters and their description.

Parameters Description
Early reportin This parameter indicates how early an accident is reported to
yrep & the trusted authorities.
Early medical hel This parameter indicates whether early medical help is
y P provided to the passenger on highways in case of an accident.
Early legal help This parameter indicates whether early legal help is provided to

the passenger on highways in case of an accident.

This parameter indicates whether the system records the
Post-incident evidence post-incident pieces of evidence for the future. This evidence
will help SMOT in future decision-making.

This parameter indicates whether the passenger’s life is saved
by timely providing first aid to the victim.

This parameter evaluates the overall efficiency of the system
which includes the overall time taken in reporting the incident,
intimating nearby trusted authorities, and providing help to
the passenger.

Life-saving

Efficiency

Equation (1) was used to evaluate the overall performance of the existing and pro-

posed solution:
SP = f(ER,EMH,ELH, PIE,LS,E) 1)

where SP refers to system performance that is the weighted sum of all the six parameters,
ER refers to early reporting of the accident. EMH refers to early medical help. ELH is
used for early legal help while IE, LS, E is used for post-incident evidence, life-saving, and
efficiency respectively.

Each parameter’s value will be rated on a three-point scale: completely addressed
(yes), moderately handled (partial), and unaddressed (no). These three scales will have
weights of 1, 0.5, and 0, respectively.

Now, we evaluate the overall performance of the existing and proposed solution.

4.2. Current Passenger Safety Mechanism

In the current highway mechanism of KSA, long distances roads are equipped with
security cameras. These cameras are installed after a particular distance to monitor the
roads” vehicles and control the speed. While a passenger is traveling, there are three
possibilities of accidents such as,

Case 1: The passenger is traveling on a long-distance highway, and an accident occurs,
there is no other vehicle on the road, but there is a nearby security camera for monitoring
road traffic as shown in Figure 4a.

As mentioned above, SMOT has taken various steps in improving road safety; one
of the leading steps is the installation of high-resolution security cameras on highways.
These cameras can capture the vehicle image from all directions by 360-degree rotation.
These cameras aim to monitor speed limit, red light crossing, excessive lane changing, the
distance between vehicles, seat belt, and license plate recognition. These cameras have
played a vital role in reducing traffic incidents, but new cases of accidents are still reported
daily. In Case 1 as shown in Figure 4a. The overall performance of the system will be
evaluated based on the six parameter values as shown in Table 4 and Equation (2):

6
Prob(S) = % YW )
i=1
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where Prob(S). is the probability of success.

Prob(S):%(1+1+1+1+1+1):g:1 @)

l;

(c)

Figure 4. (a) Case 1 (existing solution), (b) Case 2 (existing solution), (c) Case 3 (existing solution).

Table 4. Weighted sum of evaluation parameters in Case 1 of the existing system.

Parameters Weightage Weight Value Weight Description

The image processing scheme will
analyze the image captured
through security camera and will
send alarm to TAs
TAs will inform the nearby
Early medical help Yes 1 medical help provider after the
alarm is raised
TAs will inform the nearby legal

Early reporting Yes 1

Early legal help Yes 1 help provider after the alarm
is raised
. The security camera will capture
qu t-incident Yes 1 the evidence of the accident for
evidence
future uses
Life-saving Yes 1 Llfese.;lvmg 1§ possible when timely
help is provided
The overall efficiency of the system
Efficiency Yes 1 will be good due to the timely
monitoring of the incident
Weighted Sum 6

The probability of success is 1 which shows that the accident will be reported on time
and the passenger will get all kinds of legal and medical help.
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Case 2: The passenger is traveling on a long-distance highway, and an accident occurs,
there is no security camera nearby, but there are other vehicles on the road.

In the second scenario as shown in Figure 4b, the probability of obtaining timely aid
depends on whether a vehicle traveling on the same route gives timely assistance or not.
Because of legal concerns, some people are afraid to help in such instances. However, in the
majority of situations where passers-by are unwilling to help until legal authorities arrive,
they at least notify legal authorities promptly. The overall performance of the system, in
this case, will be evaluated based on the six parameter values as shown in Table 5.

Table 5. Weighted sum of evaluation parameters in Case 2 of the existing system.

Parameters Weightage Weight Value Weight Description

The passerby will be either
Early reporting Partial 0.5 able to inform the concerned
trusted authorities or not
The passerby will be either
Early medical help Partial 0.5 able to inform the concerned
trusted authorities or not
The passerby will be either
Early legal help Partial 0.5 able to inform the concerned
trusted authorities or not
There was no security camera
Post-incident Partial 0 to capture the accident scene,
evidence therefore there will no
post-accident evidence
Life-saving is possible when

Life-saving Partial 0.5 timely help is provided

The overall efficiency of the
Efficiency Partial 05 system will be average due to

the absence of

incident monitoring
Weighted Sum 2.5

Substituting the weight values of Table 5 in Equation (2), we get the probability of
success as shown in Equation (4):

2.
Prob(S) = Z(0.5+05+0.5+0+05+05) = ?5 = 0.42 (4)

N =

Case 3: The passenger is traveling on a long-distance highway, and an accident occurs.
There is no security camera or a vehicle on the road nearby.

The worst-case scenario is the third scenario as shown in Figure 4c; in most situations,
this scenario results in mortality since the victim is left on the road for an extended period
without aid, and in most cases, massive blood loss is the cause of death. The only way of
getting assistance, in this case, is if another local or legal vehicle passes along that route.
Hence, the probability of first aid availability is almost less than 0.20 in this case.

4.3. Proposed Passenger Safety Mechanism

Now we discuss the working of the proposed model where all the registered vehicles
on the highway are equipped with front-back security cameras which fetch real-time
passenger data and send it to the cloud through 5G. The image-processing scheme will
analyze the vehicle images and raise alarm in case of an accident. This alarm will intimate
TAs to take the required action. TAs will monitor real-time data of the vehicles for providing
timely legal and medical help to the passengers traveling on the road. Below are the three
possibilities of road crash incident.

Case 1: Vehicle is crashed but security camera is working and there is no other vehicle
on the road.
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In Case 1, if a vehicle is involved in an accident but the security camera is operational
as shown in Figure 5a. TAs will be informed of the incident based on the data obtained
from the security camera installed in the victim’s vehicle. By sharing the footage of the
situations, TAs will alert the local legal and medical authorities for assistance. When the
local first-aid authorities are informed of the incident’s specifics, they will take appropriate
action. The overall performance of the system will be evaluated based on the six parameter
values as shown in Table 6 and Equation (5).

Prob($) = L4141 414+14+1) =7 =1 5)

In this instance, the chances of receiving timely assistance will be high, and the only
reason for the delay might be the distance between the victim and the aiding authorities.

Case 2: Vehicle is badly crashed and IoT-enabled front-back cameras stop working but
there are other vehicles on the road.

@1 Built-in 10T camera

()

Figure 5. (a) Case 1 (proposed model), (b) Case 2 (proposed model), (c) Case 3 (proposed model).
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Table 6. Weighted sum of evaluation parameters in Case 1 of the proposed model.

Parameters Weightage Weight Value Weight Description
The image processing scheme
will analyze the image captured
Early reporting Yes 1 through security camera
installed in victim’s vehicle and
will send alarm to TAs
TA will inform medical team
Early medical help Yes 1 after receiving the alarm of
the incident
TA will inform the legal help
Early legal help Yes 1 after receiving the alarm of
the incident
Post-incident Y The security camera will capture
. es 1 .
evidence the incident
Life-saving Yes 1 L.ife-saving is possible due to
timely help
The overall efficiency of the
Efficiency Yes 1 system is good due to early
incident monitoring
Weighted Sum 6

In this case, when a vehicle collides and the security camera stop working but there are
other vehicles on the road as shown in Figure 5b, the chances of receiving timely medical
and legal assistance are increased. The reason for increased assistance is that not only
will the passing-by vehicle notify local legal authorities, but TAs will also learn about the
incident from the alarm sent by image-processing scheme after analyzing the data of other
vehicles on the road. Thus the overall performance of the system will be evaluated based
on the six parameter values as shown in Table 7 and Equation (6).

Table 7. Weighted sum of evaluation parameters in Case 2 of proposed model.

Parameters Weightage Weight Value Weight Description
A security camera installed in
the nearby vehicles will
Early reporting Yes 1 capture the accident image,
TAs will be informed through
the system
TA will inform the medical
Early medical help Yes 1 help after receiving the alarm
of the incident
TA will inform the legal help
Early legal help Yes 1 after receiving the alarm of
the incident
- Security cameras of other
Esis;:;lident Yes 1 vehicles on the road will
capture the incident
Life-saving Yes 1 Life-saving is possible due to
timely help
The overall efficiency of the
Efficiency Yes 1 system is good due to early
incident monitoring
Weighted Sum 6

Substituting the weight values of Table 7 in Equation (2), we get the probability of
success as shown in Equation (6):

Prob(S):%(1+1+1+1+1+1):g:1 ©)
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Case 3: Vehicle is badly crashed, and IoT-enabled front-back cameras stop working
and there is no other vehicle on the road.

This is the worst scenario occurring on the road when the vehicle crashes along with
security cameras and there is no helping body nearby as shown in Figure 5c. The proposed
model also assists in this scenario; the image-processing scheme monitoring vehicles’ data
will notice that incoming data from a particular vehicle has ceased, signaling that the
vehicle is likely in trouble and will generate alarm.

In such a circumstance, TAs will locate the victim vehicle’s last fetched data position
and notify local authorities to approach that vehicle for assistance. Although the likelihood
of timely assistance in this event is lower than in the other two scenarios, the victim will still
receive assistance. The delay in this scenario might be attributable to two factors: first, the
time it takes for the image-processing scheme to discover the absence of data, and second,
the distance between supporting authorities and the victim. The overall performance of
the system, in this case, will be evaluated based on the six parameter values as shown in
Table 8.

Table 8. Weighted sum of evaluation parameters in Case 3 of the proposed model.

Parameters Weightage Weight Value Weight Description

The monitoring system will
Early reporting Partial 0.5 notice the absence of

victim data

The absence of the latest data

Early medical help Partial 0 about the vehicle will hinder
this process
TA will inform the legal
Early legal help Partial 0.5 authorities to physically

monitor the vehicle
There was no security camera
Post-incident Parti to capture the accident scene,
. artial 0 .
evidence therefore there will no
post-accident evidence
Late incident reporting will
cause a delay
The overall efficiency of the
Efficiency Partial 0.5 system is average due to the
absence of incident monitoring

Life-saving Partial 0

Weighted Sum 15

Substituting the weight values of Table 8 in Equation (2), we get the probability of
success as shown in Equation (7):

1 1.
Prob(S) = 2(05+0+05+0+0+05) = ?5 —025 @)

4.4. Comparison with the Existing Solution

Now we examine the likelihood of providing timely aid to the victim on Saudi high-
ways in both the existing and proposed solutions as shown in Figure 6. In all three situations
outlined above, the possibility of giving timely aid to the victim on the highway is high in
the case of the proposed model as compared to the present technique, as shown in Figure 6.
This shows that the proposed approach can contribute to reducing fatality statistics on
Saudi highways by providing timely assistance to the passenger having an accident on
these highways.

As shown in Figure 6, the suggested technique provides greater post-crash assistance
in all three scenarios, according to the data. On the x-axis, six parameters of evaluation are
shown, and on the y-axis, the likelihood of success is represented. The suggested method
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outperforms the current solution in all three of the scenarios shown in Figure 5, while the
existing system outperforms only in Case 1 when there is a security camera on the road.

Comparison between existing and proposed solution

Early
reporting

Early medical Earlylegal Post-incident Life-saving Efficiency
help help evidence

M Existing approach Casel m Existing approach Case2  m Existing approach Case 3

Proposed approach Casel M Proposed approach Case2 M Proposed approach Case 3

Figure 6. Comparison between the existing and proposed solution.

5. Limitations and Practical Implications

The results obtained from the case studies show that the proposed model provides
passenger security on the highway in a better way. However, there are a few limitations
of this study. Firstly, the proposed solution is expensive as it demands that every vehicle
traveling on the highway must be equipped with front-back security cameras. Secondly, 5G
is recommended in the proposed model for data transmission between IoT-based cameras
and the cloud, while 5G is not implemented in all areas of KSA yet. Thirdly, CET has
improved transportation and made it more intelligent than ever before, but they have also
opened up new opportunities for adversaries and attackers. The proposed model, which is
based on modern CET, may be vulnerable to a variety of security breaches. Furthermore,
the use of these CET necessitates improved governance, infrastructure changes, additional
time and expense, as well as transparency, supervision, and accountability.

This research can benefit SMOT in the future planning of their highways. To carry
out the suggested strategy, multiple government agencies such as the law enforcement
agency, the transportation ministry, and information technology must collaborate. The
information technology department will expand CET, the law enforcement department will
enact legislation governing vehicles traveling on long-distance highways, such as the use
of IoT cameras in the car, and SMOT will use CET to store vehicle information, collect data,
analyze it, and make decisions. Additionally, the suggested method would aid researchers
in comprehending the significance of the current CET in enhancing passenger safety.

6. Conclusions and Future Work

Even though SMOT is working hard to improve road safety, RTAs are one of the
leading causes of mortality in Saudi Arabia, particularly on long-distance highways. Acci-
dent statistics have been reduced in the last few years, but there is still space for further
improvement. One of the causes of fatalities is the failure to provide prompt medical and
legal assistance to passengers traveling on highways in an accident. This research has
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proposed a passenger safety model named RTSHPMP based on IoT, 5G, and Cloud to solve
this problem. According to the proposed model, all the cars traveling on highways will be
equipped with front-back IoT-based security cameras to collect passenger and surrounding
information and send it to the cloud through 5G. An image-processing scheme will moni-
tor the data of the cloud continuously and generate an alarm in the case of any unusual
incident. After receiving the alarm, TAs will send an alert to ERH along with the video of
that accident. Thus, the passenger will get the timely legal and medical help that will avoid
fatalities. The proposed model was tested using a case study, and results show that the
proposed model is better at improving passenger security on Saudi highways.

In the future, we will extend the evaluation part by evaluating this model through sim-
ulation. We will also add more characteristics to the proposed model by taking advantage
of further CET.
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