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Abstract: The article presents a method of improving the readability of images obtained in the process
of electromagnetic infiltration for sources processing information in a visual form (texts, images).
The method uses the so-called technique of pseudo-coloring. The proposed method is based on LUT
tables using the exponential function mapping the signal level of the compromising emanations
into a point of the RGB color space. The conducted analyses showed that the proposed function
determining the coefficients of the LUT table is an effective tool in the process of improving the level
of visual perception, i.e., it increases the perception of shapes and the ability to extract elements from
the background. In image processing, LUT can be identified as a color map, i.e., a structure that
reflects the gray shade of an image pixel into its color representation in the RGB color space. The
proposed method assumes the use of exponential functions for this reflection. As an assessment of
the effectiveness of the proposed methods of pseudo-coloring images, both a subjective assessment
based on the visual perception of a group of observers and an analytical assessment, which was
carried out by analyzing the contrast of the assessed images, were adopted. This allowed for the same
assessment and usefulness of the proposed function in determining the RGB value in the process
of pseudo-coloring of images obtained during electromagnetic infiltration. The obtained results
confirmed that the proposed method significantly improves contrast parameter of images, which is
also confirmed by the visual assessment of these images.

Keywords: protection of information; electromagnetic emission; electromagnetic infiltration; RGB;
digital image processing; grayscale; pseudo-coloring; compromising emanations

1. Introduction

Undoubtedly, the sense of sight is the most important human sense. It is estimated that
85% of the perception of information from the environment is made by visual observation.
The perception of images, including their colors, by humans is a process that takes place in
the brain [1,2]. Our eyes only detect electromagnetic radiation [3]. Additionally, the objects
around us have no colors. They only reflect or absorb light waves of a certain frequency.
Light is an electromagnetic wave, and an image, also colored, is a sensation evoked in the
brain by nerve impulses generated in the retina of the eye.

Taking into account properties of human vision, a solution for coloring images ob-
tained in the process of electromagnetic infiltration has been proposed. Such images are
reproduced using a palette of shades of gray [4,5]. The recorded compromising emanations
contain information about the processed data in a graphical form. There is no information
about the colors used on the primary side. Hence, in many cases, the obtained images are
poorly readable, and the perception of the data contained in them is very difficult.

It should be noted that the proposed image-coloring algorithm does not reproduce
the actual colors of the data used by the user on the primary side. Coloring is primarily
intended to improve their perception and thus increase the effectiveness of their analysis
and perception of details that were not noticeable in the image in shades of gray [6,7].
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The existing methods of pseudo-coloring images are based on ready-to-use color-
mapping tables (Look-Up-Table, LUT), which were created for other types of imaging. The
images reproduced from the compromising emanation signals have a different specificity,
they are usually noisy, disturbed, and their fragments corresponding to the information
contained in the source images are distorted (they reflect only the vertical edges of the
objects contained in them). Ready-made color maps are therefore of limited use in this
case. It seems that the LUTs based on the use of exponential functions proposed in the
article may be more useful, especially in the case of allowing the observer to change their
parameters. The use of modified LUTs as a method of filtering the reproduced images is
the subject of further work.

An important problem related to the implementation of the proposed method is the
strong variability of the conditions in which the generation and recording of compromising
emanation signals takes place. They arise as one of many side-channel emissions related
to the operation of various components of the tested device [8-12]. Even for different
copies of the same type of equipment, they can differ significantly. Therefore, it can be
difficult to prepare fixed color-mapping functions that are suitable for all cases. Therefore,
it becomes necessary to allow the operator to change their parameters. This makes the
final colorization results related to the operator’s action, his experience, and subjective
feelings. One possible solution to this problem could be the use of artificial neural networks.
However, adapting them to different measurement scenarios requires a significant increase
in their complexity.

2. Methods of Pseudo-Coloring with the RGB Palette

The range of electromagnetic waves (visible light) detected by the human sense of
sight includes waves with a length of about 380 nm to 770 nm. This entire range is called
white light, resulting from the mixing of seven primary colors (Figure 1).

Color Wavelength [nm]

380-450

450-500

Cyan 500-520

Yellow 565-590

Figure 1. Basic colors.

Light waves, after passing through the optical system of the eye, create a kind of
image on the retina, the light-sensitive membrane located at the back of the eye. The retina
consists of two types of receptors:

e  rods: highly photosensitive, responsible for night vision, shape and movement detection;
e  cones: less photosensitive, responsible for day vision, detecting details and colors.

There are about 100 million rods, and only 6 million cones and they are concentrated
mainly in the macula. We owe color vision to cones. There are three types of cones in
the human retina, each of which has a different spectral characteristic, i.e., a different
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sensitivity for each wavelength of light. These three types of cones (Figure 2) are denoted
as S (maximum response for short waves), M (maximum response for medium waves), and
L (maximum response for long waves) [1,2].
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Figure 2. The relative sensitivity of the cones of the human eye.

S cones have a maximum sensitivity for a wavelength of approx. 445 nm, which
corresponds to the blue color (B). It is practically incapable of detecting wavelengths longer
than 520 nm. M cones are “tuned” to wavelengths of 535 nm (green, G), and L cones to
575 nm, which in turn corresponds to yellow, although it is customary to assume red (R).
The individual colors perceived by humans are created as a result of the interaction of
nerve impulses produced by all three types of cones.

The signals produced by the cones pass through several layers of neurons in the retina
and then via the optic nerves, first to the lateral geniculate nucleus (LGN) and finally to
the occipital lobe of the brain. The LGN receives input from the three types of cones and
produces three different output channels: one achromatic (brightness) channel summing
the L (Red) and M (Green) cone outputs, and two chromatic channels which in turn subtract
the L (Red) and M (Green) cone output pulses, or subtract the achromatic (Yellow) channel
output and the S (Blue) cone output pulses (Figure 3). It is estimated that the ratio of the
number of cones of each type is R:G:B = 40:20:1. It can be seen that the resultant sensitivity
of the human eye is the lowest for the blue color.

S M i

- achromatic
— — Red - Green
| = — Yellow - Blue

Figure 3. The method of formation of input channels for LGN.
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The properties of the human eye related to the perception of colors are reflected in
one of the color space models, the RGB model (Figure 4). In this model, for the 8-bit
representation, the electrical signal defining the brightness of each of the three primary
colors can have one of 256 levels (from 0 to 255). This means that 16,777,216 colors can be
defined in the model.

Value of amplitude pixel
for RGB color model

Violet

Blue

Cyan 0 | 255 | 255

Yellow 255 | 255 0
255 | 165 0
255 | 0 0

Figure 4. Reproduction of the primary colors of white light using the three components of the
RGB model.

The compromising emanations produced by the information display devices allow
reconstruction of the data presented in them in the form of grayscale images [3—6]. Due to
the very low levels of the measured signals, the accompanying noise and environmental
disturbances, the reproduced images are of poor quality [7-10]. Very often it prevents
data reading and analysis. However, these images may be subject to further processing,
which allows us to obtain more information from the images by highlighting certain
features [8,11-13], for this purpose, e.g., algorithms of coherent summation, edge detection,
context filtering [14-17]. In each case, the obtained improvement in image quality enables
easier perception of the data contained therein. However, this improvement is not always
sufficient. In addition, it should be noted that the application of the above-mentioned
image quality improvement algorithms still results in grayscale images or, in extreme cases
(thresholding the pixel amplitude values), monochrome images.

In the case of the electromagnetic infiltration process, algorithms are commonly used
to threshold, with one or two thresholds, the values of pixel amplitudes of the reconstructed
image. In the case of images reproduced in the electromagnetic infiltration process con-
taining typical text data, for which the pixel amplitude values significantly exceed the
background pixel amplitude values, such algorithms can be effective (Figure 5). Most often,
such an effect occurs for the emission source in the form of a Video Graphics Array (VGA)
standard graphic path [18,19]. Obtained monochrome images allow to read characters.
However, the high contrast of the image reproduced in black and white colors is tiring for
the operator’s eyesight. It effect becomes important when a work with this type of images
lasts for a long time.
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(a)

Figure 5. Example of (a) an image containing text data reconstructed in electromagnetic infiltration

and (b) the same image subjected to pixel amplitude thresholding (pixel amplitude value threshold
of 66).

Completely different effects are obtained in the case of images whose data structure is
different. This applies primarily to photographs, images processed using graphic standards
other than VGA, and images obtained in the process of examining the correlation of patterns
with characters contained in the reproduced images (the brightest points of such an image
inform about the occurrence of a character consistent with the pattern’s character) [3,4,10,20].
In such cases, the use of thresholding pixel amplitude values very often blurs the distinctive
features of the contained data, which may determine their reading (Figure 6).

(c)

Figure 6. Examples of correlation images created in the process of searching for given patterns in

the reconstructed image; correlation images (a,c), the corresponding images obtained as a result of
thresholding pixel amplitude values (b,d).

The information presented in the first section of the article indicates that the use
of a color palette instead of shades of gray can significantly improve the perception of
information. Additionally, the use of a color palette improves the speed of information
assimilation, which is particularly important in the case of the electromagnetic infiltration
process [21-24]. Colorization of images allows seeing data that a person may not pay
attention to in an image appearing in a scale of shades of gray. In many cases of obtaining
data using non-invasive methods and presenting them in the form of images, it is necessary
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to analyze them in detail. The use of combinations of different colors depends on the
structure of graphic data, i.e., the diversity of pixel amplitude values that build these data.
Often, the ability to control the colors allows one to highlight interesting data or
suppress data irrelevant from the point of view of the electromagnetic infiltration process.
Therefore, we propose a new solution. The solution will provide options for pseudo-
coloring images with the RGB color palette, which can be modified depending on the
properties of the analyzed image. The aim of the proposed method is therefore:

e  extraction of data invisible in the image reconstructed in shades of gray;
e  colorization of images, which allows to increase the level of perception of data con-
tained in these images (increase the level of readability).

The problem of improving the perception of images reproduced in grayscale is
known [25-28]. This is evidenced by the use of pseudo-coloring techniques, for example
in X-ray imaging [22,29]. Commercially available software for analysis of revealing emis-
sion signals, the so-called raster generators, have implemented image coloring algorithms.
These generators provide four fixed color palettes, most often described as: “Gray”, “Hot”,
“Hot back” and “Radar”. It is also possible to narrow down the color palette corresponding
to the amplitude values of the image pixels. The pseudo-coloring algorithm implemented
in this way has several disadvantages. First, narrowing the range of pixel amplitude values
does not significantly improve the perception of the data. Secondly, the impossibility of
changing the meaning of colors in the range of the respective ranges of pixel amplitudes in
the area of a given palette makes it impossible to highlight important pixels. It should be
noted that the mentioned raster generators are effective in the case of images containing
already readable data, i.e., groups of pixels significantly different in amplitude value from
the amplitudes of background pixels. In the case of data for which the pixel amplitude
values are not much different from the background, the generators become inefficient.

The method proposed herein combines two algorithms for improving the perception
of relevant data contained in the reproduced image. On the one hand, they perform
pseudo-colorization of images (multi-level thresholding); on the other hand, by changing
the parameters of the transformation function, i.e., LUT coefficients, they select the pixel
amplitude values that are exposed from the background. The operator therefore has access
to a larger number of parameters that can be freely controlled to achieve the desired effects.
This means that the image subjected to the pseudo-coloring process with the methods
described is characterized by a much higher level of perception.

3. Description of Pseudo-Coloring Method

The specific nature of the compromising emanation signals (spurious emission) causes
the images reproduced from them to differ significantly from the images obtained from
sources such as cameras, X-ray scanners, or tomographs. Due to the low SNR values,
coherent summation and filtering are typical methods of improving their quality. The
resulting image is also subjected to contrast-enhancement operations. However, they are
still presented using a palette of shades of gray. The perception of such an image (detail
distinguishability) may be difficult, especially in the case of small changes in the signal
value (Weber—Fechner Law). Moreover, for the human eye, image blur strongly reduces the
sensitivity to luminance contrast, but the sensitivity to chromatic contrast is not reduced.
For this reason, a more effective method of improving the readability of the image created
from compromising emanation signals is to manipulate its color rather than its contrast.

The approach proposed here consists of the conversion of images saved in the bitmap
format, i.e., conversion from a one-dimensional color space (8-bit channel, grayscale color
scale) to a three-dimensional space (24-bit channel), using the RGB color space (Figure 7).
The 8-bit channel is associated with the 8-bit A/D converter used in the process of recording
emission signals. Therefore, the software used for data visualization developed by the
authors originally enabled the recording of the reproduced data in the form of grayscale
images with an 8-bit depth.
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Figure 7. Pseudo-coloring process.

The method of multi-level thresholding of image pixel amplitudes for each RGB
channel presented later in the article allows us to obtain a color image. The exponential
function (Figure 8) was used to build the LUTs, which is described by Equation (1); the
mathematical notation is presented for the R channel (other channels G and B are described
analogously). The variables of the function are the width of the A waveform characterized
by the zeros x1r and xr, the B, shift of the function waveform along the pixel amplitudes
of the colored image, the maximum Cf function (maximum value of the function waveform
amplitude), which may be in the range [0;255], and the minimum Fg function, which may
be in the range [0;255]. Changing these parameters (Figure 8) enables the construction of
LUTs with different values for each RGB channel.

En(x) = Fpp + (Cgg — FER)-eGER ) for x € (X1, X2E, | O
r(x) =
Fg, for other x € [0, x1g,) U (x2g , 255]
where: s
—29. 0y
GEg (%) = T'(x — Brg) )
Af,
Ag
X1ER = BER - 2R (3)
AE
X2z = BEy + 2R 4)
Ag,—the width of the shape of the exponential function for the channel R defined as:
AEpg = Xopg — X1Eg, @)

Bp,—value of x for which the exponential function Eg(x) has a maximum in the range
[x1E4, X2£, | (it is the middle of the range [x1f,, X2r, |; X1, and xpp,—corresponding
minimum and maximum value of range of x in which the values of exponential func-
tion Eg(x) are higher or lower than Fg,; Cg,—maximum or minimum value of the Eg
function set in the range [xl EK,ngR} ; Feg—value of the Eg function set in the range
[0, X]ER) U (XzER , 255].

The shape of the analyzed function is not accidental. It is related to the form of
characters contained in the reproduced images from the compromising emanations. The
information diffusion channel, through which the radiated emission signal penetrates from
the source to the receiver, has the features of a high-pass filter. On the receiving side,
therefore, the vertical and diagonal edges of the graphic elements are identified. The values
of observed changes in image pixel amplitudes depend on the sharpness of the original
image. Windows uses an anti-aliasing algorithm to display graphics. This affects the blur
effect of the reproduced edges of graphic characters. Hence the proposed form of the
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displacement B¢

function, the course of which is to adjust to the properties of the displayed graphic signs on
the receiving side.

E(x)4 displacement B¢

displacement B¢

3 255

Value of amplitude pixels of
pseudo-coloring image

Value of amplitude pixels of
pseudo-coloring image

F,=F.=0 R
0 Xie Xgp Yo Xpp 255 X
i | width Ag i |
h width Ag -
Value of amplitude pixels of reconstructed image Value of amplitude pixels of reproduced image
(a) (b)

Figure 8. An example of the course of the exponential function E(x) with the basic parameters of the
function: (a) Bg, Cg, Fr or (b) Ag.

The proposed function, by creating the LUT table values, performs the multi-level
thresholding operation, which is important in the case of analyzing images containing
other elements that make it difficult to recognize the information. An important issue is
the selection of parameter values for the exponential function E(x) (Figure 8). This applies
both to the width of the waveform Ap, its shift Br along the axis of the pixel amplitudes
of the reconstructed image as well as the maximum Cg of the exponential function. An
important parameter is also the minimum Fg, which is the value of the exponential function
E(x) outside of the range [x1g, x2£].

The need to protect classified information in NATO and EU countries has been regu-
lated by law. Part of this protection is electromagnetic protection. It focuses on operations
that minimize the possibility of using compromising emanation signals to breach the confi-
dentiality of data processed in ICT systems. The effectiveness of the technical solutions used
for this purpose is assessed in laboratory conditions, where the scientific staff measures not
only the levels of electromagnetic emissions, but also does their classification. In the case of
imaging devices, these activities are focused on an attempt to recreate the original image
processed in the device under testing from side channel signals. The colorization method is
intended to assist the operator in evaluating the reproduced images. Experience from other
fields (e.g., medical imaging) shows that a color image attracts the observer’s attention
more, and properly selected colors can increase its clarity and readability. The use of colors
increases the distinguishability of image details, especially in areas corresponding to dark
gray tones. Typical methods such as increasing the contrast or equalizing the histogram of
an image reproduced in gray colors are not as effective. It should be remembered that the
images reconstructed from the compromising emanation signals are usually of quite low
quality, and the fragments responsible for the information content are only a small part of
them (the edges of the original image objects). Therefore, a real scenario is the use of the
method in the daily activities of research laboratories evaluating devices for the purposes
of their certification (SDIP-27).

4. Conditions of Analyses
4.1. Primary Images

In order to present the effectiveness of the proposed method, the process of colorization
of graphic data was carried out. The effects of the new approach were analyzed by
visual and analytical methods. As sources of compromising emanations, allowing for the
registration of signals used to reproduce the images subject to analysis (as in the case of
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the electromagnetic infiltration process), a computer with a VGA and High Definition
Multimedia Interface (HDMI) graphics path, a projector operating in the HDMI standard
and a Voice over Internet Protocol (VoIP) terminal display were used [5,7,8]. The images

processed on the primary side were the images shown in Figure 9.
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(e) (f)

Figure 9. Images processed on the primary side, which are the source of compromising emanations:
(a) Arial font characters and numbers, (b) Times New Roman letters and numbers, (c) truck im-
age, (d) “Lena” image, (e) the word “protection” in Arial font, and (f) a photo of the inside of an

anechoic chamber.

In the conducted pseudo-coloring analyses, images (Figure 10) reconstructed from
compromising emanations for the above-described emission sources were used.
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(e) (f)

Figure 10. Examples of analyzed images reconstructed on the basis of registered compromising

emanations subjected to the pseudo-coloring process: (a) Acer projector, cooperating computer set
1280 x 1024/60, HDMI graphics standard, reception frequency of the compromising emanations
fo = 742 MHz, receiver bandwidth BW = 50 MHz, letters and numbers in Arial font; (b) computer
set, 1024 x 768/60, VGA graphics standard, reception frequency of the compromising emana-
tions f, = 68 MHz, receiver band f, = 68 MHz, letters and numbers in Times New Roman font;
(c) computer set, standard, 1280 x 1024/60, graphic HDMI, reception frequency of the compromising
emanations f, = 1334 MHz, receiver band BW = 50 MHz, photo of trucks; (d) VoIP terminal display,
reception frequency of the compromising emanations f, = 800 MHz, receiver band BW = 10 MHz,
photo showing the “Lena” image; (e) computer set, 1024 x 768/60, HDMI graphics standard, recep-
tion frequency of the compromising emanations f, = 642 MHz, receiver band BW = 100 MHz, the
word “protection” in Arial font; (f) computer set, standard, 1280 x 1024/60, graphic HDMI, reception
frequency of the compromising emanations f, = 1334 MHz, receiver band BW = 50 MHz, photo
showing the inside of an anechoic chamber.

As mentioned, an important aspect of pseudo-coloring is the possibility of some
kind of data filtering. The result of this filtering is to expose the sought data from the
background and increase the level of their perception. The use of the pseudo-coloring
algorithm presented in the article may allow for the suppression of less significant graphic
data, which makes other considered data more legible. This property of the considered
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method of pseudo-coloring becomes extremely important in obtaining data and increasing
the level of their perception.

As mentioned, LUTs built for each RGB channel based on the exponential function
E(x) were used in the process of pseudo-coloring of the images. The coefficients of the
LUT table were determined for the appropriate parameters Ag, Bg, Cr and Fg (Figure 11,
examples of the E(x) function for RGB channels) of the considered function E(x).

Values of RGB components

.......................................................................................

0 : E AN é ?
0 50 100 150 200 250
Value of amplitude pixel of reconstructed image

—— Channel R —— Channel G —— Channel B

Amplitude of RGB

Figure 11. Example of exponential function waveforms for RGB channels for different parameters of
the function described by relation (1), R channel: Bg, = 160, Ag, = 100, Cg, = 0, Fg, = 130, kanat G:
Bg, =36, Ag, = 80, Cg, = 255, Fg, = 0, channel B: Bg, = 60, Ag, = 120, Cg, = 140, Fg, = 0.

The first stage of the analysis of the obtained results was based on visual analysis. It
consisted in assessing the quality and perceptibility of data, the form of which changed
significantly after pseudo-coloring [30-34].

The images obtained in the pseudo-coloring process were compared with the images
obtained as a result of coloring with the use of typical “Hot” and “Radar” color palettes
(Figure 12).

127 127 255
(a) (b)

Figure 12. Typical color palettes used in commercial rasters: (a) “Hot 1", (b) “Radar I1”.

Since the previously mentioned available raster generators make it possible to change
each color palette by reducing the dynamics of color variability, three different palettes
were used for each of the analyzed “Hot” and “Radar” palettes (Figure 13). Narrowing
the range of variability of pixel amplitude values had a big impact on the form of the
obtained images.

4.2. Objective Assessment-Contrast Analysis

For the purposes of evaluating images reconstructed on the basis of registered spurious
emissions and subjected to the process of pseudo-coloring, we propose using one of the
most frequently used image quality assessment parameters, i.e., image contrast [35]. The
assessment of the contrast of colored images was made after re-converting them to a
1-dimensional space of shades of gray. This type of conversion is part of the transition
from the RGB color space to the YUV, YCbCr, or CIE spaces. As part of mapping the image
in these color spaces, as a result of appropriate mixing of the primary colors R, G, B, a
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channel representing its brightness is created, to which methods of analytical contrast
determination can be applied. This kind of mixing of primary colors is imperfect, but still a
representation of the processes described in Section 1, taking place in the human vision
apparatus. It seems, therefore, that the evaluation of an image constructed in shades of
gray in this way should also take into account the influence of its color on the impressions
received by the observer.

255 0
(a)_ o

B

127 285 0O 127 255
(c) (d)

Figure 13. Narrowing the range of color variation for the analyzed color palettes: (a) “Hot II”,
(b) “Hot II”, (c) “Radar I1”, (d) “Radar III".

The contrast value of the assessed images was determined in accordance with Equation (6):

1

K; = m-(g(in,n)+Q2(m,n)+Q3(m,n)~|—Q4(m,n)) (6)
where:
M—-1 N
Y (I(m,n) —1(m+1, n))? (7)
m=1 n=1
M Nfl
=Y —I(m,n+1))? 8)
m=1 n:1
M—1N-1
Qs(mmn) =Y Y (I(mn)—1(m+1,n+1)) )
m=1 n=1
M—-1 N
Qu(m,n) = Y (I(m,n) —I(m+1,n—1))? (10)
m=1 b=1

M—column number of the reconstructed image; m—number of columns of the recon-
structed image (m =0, 1, 2, ..., M — 1); N—row number (lines) of the reconstructed image;
n—number of rows (line) of the reconstructed image (n = 0,1, 2, ..., N — 1); [—value of
image pixel amplitude; 255—maximum value of image pixel amplitude.

The contrast assessment measure used, described by Equation (6), is based on the
sum of the values of the differences between adjacent pixels of the image. Its value is
therefore influenced by small differences between adjacent pixels. Contrast values were
calculated for images reproduced in the color scale of shades of gray for 8-bit color depth
and images after performing pseudo-coloring and applying image transformations from
the RGB color space to the YUV (color encoding system where Y is a luminance component
and U and V are chrominance components, U—blue projection, V—red projection), CIE
(color space defined by the Commission Internationale de 1’Eclairage), and PAL/SECAM
(Phase Alternating Line/Séquentiel Couleur a Mémoire) spaces.
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4.2.1. YUV Model

The first model of transformation of the RGB color space, which was used to determine
the contrast and assess the effectiveness of pseudo-coloring, was the YUV color space model
(Figure 14). The luminance channel Y was used. For this channel, the amplitude values for
each pixel are obtained by mixing the primary colors of the pixel of the image saved in the
RGB color space in accordance with Equation (11):

R
[Yyuv] = [0299 0587 0.114] |G|, (11)
B

where: Yyjy—component of YUV model.

R—>Y
YUV — G—>Y
B>Y
R B
!g Calculation of image
contrast for a single
channel

Sampling card for TEMPEST Test
revealing emission System

Figure 14. The process of obtaining images for which the contrast value is calculated according to
Equation (6).

As a result of the transformation, a matrix of Y-values was obtained, which allowed us
to determine the contrast for the pseudo-colored image. The contrast values are to show
the correctness of the choice of the color palette in accordance with the proposed method
by obtaining higher values compared to the images subjected to coloring for the “Hot” and
“Radar” palettes.

4.2.2. CIE RGB Model

The second model of RGB color transformation that was used to show the superiority
of the proposed coloring algorithm over coloring using the “Hot” and “Radar” palettes
was the CIE RGB model. The transformation is described by Equation (12):

R
[Xcie] = [0.488718 0.3106803 0.2006017] | G (12)
B

in which X r is the component of the CIE RGB model.
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4.2.3. PAL/SECAM RGB

Another model used in the conducted analyses was the PAL/SECAM RGB model
described by Equation (13):

R
[Xp/s] = [0.4306190 0.3415419 0.1783091] |G|, (13)
B

in which Xp /g is the component of the PAL/SECAM RGB model.

4.3. Visual Assessment-Subjective Assessment

Color vision is in fact a sensation evoked in the brain by nerve impulses in the organ
of vision. For this reason, assessments of the same image made by different observers
may differ, even significantly. They may depend on age, gender, and health. Nevertheless,
subjective assessments made by representative groups of observers are commonly accepted
to assess the quality of television, computer, and printing images [30,31]. Therefore, this
kind of assessment, albeit in a truncated form, has been included in this paper.

The visual assessment was based on a survey related to the assessment of images
presented in Figure 15a,d f, Figure 16a,d,f, and Figure 17a,d f. The choice of images was
related to their diversity in terms of data content (text, photo) and source processing
(VoIP terminal display, HDMI graphics standard), which allow for a general assessment
of the coloring algorithm used. The study involved women and men aged 20-63, with
a total of 44 people. The survey participants had no previous experience analyzing and
evaluating images reproduced from compromising emanation signals. Their task was
to assess both the user-friendliness of the color palettes proposed for evaluation and the
readability of the images created with their use. The obtained test results (Figures 18-20)
are presented in the form of graphs, which show the number of individual ratings from 1
to 7 for individual images.

5. Results of Application of Image Pseudo-Coloring
5.1. “Hot” and “Radar” Palette Colors

At the beginning of the analyses, the images presented in Figure 10 were colorized
using typical color palettes available in the rasters discussed in Section 2. These palettes are
named: “Hot I”, “Hot I1”, “Hot III”, “Radar 1”7, “Radar II”, and “Radar III” (Figure 13a,d).
In these cases, the modification of the LUT coefficients concerns only the narrowing of the
range of pixel amplitude values for which the reconstructed image can be colored. Other
modifications proposed herein (different width Ag of the exponential function building the
coefficients of the LUT and different position of Bg on the axis of the pixel amplitudes of
the original image, regardless of the color R, G, and B), in relation to the discussed rasters,
are not available, which significantly reduces the effectiveness and practicality of using
pseudo-coloring in the process of electromagnetic infiltration. The obtained results of using
this type of image coloring for a full and limited range of changes in the amplitude values
of the pixels that make up the image are shown in Figures 15 and 16.

The use of typical commercial color palettes of raster generator solutions does not
give the expected results in the form of highlighting the sought data and improving their
perception. It is necessary, as presented at the beginning of the article, to propose a method
that allows changing the parameters of the color palettes used. The process of determining
the parameters of the exponential function E(x) is not a simple process and requires an
individual approach to each analyzed image, as shown in Figures 15 and 16. This is due to
the fact that the structures of the reproduced images are not the same. Thus, the values of
the amplitudes of the pixels building the sought data are not comparable. In addition, for
each image the range of changes in these values is different, which results directly from
the impact of Side Channel Attack on the form of the compromising emanations [36—40].
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Hence, it is necessary to use pseudo-coloring algorithms, which can also act as filters,
allowing for the selection of the data sought.

Figure 15. Cont.
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()

Figure 15. The result of applying the pseudo-coloring algorithm to the images shown in:
(a) Figure 10a, (b) Figure 10b, (c) Figure 10c, (d) Figure 10d, (e) Figure 10e, (f) Figure 10f, using
the “Hot” color palette with the parameters of the exponential function E(x) specified in Table 1.

127

127

. T
bqwerty
26QWERTYUI
26qwertyuiop|
2QWERTYUIO]

pasdfg :
OP[{]}ASDE1
[{]}asdf1234

22qgwertyuiopl{]

B 8 PSR @ AR

fom o WA UMM

Figure 16. Cont.



Appl. Sci. 2023, 13, 9496

17 of 27

0
A

T

*ﬁiﬂﬁiﬂﬁmﬁ%ﬁiﬁn

()

Figure 16. The result of applying the pseudo-coloring algorithm to the images shown in:
(a) Figure 10a, (b) Figure 10b, (c) Figure 10c, (d) Figure 10d, (e) Figure 10e, (f) Figure 10f, using
the “Radar” color palette with the parameters of the exponential function E(x) specified in Table 2.

Table 1. Parameter values of the exponential function E(x) for the “Hot” color palette.

Color Palette BER BEG BEB AER AEG AEB CER CER CER PER FER FER
I 255 128 0 500 500 500 255 255 255 0 0 0
I 168 84 0 330 330 330 255 255 255 0 0 0
I 84 42 0 166 166 166 255 255 255 0 0 0

Table 2. Parameter values of the exponential function E(x) for the “Radar” color palette.

Color Palette BER BEG BEB AER AEG AEB CER CER CER PER FER FER
I 255 150 210 190 390 270 255 255 255 0 0 0
I 168 100 140 125 256 178 255 255 255 0 0 0
I 84 50 70 62 128 90 255 255 255 0 0 0

5.2. Dependence of the Color Palette on the Structure of the Image

Due to the aforementioned variety of structures of reproduced images, one universal
form of the exponential function E(x) cannot be used to improve their perceptibility. For
each image, it is necessary to determine the appropriate parameters A, C, F, and Z. The
initial assessment of the effectiveness of the proposed pseudo-coloring methods was based
on visual analysis, which allowed to assess the perceptual abilities of the data contained in
the reproduced images. Then, a mathematical analysis of the contrast ratio of the images
obtained after applying the pseudo-coloring algorithm was carried out.

In order to show the need to use pseudo-coloring of the reproduced images in accor-
dance with the adopted methodology for modifying the color palette depending on the
properties of the analyzed image, color images (Figure 17) were compared with images
obtained for unmodified color palettes (Figures 15 and 16).
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Table 3. Parameter values of the exponential function E(x) for the “Own” color palette.
Parameters of E(x) Function
Image
BER BEG BEB AER AEG AEB CER CER CER FER FER FER
Figure 17a 72 70 12 70 80 90 255 255 255 0 0 0
Figure 17b 150 26 90 250 14 140 255 255 255 0 0 0
Figure 17¢c 130 120 22 120 146 124 255 255 255 0 0 0
Figure 17d 104 96 94 100 110 62 255 255 255 0 0 0
Figure 17e 97 30 20 90 46 90 255 255 255 0 0 0
Figure 17f 130 120 50 96 130 100 255 255 255 0 0 0
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Figure 17. Cont.
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Figure 17. Images after applying the pseudo-coloring algorithm, color palette, and waveforms of

the E(x) function for each RGB channel corresponding to images in: (a) Figure 10a, (b) Figure 10b,
(c) Figure 10c, (d) Figure 10d, (e) Figure 10e, (f) Figure 10f, for the parameters Ag, Br Cr and Fr
presented in Table 3.
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6. Evaluation of the Effectiveness of Using the Pseudo-Coloring Method
6.1. Subjective Assessment-Visual Assessment

The visual assessment of images obtained by using the proposed pseudo-coloring
method does not raise any doubts as to its effectiveness. Color images became clearer. They
allow you to see more details that were not seen when using the “Hot” and “Radar” palettes.
Additionally, the new images are friendlier to analyze. They do not force the user to strain
their eyes more, and at the same time there is no noticeable human fatigue with the analysis
of the received images, unlike the analysis of images in the form of reconstructed from
compromising emanations (grayscale) or after using the “Hot” and “Radar” color palettes.

The results obtained in the survey are presented in Table 4 (Figure 18) for Figure 10b,
Table 5 (Figure 19) for Figure 10d, and Table 6 (Figure 20) for Figure 10f.

Table 4. The results of the survey regarding Figure 10b.

Assessment Hot II1 Radar III Hot II Radar II Hot I Radar I Own
Women
1 7 3 4 7 1 1 0
2 2 6 7 3 1 1 3
3 2 7 6 4 4 0 0
4 0 1 1 3 4 10 4
5 4 5 3 5 3 1 2
6 6 1 0 1 6 6 3
7 2 0 2 0 4 4 11
Men
1 12 1 4 2 1 1 0
2 1 4 5 1 5 2 3
3 1 3 4 2 3 5 3
4 1 1 0 6 0 7 6
5 0 1 3 8 7 1 1
6 4 3 3 1 3 5 2
7 2 8 2 1 2 0 6
Women and men
1 19 4 8 9 2 2 0
2 3 10 12 4 6 3 6
3 3 10 10 6 7 5 3
4 1 2 1 9 4 17 10
5 4 6 6 13 10 2 3
6 10 4 3 2 9 11 5
7 4 8 4 1 6 4 17
Table 5. The results of the survey regarding Figure 10d.
Assessment Hot II1 Radar III Hot II Radar II Hot I Radar 1l Own
Women
1 0 2 2 6 9 4 0
2 20 3 0 0 0 0 0
3 0 6 6 10 0 1 0
4 0 0 0 0 7 14 2
5 1 8 11 2 1 0 0
6 2 4 3 4 5 4 1
7 0 0 1 1 1 0 20
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Table 5. Cont.
Assessment Hot II1 Radar III Hot II Radar II Hot I Radar I Own
Men
1 0 5 0 4 5 6 0
2 16 1 1 0 0 2 0
3 0 4 5 8 2 1 0
4 1 0 0 1 9 8 1
5 1 2 12 3 1 0 1
6 1 8 2 4 2 3 0
7 1 0 0 0 1 0 18
Women and men
1 0 7 2 10 14 10 0
2 36 4 2 0 0 2 0
3 0 10 11 18 2 2 0
4 1 0 0 1 16 22 3
5 2 10 23 5 2 0 1
6 3 12 4 8 7 7 1
7 1 0 1 1 2 0 38
Table 6. The results of the survey regarding Figure 10f.
Assessment Hot II1 Radar III Hot II Radar II Hot I Radarl Own
Women
1 0 2 6 2 6 2 1
2 5 10 2 2 0 0 0
3 11 6 0 1 1 0 0
4 2 0 4 8 5 0 0
5 1 1 7 6 4 0 0
6 0 0 0 0 3 13 3
7 0 0 0 0 0 4 15
Men
1 0 0 3 3 11 5 2
2 6 14 1 2 0 0 1
3 17 6 1 0 0 0 0
4 1 1 7 12 3 0 0
5 0 3 12 6 3 0 0
6 0 0 0 1 4 12 7
7 0 0 0 0 3 7 14
Women and men
1 0 2 9 5 17 7 3
2 11 24 3 4 0 0 1
3 28 12 1 1 1 0 0
4 3 1 11 20 8 0 0
5 1 4 19 12 7 0 0
6 0 0 0 1 7 25 10
7 0 0 0 0 3 11 29

The subjective assessment carried out shows a very large impact of individual human
feelings on the assessment of images. At the same time, it depends on the type of the
analyzed image. In each of the analyzed cases, the images obtained as a result of using the
coloring algorithm proposed by the authors (“Own”) received the highest marks.
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Figure 18. Perceptual evaluation of images obtained in the process of pseudo-coloring the image from
Figure 10a for the “Hot” and “Radar” palettes and proposed by the authors (“Own”): (a) women,
(b) men, (¢) women and men.
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Figure 19. Perceptual evaluation of images obtained in the process of pseudo-coloring the image
in Figure 10d for the “Hot” and “Radar” palettes and the one proposed by the authors (“Own”):
(a) women, (b) men, (c¢) women and men.
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Figure 20. Evaluation of the perceptibility of images obtained in the process of pseudo-coloring
the image in Figure 10f for the “Hot” and “Radar” palettes and proposed by the authors (“Own”):
(a) women, (b) men, (c¢) women and men.

The exception is the image shown in Figure 10a, for which the rating from the “Men”
group for the authors” algorithm is slightly lower than the image obtained as a result of
coloring with the “Radar III” palette.

Due to the small group of observers, the subjective assessment made as part of the sur-

vey conducted by the authors should be additionally supported by the objective (analytical)
assessment proposed earlier.

6.2. Objective Assessment-Analytical Assessment

The R, G, and B channels correspond to the color values of the individual channels
after pseudo-coloring the image using LUTs built on the basis of the exponential function.
The obtained contrast values are presented in Table 7 and Figures 21-23.
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Figure 21. Course of normalized contrast values for the YUV model.
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Figure 22. Course of normalized contrast values for the CIE RGB model.

-

Value of contrast
o o o ©

o N M O @

Hot |

om0 il |

Hot Il

Hot Il

bl

Radar |

Radar Il
Type of color palette

Radar llI

Own

Fig.10a mFig.10b mFig.10c mFig.10d mFig.10e mFig.10f

Figure 23. Course of normalized contrast values for the PAL/SECAM model.

Table 7. Values of contrasts for images after applying the pseudo-coloring process, calculated
according to relationship (4).

Palette Hot Radar
Own

Image I 11 I I 1I 111
YUV 0.0026512 0.0046064 0.0081283 0.0036653 0.0116501 0.0140982 0.0497592
Figure 10a CIE 0.0063892 0.0117433 0.0249793 0.0065622 0.0196473 0.0098841 0.0926253
PAL/SECAM  0.0042081 0.0076994 0.0167582 0.0051512 0.0155024 0.0117261 0.0708973
YUV 0.0001632 0.0004136 0.0005915 0.0001939 0.0004218 0.0021342 0.0586026
Figure 10b CIE 0.0004163 0.0010312 0.0012912 0.0003012 0.0005783 0.0036233 0.1073866
PAL/SECAM  0.0002643 0.0006762 0.0008860 0.0002453 0.0004874 0.0028314 0.0834581
YUV 0.0053963 0.0035169 0.0256489 0.0217748 0.0237056 0.0261622 0.0633578
Figure 10c CIE 0.0123991 0.0132530 0.0287953 0.0376571 0.0223081 0.0090442 0.1292737
PAL/SECAM  0.0082621 0.0082091 0.0259111 0.0300141 0.0231631 0.0141883 0.0949992
YUV 0.0360124 0.0485077 0.0812492 0.0553886 0.1386344 0.2628971 0.5413292
Figure 10d CIE 0.0878611 0.1155711 0.2158331 0.1005231 0.2269552 0.2313213 0.6057037
PAL/SECAM  0.0582031 0.0760741 0.1510181 0.0778012 0.1834874 0.2443833 0.5698482
YUV 0.0057972 0.0056191 0.0208911 0.0107352 0.0241296 0.0339188 0.0468369
Figure 10e CIE 0.0143161 0.0127981 0.0542322 0.0200633 0.0401144 0.0147353 0.0605910
PAL/SECAM  0.0094181 0.0084561 0.0371692 0.0153462 0.0323634 0.0218213 0.0530182
YUV 0.0049566 0.0035506 0.0456015 0.0209014 0.0226503 0.0206359 0.0612465
Figure 10f CIE 0.0112421 0.013662 0.0603922 0.0357751 0.0196924 0.0070372 0.1363647
PAL/SECAM  0.0074881 0.0083671 0.0513624 0.0286464 0.0211414 0.0111823 0.0968642

Visual evaluation of the obtained images after the pseudo-coloring process indicated a
significant improvement in the perceptibility of the data contained in them. In addition,
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the RGB color scale images revealed graphical data that were hard to see or invisible
(Figure 10b). The confirmation of subjective assessments are the contrast values calculated
according to Equation (6). In this case, the contrast values for each image are much higher
than for images subjected to pseudo-coloring using “Hot” or “Radar” palettes.

7. Conclusions

The article presents a method of colorization of images obtained in the process of
electromagnetic infiltration. In the method for creating LUTs, an exponential function was
proposed with parameters that make it possible to change the position of the function
course on the axis of pixel amplitude values of the image subjected to colorization and to
change its width. Appropriate selection of these parameters makes it possible to expose
the appropriate values of the image pixel amplitudes, and thus to highlight the important
data contained in the image. At the same time, the introduced colorization allows for the
analysis of images without causing user fatigue. The presented method also can be used to
analyze medical images for the presentation of poorly visible important elements.

The assessment of the effectiveness of the proposed method was based on visual
analysis and contrast analysis of the resulting image. The contrast analysis uses a method
based on the amplitude values of adjacent image pixels. Contrast values were calculated
for the original images reconstructed in the color scale of shades of gray for 8-bit color
depth and images after pseudo-coloring and transformation of the RGB color space into
the YUV, CIE, and PAL/SECAM color space. The Y (luminance) channel was used for the
calculations. Obtained results show that the proposed exponential function as an element
of determination of RGB values is more effective than the typical color palettes “Hot” or
“Radar”. Moreover, values of contrast calculated for three models of colors are more useful
in the process of the electromagnetic infiltration.

An important solution of the proposed pseudo-coloring method is the possibility of
shape selection of exponential function depending on the RGB channel. This means that
the shape of the exponential function is a kind of filter that can enhance or attenuate the
RGB components of the image.

Further work will focus on three main areas:

e the possibility of using the method in the automation of the image pseudo-coloring
process, taking into account the maximization of image contrast;

e analysis of the possibility of using pseudo-coloring of images containing data from
several sources of undesirable emissions in the field of data filtration from one source;

e proposals to use other functions (e.g., square or triangular) generating LUT values
and comparing their effectiveness.
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