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Abstract: Cyber resilience is a topic of extreme relevance to organizations in the most diverse segments
of activity, where the concept of resilience presents nuance in its different dimensions, in addition to
the need to recognize and distinguish the different stages that characterize the state of cyber resilience.
Thus, the aim of this article is to understand the various concepts of cyber resilience in its different
contexts and dimensions. To this end, bibliographic research was carried out through the process
of indirect documentation in articles, books, and publications on the subject. The main stages of
resilience were mapped, and an analysis was produced of how these stages have evolved over the
years. Finally, an updated proposal for standing for the stages of cyber resilience was presented,
based on the consolidation of proposals from the entire framework studied in this work. This review
emphasizes the importance of cyber resilience and understanding the stages that characterize cyber
resilience, highlighting the need for its further integration into the organizations in the most diverse
segments of activity management.

Keywords: resilience; cyber resilience; resilience stages; information security; cyber security

1. Introduction

Cyber resilience is an interdisciplinary field of study, being investigated from multiple
points of view [1]. Information and Communication Technology (ICT) has become strongly
integrated into economies and societies, where most socio-technical systems are designed
to function based on a stable environment [2]. The complexity of digital environments
leaves organizations more exposed to cyber threats, where the issue of cyber resilience has
grown in importance [3].

The digital transformation process has brought profound change to organizations
and has significantly altered the user experience, markets, relationships, and cultural
differences. The adoption of emerging technologies such as AI, big data, blockchain,
among others, while driving the digital transformation process, has brought significant
new security risks, highlighting the importance of cybersecurity as an essential component
for business resilience [4]. Cyber threats can be considered a universal problem that affects
all kinds of organizations [5]. Thus, the possible responses to security incidents are crucial
security challenges in both the public and private sectors, as well as in people’s private
lives in general.

A report by the European Union Agency for Cybersecurity (ENISA) on the 2023
threat landscape points to a significant increase in both the variety and quantity of cyber-
attacks. Partly influenced by the war in Ukraine, there is an expansion of hacktivism with
the emergence of new groups and an increase in cases of ransomware, as well as other
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threats such as malware, social engineering, threats against data, denial of service attacks,
manipulation and interference of information, as well as attacks on the supply chain [6].

Cyber-attacks are considered to be one of the most serious threats to organizations and
for those that rely heavily on Information Technology (IT), so generating value is not only
about avoiding cyber-attacks, but also about being able to respond in order to minimize their
disastrous effects on operations [7]. The challenge of keeping data secure is increasing at the
same speed as the quantity and variety of data being stored exponentially over the years,
requiring information security professionals to constantly seek alternatives to proactively
test and evaluate the physical and technical vulnerabilities of organizational systems, to the
extent that the defenses themselves increase the legal and reputational risks [8]. However,
cyber vulnerabilities and incidents not only affect an organization’s operations, but also
constitute a growing threat to economic, democratic, and social resilience [9].

In the public sector, security incidents are frequently observed in public administra-
tion units in all countries, where the security of the state and its citizens depends on a
cybersecurity culture to help ensure cyber resilience, especially in dynamic scenarios of
strong change such as that caused by the COVID-19 pandemic [10]. However, cyber threats
and security concerns also affect organizations in the private sector, where small- and
medium-sized companies are generally less mature in terms of security and resilience and
are more exposed to vulnerabilities [11].

Knowledge of factors associated with cyber resilience is increasing all the time, making
it imperative to adapt quickly to changes in order to properly understand the topic. [12].
Integrating the aspects of capacity and resilience has become crucial to the success of busi-
ness strategies, making the organization’s operations capable of facing complex challenges
and supporting the organization’s long-term growth [13].

Thus, the goals of this article are: (a) to understand the various concepts of cyber
resilience in their various contexts and dimensions; (b) to highlight the relevance of cyber
resilience for organizations in the most diverse segments of activity; and to (c) present a
proposal for representing the stages or phases that characterize the state of cyber resilience
based on the research conducted on the various definitions presented by the authors. In
this way, it is believed that the consolidation of the depiction of these stages will be useful
in future academic studies, harmonizing the many approaches discovered in the literature
by various writers.

2. Methods

The purpose of this research is to better comprehend the significance of numerous
ideas linked to cyber resilience and to offer a consistent presentation of the stages that
define cyber resilience.

The Web of Science and Science Direct databases were used to search for papers. The
inclusion criteria were research articles, review articles, conferences, and book chapters;
articles developed between 2015 and 2023 were also considered. The exclusion criteria
were articles written in languages other than English; repeated papers; articles that were
not related to the topic or were irrelevant to the research; and papers that did not clearly
present resilience concepts or definitions of resilience stages. The descriptors (resilience,
cyber resilience, concept, definition, phase, stage) were applied to the title, abstract, and
keywords, yielding 189 publications. After reading the title, abstract, and introduction,
48 articles were chosen for further reading. After reading these articles, a further 14 articles
were added after searching for works cited by the authors, making a total of 62 articles. In
total, 141 articles were excluded.

To identify the various stages that describe the cyber resilience cycle, this study carried
out an analysis of the different concepts presented by the various authors studied. Each
term described in the author’s definition of resilience was carefully identified, evaluated,
and grouped with other terms that had the same meaning.
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A schematic diagram illustrating the life cycle of cyber resilience has been constructed,
incorporating the recognized stages of cyber resilience. These stages have been categorized
into three distinct time periods: pre-crisis, crisis, and post-crisis.

3. Cyber Resilience: Fundamental Concepts
3.1. Concepts of Resilience in Its Various Contexts

The term resilience can be understood as the ability to maintain the necessary capacity
in the face of adversity [14]. It can also be understood as the “ability to adapt and recover
quickly from any known or unknown changes in the environment” [15] or even as “the
capacity of a cyber-system to perform effectively, regardless of the hazards” [5].

Presidential Policy Directive No. 21, issued by the American Government on 12
February 2013, sets forth a national policy for the U.S. government about the security and
resilience of critical infrastructure. Resilience, as defined in the directive, refers to “the
ability to prepare for and adapt to changing conditions and to withstand and recover
quickly from disruptions”. Resilience includes the ability to withstand and recover from
deliberate attacks, accidents, or natural threats or incidents [16].

It can also be understood as the “ability to withstand, absorb, recover from or success-
fully adapt to adversity or a change in conditions”, or in an expanded definition, it can
also be understood as the “ability of systems, infrastructures, government, businesses and
citizens to withstand, absorb, recover from or adapt to an adverse event that could cause
damage, destruction or loss of national importance” [17].

Hollnagel et al. [18] defines resilience as the “intrinsic capacity of a system to adjust
its functioning before, during or after changes and disturbances, so that it can sustain the
necessary operations under expected and unexpected conditions”.

3.1.1. Organizational Resilience

The International Organization for Standardization (ISO) defines organizational re-
silience as the ability to absorb and adapt to a changing environment to meet its goals.
It also adds that more resilient organizations can anticipate and respond to threats and
opportunities arising from sudden or gradual changes in their internal and external context,
where increasing resilience can be a strategic organizational objective, the result of good
business practices and effective risk management [19].

The ability to develop organizational resilience is a key factor in the operations of
organizations, as well as their ability to adapt and operate consistently over the long
term [20]. Organizational resilience has a dynamic and contextual approach, since an
organization’s level of resilience can change over time depending on the importance the
organization attaches to the topic (dynamic), as well as the specific needs that require
organizations to take a tailor-made approach (contextual) [21].

Organizational resilience is linked not only to the survival of organizations—i.e.,
their ability to produce quick and effective responses in times of adversity, facing their
strategic challenges and ensuring business continuity—but also to being able to contribute
to the evolution and growth of the organization based on the learning produced by the
adaptations and proactivity required in times of crisis, enabling the organization to acquire
a competitive advantage in complex and challenging business environments [22–24].

3.1.2. Operational Resilience

The Gartner Information Technology Glossary presents a slightly broader concept
of resilience, but one that also relates to security. The term operational resilience can be
understood as initiatives that expand business continuity management programs with
a focus on impacts, connected to risk appetite and tolerance levels in the event of an
interruption in the delivery of products or services to internal and external stakeholders,
such as employees, customers, citizens and partners [25].
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CERT/SEI, a cybersecurity division of the Software Engineering Institute, defines
operational resilience as the ability of an organization to continue to de-perform its mission
in the face of stress and disturbances that do not exceed its operational limit [26].

3.1.3. Cyber Resilience

Cyber resilience is part of the concern of organizational resilience, since cyber inci-
dents that jeopardize information security have the potential to damage the operation
of organizations, jeopardize the achievement of their strategic goals and cause financial
losses. “Organizational resilience refers to the ability of a system to adapt to change: a
very contemporary concept that is finding increasing importance in our ever-changing
society and is also taking on greater relevance in the cyber context. Therefore, the ability of
organizations to react to cyber-attacks and to evolve to a new robustness after successful
outbreaks recalls the concept of resilience and brings to the evolution of this concept that of
cyber resilience” [27].

Cyber security can also be understood as “the ability of a cyber physical production
system to respond to and recover from operational disturbances and risks” [28].

The Glossary of Information Security prepared by the Office of Institutional Security
of the Brazilian Presidency of Republic defines resilience as the “ability of an organization
or infrastructure to withstand the effects of an incident, attack or disaster and return to
normal operations” [29].

The NIST Computer Security Resource Center Glossary defines cyber resilience as
“the ability to anticipate, withstand, recover from, and adapt to adverse conditions, stresses,
attacks, or compromises in systems that use or are enabled by cyber resources. Cyber
resilience is intended to enable mission or business objectives that rely on cyber resources
to be achieved in a contested cyber environment” [30].

Another definition is presented by the World Economic Forum, where cyber resilience
is understood as “the ability of systems and organizations to withstand cyber events,
measured by the combination of ‘mean time to failure’ and ‘mean time to recovery” [31].

Other authors define cyber resilience as “the ability to continuously deliver the ex-
pected outcome despite adverse cyber events” [32] or as “the ability of a system to protect
itself from incidents of cyber-attacks and maintain an acceptable level of performance,
maintaining critical functionality and the timely restoration of the quality of services to the
level that existed before the incident” [33].

3.2. The Relevance of Cyber Resilience in Various Segments

In the literature, there are several studies on the cyber resilience of organizations,
whether they are public or private and in a wide range of segments: aviation, critical
infrastructure, the financial system, health, industry, supply chains, among others. In
recent years, there has been an increase in the number of cyber-attacks targeting Industrial
Control Systems, which are also used in critical infrastructure systems [34]. Cyber threats
represent a strategic risk and require joint work between the IT and business areas to
make effective decisions, since many failures stem from organizational issues rather than
technical problems [5].

3.2.1. Civil and Military Aviation

Cyber security and cyber resilience are emerging and urgent issues in next-generation
air traffic surveillance systems, where critical air navigation systems in civil aviation can
negatively affect the economic and political sectors, to the point that the International Civil
Aviation Organization—ICAO considers cyber security and cyber resilience as emerging
issues in the field of aviation worldwide [35]. In military aviation, cyber and electromag-
netic activities have become prevalent on today’s battlefields and the armed forces are
witnessing the introduction of increasingly complex and interconnected weapons systems,
to the point where US military doctrine classifies cyberspace as the fifth dimension of the
battlefield [36,37].
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3.2.2. Critical Infrastructures

Another segment where resilience is viewed with strong concern is critical infrastruc-
tures such as electricity, water treatment, and transportation. The growing adoption of
cyber-physical systems in modern industrial plants for water treatment and distribution
must consider the perspective of cyber resilience as a way of complementing a traditional
assessment of physical resilience, this point of view being a central issue for critical infras-
tructures, considering the potential social and economic consequences that a disturbance
can represent [38]. Risks associated with the integration of the computational, communica-
tion and physical aspects of critical cyber infrastructures, whose potential risks associated
with failures affect the guarantee of resilience [39]. As the world becomes increasingly
interconnected, the use of and dependence on Internet of Things (IoT) technology and
other self-adaptive systems increases, requiring greater cyber resilience of critical infras-
tructures, at the risk of catastrophic impacts on society as a whole, due to society’s growing
dependence on these systems [40]. Detecting, preventing, and mitigating cyber threats is a
concern for most organizations, especially those in critical infrastructure sectors [41].

3.2.3. Electricity

Power generation and distribution systems are critical infrastructures operated under
the control of intelligent devices and interrelated to cyber-physical processes character-
ized by vulnerability to cyber-attacks [42]. Strengthening cyber security and resilience
in the electricity sector has become a global necessity [43]. The use of intelligent energy
networks (known as Smart Grids) makes it possible to automate, monitor, and control
energy consumption, offering extremely reliable energy systems. Conversely, the use of
smart grids for communication increases the probability of attacks on these grids. These
attacks can lead to disruptions, such as inaccurate meter readings, false electricity demands,
and impaired protective mechanisms. Consequently, a resilient communications network
that can withstand cyber threats is necessary [44]. Still, on the subject of the electricity
sector, the concept of the microgrid—widely used for integrating distributed generation
units (e.g., photovoltaic units, diesel engines and wind turbines)—is capable of providing
improved services, but the cyber and physical structures of microgrids are more prone to
cyber and physical attacks [45].

3.2.4. Transport

In the transport sector, while advances in information technology and interconnec-
tivity have improved the efficiency of the transport infrastructure, they have also created
greater risk associated with cyber systems [46]. With the advance of new technologies and
applications, such as wireless technologies, mobile applications, cloud computing, artificial
intelligence, the internet of things, etc., cyber security is becoming increasingly important,
making it essential to build an environment conducive to increasing cyber resilience at
all levels and reacting to cyber-attacks when they occur [47].Even in maritime navigation,
cyber resilience has been a growing concern, where studies have been carried out to ex-
amine the properties of cyber resilience from three elements: combining information from
multiple sensors, diagnosing non-normal behavior and detecting changes [48].

3.2.5. Industry

In the industry sector, there are several studies that relate the concern between se-
curity and cyber resilience. One approach is cyber security and resilience mechanisms
for manufacturing applications using software-defined networks (SDN) [49]. Another
approach refers to resilience in the context of the cyber-physical system, based on ap-
proaches focused on the application domain and organizational aspects [50]. Industrial
Control Systems (ICSs), despite their great capacity for interconnection and adaptability,
are considered highly vulnerable, and attention needs to be paid to ICSs that deal with
critical infrastructure assets [51]. The study of resilience, especially when related to physical
infrastructure, has been extensively re-examined within risk analysis [52]. Industry 4.0
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comes with the promise of reconciling performance and agility, but with the expected
improvements also come new cyber threats, since there is a greater attack surface and
number of access connections [53].

3.2.6. Supply Chains

Attacks on supply chains have always been a source of concern for organizations, but
since 2020 we have seen a greater number of attacks and in a more organized way. This can
be explained in part by the fact that organizations have more robust security protections in
place and attackers are focusing on suppliers. Attacks on supply chains have a cascading
effect, since a successful attack on one supplier has the potential to affect a large number of
client companies, causing consequences such as system downtime, monetary losses and
damage to organizations’ reputations [54]. The advancement of emerging technologies
such as IoT and AI has led to changes in the relationships between supplier and consumer
organizations, since the most modern supply chains make massive use of technologies to
satisfy customer demands, compared to traditional supply chains, imposing new security
concerns due to co-connection networks and shared data [55]. Assessing the cyber resilience
of a supply chain becomes a crucial task to make organizations competitive and resilient to
invasions [56].

3.2.7. Financial System

The financial system has also been a frequent target of attacks for various reasons,
such as the potential financial gains from a successful attack; obtaining resources to finance
terrorist actions; or causing the collapse of national and global financial markets [57]. Data
protection has sought to use reliable and user-friendly digital identification systems to pro-
vide protection mechanisms that are secure and robust enough to guarantee the resilience
of various organizations, including banks [58]. Financial institutions are increasingly de-
pendent on digital technologies and are exposed to cyber-attacks, technical failures, human
error and natural disasters, so cyber resilience is becoming an urgent necessity [59].

3.2.8. Digital Health

The increased adoption of medical equipment and smart mobile devices has made
healthcare organizations more exposed to threats, especially the threat of Ransomware,
where the size and complexity of operations added to the numerous legacy and incom-
patible systems bring enormous challenges in implementing effective security measures,
requiring an in-depth study of the sector for its resilience [60]. The literature on resilience
in the field of health [61,62] highlights that the healthcare sector makes use of various
information technology resources that are considered critical infrastructures. These critical
infrastructures are the subject of security and resilience concerns, since cyber criminals
are attracted by the monetary potential of personal and health data stored by hospitals
and due to the growing number of incidents in the health sector in recent years. There is
also widespread adoption of information technology resources that integrate healthcare
systems and networks of connected medical devices, coupled with an increasing number
of cyber threats. It is therefore essential to ensure that these critical infrastructures are
protected, available and resilient against threats so that they can adequately support the
areas that make use of these technologies. Another concern in the field of Digital Health is
related to data privacy, especially due to regulations in recent years, for example GDPR in
the European Union. If an organization is not sufficiently resilient from a cyber point of
view, this can lead to the leakage of its patients’ personal data. Patient data privacy must
be properly managed in the digital transformation of healthcare systems, enabling better
organizational governance of healthcare organizations [4].

3.3. Typifying the Stages of the Cyber Resilience Cycle

The literature review shows that the various authors studied describe cyber resilience
in a dynamic represented by a cycle characterized by gradual stages of resilience, which
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can be summarized as follows: PR = Preparation|DT = Detection|RT = Resistance|
RP = Response|AD = Adaptation|RC = Recovery|LN = Learning.

A mapping was made of the various definitions found in the literature on the concept
of resilience, as well as the stages that characterize this resilience, as shown in Table 1.

Table 1. Mapping the stages of resilience in the reviewed literature.

Title Category Author Year PR DT RT RP AD RC LN

Understanding the management of cyber resilient
systems Cyber resilience [27] 2020 X X

Organizational Cyber Resilience: Management
perspectives

Stages of cyber
resilience [5] 2023 X X X X

Cyber Resilience—Fundamentals for a Definition Cyber resilience [32] 2015 X
Information Security Glossary Cyber resilience [29] 2019 X X

Cyber Resilience Progression Model Phases of cyber
resilience [63] 2020 X X X X X X

Department of Homeland Security Risk Lexicon Resilience [17] 2008 X X X
ICS-CRAT: A Cyber Resilience Assessment Tool

for Industrial Control Systems Cyber resilience [33] 2019 X X

Resilience engineering in practice: a guidebook Resilience [18] 2011 X X X
Security and resilience—Organizational

resilience—Principles and attributes
Organizational

resilience [19] 2022 X X X X

Does applying a circular business model lead to
organizational resilience? Mediating effects of

industry 4.0 and customers integration

Organizational
resilience [20] 2023 X X

Cyber resilience models of systems for
monitoring and operational dispatch control of

electric power systems

Stages of cyber
resilience [42] 2022 X X X X

The relationship between slack resources and
organizational resilience: The moderating role of

dual learning

Organizational
resilience [22] 2023 X X X

Social media use, corporate entrepreneurship,
and organizational resilience: A recipe for SMEs

success in a post-COVID scenario

Organizational
resilience [23] 2023 X X X X

A Maturity Framework for Operational Resilience
and Its Application to Production Control

Operational
resilience [28] 2018 X X

Developing Cyber-Resilient Systems: A Systems
Security Engineering Approach Cyber resilience [30] 2021 X X X X

CERT Resilience Management Model Operational
resilience [26] 2016 X

Presidential Policy Directive–Critical
Infrastructure—Security and Resilience Resilience [16] 2013 X X X X

Cyber resilience recovery model to combat
zero-day malware attacks

Stages of cyber
resilience [64] 2020 X X X X X

Resilience in the Cyberworld: Definitions,
Features and Models

Stages of cyber
resilience [65] 2021 X X X X X

Systems engineering handbook: a guide for
system life cycle processes and activities Resilience [14] 2015 X X

Partnering for Cyber Resilience: Risk and
Responsibility in a Hyper connected
World—Principles and Guidelines

Cyber resilience [31] 2012 X

Introduction to the Security Engineering Risk
Analysis (SERA) Framework

Stages of cyber
resilience [66] 2019 X X X X

How can new-energy vehicle companies use
organizational resilience to build business

ecological advantages? The role of ecological
niche and resource orchestration

Organizational
resilience [24] 2023 X

Cyber-physical resilience modeling and
assessment of urban roadway system interrupted

by rainfall

Stages of cyber
resilience [67] 2020 X X X

PR = Preparation|DT = Detection|RT = Resistance|RP = Response|AD = Adaptation|RC = Recovery|
LN = Learning.

4. Main Stages and Research Aims

This section of the article is a follow-up to Section 3.3, where the main concepts of
resilience presented by the authors studied were consolidated in Table 1. As can be seen in
Section 3.1, there are various concepts of resilience with different definitions. Investigating
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the concept of cyber resilience reveals nuances in its definition. The question then arises as
to what it really means for an organization to have cyber resilience.

Based on the various definitions of resilience brought by the authors in Table 1,
different verbs that demonstrate capabilities such as responding, recovering, adapting, etc.,
were identified in the text. These capabilities can be observed at different moments (here
called phases/stages) in a timeline in the face of an adverse event—a cyber incident, for
example—that puts the organization’s operations at risk if it does not have adequate cyber
resilience. Thus, the research question proposed for this study is to understand which
stages characterize cyber resilience.

Based on the concepts researched by the authors studied and consolidated in Table 1,
it was possible to map out seven stages used to characterize a resilience cycle: preparation,
detection, resistance, response, adaptation, recovery, and learning. The number of citations
for each stage can be seen in Figure 1, where the stages of resistance, response, adaptation,
and recovery are most frequently cited by the authors as stages that characterize a state of
resilience, while fewer authors present preparation, detection, and learning.
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Analyzing the authors that specifically address the subject of cyber resilience reveals
a modest variation, with resistance, adaptation, and recovery being the most referenced
stages, while preparation, detection, response, and learning are less cited, as shown in
Figure 2.

However, it is important to highlight that these concepts are evolving over time as our
understanding of the stages of cyber resilience evolves and new terms are adopted.
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Figure 3 shows how the concept of resilience has evolved over the years. Based on the
authors studied, resilience was initially understood as resistance, adaptation, and recovery,
and over the years and the progress of studies on the subject, other stages have been added,
allowing the characterization of new stages such as detection and learning, which are more
frequently found in the literature researched from 2020 onwards.
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Also based on the authors studied shown in Table 1, some of the stages in their
definitions have overlapping concepts. A regrouping of these stages is therefore proposed
by the authors of this work, trying to optimize the representation of cyber resilience,
particularly for the purpose of measuring cyber resilience in future field works (Figure 4).
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Figure 4 presents the mentioned proposal for cyber resilience states based on the
mapping carried out with the authors studied, suggesting 4 stages of cyber resilience:
Monitoring–Detection; Resistance–Absorption; Response–Adaptation; and Recovery–
Reconstruction.

The ‘Monitoring–Detection’ and ‘Resistance–Absorption’ stages are not always con-
sciously perceived by management, particularly in cases where the system is technically
self-sufficient to automatically monitor, detect, resist, and absorb a given adverse event.
Therefore, empirical assessments of these two stages would be subjective in nature. It
should also be noted that the ‘Monitoring–Detection’ stage is a process that is carried
out continuously and that its execution may overlap in different phases, i.e., monitor-
ing/detection will take place before, during and after a crisis. However, for the purposes of
representing cyber resilience, ‘Monitoring–Detection’ is the first stage of cyber resilience.
Empirical assessments of the ‘Response–Adaptation’ and ‘Recovery–Reconstruction’ stages,
on the other hand, could be made with reasonable objectivity since they are conducted
by management.

It is important to highlight too that the two other stages (Planning–Preparation and
Learning–Optimization) which, although they are not characterized as stages of resilience
per se (Figure 4), are equally relevant to resilience. One of them is the planning and
preparation stage—which precedes a crisis scenario—and is essential for achieving an
effective response to the four stages of resilience presented. Another important stage is that
of learning and optimization, since once a service has recovered and stabilized to the initial
conditions, the learning produced by an event can be considered to improve the resilience
system, adding this new knowledge to prepare an even more resilient system.

In this way, we have an initial time (t0) where a particular IT service is observed in
operation, when this service is monitored to identify adverse events (incidents) that could
impact its availability/capacity, i.e., its security.
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Once an adverse event (time t1) has been detected—based on the monitoring and de-
tection capacity of the previous stage—the resistance and absorption stage begin, where the
security systems can respond in an automated way or by human decision and intervention
to maintain their operating capacity, resisting and absorbing any negative impact produced
by this event.

However, in some situations, there may be a degradation of the service (time t2),
where there is a partial loss or complete failure of its operating capacity. In this way, the
response and adaptation stage begin, i.e., actions are taken to contain the event and ensure
the continuity of operations (even with reduced capacity).

Finally, activities are carried out to recover and rebuild the environment/service (time
t3) to re-establish the initial operating conditions.

Table 2 below provides a brief explanation of each of the stages that characterize
cyber resilience.

Table 2. Defining the stages of cyber resilience.

Stage Scenario Explanation

Planning–Preparation Before the crisis
It includes the structuring and implementation of cyber security

management processes to establish resilience capabilities in the operation of
IT services.

Monitoring–Detection

During the crisis

It aims to provide automated tools capable of monitoring the availability and
capacity of IT services, as well as identifying anomalies in operations and

alerting the responsible parties.

Resistance–Absorption This refers to the ability of established security systems to deal with a large
volume of adverse events without impacting IT operations.

Response–Adaptation
It relates to the ability of systems to contain malicious events and reconfigure

themselves in such a way as to preserve resources for maintaining IT
operations at satisfactory levels.

Recovery–Reconstruction
It implements measures to restore or rebuild the affected IT services to

satisfactory operating levels whenever there is a degradation or even an
interruption of these services.

Learning–Optimization After the crisis

It refers to the use of knowledge generated by previous cyber incidents to
promote improvements in processes, staff training and the configuration of
security solutions, improving the capacity of the whole cyber security system

to deal with adverse situations.

5. Challenges and Future Directions

Cyber resilience has been the subject of numerous studies over time, but various
aspects related to this subject still pose challenges and require more in-depth research.
The following are issues related to the study of resilience from the point of view of
some researchers.

The digital transformation, driven by the COVID-19 pandemic, has opened up space
for cybercriminals to exploit vulnerabilities [4], while the assessment of cyber resilience has
not advanced and is still in its infancy, requiring studies to develop robust and systematic
assessment methods, traditionally anchored in two types of approaches: metrics-based and
model-based [68].

Developing resilience requires a transition from conventional security measures to
evolutionary and predictive approaches. While the conventional approach is based on
static security measures, an evolutionary approach makes it possible to constantly improve
cyber resilience based on adaptive defense tactics, allowing organizations, based on the
history of previous incidents, to better understand their risks and evolve in the prevention
of cyber-attacks. The predictive approach, on the other hand, will allow an organization
to use data and analysis to predict potential threats, allowing the organization to adapt to
new scenarios and provide more effective responses [13].
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Adversarial training has proven to be an effective defense approach in training deep
learning models to increase adversary robustness and can thus be improved and used to
deal with attacks in general [69]. This is because, unlike conventional models, an additional
step is added to the training of the model, where in addition to clean data, contradictory
data is also used, increasing the robustness of the model against adversarial attacks [70,71].
Thus, the concept of adversarial training can also be used in cyber defense systems, in-
creasing the resilience of these defense systems in the Monitoring–Detection, Resistance–
Absorption, Response–Adaptation phases and especially in the Learning–Optimization
phase. However, learning algorithms for cyber-attacks based on adversarial training still
need to be explored [72].

Security and resilience in Industry 4.0 is also a challenge and requires an approach
not only from a management point of view but also from an IT point of view, taking into
account the three layers of exposure of cyber-physical systems: physical, network and
computing [73]. Another cause for concern and one that requires more advanced studies
are technologies that are considered radically new, such as AI, 5G, and 6G, the use of
the cloud, high-performance computing, IoT and quantum computing [9]. Therefore, in
order to make an organization more resilient, it is necessary to advance in the combination
of cyber resilience and cyber security [5]. The cybersecurity capability framework also
merits future research, in order to investigate the measurement of resilience levels of
organizations’ critical infrastructures from a socio-technical systems perspective to study
the interrelationships between non-technical cybersecurity practices, human factors, and
technical cybersecurity practices [74].

The resilience of electrical networks against possible cyber-attacks requires the imple-
mentation of algorithms and architectures in real-time simulation environments in order
to optimize the performance of the cyber physical system in a cloud environment [75]. It
is also necessary to advance the resilience perspective of cyber-physical systems to the
detriment of traditional risk-based approaches, focusing research not only on investigating
resilience from a technical perspective, but also from a socio-technical dimension [50].
One opportunity to improve the resilience of cyber-physical systems is to include natural
disasters in the planning of such systems and to improve defense strategies [76].

In the healthcare field, cybersecurity is essential to ensure the privacy of patient
data and the safety of medical devices. The adoption of emerging technologies, such as
artificial intelligence (AI), big data, blockchain and cloud computing, has boosted digital
transformation just as it has brought security risks. As such, organizations need to be fully
aware of the threats that arise throughout the digital transformation process in order to
provide greater resilience to healthcare organizations [4]. However, implementing security
in the health sector remains a significant challenge due to the difficulty of implementation
in the health sector, and more research is needed to understand this difficulty, not limited
to issues related to the technology required, as well as the adoption of a sustainable and
systematic approach to safety management [77]. Digital transformation in the health sector
is becoming increasingly important in a post-industrial and knowledge-based society, where
radical innovations in information technology necessitate effective management in terms
of cybersecurity and resilience, despite the fact that there is still a lack of a comprehensive
understanding of the factors that drive resilient and sustainable digital transformation in
the health domain [78].

The complexity, breadth, and persistence of cyber-attacks means that there is a need
for comprehensive research on the subject and not just from the perspective of a single
discipline, i.e., there is a need for collaborative and interdisciplinary research [79].

In addition to the contributions made by this article, there are many other challenges
related to the study of cyber resilience. Some of these challenges have already been listed
above by the authors studied and others could be the subject of more in-depth studies
proposed for future work. In addition, the authors of this article highlight the following
gaps and challenges:
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- How can we achieve a unified approach to managing an organization’s risks, bringing
organizational risk management closer to cyber risk management? In other words,
how can cyber resilience issues be aligned with organizational resilience?

- How can we assess an organization’s maturity in terms of its cyber resilience manage-
ment processes? Which model should be chosen from the many available, or even in
which cases should such a model be developed given a particular segment or sector?

- If a model needs to be developed, which reference documents (frameworks, guides,
standards, etc.) should be adopted? Which scales (descriptors, levels, etc.) are
most appropriate?

- What factors (human, political, cultural, etc.) can directly or indirectly influence
cyber resilience?

- How can the government and academia contribute to raising awareness and improving
the cyber resilience of organizations?

- How can resources such as automation and artificial intelligence (AI) help organiza-
tions’ cyber resilience processes?

6. Conclusions

The study of resilience has been a highly relevant area of knowledge for organiza-
tions in all sectors, whether public or private, because resilience is required to ensure the
continuity of an organization’s services in unexpected circumstances and its survival in
crisis scenarios. Section 3.1 presented the most varied definitions of resilience found in the
literature for several concepts of resilience (organizational resilience, operational resilience,
and cyber resilience).

Section 3.2 also looked at cyber resilience is one of the factors that concern organi-
zations and demands focus for its appropriate understanding, planning, and effective
adoption, considering the strong dependence of organizations on digital technologies to
carry out their business, independent of their sector (industry, aviation, finance, etc.).

The analysis of cyber resilience concepts reveals that, in general, there is agreement
that cyber resilience can be defined as the ability to resist, respond, and adapt in crisis
situations. Section 3.3 mapped the definition of resilience given by the authors studied
and consolidated it in Table 1. Section 4 analyzed these different proposed stages and their
evolution over the years and presented a proposed representation of the stages of cyber
resilience (Figure 4).

Thus, cyber resilience can therefore be characterized in four basic stages, in response
to a crisis: Monitoring–Detection, Resistance–Absorption, Response–Adaptation, and
Recovery–Reconstruction. In addition, there is also a Preparation–Planning stage (before a
crisis) and a Learning–Optimization stage (after a crisis) (Table 2).

Although there is no consensus in the literature about the stages of resilience planning
and post-crisis learning, in general, the Preparation–Planning stage is more concerned with
information security management, i.e., the efforts needed to structure and improve security
actions, while the Learning–Optimization stage is more concerned with improving the
resilience system.

Finally, it is important to note that this study will serve as a basis for evaluations of
resilience in organizations, as part of an empirical study that the authors of this paper are
preparing. Although the proposed model for representing the stages of cyber resilience
may still present nuances related to the interpretation of the literature review, we are
confident that such kind of empirical study brings consistent contributions to the cyber
resilience field.
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