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Abstract: Performance analysis of continuous-variable quantum key distribution (CVQKD) has been
one of the focuses of quantum communications. In this paper, we propose an approach to enhancing
the secret rate of CVQKD with the multi-core fiber (MCF) system that transmits multiple spatial
modes simultaneously. The excess noise contributed by the inter-core crosstalk between cores can be
effectively suppressed by quantum channel wavelength management, leading to the performance
improvement of the MCF-based CVQKD system. In the security analysis, we perform numerical
simulations for the Gaussian-modulated coherent state CVQKD protocol, considering simultaneously
the extra insert loss of fan-in/fan-out (FIFO), which is the extra optical device that should be
used at the input and the output of the fiber. Simulation results show that the performance of
the one-way and two-way protocols for each core are slightly degraded because of the insert
loss of the FIFO, but the total secret key rate can be increased, whereas the performance of the
measurement-device-independent CVQKD protocol will be degraded due to the effect of the insert
loss of the FIFO. These results may provide theoretical foundation for the space-division multiplexing
CVQKD system.

Keywords: quantum cryptography; continuous-variable quantum key distribution; multi-core fiber

1. Introduction

Since Bennett and Brassard presented the first quantum key distribution (QKD) protocol, i.e.,
BB84 protocol [1], lots of groundbreaking researches of QKD have emerged. The previous QKD
was based on discrete variable (DV) that encodes information into a single photon state. However,
the generation and detection of single photons still remain a significant technology challenge in
DVQKD. Fortunately, an alternative approach, continuous-variable (CV) QKD [2], was proposed as it
can be compatible with mature components and technologies of classical communication, resulting in
high detection efficiency. CVQKD has been proved to be secure against general collective attacks,
which are optimal in both the asymptotic case [3,4] and the finite-size regime [5-7]. To lift the security
loopholes of the local oscillator (LO) and the detector, the locally generated LO schemes [8-10] and the
measurement-device-independent (MDI) schemes [11-13] have been proposed recently. In experiments,
long distance of up to 150 km [14], high speed of up to 12 Mbit/s [15] and high security MDI quantum
cryptography [16] in CVQKD have also been achieved.

In the last decade, theoretical performance analysis of CVQKD has been suggested [17-24].
Moreover, multiplexing technologies, which are based on wavelength, polarization, phase and
orbital angular momentum, have been demonstrated for the CVQKD system to improve its
performance [15,25-27]. However, the rate at present is far from meeting the needs of the practical
implementation. How to increase the secret key rate is still worthy of further investigation. In the last
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few years, to avoid a capacity crunch in the single-mode fiber (SMF), space-division multiplexing (SDM)
technique has been proposed to further increase the data bandwidth in classical communications.
One realizing approach of SDM is to use multi-core fiber (MCF). Through using it, another multiplexing
dimensionality—spatial dimension—is able to be fully utilized to increase the secret key rate.
The contained cores of the MCF can be exploited as parallel channels for independent signals and
hence the data bandwidth can be multiplied. Recently, experimental demonstration has been made for
DVQKD based on the SDM technique over a MCF [28-30], which opens a way for CVQKD to break
through the bottleneck of the secret key rate in the traditional SMF-based system.

In this paper, we propose the MCF-based CVQKD scheme, which can increase the secret key
rate via transmitting multiple spatial modes simultaneously. The excess noise contributed by the
inter-core crosstalk between cores can be effectively suppressed by using quantum channel wavelength
management between cores. As extra optical devices of the fan-in/fan-out (FIFO) should be used
at the input and output of the fiber, the insert loss of these devices should also be considered. We
perform simulations based on the Gaussian-modulated coherent state CVQKD protocol and numeric
results show that the performance of the one-way and two-way protocols for each core may be slightly
degraded because of the insert loss of the FIFO, but the total secret key rate can be significantly
improved. However, the performance of the MDI CVQKD protocol will be degraded due to the effect
of the insert loss of the FIFO.

This paper is arranged as follows. In Section 2, we show the channel characteristic of the
MCEF-based CVQKD. In Section 3, we present the performance analysis of the MCF-based CVQKD
protocols in terms of the secure key rate. Finally, we draw conclusion in Section 4.

2. The MCF-Based CVQKD

The MCEF constrains several cores in the same cladding, where each core can be seen as a single
SMF transmitting signals independently. Compared with the SMF, all the cores in the MCF can be
exploited as parallel SMFs for independent signals so that the communication capacity can grow
exponentially. Figure 1a shows a common 7-core MCF. However, this multi-core structure will bring
out some challenges. For example, extra optical devices, fan-in and fan-out, must be inserted at the
input and output of the MCF. The insert loss of these components should not be neglected. In addition,
the electric field of mode in each core is not completely confined to the core, but part of the cladding,
as shown in Figure 1a. Consequently, as all the cores are confined in the same cladding, the electric
field at each wavelength in the individual core of MCF will transfer into adjacent cores through
evanescent field coupling, as shown in Figure 1b. As a result, the inter-core crosstalk, which has the
same wavelength with the launched signal, is generated. Usually, the CVQKD system is sensible with
the magnitude of excess noise. The inter-core crosstalk between cores may increase the excess noise
and then degrade the performance of the CVQKD system. Therefore, the impact contributed from the
inter-core crosstalk should be taken into account. It will be accumulated linearly along the fiber length,
which can be attributed to randomly perturbation caused by fiber imperfection [31]. Its magnitude
depends on fiber length and coupling coefficient, which is determined by fiber bend, fiber twist,
the electric field differential propagation constant 3 of two cores, core pitch, mode coupling coefficient
and correlation length [31-33]. As described in [32], the inter-core crosstalk X T}, from core m to core
n can be evaluated by

XTyn = tanh (L), 1)

where fiy, is the coupling coefficient between core m and core 7, and L is the transmission distance.
XTyun should be understood as the output power ratio of core n to core m. The leakage power
contributed from the inter-core crosstalk from core m to core n can be estimated in power by
PYF(L) = XTyun TPy, (0) with T = 10~%L, where P, (0) is the input power of core m, T is the
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transmittance of the fiber, and « is the fiber loss coefficient. In mean photon number, the formula above
can be rewritten as

A

(NX7(L)) = XTun T(N™(0)) = tanh (T L) (N"™ (L)), @

where (N"(0)) is the input mean photon number of the core m, and (N (L)) is the output mean
photon number of the core m.
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Figure 1. Multi-core fiber and the illustration of inter-core crosstalk. (a) A common 7-core MCF and
the transverse distribution of the optical field in a single core. (b) The inter-core crosstalk between two
cores. (c) The time delay of pulses between two cores. A} is the time delay between the phase reference
pulse in core m and the most nearby quantum signal pulse in core #n. A is the time delay between the
quantum signal pulse in core m and the most nearby quantum signal pulse in core n. ¢; is the time
delay between quantum signal pulse and phase reference pulse in the same core and t; = A — A].
We assume A} < 0 for the case in (c).

If the above inter-core crosstalk has the same wavelength with the quantum signals, it will
contribute to the in-band excess noise as it is in the same spatiotemporal mode as the LO of the core
n, where the LO is generated locally or transmitted with quantum signal. The CVQKD systems at
present are all pulse system. In order to estimate the above excess noise, we consider the impact of the
adjacent cores’ quantum signal pulses and phase reference pulses, which are overlapped temporally
with the quantum signal pulse in the interested core. Figure 1c shows the time delay between one
core’s quantum signal pulse and the adjacent core’s quantum signal pulse and phase reference pulse.
Therefore, assuming the wavelength of quantum channels in core m and core n are equal, the excess
noise contributed by the inter-core crosstalk from core m to core n referred to the input can be given by

Exr = Exr + & 3)
with
N h r_ky2 Y T r_k\2
ref 177F77'2<Nf;}t>tanh(hm,1L) 1 e—%_( ;’;;f)tanh(han) 1 e_(At27?> “
XT 2 T?7F1’] — T Pt 7
N I s_ky2 " 7 s_ky\2
dg _ 17P1 2ANGE) nh(nl) & EOEE (NG tanh (L) (1L S0
XT = E T e t = T e f , (5)
N [t} =
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where A] is the time delay between the phase reference pulse in core m and the most nearby quantum
signal pulse in core 1, Aj is the time delay between the quantum signal pulse in core m and the
most nearby quantum signal pulse in core #, 0} is the half-width of the pulse (at 1/e-intensity point),
e~ (AI=k/R)?/20¢ and ¢~ (8i~k/R)*/207 gre the overlapping factor [34], (Nfg}f) is the mean photon number
of the phase reference pulse in the core m, <N;’12‘f> is the mean photon number of the quantum signal
pulse in the core m, (,‘;gé is the excess noise contributed by the phase reference pulses, C;gT is the excess
noise contributed by the quantum signal pulses, R is the repetition rate of CVQKD system, #r is the
insert loss of the FIFO, 7 is the detector quantum efficiency. We only consider the adjacent 3 quantum
signal pulses and phase reference pulses (corresponding to k = —1,0, 1), and others’ impact can be
neglected as the overlapping factor will be too low. The phase reference pulse would be the LO pulse
or the weak reference pulse [8-10]. We assume that all the pulses are the Gaussian pulse shape with the
same pulse width. Note, as the coupling between cores occur randomly, the polarization state of the
crosstalk will be randomized and chaotic. Consequently, there is a factor of 1/2 in Equations (4) and (5)
due to the polarization selection of the LO. According to Equation (4), we show the excess noise
contributed from the weak reference pulses in Figure 2, where the pulse width is 50 ns, « is 0.2 dB/km,
R is 1 MHz and the coupling coefficient takes an ultra-low value of —90 dB/km [31]. Usually,
the mean photon number of the weak reference pulse is about 100~1000 at the fiber output. Therefore,
the resulting excess noise contributed from the weak reference pulse cannot be neglected when A}
approaches to zero. We do not show the impact of the quantum signal pulse as its impact is much lower
than the weak reference pulse’s, although the quantum signal pulse’s impact will be non-negligible
when h;;; > —80 dB/km, (N:i‘g) = 10 and A] = 0. We also do not show the contribution of the LO,
as its mean photon number (10® as usual) is much larger than the weak reference pulse so that its
excess noise contribution is unbearable. Consequently, the excess noise contributed by the inter-core
crosstalk may become very large for the MCF-based CVQKD when the wavelengths of quantum
channels in all cores are equal, even though the using of the ultra-low crosstalk MCEF. In practice,
for the improvement of the communication capacity, we should use a smaller core pitch and hence
more cores MCF, leading to a larger coupling coefficient. Therefore, an effective suppression of the
impact of the inter-core crosstalk can increase the secure key rate of MCF-based CVQKD system.
Note, the calculations above assume that the time delay of A} and A} between pulses are invariable.
This assumption may not follow the real situation when we use heterogeneous MCEF, but this does not
affect our analysis above as we can use an average value to take the estimation.
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Figure 2. The excess noise contributed from the weak reference pulse as a function of the transmission
distance and A}. SUN, shot noise units.
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To suppress the impact of the inter-core crosstalk to the quantum channel, we consider this
problem in three points. First, we can monitor pulses time delay between cores constantly. This method
is feasible for few-core and low-speed MCF-based CVQKD system as the pulse period is large and
the adjacent cores of one core is few. However, this approach will increase the system’s cost, which is
increased with the system’s core number and the repetition rate. Therefore, it is not a good solution.
Second, we consider using a low coupling coefficient MCF so that the excess noise contributed by
the inter-core crosstalk is lower than 0.001Nj (Nj is the shot noise), and hence this excess noise can
be neglected [35]. This method is straightforward. However, it will bring about challenges of MCF
fabrication technique or decrease the total communication capacity of the system. Take the central
core of a 7-core MCF for example. For the transmitted LO scheme, the coupling coefficient should
be lower than —157 dB/km when the output mean photon number of the LO is 108. It is so hard to
fabricate a so low coupling coefficient MCF, when maintaining a relatively small core pitch (45 um
for example [31]). For the locally generated LO scheme, the conservative value of the coupling
coefficient should be lower than —107 dB/km when the mean photon number of the weak phase
reference pulse is 1000. The fabrication of this value of coupling coefficient for MCF is also a challenge.
Actually, one can increase the core pitch to decrease the coupling coefficient of MCEF, but this approach
will also decrease the core density of MCF and degrade the total communication capacity indirectly.
Therefore, using a low coupling coefficient MCF to remove the impact of inter-core crosstalk is not
preferred in practice. Note, the excess noise should be the sum of all the adjacent cores” contributions,
and the conservative estimation of the coupling coefficient above is under the assumption of A} =
and L = 100 km. Third, we consider staggering the wavelength of quantum channel in each core.
If the wavelength of the inter-core crosstalk differs from the wavelength of the quantum channel,
it can be removed by filtering technology at the receiver [36]. Moreover, the mode selection of the
LO can restrict this noise further [37]. Consequently, this method can be ready to realize in present
technology and appears good at noise suppressing. To restrict the impact of the inter-core crosstalk,
we propose the channel wavelength distribution scheme in Figure 3, where all the wavelengths of
quantum channels are different. Under this condition, the wavelength of the inter-core crosstalk in
each core will be different from the wavelength of quantum channel and this crosstalk can be removed
out at the receiver. Therefore, a good channel wavelength management can put down the impact of
the inter-core crosstalk.
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Figure 3. Different distribution of quantum channel wavelength in each core.
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3. Performance Analysis

We have demonstrated the characteristics of the MCF-based CVQKD system. Figure 4 depicts
the MCF-based CVQKD protocol, including the one-way or two-way CVQKD protocols [8,17] and
the MDI CVQKD protocol [38]. The global parameters that are used for simulations are the fiber
loss coefficient a and the electronic noise v,;, quantum efficiency 5 of the homodyne detector and
the system excess noise €, the reconciliation efficiency § and the insert loss of the FIFO 7. All the
above parameters are given in simulations with the values « = 0.2 dB/km, v,; = 0.01Np, 7 = 0.719,
€0 = 0.01Np, B = 0.95 and ¢ = 1.1 dB, 0.5 dB or 0 dB, respectively [8,14,28].

e
T . Bob
R :

MCF

@

(@)

Charlie

Figure 4. The MCF-based CVQKD protocols. (a) The one-way or two-way CVQKD protocol. (b) The
MDI CVQKD protocol. FIFO: fan-in/fan-out.

For the one-way CVQKD protocol, the secure key rate with reverse reconciliation under collective
attacks is given by [8,17]

K = Blap — XBE, (6)

where [4p is the Shannon mutual information between Alice and Bob, and xpr is the Holevo
bound in the information between Bob and Eve. Appendix A gives the calculations of I4p and
xBE. The numerical results of the one-way protocol are shown in Figure 5, where (a) and (b) represent
the results of the transmitted LO scheme while (c) and (d) represent the results of the locally generated
LO schemes. Here Alice’s modulation V4 is set to 4Ny and 20N in Figure 5a,b, and 40N in Figure 5¢,d,
respectively. As shown in Figure 5 we find that although the secret key rate of one-core-based CVQKD
may be slightly smaller than that of the original SMF-based CVQKD, the total secret key rate is still
improved for the MCF-based system. The decreasing secret key rate of one-core-based CVQKD is due
to the insert loss of the FIFO. When this insert loss decreases to a threshold, its impact can be nearly
neglected, as the violet lines shown in Figure 5a,b, where the insert loss of the FIFO is set to 0.5 dB.
We can also find that the insert loss of the FIFO has less influence to the transmitted LO scheme than
the locally generated LO scheme, especially when V is close to the optimal value of 4Ny. This result
can also be reflected by the simulation of tolerable excess noise. We have shown the tolerable excess
noise for one-way protocols in Figure 5e,f, when 7 takes different values. It shows that the locally
generated LO scheme is more sensitive to the insert loss of the FIFO. Therefore, with lower insert loss
of the FIFO and more cores of MCE, the performance of the MCF-based one-way CVQKD protocols
can be improved better. We note that the numerical results of the two-way protocol is similar to that of
the one-way protocol, and hence can be ignored for simplicity.
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Figure 5. The secret key rate and the tolerable excess noise of MCF-based one-way CVQKD protocols,
when using different values of #r. (a) CVQKD with transmitted LO for V4 = 4Njy. (b) CVQKD with
transmitted LO for V4 = 20Np. (¢) CVQKD with locally generated LO for Vg = 100V,4. (d) CVQKD
with locally generated LO for Vg = 50V}. (e) The tolerable excess noise for the transmitted LO scheme.
(f) The tolerable excess noise for the locally generated LO scheme. V4 is set to 40Nj for the locally
generated LO scheme. In the results of secret key rate, the black lines are for the SMF-based system,
the red dotted lines are for the one-core-based system, the blue lines are for the 7-core-based system
and the green dash dotted lines are for the 30-core-based system, the violet solid lines are the results
for the case of using SMF, i.e., yr = 0 dB.
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For the MDI CVQKD protocol, the secret key rate under Gaussian attacks is given by [16]

_ 2
R—g( TaX _1>_ {TATBX (TA+TB)] I 2[2(TA+TB)]I @
TA+ 1B |Ta — 8|(TA + TB) e|ta — X
where glx) = Hllogil - lopil, T = g0tz = gp10 e,

and x = 2(t4 + 1)/ TaTB + €0- L4 is the distance between Alice and Charlie, and Ly is the distance
between Bob and Charlie. However, we could not obtain a positive secret key rate for #r = 1.1 dB.
The reason is that the insert loss of 1.1 dB is equivalent to an extra distance of 5.5 km, which is
equivalent to add 5.5 km initial distance between Alice and Charlie. Unfortunately, the secure distance
of the MDI CVQKD protocol will decrease rapidly with the distance between Alice and Charlie [16],
which prevents us to obtain a positive secret key rate for 7r = 1.1 dB. Furthermore, although 7 is set
to 0.5 dB or 0.1 dB, the secure transmission distance is also short with L 4 ~ 0, as shown in Figure 6,
where the reconciliation efficiency is set to 1. In practice. The results in Figure 6 may become even
worse since the reconciliation efficiency is not able to achieve 1.

We also show the tolerable insert loss of the FIFO for the MDI scheme in Figure 7, when fixing the
distance between Alice and Charlie for difference values. It shows that the secure distance between
Alice and Bob is able to reach a longer value of up to 50 km when 7 is low enough. It also shows the
shorter L4 is, the larger toleration of 77 can be achieved.

ne=0.5 dB Secr.et key rate ne=0.1dB Secret key rate
2.0 (bit/pulse) 6 F_— (bit/pulse)
0516 2530
0.464 2277
0.413 2.024
0.361 1.771
0310 1518
0.258 1265
0.206 1.012

0.759
0.506
0.253
0.000

0.155
0.103
0.052
0.000

Figure 6. The secret key rate of one core for the multi-core-based MDI CVQKD protocol. (a) 7r = 0.5 dB.
(b) g = 0.1 dB. #F is the insert loss of the FIFO. Alice and Bob’s modulation are much larger than 1.
L 4 is the distance between Alice and Charlie. Ly is the distance between Bob and Charlie.

0.8

——L,=1km |
---LA=O.1 km

Tolerable 7, (dB)

Ly (km)

Figure 7. The tolerable insert loss of FIFO when fixing the distance between Alice and Charlie. The black
solid line represents the result of L 4 = 1 km. The blue dashed line represents the result of L4, = 0.1 km.
The red dotted line represents the result of L4 = 0.01 km.
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4. Conclusions

We have proposed the performance analysis of the MCF-based CVQKD. The excess noise
contributed by the inter-core crosstalk can be effectively suppressed by quantum channel wavelength
management between cores. As extra optical devices of FIFO should be used at the input and output of
the fiber, the insert loss of these devices should also be considered. In the security analysis, we perform
numerical simulations based on the Gaussian-modulated coherent state protocol. Simulation results
show that the performance of the one-way and two-way CVQKD protocols for each core are slightly
degraded because the insert loss of the FIFO, but the total secret key rate can be improved obviously.
The performance of the MDI CVQKD protocol will be degraded because of the insert loss of the FIFO,
which can be seen as an equivalent initial distance between Alice and Charlie. These results may
provide theoretical foundation for the SDM in the CVQKD system.
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Appendix A. The Secret Key Rate Calculation of the One-Way Protocol

In this section we give the secret key rate calculation of the one-way protocol. The equivalent
entanglement-based (EB) description is used to for the security analysis. We first come to the
transmitted LO scheme. The mutual information of Alice and Bob can be written as [17]

log2 ‘1/: )’(‘t:’: (A1)
with
Xtot = Xline + Xns (A2)
Xline = % + €o, (A3)
Xn = W (A4)

where V = V4 + 1 and V, is the modulation variance of Alice, T = n¢T. The Holevo bound in the
information between Bob and Eve can be given by

xBE—ZGO )ZG( ) (A5)

where G(x) = (x + 1)logz(x + 1) — xlogpx. The symplectic eigenvalues A1, and A3 4 are given by

B, = laxyar-ap), (A6)
A3, = [C+vC2-4D], (A7)

2

— N
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with
A = VA1 =2T0) +2Tc + (To)*(V + Xiine), (A8)
B = Tcz(VXline)Z/ (A9)
TC(V+Xtot)
V+\/§Xh
D = VB——2h, Al1l
TC(V+Xtot) ( )

The symplectic eigenvalue A5 = 1.
Then, for the locally generated LO scheme, the covariance matrix of the final Gaussian state pg B
shared between Alice and Bob can be written as [8,39]

Vil Co
G _ a Z
’)/AB - ( (CU,Z Vb]l ) s (A].Z)

where I is diag(1, 1), 07 is diag(1l, —=1), V, = Va+1, V, = T.(V+x), C = cosg/T.(VZ—1)
for the locally generated LO scheme. Here T, = nryT, x is the channel noise and is equal to
(1-T.)/Te+vy/Te + €. cosg = [ deP(p)cosp and P(g) is the probability distribution of the
phase estimation error ¢. Therefore, I 4p can be written as

1 v’
IAB = —lo p— (A13)
2 82 <Vu|b>
with V' = (V, 4+ 1)/2 and V,, = V' — C?/2V},. The Holevo bound xpg can be given by
A -1 A —1 A =1
XBE—G< . >+G< . )—G( . > (A14)

The eigenvalues A} and A} are given by

P 1 (A +/A2 - 411))2) (A15)

2

with A = VZ? + V2 — 2C? and D = V,V}, — C2. The square of symplectic eigenvalue A} reads:

(CZ
AN =V (V, — =). (A16)
Vi
Note, C? can be written as [8,24]
2 2 —2 2
C* =Te(Vy —1)cosp™ = Te(Vy; —1)(1—Vp) (A17)

with V; = (x +1)/ Vg + 6r /T Vg, where dg = 1 for single-reference-pulse mode, Vy is the amplitude
of weak reference pulse.
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