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Featured Application: The paper presents a concept to actively and automatically respond to
security intrusions in Industrial Automation Systems. It is comprised of reactive actions, and
security and operational policies that consider both security and architectural trends of this kind
of systems. This concept is of significance to system stakeholders that wish to increase the security
of their system by implementing automatic and active protection.

Abstract: System intrusions violate the security of a system. In order to maintain it, it is necessary to
decrease the chances of intrusions occurring or by detecting them as soon as they ensue in order to
respond to them in a timely manner. These responses are divided in two types: passive or reactive
responses. Passive responses are limited to only notification and alerting; whereas, reactive responses
influence the intrusion by undoing or diminishing its consequences. Unfortunately, some reactive
responses may influence the underlying system where the intrusion has occurred. This is especially
a concern in the field of Industrial Automation Systems, as these systems are critical and have a
well-defined set of operational requirements that must be maintained. Hence, automatic reactive
responses are often not considered or are limited to human intervention. This paper addresses
this issue by introducing a concept for reactive protection that integrates the automatic execution
of active responses that do not influence the operation of the underlying Industrial Automation
System. This concept takes into consideration architectural and security trends, as well as security
and operational policies of Industrial Automation Systems. It also proposes a set of reactive actions
that can be taken in the presence of intrusions in order to counteract them or diminish their effects.
The feasibility and applicability of the presented concept for Industrial Automation Systems is
supported by the implementation and evaluation of a prototypical Reactive Protection System.

Keywords: industrial cyber-physical systems; cyber security; industrial automation systems;
intrusion detection; intrusion prevention; reactive protection; security policies

1. Introduction

Over the past decade, integration of security in Industrial Automation Systems (IAS) has changed
from being a commodity to a necessity. This has occurred due to the new technological advances and
trends that have resulted in increased standardization and interconnection of systems (e.g., Industry
4.0 [1]), which give rise to new threats and vulnerabilities that can be exploited in order to compromise
the security of such systems [2,3]. This security is comprised of a set of security policies and other
security mechanisms that allow for enforcing such policies. These security policies represent a set
of rules that indicate how a system is to be protected [4]. They may include but are not limited to
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authorized or unauthorized behaviour regarding physical security, user and network access control,
etc. [5].

The security of a system is said to be compromised when its security policies have been violated
or its security mechanisms have been bypassed. These events are often referred to as intrusions [6].
In order to diminish or counteract the effects that such intrusions may have on the target system, it
is recommended to detect them as soon as they occur. Many security solutions exist that allow for
carrying out such action (e.g., File Integrity Checkers, Antiviruses, Event and User Authorization
Management Systems, etc.). However, the scope of protection of some of them is limited, as they may
focus on specific system components. An example of this are File Integrity Checkers (FIC). FIC are
capable of detecting only intrusions that occur at a file system-level. Other solutions such as Intrusion
Detection Systems (IDS) provide a wider protection scope as they specialize in detecting intrusions at
a network- and host-level. However, their response actions are often limited to passively notifying
or recording that an intrusion has occurred rather than actively responding to it by either blocking,
stopping or modifying it.

These passive responses to intrusions often require further analysis or human intervention in
order to counteract the effects of an intrusion [7], which results in delayed reactions. These delayed
reactions may provide enough time for an intrusion to succeed. A successful intrusion is especially
troublesome when dealing with critical systems such as industrial Cyber-Physical Systems (industrial
CPS). These types of systems are automation systems comprised of a physical (i.e., control unit, sensors,
actuators, etc.) and a cyber part (i.e., managing software) that allow the physical part to interact with
the real world [8,9]. Hence, passive responses may not be enough to protect these systems due to the
catastrophic consequences that security intrusions may have on them. Some of these consequences
may negatively affect the environment around these systems and pose a great risk to normal operation
resulting in monetary losses, safety concerns or political repercussions [10,11]. Hence, a security
solution capable of not only detecting an intrusion but actively responding to it once it is detected in
order to protect a system is often desired.

Although there exist security solutions (e.g., Intrusion Prevention Systems, Intrusion Response
Systems, Security Incident and Event Management System, etc.) capable of automatically and actively
responding to intrusions, their integration in IAS is often overlooked. This has occurred due to the
concern that some reactive actions in the presence of intrusions may affect the operational requirements
of IAS [12-14].

This paper attempts to address this concern and overcome other challenges related to reactive
protection that exist in IAS through the introduction of a novel reactive protection concept. This concept
represents the main contribution of this paper. It is comprised of an architecture for a Reactive
Protection System capable of executing active responses automatically in the presence of intrusions.
The execution of these actions does not negatively influence the operation of the IAS due to the
consideration of operational policies. This concept also contemplates other security and architectural
trends of IAS. More specifically, it integrates management of both security and operational policies on a
network zone-basis which complies with the ISA /IEC 62443 series of Standards from the International
Society of Automation (ISA) and International Electrotechnical Commission (IEC). Hence, providing
a feasible and suitable solution capable of providing active and real-time protection against security
intrusions. The feasibility and applicability of the presented reactive protection concept is demonstrated
through a prototypical Reactive Protection System implementation and a test scenario considering a
remote maintenance application.

This paper is structured as follows: Section 2 discusses in more detail challenges related to reactive
protection against intrusions. Section 3 presents detailed requirements to overcome the challenges
discussed in Section 2. Section 4 provides a brief overview of related work in the field of reactive
protection (i.e., intrusion prevention and response) in IAS. Section 5 introduces the concept for reactive
protection derived from the requirements presented in Section 3. Section 6 discusses the applicability
of this concept through a detailed discussion of intrusions and attacks that can be mitigated with
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it. Section 7 presents the prototypical implementation for the proposed concept. The experimental
evaluation of this implementation and its results are presented in Section 8. Finally, Section 9 providing
the conclusions and future work.

2. Challenges for Reactive Protection in Industrial Automation Systems

In order to discuss the challenges that exist for integration of reactive protection in IAS, it is
important to first outline the current architectural and security trends. For this, a reference IAS
architecture (Figure 1) has been derived from [15,16]. This architecture consists of five levels (from 0 to
4) corresponding to the levels of the well-known automation pyramid hierarchy (as defined by the
ISA-95 standard [17]).
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Figure 1. Reference Industrial Automation System Architecture derived from [15-17]. SIEM: Security
Incident and Event Management; MES: Manufacturing Execution System; SCADA: Supervisory Control
and Data Acquisition; HMI: Human Machine Interface.

Level O (i.e., Field Level) is comprised of the sensors and actuators that constitute the physical
process. The devices that monitor and control local physical processes (e.g., Programmable Logic
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Controllers and Remote Terminal Units) form Level 1 (i.e., Control Level). Monitoring and other
management activities (i.e., alarm and alert handling) are carried out by operators at Level 2 (i.e.,
Supervisory Level) with support from supervisory technologies such as Supervisory Control and Data
Acquisition systems (SCADA systems), Historians and Human Machine Interfaces (HMI). Level 3 (i.e.,
Operations Level) manages production work flows. Manufacturing and Execution Systems (MES) are
popular at this level. Finally, Level 4 (i.e., Information Level) is comprised of IT systems that support
the everyday operations of the organization and its business activities.

Furthermore, each of these levels may also be divided into subnetworks and distributed across
different geographical locations. This distribution and the wide amount of components that constitute
an IAS pose challenges to their management and security. For this, multiple solutions that integrate
both centralized management and security capabilities have been integrated into IAS. Two of the most
popular solutions are Security Incident and Event Management (SIEM) technologies and Operational
Technology (OT) Management systems.

SIEM technologies are widely used in the IT field [18]. They allow for monitoring system
components and manage security events and alerts through the aggregation, analysis and reporting
of security information. Some of these SIEM technologies have included capabilities that facilitate
Industrial Control System operation and management, which have made them suitable for IAS [15].
OT Management systems provide similar capabilities to that of SIEM technologies, however, they are
more focused to IAS-specific operations such as control network monitoring and risk management
(e.g., Industrial Defender Automation Systems Manager (ASM) [19]).

Both SIEM technologies and OT Management systems centralize their analysis and visualization
components. SIEM technologies are often deployed at level 4 (i.e., Information Level), whereas OT
Management systems are often deployed at levels 2 and 3 (i.e., Supervisory Level and Operations
Level). In order for these technologies to provide protection to lower levels of the automation hierarchy;,
it is necessary that they provide capabilities that allow them to monitor network and components
located at these lower levels or that they are capable of receiving information from other security
solutions located at these network levels. Some of the security solutions capable of providing this
information are databases, Antiviruses, Intrusion Detection Systems (IDS) (both for enterprise and
industrial networks) and Intrusion Prevention Systems (IPS) [15].

Unfortunately, although the consolidation of these centralized security management technologies
(i.e., SIEM technologies and OT Management systems) and their complementary security solutions
allow for effectively detecting and alerting about system intrusions; the scope of their supported
preventive capabilities (i.e., actions capable of blocking, disrupting, modifying, delaying and/or
stopping an intrusion) may not cover lower levels of the automation hierarchy (i.e., levels 0-2).
This occurs as these prevention capabilities are often provided by security solutions whose active
response scope does not consider specific characteristics of IAS. Furthermore, there exist concerns
related to the integration of active responses in IAS due to the fear of them potentially affecting the
correct operation of the IAS [12-14] by either affecting its availability, performance or interrupting
the communication with components located at higher levels of the system hierarchy (e.g., SIEM
technologies, OT Management Systems, SCADA Systems, etc.). Therefore, the current industrial
architectural and security trends pose a challenge for the integration of reactive protection in IAS.

3. Requirements for Reactive Protection in Industrial Automation Systems

The aim of the presented concept is to derive a feasible solution capable of actively protecting IAS
against intrusions. Hence, it is necessary to identify and align inherent requirements from the reactive
protection solution and other requirements from the industrial field (i.e., architectural and operational
requirements). These requirements have been abstracted from the discussion of challenges performed
in Section 2, as well as literature [7,20,21] in the field of industrial security provided by authorities
such as the National Institute of Standards and Technology (NIST) and the SANS Institute.
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3.1. Configurability and Automatic or Semi-Automatic Reactions to Intrusions (R1)

Human intervention when responding to intrusions often provides certain disadvantages that
translate into increased costs and a higher vulnerability for the system. Higher costs are related
to the human effort required to analyze an intrusion in order to select and execute an appropriate
responsive action. The increased vulnerability emerges from the time interval between the detection
of the intrusion and the execution of its response. During this time, the intrusion continues taking
place and it could even be completed successfully. Hence, it is necessary to decrease the amount of
human intervention required by automating some of the tasks commonly carried out by it. In [7,22],
it is highlighted that IPS and Intrusion Response Systems (IRS) may require human tuning in order
to decide which preventive actions to enable/disable for which type of alert. This tuning ensures
that undesired reactive actions that may compromise the behaviour of the underlying system are not
executed. Hence, providing higher assurance that allows for (semi-) automating the analysis and
execution tasks—thus allowing pertinent and (near-) real-time reactions to intrusions.

3.2. Compliance with the ISA/IEC 62443 Series of Standards (R2)

The ISA /IEC 62443 series of Standards [23] are considered the future de facto reference standards
for security in IAS [24]. One of the integral concepts of this series is the segmentation of the IAS network
into different security zones. This allows to group components into sets that share similar security
requirements. Hence, allowing to manage their security policies and mechanisms on a zone-to-zone
basis. This allows for protecting zones against unauthorized access by minimizing possible security
risks through the consideration of the least-privilege and white-listing principles. These principles are
often achieved by controlling and limiting the communication among zones in order to only allow the
communication that is necessary for the operation of the IAS. This is often performed by integrating
network segmentation devices (e.g., industrial Firewalls or industrial IoT Gateways) and implementing
security policies and security solutions in order to enforce such policies.

3.3. Ensure Correct Operation of the Underlying Automation System (R3)

During operation, IAS must meet three important operational requirements [25,26]: real-time
capabilities, high availability and high performance. Failing to meet these requirements may negatively
affect the reliability and safety of such systems. Hence, it is important that any additional components
not related to the automated process itself do not negatively influence these requirements. This can be
performed through the identification of the critical components that must be contemplated and the
constraints or conditions that ensure their normal or expected operation.

3.4. Multi-Platform Support and Interoperability with Preexisting Solutions (R4)

Due to the advances resulting from the fourth industrial revolution, a wide range of system
platforms and devices exist in the market of industrial solutions [27]. This requires that new
solutions are capable of being deployed in such components in order to prove their competitiveness.
Additionally, it is also important that they are capable of interacting with other components from
different vendors [28]. This allows for exploiting their full potential by complementing certain features
(e.g., active responses) with those of preexisting solutions in order to enhance their capabilities.
Both interoperability and platform independence ensure that system integrators can select products
that best fit their needs without the concern of being dependent on the manufacturer—hence providing
more flexibility during the design phase of the IAS.

4. Related Work

Research in the field of intrusion detection in IAS has been extensive [25,26,29]. Most of it
has focused on the detection of intrusions at the network level by implementing multiple anomaly
detection approaches (e.g., automatic generation of Deterministic Finite Automation [30], One-Class
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Support Vector Machine [31,32], among other Machine Learning approaches [32,33]). However, few of
these contributions have considered active responses in the presence of intrusions, as their scope is
often limited to the detection accuracy of its implemented approaches.

Hence, this section discusses related work in the field of IAS that have integrated these types of
responses. The analysis of approaches implemented in this related work is clustered according to the
specific system attributes that are affected due to the active response: network traffic or communication
and individual IAS component or configuration. Furthermore, in order to identify gaps that are
addressed by the presented contribution, the fulfillment of the requirements presented in Section 3 has
been evaluated in each of the analyzed works.

4.1. Reactive Actions in Network Traffic or Communication

Active responses that affect network traffic or communication are commonly used to stop an
intrusion or attack from reaching its target by either blocking-, modifying- or dropping network traffic.
At this stage, it is unclear whether or not the intrusion has been successfully mitigated before its
consequences have taken place in the IAS. The most common approach to execute this action is the
integration of an inline component over the communication path. This component can be a commercial
or open source product such as a Firewall or Network IDS, or another security component with
similar capabilities.

In [13], an industrial Firewall system with intrusion detection capabilities is presented. This system
is comprised of four different blocks: packet collection and control block, network layer access control
block, application layer access control block and policy and alert management block. Both network-
and application layer access control blocks constitute an access control mechanism comprised of four
different filters, each of which analyzes different information regarding the network traffic. Based on
this analysis and the policies located in the policy and alert management block, it is decided whether
or not a network packet is allowed through the system. The packet collection and control block
is in charge of executing this action by either delivering or blocking the network packet. Another
approach that has benefited from the prevention capabilities of Firewalls is presented in [34]. In this
contribution network attacks against Cyber-Physical Systems (CPS) are detected and prevented by
implementing a hybrid approach using statistical analysis with fuzzy logic. This approach is capable of
detecting anomalies that have been discovered in network packets that have passed through a firewall.
Any packet with anomalies is discarded. The commercial IDS Silent Defense by Security Matters [35]
also provides active responses in the presence of intrusions by dynamically adding new firewalls rules
to an industrial Firewall (i.e., mGuard by Phoenix Contact) in order to block incoming network traffic.

Other approaches have also benefited from prevention capabilities supported by IDS. In [36], an
anomaly-based Multi-Agent IDS is presented. This IDS implements an enhanced ant-based clustering
approach for identification of intrusions and is comprised of six types of agents (i.e., monitoring agents,
decision agents, action agents, coordination agents, user interface agents and registration agents).
The preventive capabilities of the presented IDS are carried out by the action agents. These agents
are capable of performing passive responses (i.e., log and notify of security-related events such as
intrusions), as well as active responses (i.e., packet filtering and attack redirection towards a Honeynet).
In [37], the open source Network IDS Snort [38] is used to detect and prevent intrusions in MODBUS
RTU/ASCII traffic. In order to provide preventive capabilities, Snort is implemented in its inline mode
which allows it to drop traffic according to special drop rules.

4.2. Reactive Actions in Individual IAS Components or Configurations

Active responses that affect individual IAS components or configurations are commonly used
to counteract the effects of an intrusion. This means that at this stage the intrusion has already
succeeded and its consequences affect the IAS. A wide range of approaches exist to execute these actions.
This occurs due to the specificity of each of the individual IAS components and the configurations.
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In [39], a dynamic response system for protection of SCADA systems is presented. This response
system monitors and analyzes data related to the performance of both the physical process and
the SCADA system in order to detect intrusions. This analysis implements signature-based and
anomaly-based intrusion detection using forecasting models (i.e., AutoRegressive Integrated Moving
Average) and classifiers (i.e., Naive Bayesian). Once an intrusion has been detected, the response
system evaluates four criteria in order to select an active response with low impact to the IAS and
its operational requirements. The evaluated criteria are: enhancement of security (C1), operational
costs (C2), maintenance of normal operations (C3), impacts on properties, finance and human lives
(C4). From this criteria, C4 is the one that defines whether or not human intervention is necessary
to execute an active response. Although five active responses are supported by the response system
(i.e., dropping malicious commands, termination of physical processes, replacement of compromised
devices, one time authentication and isolation of compromised devices), only two of them can be
executed without human intervention: dropping of malicious commands and one time authentication.

Another approach for protection of smart grid nodes is presented in [40]. This approach is based
on game models and evaluates the impact of the behaviour of both the attacker and defender in order
to select appropriate active responses to counteract the effects on an intrusion. These responses are
executed by human users and are comprised of the following: cut off the energy of a sensor or maintain
correct data and valid nodes by discarding data from malicious nodes and updating routing tables to
exclude bad sensor nodes.

In [41], a protection approach for CPS is presented. This approach is based on a multi-layer
architecture that considers special requirements for CPS. The layers of this architecture are the
following: IT security, active protection, intrusion tolerance and physical security. Detection of
intrusions and their corresponding active responses are supported by the intrusion tolerance layer.
In this layer, intrusion detection is performed through model-based anomaly detection and supported
by an impact assessment. The selection of the appropriate active responses is determined through
a security strategy that integrates a game process. These responses are comprised of dynamic
reconfiguration of system components.

Additional work regarding reactive responses in the presence of intrusions has been made within
the context of the CockpitCI project [42]. This project focuses on the improvement of resiliency and
dependability of Critical Infrastructures (Cls) through the identification of- and immediate response
in the presence of security events (e.g., intrusions). This is performed by evaluating the possible
consequences and impact (i.e., by evaluating the risk) of such security events and, in case it is necessary,
alerting the operators in order to implement timely containment strategies (i.e., passive and active
responses). Some of these strategies may execute automatic reactions. However, to the best of our
knowledge, these reactions are mostly focused on ensuring the resiliency of the automation system in
the presence of faults, rather than targeted attacks. An example of a preventive action mentioned in
the literature is the restart of a component.

4.3. Comparison of Related Approaches and Identification of Research Gaps

All previously presented approaches that integrate active responses in the presence of intrusions
for IAS are compiled and rated in Table 1 according to their fulfillment of the requirements
presented in Section 3. As it can be observed, none of these approaches are capable of fulfilling
all these requirements.

Contributions that present approaches that support active responses that affect network traffic or
communication are often ambiguous with regards to whether or not they are capable of maintaining the
operational requirements of IAS (i.e., R3). Similar ambiguity is found with regards to multi-platform
support and interoperability with preexisting solutions (i.e., R4) in contributions presenting approaches
that support active responses that affect individual IAS components and configurations. This occurs,
as the mechanisms to execute active responses are often system- or device-specific.
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Furthermore, it can be observed that approaches that support active responses that affect network
traffic or communication are more likely to integrate concepts related to the ISA /IEC 62443 series of
Standards (i.e., R2). This higher compliance is supported, as many security components that aid in the
execution of active responses already consider some of the concepts and trends related to industrial
networks integrated in these Standards. On the other hand, approaches that support active responses
that affect individual IAS components and configurations often neglect these aspects.

Moreover, although automatic and semi-automatic execution of active responses is supported
by most of these approaches, they provide low configurability (i.e., R1). This occurs due to the
predominant preference of integrating model-based approaches that allow for decreasing their
configuration efforts.

Thus, a research gap is the lack of a security solution capable of providing configurable and
automatic active protection against intrusions that ensures the correct operation of the underlying
automation system while taking into consideration the following: current architectural and security
trends defined by the ISA /IEC 62443 series of Standards, multi-platform support and interoperability
with other security solutions.

Table 1. Overview of related approaches for reactive responses in Industrial Automation Systems (IAS)
and ratings using Requirements for reactive protection in IAS.

Approaches R1 R2 R3 R4 Active Response
Kim et al. [13] + + o) + Packet filtering for access control
Nurjahan et al. [34] + + o) + Block incoming connections or drop network traffic
Security Matters [35] + 4+ o + Dynamically add Firewall rules
Packet Filtering and Redirection of Attacks towards a
Tsang et al. [36] ) - o) o)
Honeynet
Morris et al. [37] + o o ++  Drop network traffic
Drop malicious commands, terminate physical processes,
Chen et al. [39] + - ++ o replace or isolate compromised devices and one time
authentication
Hewett et al. [40] o ) o o Cut energy .to sensor, discard data from malicious node,
update routing tables
Huang et al. [41] + - ++ - Dynamic reconfiguration of system components
CockpitCI [42] o ++ 4+ o  Restart of a component

++: fulfilled, +: partially fulfilled, -: not fulfilled, o: unclear; R1: Configurability and automatic or
semi-automatic reactions to intrusions, R2: Compliance with the ISA/IEC 62443 series of Standards,
R3: Ensure correct operation of the underlying automation system, R4: Multi-platform support and
interoperability with preexisting solutions.

5. Reactive Protection Concept for Industrial Automation Systems

This section presents a concept of reactive protection for IAS from which a Reactive Protection
System is derived. This concept addresses the requirements discussed in Section 3. Special attention is
given to its suitability for generic IAS architectures (i.e., Figure 1) and its consideration of concepts
presented in the ISA /IEC 62443 series of Standards.

First, the scope of protection coverage provided by the Reactive Protection System is presented.
This includes pre-requirements and expected protection capabilities. Afterwards, the components
that constitute the Reactive Protection System are presented. Finally, a deeper discussion is given
regarding the security and operational policies, as well as reactive actions that can be considered by
the presented concept taking into account well-known architectural and operational trends of real
automation systems.
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5.1. Pre-Requirements and Limitations of the Reactive Protection System

The presented system is capable of executing active responses. These responses are referred to as
reactive actions in this work, as they occur as active responses to specific security events (i.e., intrusions).
In order to do so, it is necessary that the information regarding these events be provided to the Reactive
Protection System. This information can be provided by third-party components that monitor and
analyze system information in order to detect intrusions such as Network or Host IDS [25,26,43], SIEM
technologies [18] and other event correlation systems [44]. Due to this reason, the presented system is
not defined as an IPS, as it lacks the ability to capture and analyze the information in order to detect
intrusions and generate security-related events.

Hence, the capabilities of the presented Reactive Protection System are limited to analysis of
security-related events identified or detected by third-party components. Based on this analysis,
the system decides whether or not an appropriate reactive action is possible. Provided that this
action is feasible (i.e., supported by the system and does not affect the operation of the underlying
automation system), the system enacts it. This may result in either the reactive action being fully
executed by the Reactive Protection System itself, or the Reactive Protection System providing the
information necessary to another component capable of executing it, which may result in the prevention
of an intrusion.

5.2. Components of the Reactive Protection System

The presented Reactive Protection System is comprised of four different components as observed
in Figure 2: Configuration Module, Policy and Action Knowledge Base, Active Response Module and
Communication Module. This architecture was designed taking into consideration the requirements
for reactive protection in IAS discussed in Section 3. An overview of this is provided in Table 2.

This system can be deployed at each network segment located in levels 0-2 of the automation
hierarchy (Figure 1) in order to manage its policies (i.e., security and operational policies) and provide
security through reactive protection in the presence of intrusions.

Configuration
Module
T .| Communication
Module

Policy & Action | . |Active Response
Knowledge Base| Module

A

Figure 2. System components of the Reactive Protection System.

Table 2. Mapping between Requirements and Reactive Protection System Components.

System Component R1 R2 R3 R4
v’

Communication Module

v’

Configuration Module v’
Active Response Module vV
Policy & Action Knowledge Base v Vv

R1: Configurability and automatic or semi-automatic reactions to intrusions, R2: Compliance with the
ISA/IEC 62443 series of Standards, R3: Ensure correct operation of the underlying automation system,
R4: Multi-platform support and interoperability with preexisting solutions.
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The following subsections describe each of the components of this Reactive Protection System in
more detail.

5.2.1. Communication Module

The Communication Module provides the communication capabilities of the presented system.
It receives security events from third-party components. These events are forwarded to the Active
Response Module for analysis. Provided this analysis results in the execution of an action that requires
providing information to third-party components in order to disrupt or counteract an intrusion, this
module also delivers the information required by such components. An example of this is the following.
The Active Response Module receives information of a Denial of Service (DoS) attack being carried out.
After this information has been analyzed, it has been selected to add a new rule to a Firewall located
on another device. Hence, the Active Response Module provides the information required to add such
rule to the Communication Module, which later forwards it to the corresponding device.

This module is also capable of receiving Reactive Protection System-specific configuration
information, which allows for remotely configuring it. This configuration information is comprised
of security and operational policies, as well as information required to tune the reactive actions.
This provides high configurability and interoperability as defined by R1 and R4 in Section 3.

5.2.2. Configuration Module

The Configuration Module validates the configurations of the Reactive Protection System. This
validation verifies that new or updated configurations do not conflict with preexisting ones.
These configurations are comprised of security and operational policies, as well as action-related
configurations. These action-related configurations allow for tuning reactive actions. After these
configurations have been validated, they are stored in the Policy & Action Knowledge Base. On the other
hand, configurations related to runtime execution of the reactive system are also applied to the Active
Response Module. This provides configurability as defined by R1 in Section 3.

5.2.3. Active Response Module

The Active Response Module receives and analyzes security events from third-party components
through the Communication Module. The analysis of these security events is performed through
consultation with the Policy & Action Knowledge Base using association-based approaches (e.g.,
rule-based [45]). Once a security event has been identified as a violation to the corresponding segment
security policies (i.e., identified as an intrusion), the Active Response Module verifies whether or not
there exists an appropriate reactive action to counteract such event. If an associated reactive action is
identified, the Active Response Module validates whether the action violates the segment operational
policies contained within the Policy & Action Knowledge Base. Provided that no operational policy is
violated, the Active Response Module executes the appropriate action. This provides (semi-) automatic
reactions in the presence of intrusions that do not influence the operation of the IAS as mandated by
R1 and R3 defined in Section 3. It also provides compliance with the ISA /IEC 62443 series of Standards
(i.e., R2), by enabling the execution of mitigation strategies suggested by these Standards.

5.2.4. Policy and Action Knowledge Base

The Policy & Action Knowledge Base is comprised of the non-volatile security and operational
policies that constitute the network segment reactive protection, as well as other configurations of the
Reactive Protection System. The operational policies represent constraints that must be maintained in
order to ensure the correct operation of the automation system. On the other hand, the security policies
allow for validating whether a security event received from the Communication Module compromises the
security of the respective zone (i.e., violates the segment security policies). Security policies may have
corresponding reactive actions that allow for disrupting, blocking or counteracting in other ways the
security intrusion identified from the security event information—hence providing compliance with
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the ISA /IEC 62443 series of Standards (i.e., R2) and ensuring the correct operation of the underlying
automation system (i.e., R3).

5.3. Security Policies, Operational Policies and Reactive Actions in Real-Life Automation Systems

The foundation for the presented concept for reactive protection are current architectural trends
in IAS and the security and operational policies, as well as reactive actions suitable for these trends.

Modern industrial networks are often divided into segments and segregated [20]. This improves
their performance, facilitates their management and increases their security [20,46]. The ISA /IEC 62443
series of Standards has included and further refined these concepts. It has also considered operational
policies and the management of security policies on a zone-to-zone basis critical to maintain the
security of IAS. This series of standards, as well as guidelines presented in [20], especially highlight
the importance of security mechanisms located at the edge of each network zone.

Considering the aforementioned architectural and security trends, a classification of security and
operational policies, as well as possible reactive actions are presented in the following subsections.
It is important to highlight that the policies and actions that may suit specific IAS should be analyzed
on a case-to-case basis. However, in this section, they are presented in a more general way in order to
outline the scope of the opportunities that the presented concept provides.

First, security policies are derived from security requirements explicitly discussed in ISA /IEC
62443-3-3 (i.e., ISA /IEC 62443 Part 3-3 System security requirements and security levels). This standard
part has been considered as it provides a set of well-defined security requirements that should
be considered by system integrators in order to protect the correct operation of their systems [47].
Afterwards, operational policies are derived from guidelines [20] that present a better understanding
of the behaviour of automation systems and the impact security may have on them. Following this,
possible reactive actions are discussed. These reactive actions are derived from the security policies
themselves, as well as suggestions provided by the aforementioned security standards and guidelines
for IAS. Finally, a discussion regarding how security-, operational policies and reactive actions provide
network segment reactive protection is provided.

5.3.1. Security Policies

The following classes of security policies have been identified based on four different components
that constitute a system: communication, computer resources, users and sessions, as well as services.
A fifth class has been integrated in order to represent well-known events that require immediate
attention. These policies have been selected, as they are relevant for IAS and provide opportunities for
reactive actions that may be integrated into the reactive protection concept presented in this work.

e Communication Management (S1): These policies define constraints related to allowed
or disallowed communication among system components. These policies often consider
communication-specific attributes such as source and destination addresses (i.e., IP addresses,
MAC addresses), logical port numbers, etc. This class allows for providing security solely based
on characteristics from the communication without considering more detailed information such
as user- or service-specific information.

e  Computational Resource Management (S2): These policies define constraints related to
computational resources found in the automation system. These policies often consider resources
that can be measured on a system-, multi-device- or device-specific level. Examples of these
resources are the following: network load, RAM, ROM and CPU usage, etc.

e User Access Control and Session Management (S3): These policies are related to the
identification and authentication of users, devices or other entities that possess an identity,
as well as the sessions and other events resulting from such authentication. Specific policies of
this category may include but are not limited to constraints related to identity, authentication and
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session information (e.g., number of failed authentication attempts, authentication and session
status and other detailed information).

* Service Management (S4): These policies define allowed or disallowed services or protocols,
as well as their configurations. They do not consider user-specific information regarding the use
of such services.

* Incidents (S5): These policies represent well-known conditions that require immediate action.
Some of these are the following: malware detection and vulnerability detection.

The aforementioned classification allows for defining simple and straightforward policies.
Although multiple security policy languages and standards exist [48], the presented concept does not
consider one specifically. This is done in order to provide ambiguity that may allow in the future to
adapt this concept for any desired language or standard. Hence, in this concept, policies are considered
as abstract rules. This is possible as policies often contain information that address the following
questions [49]: what, who, when and where. Furthermore, most policy languages are based on two
different paradigms [48]: Event-Condition-Action or Condition-Action paradigms.

From these two paradigms, the most suitable for the reactive protection concept presented in
this work is the Event-Condition-Action paradigm, as it requires an Event element that triggers the
execution of the Action. In the presented concept, an Event is any security event received by the Reactive
Protection System from third-party components. A Condition is comprised of the security constraints
that must be met (e.g., service A must not be running). Finally, an Action may be any reactive action
that helps meet the identified Condition or that helps counteract the effects of an intrusion.

In addition, this simple policy classification allows for further building more complex policies
that may merge two or more classes. This is done, as it may be possible that the information regarding
the security event provided to the Reactive Protection System comes from simple or more complex
security solutions. Examples of this case are the following: simple security event information may
be received from a simple Syslog [50] client located on a device. The event information provided by
this client may be limited to only a notification that contains timing information and simple event
information (e.g., service A has started running). This case may fall into the S4 policy class. On the
other hand, more complex security event information may be received from an IDS that provides not
only the status change of the service, but also additional information such as the source of the change
(e.g., user Y has started service A). Hence, this example may fall into the S4 and S3 classes.

5.3.2. Operational Policies

The following classes of operational policies have been identified based on four critical assets of
automation systems: communication, services, performance and configurations.

e  Communication Availability (O1): These policies focus on defining the state of communication
that should always be maintained and never be interrupted or influenced. This communication
is represented by communication-specific attributes as those described in S1. However, these
policies focus solely on communication required to perform the automation and management
tasks of the system (e.g., communication from device A to device B must always be maintained).

e  User Access and Service Availability (O2): These policies define conditions regarding user access
and services that must always be met. These conditions are necessary to carry out the automation
or management tasks. This class differs from O1 as more specific information about a service is
provided (e.g., user A must always have access to service X).

e  Performance Constraints (O3): These policies define conditions regarding performance that must
be maintained throughout the whole automation system or on multiple or specific devices of it.
The measure of performance should be provided by a third-party component (e.g., Network load
must not exceed the threshold T).

¢  Configuration Constraints (O4): These policies define conditions regarding configurations that
must be maintained. These conditions ensure the correct operation of the automation system and



Appl. Sci. 2018, 8, 2460 13 0f 29

hence, are often related to automation devices (e.g., firmware version X must be installed in all
devices type Z).

The aforementioned classes allow for defining policies that help meet the performance and
availability requirements for IAS as defined in [20] and considered in R3 from Section 3.

It is also important to highlight that, although these policies are similar to the security policies
mentioned above, they are not the same. Security policies are obtained from security requirements,
whereas operational policies are derived from operational requirements. Additionally, a security policy
violation is a result of something endangering the system (e.g., intrusion), whereas an operational policy
violation may result from other non-security related events (e.g., faults). Furthermore operational
policies focus solely on requirements or conditions from the automation system itself and not other
non-automation related system components.

5.3.3. Reactive Actions

The following classes of reactive actions have been derived by identifying possible
countermeasures to violations of the aforementioned security policies. These actions constitute the
Action element of the aforementioned security policies:

e Block User Account (Al): A user account is blocked. This may result in failure
during authentication.

*  Revoke User Privileges (A2): Privileges belonging to a user account are revoked. This may result
in failed authorization to carry out certain actions or access certain services.

¢ Communication Session Termination (A3): A communication session is either locked or
terminated based on session-specific information (e.g., user participating on the session).

¢ Communication Termination (A4): An active communication is terminated based on
communication-specific attributes (e.g., protocol, logical port, routing addresses, etc.).

*  On-demand Analysis (A5): An analysis of specific system components is carried out on-demand.
Examples of this analysis may be on-demand audits, scans or other types of check (e.g.,
antivirus check).

¢  On-demand post-intrusion configuration and information collection (A6): After an intrusion
has been detected, a change is made in the current configuration and state of an asset. Additionally,
information that may be used by third-party components for further analysis may be collected
from certain system components (e.g., event logs are collected).

Execution of each of these actions without consideration of the aforementioned operational policies
may influence the operational requirements of IAS (e.g., real-time capabilities, high performance
and availability).

Furthermore, it is important to highlight that the reactive protection concept presented in this
work does not necessarily require the full execution of the reactive actions to be carried out by the
Reactive Protection System. This system can only prepare the information necessary to execute the
action and later on forward it to an appropriate component that has the features to do so. Examples of
this may be the following: blocking of a user account or revocation of user privileges may be carried out
by a user management system. Communication may be terminated through one of the communication
parties (e.g., Virtual Private Network session termination on either a server or client) or by a third-party
component (e.g., adding a new firewall rule dynamically). A network scan may be done by a firewall.
Finally, a log collection may be carried out by a log collection and management system.

5.3.4. Network Segment Reactive Protection

Security policies and reactive actions are capable of providing protection against intrusions.
However, their suitability for IAS may be questioned. In order to address this concern, it is necessary
to also consider the operational policies. For this, the presented concept suggests the consideration of
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both operational and security policies on a zone-to-zone basis. This allows for providing decentralized
protection to the automation system. Another advantage of this decentralized approach is that it
allows for analyzing security events from multiple sources (e.g., third-party security solutions)—hence
meeting R4 defined in Section 3.

Figure 3 presents the process that is carried out by the Reactive Protection System presented in
this work. This process starts with the reception of a security-related event. This event may be received
from a third-party component over the network. Afterwards, this event is analyzed in order to validate
whether or not a network segment security policy has been violated. If a violation has occurred, then
an appropriate reactive action is chosen. If the reactive action is supported by the Reactive Protection
System, then it is evaluated against the segment operational policies. If the reactive action violates an
operational policy, it is not executed and this result is logged. On the other hand, if the reactive action
does not violate any operational policy, the reactive action is executed.

h 4
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Evaluate Security

— Isthe Event an Intrusion?
Policies.
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Segment Policies
Yes
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Operational Policies
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Actions
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Figure 3. Information flow of the presented concept for reactive protection.

As it has been observed, this concept ensures that no reactive action will be executed if
it compromises the operation of the automation system as long as the operational policies are
well-defined. Although this requires human effort for its configuration, it provides the advantage of
being able to react to intrusions without human intervention—hence providing a quick response in the
presence of intrusions during normal operation of the system (R1 defined in Section 3).
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6. Reactive Protection System Applicability

In the previous section, a concept for a Reactive Protection System was presented. During this
concept discussion, a system architecture and a set of guidelines were provided from which a Reactive
Protection System, its reactive actions and security and operational policies can be designed. In order
to clarify the applicability of this concept, this section presents a discussion regarding its integration
in IAS. This includes a discussion of its architectural deployment and interaction with other system
components. It also presents a set of security policies, intrusions and reactive actions that can be
supported by this system. Finally, a discussion regarding its significance and challenges is given.

6.1. Integration in Industrial Automation Systems

In order to demonstrate how the Reactive Protection System can be integrated into an IAS, the IAS
reference architecture (Figure 1) has been modified and extended (Figure 4) in order to integrate
security components and architectural schemes commonly used for industrial networks.
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Figure 4. Extended Reference IAS Architecture (Figure 1) with remote access and security components.
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An Intrusion Detection and Prevention System (IDPS) has been integrated into the Enterprise
Network (Level 4). This IDPS allows for monitoring this network in order to identify intrusions
occurring at this level. On the other hand, an Industrial Network IDS has been integrated in the
Industrial Control Network (Levels 1, 2 and 3). This Industrial Network IDS consists of a centralized
platform located in the Operational and Control Network that analyzes information provided by
sensors located at lower levels (i.e., Supervisory and Control Networks).

The Field and Control Networks have been divided into two remote stations. This has occurred
in order to represent a distributed IAS. Moreover, an Industrial Gateway (also known as IoT Gateway)
has been deployed in each of these remote stations. Industrial Gateways are a new trend in IAS that
has been gaining popularity over the past years [51-53]. They are devices that allow for “establishing
and maintaining a secure, robust, fault-tolerant connection between the cloud, and the edge devices to collect and
aggregate device data and to manage the device” [54]. These devices may also provide extended capabilities
depending on their manufacturer.

A Remote Access Point for the Supervisory and Control Networks has been integrated. This occurs
as remote service access is a common application in IAS, especially in distributed IAS. Examples of
this are the following: remote software updates [55], remote patch management and maintenance [21],
remote programming, parametrization, monitoring and diagnosis [20,56], etc.

An abstract Communication Network represents the communication between the remote stations,
the Supervisory Network and the Remote Access Peer. This Communication Network can be any of
the following: the Internet, a Wide Area Network (WAN), a Local Area Network (LAN), etc.

Finally, a Reactive Protection System is located in each network zone at the Control and
Supervisory Levels (i.e., Levels 1 and 2).

As discussed in Section 5, the Reactive Protection Systems receive security-related events from
third-party security components located in the IAS. These events may refer to an intrusion or another
security violation. After a Reactive Protection System receives a security-related event, it analyzes
it in order to verify whether or not a segment security policy for its corresponding network zone
was violated. If a security policy violation occurred, it verifies whether or not a reactive action is
possible (i.e., is supported by the Reactive Protection System and does not violate any of its zone
operational policies). If a reactive action is possible, then it executes it or provides the necessary
information to a third-party security component. The third-party security components that may
provide security-related events information to the Reactive Protection System or that may execute
reactive action in the extended IAS architecture are the following: SIEM, IDPS Platform, Industrial IDS
Platform, Industrial Gateway or Firewalls. More security components can be embedded in other IAS
devices such as Engineering Workstations; however, they are neglected in this architecture in order to
provide more clarity and simplicity for discussion.

An example of an interaction between a Reactive Protection System and third-party security
components is the following: the Industrial IDS has detected abnormal behaviour in the Remote
Station 1 communication which it notifies to the Reactive Protection System located at the Remote
Station 1. This Reactive Protection System contains a security policy with a supported reactive action
that handles such event. This reactive action refers to a device scan to be performed by the Industrial
Firewall located in Remote Station 1. Hence, the Reactive Protection System provides the information
necessary to the Industrial Firewall in order to perform such scan. This scan may potentially identify
an ongoing or a successful intrusion, which provides an opportunity to counteract its effects.

6.2. Security Policies and Intrusions

Following the approach presented in Section 5.3.1 and the extended reference IAS architecture
and its components (Figure 4), fifteen security policies have been derived. Table 3 describes each of
these policies and to which security policy class each of them belongs. It also presents for each of
these policies a corresponding security-related event example. This example provides a source device
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(i.e., third-party security component that detected the intrusion or collected the security-related event
information) and a small description of a security-related event.

These policies and event information are represented in natural language in order to provide
a simple and clear description of each of them. However, for their technical implementation, it is
recommended to use one of the many policy languages and event formats that exist [48,57].

As it can be observed from Table 3, an Industrial Network IDS can provide information regarding
communication, user and service events (i.e., S1, 54). One example of this is the identification of a new
Firmware version being downloaded into a PLC. Once the Reactive Protection System is notified of
this event by the Industrial Network IDS, it verifies its network zone security policies. This verification
may result in the identification of a security policy that is violated (i.e., SP9), which would result in a
reactive action (i.e., active response) being necessary.

Table 3. Examples of Security Policies (SP) and their security-related events.

Security Policies Security-Related Events
Class Number Description Source Device Description
Disabled Debug Port 123 in Devices Enabled Debug Port 123 on Device A of
SP1 of Type T1 (PLCs) Type T1
s1 yp Industrial yp
X maximum number of TCP Network IDS
SpP2 connections for all IP Addresses on X + 1 simultaneous TCP connections
all ports
SP3 Disable all USB ports in Device A USB dongle plugged-in in Device A
0 SP4 Moax1mum RAM Usage Threshold Host Device T + 1% RAM Usage in Device A
T% for Device A
SP5 X M.B Maximum Audit Storage for X + 1 MB Audit storage in Device A
Device A
SP6 X maximum failed Login attempts User User with username N2 failed to login X + 1
per User over a period of T seconds ~ Management times within a period of T — 1 seconds
S3 X maximum failed connection Device A failed to connect X + 1
SP7 attempts per Device over a period of ~ Specific Service times within a period of T — 1
T seconds seconds
SP8 Maintenance of Device A enabled Host Devi Device A Firmware Update completed at
between XX:00 and YY:00 hours ostLievice YY:01 hours
Firmware version X on all devices of Firmware Version X — 1 on Device A of type
SP9 .
type T1 Industrial T1
. . Network IDS
S4 SP10 Patch version X on all devices of Patch Version X — 1 on Device A of type T2
type T2
No PLC Application Download PLC . PLC Application c@ownloac}
SP11 T . Programming  succeeded on Device A while PLC
when PLC Application is running .. .
Application status running
SP12 No PLC Application Download with  Industrial PLC Application downloaded to IP X.X.X.X
FTP Network IDS with FTP
.. Firewall Port Buffer Overflow vulnerability detected in
SP13 Vulnerability detected Scan Application P1 in Device A
S5 SP14 Malware Detected Wor‘k?,tatlon Malware ABCDE Detected in Device A
Antivirus
SP15 Unauthorized Wireless Device Industrial Unauthorized Wireless Device with MAC
Detected Network IDS ~ FGHIJ

§1: Communication Management, S2: Computational Resource Management, S3: User Access Control &
Session Management, S4: Service Management, S5: Incidents.

This active response is independent from any other response (i.e., active or passive) that may
be supported by the Industrial Network IDS. It is the choice of the system integrators and security
experts to decide which responses are appropriate in the presence of which events; hence, this has to
be configured and defined before the deployment of the IAS or during maintenance.
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An advantage of the Reactive Protection System is that it is also capable of complementing
other components that do not provide a high degree of sophistication and analysis like an Industrial
Network IDS. An example of this is the security policy SP4 that validates a RAM usage threshold.
Its corresponding security-related event can be received from a Host Device and not a sophisticated
security solution. This event may be provided by a simple client application that monitors the RAM
usage on the host device or a Host IDS.

After discussion of the security policies, their corresponding intrusions are presented in
Table 4. These intrusions are comprised of security attacks and other events (e.g., misuses and
misconfigurations) in IAS that may threaten the security of the system (i.e., violate the security
policies). They have been derived from [34,58].

It is important to highlight that some of these intrusions may violate more than one security
policy. Hence, it is necessary to properly configure both the security policies, and their reactive actions
in order to avoid conflicts (e.g., one intrusion generates two security policy violations that executes
two conflicting reactive actions).

Both DoS and SYN Flood attacks (I1 and I3) may result in a big amount of simultaneous
connections and an overhead in the performance of the targeted device (i.e., violates SP2 and SP4).
In wireless devices, a Jamming attack (I2) may be caused by an unauthorized wireless device (i.e.,
violating SP15). A Brute Force Attack (I4) and misuse in user authentication by users (I8) may exceed
the maximum amount of login or connection attempts (i.e., violating SP6 and SP7).

Table 4. Mapping between examples of intrusions and their corresponding security policies.

Intrusions Security Policies

#  Name SP1 SP2 SP3 SP4 SP5 SP6 SP7 SP8 SP9 SP10 SP11 SP12 SP13 SP14 SP15
11 DoS v’ Vv’

I2  Jamming v’
I3 SYN Flood v’ v’

14  Brute Force Attack v Vv

I5  Malware Injection v’ v vV N N

I6  Buffer Overflow v’

17 Malicious PLC App. Download v’ vV v’

I8  Misuse of Service & User Account vV v’

19  Misuse of Computational Resources v Vv
110 Misconfiguration v’ v’ v’ v’ v v

SP1: Enabled Debug Port 123 on Device A of Type T1, SP2: X + 1 simultaneous TCP connections, SP3: USB
dongle plugged-in in Device A, SP4: X + 1% RAM Usage in Device A, SP5: X + 1 MB Audit storage in Device
A, SP6: User with username N2 failed to login X + 1 times within a period of T — 1 seconds, SP7: Device A
failed to connect X + 1 times within a period of T — 1 seconds, SP8: Device A Firmware Update completed
at YY:01, SP9: Firmware Version X — 1 on Device A of type T1, SP10: Patch Version X — 1 on Device A of
type T2, SP11: PLC Application download succeeded on Device A while PLC status running, SP12: PLC
Application downloaded to IP X.X.X.X with FTP, SP13: Buffer Overflow vulnerability detected in Application
P1 in Device A, SP14: Malware ABCDE Detected in Device A, SP15: Unauthorized Wireless Device with
MAC FGHIJ.

On the other hand, Malware (I5) may open undesired logical and physical ports (i.e., violating SP1
and SP3) providing a backdoor for intruders. It may also consume undesired computational resources
of the target device resulting in exceeding predefined thresholds (i.e., violating SP4) and download
malicious software (i.e., violating SP9, SP10, SP12 and SP14). Similarly, malicious software can be
downloaded into the PLC by violating security policies describing maintenance time, configurations
and other circumstances (i.e., SP§, SP11, SP12 and SP14). Misuse of computational resources may
result in violation of security policies related to maximum threshold of both RAM usage and audit
storage (i.e., violating SP4 and SP5). Finally, misconfigurations in the system components may result
in violation of security policies similar to those done by the Malware. Undesired services, logical and
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hardware ports can be used (i.e., SP12, SP1 and SP3). The audit storage threshold can be bypassed (i.e.,
SP5). Vulnerable software components can be installed on the target device providing opportunities
for malicious users (i.e., SP10 and SP13).

6.3. Reactive Actions in the Presence of Intrusions

From the aforementioned security policies and intrusions (Tables 3 and 4), it is known that
security-related event information analyzed by the Reactive Protection System can be provided by
third-party components. Similarly, the Reactive Protection System can provide information to these
components in order to execute the reactive actions required by each security policy.

In order to mitigate and counteract the intrusions presented in Table 4 ((i.e., [1-I10), fifteen possible
reactive actions have been derived. These reactive actions have been derived from the literature review
performed in Section 4, the guidelines presented in Section 5.3.3 and the empirical knowledge of the
third-party security components outlined in Figure 4.

Table 5 presents these reactive actions, their corresponding third-party security components
capable of executing them and the intrusions that each of them help counteract or mitigate. It is
important to highlight that these reactive actions are executed according to the security and operational
policies of the Reactive Protection System. An action is executed only if a security policy has been
violated, it has an associated reactive action and this action does not violate an operational policy.

Table 5. Mapping between examples of intrusions and their corresponding reactive actions.

Reactive Actions Intrusions
Class # Description Device In 12 13 14 I5 Ie 17 I8 19 1I10
Al RA1 (Temporarily) block User v v
Account User
A2 RA2  Revoke User Privileges Management v’ v’
. Application Server,
A3 RA3  Session Lock User Management v’ v’
RA4 VPN Session Termination =~ VPN Endpoint vi v v vV v Vv
RA5  Traffic Redirection IDS v v v
A4 RA6 Rate Limiting Firewall, Application -~
Server
Ray New Dynamic Firewall gy oy v v v v v v v
Rules
RA8  Scan Devices on Network  Router, Firewall v v
A5 RA9  Antivirus Scan Antivirus v Vv
Industrial Network
RAI0 Device Audit IDS, SIEM v v v’
RA11  Back Up Restore ir];c;ustrlal Network N N v’
RA12 Component Restart v’ v’
A6 RA13 Disable USB Physical Ports  Host v’
RA14 Device Reconfiguration v’
Collect Logs or Audit Log  Management
RAIS Records System, SIEM vV

I1: DoS, 12: Jamming, I3: SYN Flood, I4: Brute Force Attack, I5: Malware Injection, I6: Buffer
Overflow, 17: Malicious PLC Application Download, I8: Misuse of Service & User Account, 19: Misuse
of Computational Resources, I10: Misconfiguration; A1: Block User Account, A2: Revoke User Privileges,
A3: Communication Session Termination & Communication Termination, A4: On-demand Analysis,
A5: On-demand post-intrusion information collection.

Brute Force attacks, misuses caused by users and communication sessions (i.e., [4 and I8) can be
mitigated by a User Management System. This system may block a user account, revoke its privileges
or lock a session (i.e., RA1, RA2 and RA3). An application server can also lock or block a session. After
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the Reactive Protection System has performed any of these actions, it may be necessary for a human to
analyze whether or not it is required to undo these changes (i.e., unblocking a user).

Traffic redirection and Rate Limiting (i.e., RA5 and RA6) supported by some IDS, Firewalls
and Application Servers help mitigate intrusions that increase the network rate (i.e I1, I2, I3 and I4).
This is especially important in IAS, as real-time capabilities may be affected by high network traffic on
ethernet-based networks.

Antiviruses, Routers, Firewalls, Network IDS and event management systems (RAS, RA9 and
RA10) for both the enterprise and industrial network may provide audit and scanning capabilities that
help analyze system components in more detail. This is especially useful in the presence of Malware
and Brute Force Attacks (I5 and I4) in order to verify whether the intrusion has succeeded and, in case
it has, verify whether or not it has spread or achieved its goal (i.e., compromised a system component).

Industrial Network IDS may also provide capabilities to perform a back up of- and restore
configurations (i.e., RA11) specific to IAS components. This may help remove malicious software (i.e.,
I5 and I7) or correct misconfigurations (i.e., I10). Other misconfigurations on the host device I10 can be
remedied by software of the host device itself (e.g., RA14) or by log and event management systems
(i.e., RA1S).

Finally, Firewalls and VPN Endpoints (i.e., RA4 and RA?7) also are capable of mitigating intrusions
related to communication (i.e., I1, 12, I3 and I4). They are also capable of protecting IAS components
(i.e., I7 and I8), as they are widely used in the industry (as observed in Figure 4).

6.4. Discussion

As it was observed from the table of security policies, intrusions and reactive actions (i.e.,
Tables 3-5); the concept for Reactive Protection System provides flexibility in order to integrate
new policies and reactive actions. It also can be adapted in order to operate with other security
solutions found in an IAS in order to extend these features. This flexibility and adaptability allow for
automatically executing reactive actions.

Unfortunately, it is important to keep in mind that the automatic execution of reactive actions
provided by this concept is linked to a trade-off between configurability and automation of the reactive
actions. This means that the more detailed the configuration of the system is, the more effective its
automatic response is. Although this requires a big amount of effort before deploying the system, it is
important to consider that IAS has a long lifetime and, therefore, their reconfiguration and maintenance
does not occur often. The analysis and selection of this trade-off should be performed between the
system integrators and security experts in order to find the appropriate balance.

7. Implementation

The Reactive Protection System prototype has been implemented in an Industrial IoT Gateway
device from Bosch Rexroth AG (Lohr am Main, BY, Germany) [59]. The architecture of this
device consists of an Open Source Linux distribution and an integrated Java Virtual Machine
(JVM) that enables deployment of Java applications via the Open Services Gateway Initiative (OSGi
Framework) [60].

The OSGi Framework [61] allows for managing and implementing Java applications. It provides a
platform with modular architecture that allows for managing applications as independent components
called bundles. Bundles are able to interact with one-another thanks to the OSGi Framework through
the publication and subscription of services they provide. The OSGi Framework also allows for
managing their dependencies and versions that allows for controlling the visibility of their services
and components and decreasing management complexity.

Hence, the prototype has been programmed in Java and deployed in the OSGi environment.
The main features of the prototype for reactive protection are the following:

¢  Configurability of operational and security policies, as well as the status of the reactive system
through a graphical user interface.
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e  The following security policies are supported: maximum number of login attempts and anomalous
network traffic.

®  The following operational policies are supported: communication availability based on specific
IP Address or subnetwork.

*  The following reactive protection action is supported: termination of opened Virtual Private
Network (VPN) connections in order to protect against identified intrusions.

¢ Communication supports the following: Syslog [50] over User Datagram Protocol (UDP),
Transmission Control Protocol (TCP) and Transport Layer Security (TLS); and Common Event
Format (CEF) [57,62].

The VPN Client belongs to the set of applications provided by Bosch Rexroth AG within the
context of its [oT Gateway. Furthermore, the interaction between the prototypical Reactive Protection
System and the VPN Client is possible thanks to the OSGi framework.

8. Evaluation of Feasibility and Applicability of the Reactive Protection Concept

The feasibility and applicability of the presented concept has been evaluated in two ways. At
first, a Scenario often found in industrial systems, its related adversarial model and the specifics
regarding its emulation are presented. From this scenario, a set of use cases are derived. These
use cases demonstrate the applicability of the presented concept by considering the prototypical
Reactive Protection System and describing the different results that can be obtained based on different
configurations. Afterwards, the fulfillment of the four requirements (i.e., R1-R4) presented in Section 3
is verified. This verification is performed through the derivation of four Hypotheses that prove the
feasibility of the presented concept. The discussion of these hypotheses are further substantiated with
the Use Case Scenarios presented.

8.1. Scenario and Adversarial Model

In order to validate the presented reactive protection concept, a real-life scenario derived from
the reference IAS architecture (Figure 4) is presented. This scenario is shown in Figure 5. It presents a
simplified remote maintenance application case.

Company A Company B

Woraion  a
oristation Industrial IoT Gateway VPN Server
o Technician
* VPN Application
—— * Reactive|Response System
\ we=  wms  wes Communication
Workstation2 L assssssss VPN Connection

Figure 5. Simplified Industrial Scenario of a Remote Maintenance Application derived from the
reference IAS architecture (Figure 4).

In the presented scenario, there exist two companies: Company A and Company B. The automation
system is located at the site of Company A; this is represented by a Programmable Logic Controller
(PLC), and two engineering workstations (Workstation 1 and Workstation 2). A technician located on
the site of Company B wishes to perform maintenance on devices located at the Company A site. In
order to perform maintenance in a secure manner, a Virtual Private Network (VPN) connection is
established between these two sites. The VPN end point on the Company A site is represented by a
Bosch Rexroth [oT Gateway. As discussed in the previous section, the IoT Gateway contains a VPN
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Client application that allows it to establish a connection to the endpoint located at the Company B
site—hence allowing it to establish a direct connection to the computer of the Technician. On the other
hand, the end point on the Company B site can be any device that is capable of providing the same
functionality as a VPN server.

For this use case, it is assumed that the credentials required to setup the VPN connection
have already been provided. It is also assumed that the VPN configurations are protected against
unauthorized modifications.

The adversarial model contemplated for this scenario is comprised of external threats that may
propagate through the secure VPN connection towards the automation system located at the site of
Company A (e.g., Slammer worm [63]) or misuse from the part of the Technician.

8.2. Emulation of Test Scenario

Emulation of the aforementioned Scenario is carried out in the following. Two Local Area
Networks (LAN) are defined. In LAN A, the industrial automation components are located. This being
represented by a PLC and a Personal Computer (PC). The Industrial IoT Gateway device contains the
VPN Client application and also the Reactive Protection System. It is also configured with two different
IP addresses, each of them corresponding to LAN A and LAN B, respectively. Furthermore, the security
events to be analyzed by the Reactive Protection System are generated on the PC. This PC contains
a Java application developed for the sole purpose of Common Event Format message generation.
In real-life, these event messages would be generated by a third-party security solution. However,
the Java application is used for the prototypical application and its evaluation in order to simplify the
test process. The VPN server runs on a Raspberry Pi located in LAN B. The two parties of the VPN
Connection are the Industrial IoT Gateway and the Raspberry Pi. Through the VPN Connection any
communication is possible (e.g., PLC Application download). For this test scenario, it is represented by
a simple communication between a user located in LAN B and the PLC located in LAN A. An overview
of this setup is presented in Figure 6.

LAN B

PLC

! Raspberry Pi
| VPN Server
Industrial 16T Gateway

* VPN Application

| * Reactivel Protection System
\ — o — m= == === COmmunication
pC mmuwsssssn VPN Connection

CEF Generator Application e - Security-related events

Figure 6. Emulation of an industrial scenario of a remote maintenance application Figure 5. LAN:
Local Area Network.

8.3. Scenario Use Cases

From the aforementioned scenario, three use cases are derived. In each of these three use cases,
the same security policy is violated.

The security policy supported by the Reactive Protection System prototype, as discussed in
Section 7, refers to the surpassing of the maximum number of failed login attempts allowed (e.g.,
User fails to log in to the PLC multiple times). In order to trigger the analysis performed by the
prototypical Reactive Protection System (i.e., Figure 3), the CEF generator application located in the
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PC sends a CEF message. This CEF message contains information that allows the Reactive Protection
System to identify the security policy being violated.

Once the Reactive Protection System identifies that a- and which security policy has been violated,
it verifies whether a reactive action is possible to counteract this policy violation. For this type of
policy violation, the Reactive Protection System supports the termination of active VPN connections.
The execution or rejection of such action depends on the operational policies. The following use cases
present different configuration alternatives for these operational policies, which result in different
outcomes for the Reactive Protection System. For the purpose of this evaluation, a VPN connection
between LAN A and LAN B is initiated.

Use Case 1: In this use case, an operational policy exists that defines that communication between
two parties must always be available. These parties are defined through their IP addresses. These IP
addresses are identified as members of the opened VPN connection and hence the reactive action is
not executed.

Use Case 2: This use case is similar to Use Case 1. However, in this use case, the operational policy
indicates the availability for communication for a specific subnetwork and not specific IP addresses.
During validation of the operational policies, it is identified that the IP address of one of the parties of
the VPN connection is located in this subnetwork and hence the reactive action is not executed.

Use Case 3: In this use case, none of the aforementioned policies exist and hence the reactive
action is carried out. This means that the active VPN connection is closed. If the lack of operational
policies was intentional and does reflect the operational requirements of the automation system,
then the termination of the VPN connection does not influence the operation of the underlying system.
However, if the neglect of operational policies was non-intentional, this could increase an availability
issue in the system that could potentially generate a fault in the IAS.

8.4. Hypotheses

In order to prove the feasibility of the presented concept, the fulfillment of the requirements
presented in Section 3 must be verified. In order to do so, four hypotheses have been derived. In
the following, these hypotheses are presented. The discussion regarding their proof is supported by
the prototypical implementation presented in Section 7 and the aforementioned use case scenarios.
The mapping between hypotheses and the requirements they verify is presented in Table 6.

Table 6. Mapping between hypotheses and requirements.

Hypothesis Number Hypothesis Requirement

Conditions required to meet operational requirements (High
1 Performance, Availability and Real-time capabilities of an automation R3
system can be defined as operational policies

Harmonization between security and operational policies ensure that
2 reactive actions in the presence of intrusions do not affect the correct R2
operation of the underlying automation system

Reactive security measures, as opposed to only passive, can be executed

automatically to help counteract possible intrusions in IAS Rl

Implementation of a Reactive Protection System on a network

4 segment-basis improves the security and reliability of IAS

R4, R2

R1: Configurability and automatic or semi-automatic reactions to intrusions, R2: Compliance with the
ISA/IEC 62443 series of Standards, R3: Ensure correct operation of the underlying automation system,
R4: Multi-platform support and interoperability with preexisting solutions.

Hypothesis 1. Conditions required to meet operational requirements (high performance, availability and
real-time capabilities) of an automation system can be defined as operational policies.
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Policies are often referred to as rules, conditions or constraints that must be maintained [4]. Hence,
operational requirements may be also defined as policies. In the presented concept, these operational
policies were defined by identifying critical assets that constitute an automation system. From these
assets, a classification of operational policies was derived. This derivation was achieved by analyzing
cases or conditions related to these critical assets in which the main operational requirements of IAS
could be negatively affected (i.e., high performance, availability and real-time capabilities). Each of the
classes defined in this classification describes in detail the information that such policies may contain.
Additionally, a few examples are provided (Section 5).

The applicability of these policies was evaluated through the aforementioned scenario.
Furthermore, by deriving these policies from critical assets related to operational requirements in
IAS, it is ensured that, by considering these policies, these requirements are met—hence fulfilling R3
defined in Section 3. Hence, the hypothesis that operational requirements of an automation system can
be defined as operational policies can be defined as true.

Hypothesis 2. Harmonization between security and operational policies ensure that reactive actions in the
presence of intrusions do not affect the correct operation of the underlying automation system.

In Section 5, security and operational policies applicable for IAS were presented. These security
policies were derived from the ISA/IEC 62443 series of Standards, hence fulfilling R2 defined in
Section 3. Furthermore, from these security policies, reactive actions that could counteract the effects of
intrusions were also identified. Although consideration of both security policies and reactive actions
are capable of protecting against intrusions, their implementation in IAS could potentially affect the
correct or expected operation of the underlying automation system.

Hence, the concept for reactive protection presented in Section 5 not only considers security
policies and reactive actions, but also considers operational policies. By doing so, the validation of
operational policies ensures that no reactive action that could negatively influence the operation of the
automation system is executed. However, in order for this concept to be effective, it is necessary that
the defined security and operational policies do reflect the real security and operational requirements.
Neglecting or overlooking either of them may result in decreased protection against intrusions or it
could also negatively affect the main operational requirements of the automation system. During the
discussion of evaluation of the use case scenarios, the possible effects of such event were observed
with Use Case 1, Use Case 2 and Use Case 3. Hence, the hypothesis that appropriate definition of security
and operational policies ensures that reactive actions do not negatively influence the correct operation
of the automation system is proven to be true.

Hypothesis 3. Reactive security measures, as opposed to only passive, can be executed automatically to help
counteract possible intrusions in IAS.

As previously discussed in Section 3, common responses in the presence of intrusions are passive.
Any active countermeasure is often carried out by a human expert, which results in delayed responses.
In order to address this issue (i.e., fulfill R1), the presented concept derived a set of reactive actions (i.e.,
Sections 5 and 6) that provide active protection for automation systems in the presence of intrusions.
These reactive actions are automated through the configuration and harmonization of security and
operational policies. Although at first human effort is required for their configuration, once the Reactive
Protection System is deployed; no other human intervention is necessary as long as the policies remain
suitable for the requirements of the automation system—hence automating their execution. This was
demonstrated in Use Case 3, where the VPN Connection is automatically terminated—hence proving
this hypothesis to be true.

Hypothesis 4. Implementation of a Reactive Protection System on a network segment-basis improves the
security and reliability of IAS.
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From the analysis of current architectural and security trends in IAS (Sections 1 and 3), it was
observed that network segmentation is widely used in IAS. This occurs as network segmentation
allows for facilitating the management of system components, as well as improving the security of the
system. These improvements are achieved by allowing to group system components into zones based
on their security requirements and other requirements derived from their design and operation.

The concept presented in this work exploits these advantages by considering also the network
segmentation approach in order to provide protection against intrusions. This is performed by first
deriving security policies from the ISA /IEC 62443 series of Standards (i.e., hence fulfilling R2 from
Section 3). Afterwards, it suggests the deployment of a Reactive Protection System whose knowledge
base is built from security and operational policies that apply to a specific network segment and
its system components. It also presents a set of reactive protection actions capable of protecting
the corresponding network segment. These reactive actions may be capable of the disrupting of
counteracting intrusions, which in return may increase the security of the automation system. A
system with high and effective security decreases the chances of intrusions being able to disrupt its
normal behaviour—hence improving its reliability.

Furthermore, the presented concept also allows interoperability with preexisting security solutions.
This is performed through the reception and analysis of security events from third-party components
(i.e., fulfilling R2 from Section 3). This concept does not depend on any specific event format or
protocol. Hence, implementations from this concept have flexibility when choosing them. This has
been demonstrated with the prototypical Reactive Protection System implemented in this work
(Section 7). Hence, the hypothesis that following a network segment approach for reactive protection
increases the security and reliability of IAS is proven to be true.

9. Conclusions and Future Work

Passive responses in the presence of intrusions are predominant in the field of security solutions
for IAS due to the concerns that exist that reactive responses may negatively affect the operation of the
automation system. This often requires that any reactive countermeasure be carried out by a human,
which results in delayed responses. This increases the vulnerability of the system and provides a
window of opportunity for the intrusion to succeed and hence negatively influence the system.

In this paper, a concept for a system that allows for reactively and automatically responding
to intrusions is presented. This concept addresses the aforementioned concerns, which results in a
suitable and feasible reactive protection alternative for IAS.

This concept was first conceived by identifying four requirements related to intrusion prevention
solutions and other architectural and security trends for industrial systems. From these requirements,
the foundation for the presented concept was laid out. This foundation is comprised of security and
operational policies, as well as reactive actions that can potentially counteract intrusions.

The system resulting from this concept is capable of analyzing security events received from other
system components (e.g., third-party security solutions). These events are analyzed in order to identify
security policy violations. Once a policy violation has been detected, an appropriate reactive action
is selected. Before the execution or triggering of such action, the operational policies are validated.
This ensures that only reactive actions that do not violate the operational policies of the underlying
automation system are carried out. This means that, as long as the defined security and operational
policies represent the true requirements and constraints of the automation system, the reactive actions
will not negatively affect it. Furthermore, it is important to highlight that the scope of protection
provided by the presented concept allows for protecting the automation system and its components at a
network segment-level. This complies with current architectural and security trends of IAS. Moreover,
the presented concept provided guidelines that can be followed in order to identify security policies,
reactive actions and components to execute these actions.

The application of these guidelines and concept was illustrated with a reference IAS architecture
and application, and a set of example security policies and reactive actions that highlighted the potential
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of the presented concept. Additionally, the evaluation of the presented concept was performed as
followed. First, a prototypical Reactive Protection System was implemented. In order to test its
feasibility and applicability, a real-life scenario was defined, from which use cases were derived. These
use case scenarios were emulated with a test setup where the prototype was deployed. Afterwards,
to further support the evaluation of feasibility, four hypotheses were derived and proven. These
hypotheses allowed for verifying that the requirements presented in Section 3 were fulfilled. The
results of these evaluations have shown that the presented concept is suitable and feasible for IAS.

Future work will focus on the improvement of the prototypical implementation. This includes
extending the capabilities by allowing remote configuration of the Reactive Protection System and
enriching the security and operational policies knowledge base. Another important aspect is to further
enhance the interoperability with other security solutions, which will allow for adding support for
more reactive protection actions (e.g., add new firewall rules). Furthermore, alternatives to improve
the usability of the configuration for security and operational policies will be researched. Currently,
the configuration of security and operational policies has to be manually carried out by a human
operator with knowledge regarding the operation of the automation system and its security. Although
this may require significant configuration effort (depending on the complexity of the system and its
policies), the presented concept provides a feasible and suitable alternative for active protection against
intrusions. The trade-off between configuration effort and automatic protection should be further
discussed between the system stakeholders.
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