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Abstract: Disseminating medical data beyond the protected cloud of institutions poses severe risks
to patients’ privacy, as breaches push them to the point where they abstain from full disclosure of
their condition. This situation negatively impacts the patient, scientific research, and all stakeholders.
To address this challenge, we propose a blockchain-based data sharing framework that sufficiently
addresses the access control challenges associated with sensitive data stored in the cloud using
immutability and built-in autonomy properties of the blockchain. Our system is based on a
permissioned blockchain which allows access to only invited, and hence verified users. As a result
of this design, further accountability is guaranteed as all users are already known and a log of their
actions is kept by the blockchain. The system permits users to request data from the shared pool after
their identities and cryptographic keys are verified. The evidence from the system evaluation shows
that our scheme is lightweight, scalable, and efficient.

Keywords: cloud computing; blockchain; data sharing; privacy; access control; electronic
medical records

1. Introduction

The migration of medical records to cloud-based platforms has facilitated the sharing of medical
data between healthcare and research institutions, enabling faster and more convenient exchange
in a manner previously not possible [1]. The advantages of collaboration range from gaining new
insights into already existing treatments, analysing new ones, and better management of population
health. However, the risks and challenges associated with the practice are significant and cannot be
ignored [2—4].

Typically, the data is stored in cloud repositories which are protected with traditional access
controls in order to comply with the many policies and frameworks that govern its sharing [5-9].
These measures have several shortcomings as they have been breached time and again. First, they aim
to protect the data by the penalties to be inflicted in the event of a breach; Second, users can exercise no
control over the data once it leaves the sharing institution; Third, no technical barrier exists to prevent
the recombination of data shared from different sources and hence the risk of re-identification of
individuals remains when dealing with anonymised data sets [10]. Techniques like K-anonymity [11],
¢-Diversity [12], t-closeness [13,14], and others developed to guarantee privacy in such instances have
not been sufficient. Patients who are unsure about adequate protection measures for the data they
provide may avoid treatment altogether or make full disclosure of their medical condition a non-option.

Existing electronic medical data sharing schemes generally have one of two challenges: the first
achieves good data sharing but comes with poor control. In effect, the institution that shares the data
loses the ability to control it. This raises privacy concerns as there are several ways to narrow down
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data sets and to re-identify individuals even where anonymizing was carried out prior to sharing.
The second retains strong control of the data and remains poor at sharing. This defeats the paradigm of
sharing in order to facilitate the derivation of greater value from already available data sets. Therefore,
strict accountable access control to the shared cloud repository is paramount.

Generally, implementing access control in systems is usually achieved in three steps: identification,
authentication, and authorization. Aside from permitting only legitimate users’ entry, access control
also ensures accountability: the ability to track which user carried out what action in a system.
In traditional access control systems, security administrators determine which user(s) can access a
particular piece of information. With that said, these current systems are more vulnerable to hacking
as well as anonymous intrusions [15].

Blockchain technology is relatively new and has seen advanced developments of its most
significant application in cryptocurrencies (Bitcoin currently being the best known of them all) [16,17].
Aside from the use of the blockchain technology in the aforementioned area, developers are already
hard at work building applications and services (identity management, proof of existence for
intellectual property, decentralised DNS services, and others) that leverage the power and versatility
of the blockchain [18].

There is therefore the urgency to develop a blockchain based access control method that sufficiently
controls the access to medical data stored and processed on cloud systems and securely provides
efficient data sharing. Blockchain technology offers secure cryptographic techniques to identify and
authenticate users and systems and thereby contrive access control in a scalable, distributed, and secure
manner [19]. The blockchain in such a system will be used for data control.

In this paper, we propose a secure, scalable access control system for sensitive information.
We employ secure cryptographic techniques (encryption and digital signatures) to ensure efficient
access control to sensitive shared data pool(s) using a permissioned blockchain for added security
and a closely monitored system. We design a blockchain-based data-sharing scheme that permits data
users/owners to access electronic medical records from a shared repository after their identities and
cryptographic keys have been verified. The requests after verification and onward servicing form part
of a closed, permissioned blockchain. Our system succeeds where traditional access control methods
of passwords, firewalls, and intrusion detection systems fail.

2. Related Works

In this section, research trends pertaining to access control with emphasis on the improving
blockchain technology are outlined.

Guy Zyskind et al. [19] addressed privacy preservation when using third party mobile services.
When signing up to a mobile application for the first time, a set of permissions (such as location, list of
contacts, camera, etc.) are required to be granted for the proper functioning of the app. Unlike existing
applications, the proposed platform allows only users to change the permissions in accordance with
the access control policies stored on the blockchain. The proposed decentralised system consists of
three entities: mobile phone users, service providers (applications), and the nodes maintaining the
blockchain. In the blockchain network, two types of transactions are accepted; Taccess for access control
management and Tq,, for data storage and retrieval. For every user of a service, identity and the
associated permissions are generated and sent to the blockchain in a Tyccess transaction. Data collected
from the user’s mobile phone is encrypted and stored off-blockchain; only hashes of the data are stored
in the public ledger. Both the user and service can query the data in a T4,¢, transaction.

Xiao Yue et al. [20] in their research briefly tackled access control management within the
healthcare data sharing systems. The authors propose the one purpose-centric access control model.
Two kinds of data users were distinguished; r-users denote users seeking to read raw data and p-users
denote users who attempt to read data and retrieve results. For every data request, a transaction
is made up of a requester who wants to access data of a specific category within a limited period
depending on their purpose.
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Guy Zyskind et al. [21] used the blockchain for access control management and for audit log
security purposes, as a tamper proof log of events. Enigma is a proposed decentralized computation
platform based on an optimized version of the secure multiparty computation (sMPC). The different
parties altogether store and run computations on data while keeping the data completely private.

Blockchain-based access control management was described in more detail in Thomas and Alex’s
system [22]. The ChainAnchor system provides anonymous but verifiable identity to entities trying to
perform transactions to a permissioned blockchain. The Enhanced Privacy ID (EPID) zero-knowledge
proof scheme is used to achieve and prove the participants’ anonymity and membership. Entities
can then register—as many times as they desire—their self-asserted public key for transacting on
the blockchain. Based on these public keys, miners (consensus nodes) sieve the transactions; the
transactions having their origin from unknown public keys are ignored or dropped.

On the other hand, access control for Internet of Things (IoT) applications has been gaining
considerable attention in recent years. Affaf Ouaddah et al. [23] proposed the FairAccess system that
relies on the bitcoin blockchain technology and smart contracts for access control management in an
IoT-based environment. Related to the IoT, much research on Wireless Sensor Network (WSN)-based
access control has been done [24-26]. Fan Wu et al. [24] addressed the access control in secure group
communication (SGC) of WSNs. In this framework, node access privileges are assigned by the
network’s administrator to ensure the adaptability and the flexibility of the system.

Table 1 below presents a comparison between different access control schemes presented in
the literature.

Table 1. Comparison between proposed access control schemes from the literature.

References Blockchain-Based Scalability Identity Distant-Access
Management
[24] N Y N N
[26] N Y Y N
[20] Y N N Y
[19] Y N Y N
Y (in case parties have
Our proposed BBDS Y Y Y

already joined the system)

Our main contribution is to provide a transparent blockchain-based Data Sharing for Electronic
Medical Records system. It should be mentioned that our system relies on identity-based authentication
to achieve the users’ membership. Moreover, a lightweight block format has been—for the first
time—proposed to improve the system’s efficiency compared to the existing blockchain implementations
(e.g., bitcoin).

3. Preliminaries

In this section, we formally define the preliminaries used in our blockchain-based scheme for
electronic medical records, including the blockchain network, blocks, and cryptographic keys.

3.1. Blockchain Network

The blockchain is a distributed database that contains an ordered list of records linked together
through a chain, on blocks. Blocks can be described as sets of individual entities that hold information
pertaining to some transactions, for example, financial transactions. The blockchain maintains a
continuously growing list of records which are distributed and immutable. It is for this reason
that many systems built on the blockchain technology achieve secure distribution of assets amongst
untrusted clients.

For a client “A” who wants to transfer an asset to a client “B”, the asset is verified by sets of nodes
and ownership of such an asset is tagged to the client “A”. The client transfers the asset through a
channel to “B” who becomes the new owner of this asset. All these records of verification, transfer,
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and change of ownership are recorded in a public database for future transactions and references.
In cases where there is a malicious activity, verifying nodes can trace the attributes of the record and
resolve the issues. For such systems, there is a need for a database that is highly immutable and
provably secure. For transactions between clients who have no idea of the identities of each other,
there is an equal need for a system to allow a trust-less but secure transaction between such parties.
The blockchain is a perfect fit for resolving these problems associated with trust and change in data
in cloud storage. It is highly distributed; meaning every single client part of the network has records
of every valid transaction completed on the network. The properties of the blockchain that make it
attractive for secure sharing of data are its immutability and “trust-less” transaction execution.

In relation to our work, the blockchain network is made up of individual blocks which are formed
from events chained together from the genesis (first block) to the current or broadcast block. When
blocks which contain details of an entire event (which spans from the time the user sends a request
until the time he gets the data) are broadcast into the network, the blocks form a chain and can never
be changed, updated, or removed. This enables data forensics and enhances data traceability in events
where a user abuses the policies of data handling in the group or when there is a malicious threat in
the system.

A block is made up of a single event and an event spans from the moment a request was created
to when the block was broadcast into the blockchain. In instances where an authorized body needs
to investigate irregularities in the system, a request is sent and access is granted to probe into the
irregularities. The consensus node bears the responsibility to mine and report on the results of such
irregularities. This is easy due to the blocks being linked together with an attractive property of the
blockchain’s immutability.

In summary, the blockchain network acts as an immutable ledger. Processed and authorised blocks
are only allowed into the blockchain network if and only if the block is broadcast by an appropriate
authorised entity. No other entity has the permission to broadcast blocks into the network.

3.2. Cryptographic Keys

Cryptographic keys denote the sets of keys established to perform tasks pertaining to the security
of a system. For the blockchain-based scheme we propose, we establish such keys which perform roles
in relation to user authentication and membership, user verification, request generation, and request
authentication. These keys help to guarantee a level of security of the scheme. The keys include:

e  Membership issuing Keys: Generated and sent to a user who requests to join a data sharing
system and allows access to the membership verification key with adequate parameters necessary
to generate the transaction private and public key. Without the membership issuing key, users are
not allowed to join the system.

e  Membership verification Key: Used to authenticate a user’s validity in a system and consents to a
user’s access to the membership private key. The membership verification key is used to generate
the user’s membership private key.

e  Membership private key: Used to create a request which later develops into blocks. Without
access to a membership private key, a user can never create a request.

e  Transaction private key: Used to digitally sign requests created from a membership private key.

e  Transaction public key: Used to verify signatures on a block. For a request whose signature cannot
match to the appropriate public key, such a request is considered as invalid.

3.3. Membership Authentication and Verification

For a user to join the permissioned blockchain, there is the need for membership authentication.
The verification and acquisition of a user’s identity used to generate specific keys in relation to the
user needs to be secure through already established systems. In our work, we adopt an efficient and
secure identity-based authentication and key agreement protocol which guarantees user anonymity as
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a means to which membership authentication is achieved. Methods necessary to setup a new user as a
member into the system is categorised into two parts.

The first section is based on an existing cryptographic techniques adopted from Wu et al.’s
work [27]. The authentication phase includes system setup, key exchange, and authentication and
key agreement. System setup involves generating parameters necessary to compute the shared key
for the system. These parameters are drawn from the identities of the users and random numbers.
Key exchange is based on sets of computations drawn from the system setup with strong emphasis
on random variables that both the user and the issuer exchange with each other. Authentication
and key agreement which includes the first section describes the creation of the shared, symmetric
key for the user and issuer. The shared key computed by the user and issuer is used to encrypt and
decrypt information pertaining to account registration and verification for the user to be a member of
the system.

The second section is based on the sharing of information for account registration and verification
for the user. The issuer sends an encrypted form which requires pre-set regulations (can be described
as sets of policies of a system) and user details pertaining to the group concatenated with a proof
of verification. Proof of verification (Pv) defines the validity of the response for the encrypted form
containing user registration details. This encryption is denoted as Enc[Fp||Pv] The user decrypts this
encrypted file with their shared key and sends an encrypted, completed form concatenated with the
valid proof of verification value, back to the issuer, Enc[Fp||Pv]. The issuer creates the membership
issuing key from the user’s identity and sends this key to the user making the user a member of
the group, KMK (Key Membership issuing Key). The user requests for verification of correctness of
the information provided to the issuer for the formation of the key, Correctness [KMK]. The issuer
confirms the correctness of the key and sends parameters (Param) associated with the ID and a
concatenation of the correctness to the user. The user uses the parameters to create a transaction key
pair. The verification process described beforehand is denoted as Verify|[ KMK||Param].

Membership verification is important to set up the rights of users to be involved in the access
of data. The verification mechanisms used to achieve the blockchain-based data sharing scheme is
achieved between the User and the Verifier. The user sends a request to the verifier for verification of
membership into the group. The user first sends a request to the verifier for membership verification.
The verifier sends a challenge with a concatenation of a random number created from the membership
issuing key. The user performs computations based on the challenge and the random number and
sends a response to the verifier signing the message with the membership verifying key. In addition
to the response, the user sends a generated random number to authenticate the verifier’s identity.
The verifier compares the signature and computations with a value saved in memory associated with
the shared verification keys. The verifier sends a proof of membership and a hash of the random
number to the user. The user confirms the identity of the verifier and sends the verifier his transaction
public key. The verifier upon receiving this stores the transaction public key in a private database.
The verifier computes the membership private key from the membership verification key and sends
this to the user.

3.4. Pool of Unprocessed Requests

The pool of unprocessed requests is a data pool of blocks which contain requests created by the
user for the purpose of contributing data or accessing data from the storage. The consensus node is the
entity that fetches data from the pool for processing. Attention should be drawn to the fact that blocks
found in the pool are not chained together. They are tagged with a timestamp of when they arrived in
the pool. A suitable algorithm is necessary to define the order at which such blocks will be fetched and
processed. A point worth noting is that the pool of unprocessed requests and the blockchain network
are two separate entities which are not linked together in any way. The only characteristic between
them is the consensus node.



Information 2017, 8, 44 6 of 16

4. System Design

We formulate a data sharing mechanism used by the blockchain-based medical data sharing

scheme for electronic medical records. There are three entities, namely the user, system management,

and storage, as shown in Figures 1 and 2. These are elaborated below.

USER LAYER Different categories of users.
I I = lIssuer
= Verifier
SYSTEM MANAGEMENT LAYER = Consensus node
= Pool of unprocessed transactions

I Blockchain network

Storage infrastructure containing
different classifications of data.

STORAGE LAYER

Figure 1. BBDS ecosystem.

e  User: Users consist of individuals or organizations that want to access or contribute data from
and to the closed system. The intent of most users is to help analyze data for research purposes.
Examples of users can be healthcare organizations such as hospitals, research institutions, as well

as universities, individual research personnel, and governmental bodjies.

e System Management: The system management is composed of individual connected entities
responsible for the secure establishment, efficient running, as well as optimization of the scheme.

The different entities in the system management are;

1.

Issuer: The issuer forms part of the data management layer of the group by authenticating
users required to join the group. The issuer sends out required details and accepts users
who request to join the group based on a criterion.

Verifier: The verifier forms part of the data management layer by further authenticating the
user and receives the user’s transaction key which is kept in a private database. The verifier
later validates blocks which have been signed by the user. This enables a block’s authenticity
in the system to form part of the blockchain. The verifier creates and sends the user the
membership private key which is used by the user to create a block.

Consensus nodes: Consensus nodes fetch unprocessed blocks from the pool of unprocessed
requests. The consensus node is tasked to process and verify the authenticity and details
relating to a block. Processed blocks are broadcast into the blockchain by the consensus node.
An important role of the consensus node is the processing and publishing of results based
on irregularities in the system. The consensus node is the only entity allowed to access the
pool of unprocessed requests.

e  Storage: The storage layer encompasses the cloud-based data storage and processing infrastructure
where data is securely kept for future reference, research, and other diverse purposes.

In this work, we refer to data requests as either
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(1) Contributing data to the shared existing data stored in the cloud repository or
(2) Accessing data from the cloud repository for modification, research, or analysis purposes.

Data contributors permit the aggregation and analysis of data which leads to value derivation.
Verification and auditing trails of requests are necessary to permit the continued efficient functioning
of the system.

Storage
Infrastructure

Consensus node

— e — — ——— — —— ——

o - ————

STORAGE LAYER

e L =

Blockchain network /

1
I
|
I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
!

 (a—a—a—aa
|

SYSTEM MANAGEMENT LAYER

Figure 2. Proposed BBDS system architecture.

5. System Implementation

The goal of this section is to provide a framework for the BBDS construction while analysing
secure structures implemented to facilitate data sharing. At the end of Section 5, Figure 3 describes the
entire Blockchain-Based Data Sharing Scheme for Electronic Medical Records system logic.

I CONSENSUS TRANSACTION \ BLOCK FORMAT
| \
I TMESTAMP oATA | BLOCK SIZE
| ‘ BLOCK HEADER }Gﬂ’:‘;’: ’:?clxn ":::T'[ TIMESTAMP DIT;;G:“ wa
HASH

lGﬂlt&Tlmlﬁrlcn,mlmlG ‘
| ) TRANSACTION COUNTER

N

o ————— . —— —— TRANSACTIONS

USER TRANSACTION
C | I TRANSACTION LOCKTIME
URT ust wo ™ us

_— e ——— =

Figure 3. Proposed BBDS block structure.
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e  System setup

The issuer generates a set of membership issuing keys and membership verification keys.
The issuer then shares the membership verification keys with the verifier. A user who wants to
join this permissioned group sends a request to the issuer. The issuer is tasked to authenticate the user
and accept the user into the group or deny user entry into the group. After successful authentication,
the issuer completes this process by sending the user a membership issuing key. The user requests a
key confirmation from the issuer by sending the issuer the membership key along with a generated
tag of when the user entered the group. The issuer verifies whether the key is formed correctly and
sends a verification key along with some other parameters to the user. The user uses the parameters to
generate their transaction key pair, that is, the transaction private and public key.

The user requests for membership verification from the verifier by sending the membership
verification key obtained from the issuer. The verifier verifies the user’s membership in the group
by sending the user a challenge. The user responds accordingly to the challenge. After successfully
confirming the user’s membership in the group, the verifier sends the user a membership private
key. This membership private key is created from the verification keys and parameters by the verifier.
The user in turn sends the verifier the transaction private key. The verifier keeps the transaction public
key in a private database maintained by the verifier.

e  Request file

The user sends a request for data contribution or data access into the system. The request is
created by the membership private key obtained from the verifier during membership verification.
Particular attention should be drawn to the fact that a block is first created when the user sends a
request. The user uses the membership private key to create the block (request), sign the request with
the transaction private key, and send it to a pool of unprocessed requests. The pool of unprocessed
requests is made up of blocks which are not yet processed by the consensus nodes. For a request to be
valid, the consensus node fetches the request from the pool and prepares it for validation.

A block is made up of a single event and an event spans from the moment a request was created
to when the block was broadcast into the blockchain. In instances where an authorized body needs
to investigate irregularities in the system, a request is sent and access is granted to probe into the
irregularities. The consensus node bears the responsibility of mining and reporting on the results of
such irregularities. This is easy due to the blocks being linked together with an attractive property of
the blockchain, immutability. As shown in Figure 4, the suitable block that would suit the functions of
the system is designed and highlighted.

The abbreviations used in the block structure are described in the section of Abbreviations.

A block is made up of a format which uniquely identifies the block. This is followed by the block
size which contains the size of a block. The next structure is the block header. The block header is
hashed with sha256(sha256()) as done in the Bitcoin headers [16]. The block header plays a significant
role in the blockchain network by ensuring immutability. By changing a block header, an attacker
should have to change all block headers starting from the genesis block in order to falsify a block’s
record. This significantly ensures security on the network since there is a maximum assurance of an
impossibility of achieving this task. Block mismatch will alert the system of a suspicious ongoing event
which triggers data forensics.

The block header contains the version number which indicates the validation rules to follow.
The header is also made up of the previous block’s hash which is a sha256(sha256()) hash whose
function is to ensure that no previous block header can be changed without changing this block’s
header. The Merkle root hash forms part of the header by ensuring that none of the blocks in the
blockchain network can be modified without modifying the header. This is achieved by taking the
hashes of all the events in the blockchain network and appending the output to the current block.
The final output is a sha256(sha256()). The header includes a timestamp of when the block was created.
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The header contains target difficulty which is a value of how processing is achieved by the consensus
nodes. This is unique to the system to make processing difficult for malicious nodes but efficient and
solvable by verified consensus nodes in the system. Finally, the header consists of a nonce which is an
arbitrary number the consensus nodes generate to modify the header hash in order to produce a hash
below the target difficulty. The block header is therefore made up of six components.

The block has a transaction counter whose function is to record the total number of transactions
in the entire block. The transaction is made up of the consensus transaction and the user transaction in
relation to the purposes and processing of records as explained in the transaction section. The consensus
transaction is categorized into two parts that are the timestamps and the data. The timestamps are
made up if CRT, CST, CPT, and CBT whilst the data part is made up of CN, CRA, CDP, and CS. This
is a standard model for a consensus transaction. The user transaction is also categorized into two
parts that are the timestamps and the data. The timestamps are URT and UST whilst the data part is
made up of UID, TX, and US. This forms the transaction for the user. User transactions are designed to
accommodate multiple but limited events for user transaction instances that are not accounted for.

Finally, the structure that defines the entire block is the blocklocktime. This is a timestamp that
records the last entry of transaction as well as the closure of a block. When conditions for this field
are met, the block is ready to be broadcast into the blockchain network. The blocklocktime generally
signifies the time the block enters the blockchain. The size of an entire block is 679 bytes. Figure 4
presents the detailed transactions’ structure. Table 2 shows the size of the individual structures in
the block.

TRANSACTION
CONSENSUS TRANSACTION USER TRANSACTION
Retrieve time (CRT) = 4 BYTES Create request time (URT) = 4BYTES
Request verification time(CST) = 4 BYTES Time to send (UST) = 4BYTES
Time to process (CPT) = 8 BYTES Useridertity (UID) = 9 BYTES
Time to broadcast (CBT) - A4BYTES Purpose (TX) - 32 BYTES
Processing node (CN) - 9 BYTES Signature (US) - 9 BYTES
Verification result{CRA) - 9 BYTES
Consensus data purpose (CDP) - 9 BYTES
(cs) - 9 BYTES
TIMESTAMPS DATA
Create request time (URT) User identity (UID)
Time to send (UST) Purpose (TX)
signature (US)
TIMESTAMPS DATA
Retrieve time (CRT) Processing node (CN)
Request verification time(CST) Verification result{CRA)

Consens us data purpose (COP)
Time to process (CPT)

Signature (CS)

Time to broadcast (CBT)

Figure 4. Transaction structure.
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Table 2. Block format and component size

Structure Name Size in Bytes
Block format 4
Block size 4
Block header 80
Transaction counter 9
Transactions 578
Transaction LockTime 4

e Grant request

The user sends a request for data contribution or data access into the system. Particular attention
should be drawn to the fact that a block is first created when the user sends a request. The user uses
the membership private key to create the block (request), sign the request with the transaction private
key, and send it to a pool of unprocessed requests. The pool of unprocessed requests is made up of
blocks which are not yet processed by the consensus nodes. For a request to be valid, the consensus
node fetches the request from the pool and prepares it for validation.

A hash of when this incident occurred is recorded in the timestamp section of the block header.
Again, the key triggers the block format to record a standard format in the form of a sequence of digits
generated from the key to the block. The transaction layer of the block is now triggered as the request
is formed as part of a user transaction, by adequately satisfying the format of the user transaction
model. The URT is set along with the UID and TX to signify the purpose of the request. The user signs
the data, which is recorded in US and sends the request. A timestamp recording the exact time the
data was sent is captured by UST. These actions complete a single transaction for a user.

The consensus node fetches a request that triggers the target difficulty, nonce, and consensus
transaction. The consensus node solves a mathematical puzzle whose answer is updated by the target
difficulty and nonce. This allows the consensus node to process the request. The completion of this
triggers the consensus transaction since the consensus node sends the request for user verification by
the verifier. CRT records the exact time of the data retrieval by the node. The action of sending the
signature for verification is recorded at CST and the action for verification of a user is captured by CRA.
The total time for processing is recorded by CPT with the processing node’s identity executed by CN.

e  Access file

After a user’s request (data contribution or data access) is granted, access is given to the user
pertaining to the data request or contribution and the verified request is ready for broadcast which is
recorded by CBT with a record of purpose and the user in addition to the purpose for the creation of
this block. This is recorded by CDP. A signature to verify proof of processing is recorded by CS. During
the processing, the format layer of the block is completed by appending a sequence number to the
generated format by the user key to identify the current position of this block. As part of processing,
the version number of the block is recorded in the header. The hash of the previous block is also
recorded in the header and the Merkle root is formed which includes the current block. The hash
of the header is formed, readying the block for broadcast. The block length is recorded and the
BlockLockTime then locks the block with a timestamp. At this time, there is an assurance of the block
being a constituent of the blockchain network and forming part of a chain.

The block is now part of a chain system and adds to the height of the blocks in the blockchain
system. For occurrences where other blocks are formed after this block, the hash of the header of the
last block in the network is taken and appended in the header of the newer block, which is yet to be
part of the chained blocks in the network. The whole process is shown in Figure 5 that bellows.
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Figure 5. Proposed BBDS system logic.

6. Protocols Used to Complete the System

As demonstrated in Figure 6, the interactions between both user-issuer and issuer-verifier are
described in this section.

6.1. User-Issuer Protocol

For communication between the user and the issuer, there is the need for authentication and
verification. This section describes the protocols necessary to setup a new user as a member into the
system. Part of the formation of the protocol is adopted from Wu et al. [27] regarding their research
based on an efficient and secure identity-based authentication and key agreement protocol which
guarantees user anonymity.

Part 1:

The protocol between the user and the issuer is divided into two parts. The first section is based
on existing cryptographic techniques adopted from Wu et al.’s work [27]. The authentication phase of
our protocol from the adopted work is further divided into three phases:

A.  System setup phase (generating parameters necessary to compute the shared key for the system)
B.  Key exchange phase (sets of computations and keys that both the user and the issuer exchange
with each other)
C.  Authentication and key agreement phase (creating the shared key for the user and the issuer)
Part 2:

The shared key computed by the User and Issuer is used to encrypt and decrypt information
pertaining to account registration and verification for the user to be a member of the system:

1. Theissuer sends an encrypted form which requires pre-set regulations and user details pertaining
to the group concatenated with a proof of verification. Proof of verification defines the validity of
the response for the encrypted form containing user registration details, Enc[Fp||Pv].

2. The user decrypts this encrypted file with their shared key and sends an encrypted, completed
form concatenated with the valid proof of verification value, back to the issuer, Enc[Fp||Pv].

3. Theissuer creates the membership issuing key from the user’s identity and sends this key to the
user making the user a member of the group, KMK.

4. The user requests for verification of correctness of the information provided to the issuer for the
formation of the key, Correctness [KMK].

5. The issuer confirms the correctness of the key and sends parameters associated with the ID and a
concatenation of the correctness to the user.

6.  The user uses the parameters to create a transaction key pair, Verify[KMK || Param].
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6.2. User-Verifier Protocol

The user sends a request to the verifier for verification of membership into the group. This section
discusses the protocols necessary for the establishment of verification by the user and verifier:

1. The user first sends a request to the verifier for membership verification.

2. The verifier sends a challenge with a concatenation of a random number created from the
membership issuing key.

3. The user performs computations based on the challenge and the random number and sends a
response to the verifier signing the message with the membership verifying key. In addition to
the response, the user sends a generated random number to authenticate the verifier’s identity.

4. The verifier compares the signature and computations with a value saved in memory associated
with the shared verification keys.

5. The verifier sends a proof of membership and a hash of the random number to the user.

6.  The user confirms the identity of the verifier and sends the verifier his transaction public key.
The verifier upon receiving this stores the transaction public key in a private database. The verifier
computes the membership private key from the membership verification key and sends this to
the user.

7. Evaluation

Scalability is one of the major challenges facing the current bitcoin networks whose underlying
technology is the blockchain. The block structure described in Section 5 is proposed as a solution to
the scalability problem.

To determine the size and scalability of the blockchain network (compared to the blockchain
currently implemented within bitcoin) in this system, tests based on calculated assumptions derived
from different vendor transactions per unit time have been simulated. For clarity, the transactions
of existing vendor networks have been explained and the number of users on this system has been
adopted to exaggerate the entire size of the blockchain in our blockchain-based data-sharing scheme
for a given period of time.

The fast-growing Bitcoin network, processes on average a single transaction per second with a
theoretical maximum of seven transactions per second [28]. Considering the number of transactions
processed by other vendors, implementing such numbers on the Bitcoin blockchain network leads to
scalability issues. Bitcoin’s blockchain has a size of over GB, with an increase of several GB in 2015.
Considering an increased throughput of about 2000 transactions per second, the supplementary
transactions would result in a growth of about several PB/year. At 150,000 transactions per second,
the size of the blockchain would overwhelm the network. The generation of such huge amounts of
data per year is due to the fact that a block size is 1 MB in Bitcoin’s blockchain.

The number of transactions processed by Visa is 2000 transactions per second with a maximum
of 10,000 transactions per second at peak times such as holidays. With respect to other vendors,
the number of transactions processed by Twitter is 5000 transactions per second with a maximum
of 15,000 transactions per second at peak times. Advertising networks, trading networks, and email
networks process a minimum of 500,000 to 2,100,000 transactions per second [29]. Ideally, a carefully
designed block structure on a blockchain network will support these massive amounts of data
generated each second without being concerned with the scalability of the networks.

By carefully structuring the block size in our system, we adopt the use cases of user transactions
per second to create an over-exaggerated value for users sending such requests per second.
The importance is to prove the scalability of the blockchain network in our system in exaggerated
conditions. The following formulas are used in the calculation for all vendor transactions per second and
can be used for real case scenarios.

e Calculations
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Tx(B X ts) used to calculate data size per second

Tx(B X 60(tm)) used to calculate data size per minute.

Tx(B X 36 X 102(th)) used to calculate data size per hour.

Tx(B X 864 X 102(td)) used to calculate data size per day.

Tx defines the number of transactions sent per period of time
B defines the block size, 679 MB

ts defines the time in seconds

tm defines the time in minutes

th defines the time in hours

td defines the time in days

e Example

Assuming the system consists of 1000 users with a maximum of 200 users sending transactions
each second, the size of the blockchain network would be: 135 bytes/s, 7.77 MB/min, 466.23 MB/h,
and 10.29 GB/day.

e 200(679x1) = 135,800 bytes per second = 132.62 KB per second

e 200(679x60(1)) = 8,148,000 bytes per second = 7.77 MB per minute

o 200(679x36x102(1)) = 488,880,000 bytes per second = 466.23 MB per hour
e 200(679x864x102(1)) = 11,733,120,000 bytes per second = 10.29 GB per day

Using the example above as a guide, Table 3 shows an assumed over-exaggerated number of user
transactions per second. The total size in bytes of the results shown in the table below are outputs
pertaining to blocks generated in this system. Data sizes generated are represented in megabytes (MB),
gigabytes (GB), terabytes (TB), and petabytes (PB). The transaction column illustrates the number of
transactions per period of time. Data generated per period in relation to the design block represents
the amount in size for the blockchain network over a period of time.

Table 3. Estimated blockchain network growth.

Data Generated Per Period in Relation to Designed Block

Transaction Per Second Per Day Per Year Per 10 Years
2000 1.29 MB 108.84 GB 38.79 TB 387.90 TB
10,000 6.47 MB 545.91 GB 194.59 TB 1.95 PB
15,000 9.71 MB 819.28 GB 292.03 TB 2.92 PB
500,000 323.77 MB 26.68 TB 9.74PB 97.40 PB
2,100,000 1.33GB 112.22 TB 40.96 PB 409.60 PB

8. Conclusions

In this paper, we proposed a blockchain-based mechanism to mediate access between users and
a pool of shared (sensitive) data. Compared to the Bitcoin blockchain network, we constructed a
scalable (redesigned to allow speedy transactions) and lightweight blockchain to demonstrate the
efficiency of our design which permits data sharing in a secure manner and protects the privacy of
data. In the proposed system, communication and authentication protocols and algorithms between
entities were not fully investigated. It would be interesting to extend this work by fully exploring
these in future studies. We state that the architecture described in this paper is a top layer of the
blockchain-based access control system that is under implementation and testing. In our future work,
an experimental study will be conducted to improve the system’s efficiency and to obtain empirical
data for further studies.
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Abbreviations

CRT Consensus retrieve time
CRA Consensus verification result
CPT Consensus time to process
CST Consensus request verification time
CBT Consensus time to broadcast
cbr Consensus data purpose

CN Consensus Processing Node
cs Consensus signature

URT User retrieve time

USsT User time to send

UID User identity

X User purpose

Us User signature
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