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Abstract: Heritage crimes can result in the significant loss of cultural relics and predicting them
is crucial. To address the issues of inconsistent textual information format and the challenge of
preventing and combating heritage crimes, this paper develops a system that extracts crime elements
and predict heritage crime occurrences. The system comprises two deep-learning models. The first
model, Bi-LSTM + CRF, is constructed to automatically extract crime elements and perform spatio-
temporal analysis of crimes based on them. By integrating routine activity theory, social disorder
theory, and practical field experience, the research reveals that holidays and other special days (SD)
perform a critical role as influential factors in heritage crimes. Building upon these findings, the
second model, LSTM + SD, is constructed to predict excavation-type heritage crimes. The results
demonstrate that the model with the introduction of the holiday factor improves the RMSE and MAE
by 6.4% and 47.8%, respectively, when compared to the original LSTM model. This paper presents
research aimed at extracting crime elements and predicting excavation-type heritage crimes. With
the ongoing expansion of data volume, the practical significance of the proposed system is poised
to escalate. The results of this study are expected to provide decision-making support for heritage
protection departments and public security authorities in preventing and combating crimes.

Keywords: heritage crime; elements extraction; crime prediction; deep learning models

1. Introduction

Cultural heritage comprises relics and vestiges that have significant historical, artistic,
and scientific value, left behind by human beings during their social activities [1]. It is
a vital medium for individuals to explore their traditional culture and derive spiritual
nourishment [2]. Given the high risk of irreparable damage that heritage crimes pose to
these non-renewable cultural objects, it is imperative to enhance all measures to combat
heritage crimes [3].

Currently, the incessant excavation and smuggling of cultural heritage, driven by
enormous illegal interests, pose a significant threat to cultural heritage security. Pro-
tecting cultural heritage has become an arduous task due to this situation. As heritage
is non-renewable, prevention of heritage crimes should be prioritized over traditional
post-event measures.

Excavation-type heritage crimes, unlike traditional crimes, are typically superstitious
and perpetrated by gangs [4]. During the Three Kingdoms period, the “gold-digging
captain” post was established to plunder tomb treasures for military expenses. However,
social unrest and other factors led to the formation of a more complex group of tomb
raiders, including scattered soldiers, professional soldiers, bandits, and geomancers. As a
result, the method of crime shifted from manual excavation to explosive tomb raiding [5].

Systems 2023, 11, 289. https://doi.org/10.3390/systems11060289 https://www.mdpi.com/journal/systems

https://doi.org/10.3390/systems11060289
https://doi.org/10.3390/systems11060289
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/systems
https://www.mdpi.com
https://doi.org/10.3390/systems11060289
https://www.mdpi.com/journal/systems
https://www.mdpi.com/article/10.3390/systems11060289?type=check_update&version=1


Systems 2023, 11, 289 2 of 19

Today, heritage crimes have become more professional and organized, with sophisticated
tools, such as infrared detectors, military compasses, and infrared binoculars [6]. This has
resulted in the formation of an integrated upstream and downstream criminal chain and
network, posing new challenges to the protection of cultural heritage and the fight against
heritage crimes. To combat this serious and complex situation, public security authorities
must enhance the scientific and technological content of their methods to protect heritage
and combat heritage crimes.

The Department of Heritage Protection is increasingly gaining a better understanding
of heritage crimes, and research on heritage protection is producing practical outcomes.
However, most research remains stuck in legal discussions or analyses of current situations
related to heritage crimes, with very few scholars engaged in researching the prediction
and detection of heritage crimes. The prediction of heritage crimes combines historical data
and investigative experience with other elements to analyze the spatial and temporal char-
acteristics of heritage crimes, then predict their incidence or provide support for guiding
practical work [7]. Heritage crimes typically lack obvious victims, and law enforcement is
often unmotivated to investigate cases involving small amounts of money [8]. Crime data
platforms in various locations also fail to analyze heritage crime data in depth, leading to
the possibility of a certain criminal “dark figure” in heritage crimes and limited exploration
and application of heritage crime data. Moreover, because heritage crimes are relatively
infrequent compared to frequent property crimes, it is difficult to statistically analyze
the development of the crime situation over a relatively short period, which explains the
paucity of quantitative studies on heritage crimes. Traditional crime prediction models
perform well in dealing with complex crime data involving multiple crimes, but they may
struggle to demonstrate their advantages when dealing with sparse crime data [9]. Deep
learning is a complex machine learning method that can extract features from complex data
through multi-layer neural networks. It is characterized by learning ability, adaptability,
wide applicability, and portability, and it can effectively solve problems, such as sparse
crime data and overcome limitations of other machine learning methods. When it comes to
tackling the challenge of sparse data, deep learning exhibits unique advantages. Unlike
traditional machine learning methods that may struggle with limited data, deep learning
models can effectively learn and extract meaningful patterns and representations from
sparse datasets. By employing multiple layers of interconnected neurons, deep learning
algorithms can automatically discover hierarchical representations of data, enabling them
to capture intricate relationships and dependencies within the dataset. This ability to learn
complex features and representations allows deep learning models to effectively generalize
from limited data, enhancing their performance even when faced with sparse crime data.
Furthermore, deep learning models excel at handling larger datasets and achieving high
levels of generalization. With its multi-layer architecture, deep learning can leverage the
vast amount of information contained in larger datasets. By learning multiple levels of
abstraction, deep learning models can recognize and extract high-level features that are
representative of the entire dataset, thus achieving better performance on larger and more
diverse datasets. Therefore, it is necessary to combine traditional crime prediction meth-
ods with advanced technological methods, such as data mining and machine learning to
build prediction models that can analyze massive amounts of data and achieve accurate
predictions of future heritage crimes in time, space, and trends.

In summary, this study highlights the need to aggregate and analyze data on heritage
crimes in conjunction with other relevant factors that may influence such crimes. Deep
learning methods should then be employed to identify trends in crime patterns. This
approach involves using criminological theory, social disorder theory, and field sector
experience to select the relevant factors. The paper is organized as follows: Section 2
presents the research aims. Section 3 discusses the current state of research on heritage
crime and crime prediction. Section 4 describes the system developed in this study and
presents its experimental results. Finally, Section 5 concludes the paper and identifies key
areas for further research.
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2. Research Aims

The research aim of this paper is to develop a system for extracting crime elements
and predicting excavation-type heritage crimes.

Natural language processing techniques are utilized to extract information from the
structured textual data of excavation-type heritage crimes. The extracted temporal and
spatial information are then analyzed to determine the characteristics of the crime in both
spatial and temporal aspects. Crime hotspots are identified for time-series prediction.
Currently, serious learning-based crime spatiotemporal prediction models exhibit high
prediction accuracy. However, these studies often suffer from the inherent “black box”
limitation, causing considerable uncertainty when applying them to new environments
for crime prediction. Previous studies have primarily focused on constructing models
with high accuracy by utilizing crime data with substantial volume, often overlooking
the interpretation of characteristic variables. This study undertakes the construction of
the excavation-type heritage crime prediction model based on LSTM as an endeavor to
address these limitations. To analyze the factors affecting excavation-type heritage crimes,
this study combines criminological theory, social disorder theory, and field experience and
builds a predictive model for crimes.

The findings of this research can offer ideas and recommendations for heritage protec-
tion departments and public security authorities in preventing and combating crimes.

3. Related Works
3.1. Heritage Crime

Scholars have conducted extensive research on heritage crimes in various countries
and regions, primarily focusing on the characteristics of heritage crime and combating
strategies. Louise Grove provided a systematic account of heritage crime, offering insights
into its definition, patterns, and different types. The research also underscored the signif-
icance of establishing the database and conducting comprehensive analyses of heritage
crime. Furthermore, Grove highlighted the potential efficacy of employing situational pre-
vention strategies to address heritage crime [10]. Bryant, R. et al. examined the spatial and
temporal characteristics of crimes within, at, or close to heritage sites in Kent and Medway.
It utilized crime mapping and the global Moran index to analyze the distribution of crime
in the area and employed models, such as Prophet to analyze crime in terms of spatial and
temporal characteristics. The study aimed to assess the impact of heritage action zones on
the frequency of crimes within, at, or close to heritage sites in these areas and conducted
a more localized analysis of CWACHS. Separate temporal and spatial analyses were con-
ducted for three Heritage Action Zones, namely, Leeds and Hollingbourne, Ramsgate, and
Swanscombe and Greenhithe. It is worth noting that the research analyzed reported crime
at, within, or near a building or location with historical value and importance. Clearly, this
was not the same as analyzing ‘heritage crime’ per se [11]. Manacorda et al. have published
a book of research on the crime of illicit trafficking in art. The book provided a detailed
exploration of the process of this crime and strategies to combat it. The research team also
drew on the practical experience of frontline staff, such as those at Interpol and UNESCO,
to make recommendations for improving the prevention, control, and detection of heritage
crime [12]. Neil Brodie analyzed two criminal cases involving transnational trade in cul-
tural objects. The study examined the activities of Subhash Kapoor, a dealer based in New
York, and the activities of two dealers who transported cultural objects from Dubai Freeport
to destination markets in London and New York. The analysis shed light on the potential
modus operandi and criminal networks involved in the illicit trade of cultural objects and
other cultural goods [13]. Liu analyzed the current situation of heritage crimes, which
mainly included the number of crimes, types of crimes, subjects of crimes, objects of crimes,
places of crimes, and means of crimes, and put forward relevant suggestions to improve the
system of combating excavation-type heritage crimes [14]. M Balcells Magrans analyzed
the tomb raiders in Italy from a criminological perspective, focusing on the history of tomb
raiders, the relationship between criminal gangs and organized crime, the internal structure
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of criminal gangs, and the technical means used by tomb raiders [15]. From the perspective
of investigation work mechanism, Some scholars have also described the practices of the
Italian Carabinieri Command for the Protection of Cultural Heritage in the fight against
heritage crimes, which include the creation of a rapidly deployable unit, the Task Force
Unite4Heritage (TF U4H), and the construction of a database of illegally removed cultural
artifacts, “Leonardo”, the biggest database of stolen works of art in the world [16]. Xu
optimized the investigation work mechanism of cultural relics crime based on analyzing
the existing work difficulties and reasons, mainly including strengthening the collection of
information, breaking down the work barriers of investigation departments, improving the
professional quality of investigators, and strengthening the guidance mechanism of public
opinion [17].

Crime situations are dynamic and subject to various factors, making it difficult to
predict future situations based solely on historical crime data. Therefore, incorporating
criminological theory and practical experience is essential to identify the factors that
influence crime situations, ultimately improving the interpretability and validity of crime
prediction models.

A large body of criminological research has shown a relationship between the envi-
ronment and crime, and Quilter investigated the number of crimes committed at different
times and found that crime patterns varied with the seasons [18]. Eileen G. COHN found
that different weather conditions (such as heat, rain, and wind) had different effects on
various crimes [19]. Peng et al. found that under extreme weather conditions, robbery
crimes decreased, while burglaries increased during the day [20]. Anna Bruederle et al.
found that temperature had a short-term effect on violent crime [21]. Just as bus pickpockets
often choose to commit their crimes in weather with poor air quality [22], excavators often
choose to take advantage of bad weather, such as rain and snow, to facilitate their actions.

The social disorder theory posits that the organization of a community, and the mobility
and heterogeneity of the people within it, can lead to changes in its internal environment
that increase the likelihood of crime in certain circumstances [23]. Consequently, applying
this theory, the holiday season could result in disorder within the protected heritage unit
area, potentially impacting the crime situation in the region.

During the investigation process of such cases, public security authorities investigating
excavation-type heritage crimes have found that while the tendency to professionalize the
crime and update criminal methods has increased, criminal gangs almost always include a
geomancer who considers many superstitious factors. These factors include the geomancy
of the area around the tomb, the lunar calendar, the topography of the area, and even the
growth of wheat in winter, which guide the gang in their excavation activities. Due to
the differences between geomancers and the location of the crime, there is no consistent
standard for the geomancy of each place, and the only constant factor is the “auspiciousness”
in the Lunar Calendar. Therefore, the Lunar Calendar may have had a significant influence
on the tomb raiders.

3.2. Crime Prediction

Current communication methods are mainly enabled by telephone, face-to-face meetings,
or the Internet. Most of the content of these communications is saved or converted to
written text, then archived in digital format, which makes it more complex and difficult
to manually sift through valid information, but also provides opportunities for automated
text analysis using NLP technology [24]. Currently, NLP is becoming a popular technology
for analyzing police data as the policing model is transformed into “smart policing”. For
example, Chih-Hao Ku et al. used NLP to extract elements from crime reports, then used
machine learning algorithms, such as Bayes to build a decision model for smart policing [25].
Areeba Umair et al. extracted crime data from eight years of news reports in Pakistan and
further predicted the crime situation [26]. Xiang et al. extracted data from 25,000 first-instance
judgments on online fraud in China from China Judgements Online and conducted a study
on the spatial and temporal distribution of online fraud in China at the county scale [27].
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After extracting the elements of crimes, crime dynamics can be analyzed in various
aspects, of which crime time series prediction is an important part [28]. Time series analysis
is a data mining technique based on historical time data [29]. Time series prediction of crime
is an important branch of current spatio-temporal crime prediction research. Different time
series models can extract the occurrence characteristics of different crime types, which can
provide decision support for police in police force allocation, patrol route planning, etc. [30].

Current research methods for crime time-series prediction include the following
two main types: (1) Single feature crime time-series prediction. The traditional time series
analysis method is used to make simple predictions, such as the number of different types
of crimes. The advantage of this method is that it can account for the volatility of crime
data. For example, Chen et al. used a time series model, ARIMA, to make short-term
predictions of property crime in a Chinese city. Based on a given 50 weeks of property
crime data, an ARIMA model was determined and can predict the amount of crime 1 week
in advance. The results showed that the ARIMA model had higher accuracy than the
exponential smoothing model [31]. FENG et al found that using crime data from San
Francisco, Chicago, and Philadelphia over three years to train the Prophet model was able
to achieve better results than traditional neural networks [32]. Shoesmith employed the
ST-AR model to forecast rates of violent crime and property crime across multiple countries
and regions spanning a 15-year period (1955–2009). The study revealed that the ST-AR
model exhibited superior predictive capabilities compared to other models, particularly in
terms of property crime predictions rather than violent crime [33]. (2) Crime time-series
prediction with multiple features. Crime prediction using machine learning or neural
network methods can perform excellently with large amounts of data or unstable data, and
multi-dimensional predictions that incorporate geographic and economic factors that may
have an impact on the occurrence of crime. However, high-dimensional variables cannot
explain the crime phenomenon, and the issue of how to ensure convergence and consistency
of the operating rate should also be considered in the parameter setting process. Alexander
Stec et al. used crime data from Chicago and Portland, along with local weather, census,
and public transport data, to predict crime counts using a deep learning approach, and their
best models achieved accuracy rates of 75.6% and 65.3%, respectively [7]. Bitzel Cortez et al.
found that an LSTM-based prediction model could be used for Guatemala City emergencies
with better prediction results [34]. Jha et al. conducted a study with two million crime data
from India over the past decade and found that the improved neural network model had
better training results when dealing with large amounts of data [35]. Lin et al. leveraged the
automatic feature extraction capability of DNN models to train DNN-tuning models. These
models were developed by combining vehicle theft data with 84 types of geographic data,
resulting in promising outcomes [36]. Zhang et al. utilized crime data, environmental data,
demographic data, and XGBoost models to predict incidents of public theft, specifically
at XT police stations in ZG. To enhance the interpretability of the predicted results, they
employed the SHAP method to assess the contribution of each variable and offer a more
meaningful interpretation [37].

Each of the aforementioned methods has its own advantages and disadvantages.
Prediction methods that solely rely on crime data are able to capture the volatility of the
data, but they do not elucidate the relationship between crime and other factors, and
their performance may be suboptimal for crime types with limited data availability. On
the other hand, crime prediction based on deep learning methods incorporating external
data sources often grapples with the inherent blackbox nature of machine learning. Even
when employing interpretable machine learning models, such as SHAP, the introduction
of variables still lacks a solid theoretical foundation, often leading to their interpretation
solely from an algorithmic standpoint. Moreover, the introduction of additional variables
renders the model less interpretable and may even lead to “dimensional disasters” when
the number of variables increases, thereby diminishing prediction performance [38]. In
summary, research on heritage crimes is relatively restricted when compared to other forms
of criminal activities, with a notable dearth of quantitative analysis specifically focused
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on Chinese heritage crimes, especially excavation-type heritage crimes. This limitation
primarily stems from the challenges associated with accessing criminal data pertaining to
cultural relics and the potential disparities between such data and information obtained
from conventional sources like media coverage and official news. Consequently, a thorough
exploration of historical data on cultural heritage crimes, accompanied by a comprehensive
integration of theoretical frameworks and practical experiences, is crucial. The identification
of influential factors that contribute to the occurrence of excavation-type heritage crimes is
essential, as is the application of scientific, statistical analysis and big data analysis, among
other methodologies, to analyze and predict the trajectory of cultural heritage crimes. These
efforts will yield more effective strategies for combating cultural heritage crimes.

4. The System for Extracting Crime Elements and Predicting Excavation-Type
Heritage Crimes

In this study, the system for extracting crime elements and predicting excavation-type
heritage crimes is constructed. The technical route of the system is shown in Figure 1.
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The paper presents a six-step process, which includes data source, text extraction,
visual analysis, data preprocessing, model training, and performance assessment. First, the
case descriptions of heritage crimes related to excavation are obtained from China Judge-
ments Online and relevant institutions. Second, the Bi-LSTM + CRF model is employed
to process the obtained case descriptions, from which the time and location of the crimes
are extracted. Then, the crime situation is visualized using software, such as ArcGIS Pro
2.8.4, and the LSTM model is applied to predict the number of crimes in the crime hot spots.
Based on this, classical criminological theories and field experience are incorporated to
develop the LSTM + SD model.

4.1. Data

The study used crime data obtained from China Judgements Online, which publishes
judgment documents that have come into effect and are accessible to the public from all
levels of people’s courts in China. With over 100 million documents, the website covers a
wide range of fields, including criminal and civil law, and has been visited over 80 billion
times. To reflect the real situation of heritage crimes, this study focused on excavation-
type heritage crimes in China from 2011 to 2020, using first-instance verdict documents
of criminal cases crawled from the website, combined with data from relevant official
institutions. The study also chose XS Province in China as an example due to the limited
access to crime data sources.

Historical weather data is downloaded from the official website of the Weather Post.
The historical weather data provided by this website have been used in some scholars’
studies and thus possess a certain degree of credibility [39]. The holiday arrangement
notice issued by the State Council is used as the standard for determining the dates of
holidays. The data of the Lunar Calendar is crawled from the official website of Baidu
Calendar. The dates involved in this part of the data are referred to as Special Days (SD).

4.2. The Model of Extracting Crime Elements: Bi-LSTM + CRF Model

Natural Language Processing (NLP) is an interdisciplinary field at the intersection of
computer science, artificial intelligence, and linguistics. Its main objective is to develop
theories and methods for effective communication between humans and computers using
natural language. NLP has gained popularity in machine translation, sentiment analysis,
information extraction, and text classification [24]. Among various tasks in information
extraction, named entity recognition, relationship extraction, and entity disambiguation are
common methods to extract structured data from unstructured text [40]. The application of
NLP technology enables the rapid extraction of a large number of case elements, which can
be further analyzed for in-depth crime analysis.

Named entity recognition (NER) is a fundamental task in natural language processing
that involves identifying words in a text directed by specific naming conventions, such as
the names of people, places, and organizations. The most successful and commonly used
modeling approach to date is to frame this task as a sequence annotation problem, where
the input sequence is labeled with a corresponding sequence of tags.

The labeling system in NER involves two types of tags: the first type represents the
category to which the named entity belongs, such as a person (PER), location (LOC), or
organization (ORG). The second type represents the position of a word within a named
entity. The most widely used standard for this is the BIO annotation system, which employs
three tags: named entity beginning (B), named entity internal (I), and non-named entity
(O). There are two annotation schemes for named entity recognition: the first is a word-
based annotation scheme, and the second is a character-based annotation scheme, which
greatly affects the recognition performance. For the Chinese, the more commonly used
method for named entity recognition tasks with more research value and potential is the
character-based annotation scheme.

This study adopts a mature and advanced Chinese-named entity recognition model,
which is currently recognized as the more effective Bi-LSTM + CRF approach, i.e., character-
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level distributed representation (Char Embedding layer), followed by deep neural network
model training (Bi-LSTM encoder layer), feature extraction, and finally, by conditional
random field model. The CRF layer predicts the category to which each character belongs.

The Conditional Random Field (CRF) layer has the capability to learn some global
constraints from the training corpus, such as the requirement that the entity tag should
begin with “B-” rather than “I-” in a sentence, that tags of different classes should not be
connected, and that recognized entities of people, places, and organizations should not be
mixed and matched. These constraints ensure that the labels of different classes are not
interconnected and that named entities are identified with precision.

The input sequence is X = (X1, X2, . . . , Xn) and the output probability matrix after
distributed representation and the Bi-LSTM module is P =

(
pi,j
)

n×k, where k is the number
of tags. Pi,j refers to the probability that xi is tagged with the jth label. Ai,j refers to the
probability of transferring the ith label to the jth label in the probability transfer matrix.

For the sequence of labels to be output y = (y1, y2, . . . , yn), the path score formulae
are defined as S(X, y) = ∑n

i=0 Ayi ,yi+1 + ∑n
i=0 Pi,yi and y∗ = argmaxS(X, y).

The CRF model uses a dynamic programming algorithm to find the highest scoring
path as the optimal path y∗ for sequence labeling by modeling the output label binary.

This study utilized around 10,000 magistrate documents, which is impractical to man-
ually process such a large amount of text data. Therefore, information extraction technology
was employed to overcome this challenge effectively. By employing machine-reading and
parsing the adjudication documents, primary attribute information, including the crime
time and location, in ancient tomb raiding adjudication documents was extracted through
steps, such as Chinese word segmentation, lexical annotation, and entity recognition.

Figure 2 shows the system for the automatic crime elements extraction. The upper part
of Figure 2 is a brief of the case. The specific text entered is as follows. “On 31 July 2012,
at approximately 2:00 p.m., Wang, the defendant, and several other villagers from the
same village, including Wang Moulin (arrested), Cui Moumin (arrested), Guo Mouhang
(arrested), Cui Mou (arrested), and Wang Moujia (still at large), arrived at a cornfield
situated west of the old brick factory in the southwest of Xinwang Village, Ma Wang
Street Office. They had previously marked the location as a burial site. Wang Moulin was
tasked with keeping watch on the production road outside the cornfield, while Wang and
the other four utilized tools such as large shovels, ropes, and flashlights that they had
prepared beforehand to excavate and remove soil from the burial site. At approximately
5:00 p.m. that afternoon, the police from the Chang’an Branch of the Xi’an Public Security
Bureau rushed to the scene after receiving a report and arrested Wang Moulin, who was
responsible for keeping watch. Meanwhile, Wang and the other five individuals fled. On
16 February 2018, police from the Chang’an Branch apprehended the defendant, Wang.
According to the Cultural Relics Department, the robbed tomb site is situated within the
key protection area of the Fenghao archaeological site, a nationally protected cultural
relics site”.
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Taking the aforementioned content as an exemplification, our training process pri-
marily encompasses the following steps. First, it is imperative to annotate the time and
location information. In the provided content, “14:00 on 31 July 2012” is designated as the
recorded incident time. The first “2” is marked as B-time, and each subsequent number
and Chinese character is marked as I-time. Similarly, the “Mawang Street Office Southwest
Old Brick Factory” is identified as the incident location. “Ma” is marked as B-location, and
each subsequent Chinese character is marked as I-time. Additionally, 16 February 2018
is recorded as the time of the arrest. The first “2” is marked as B-arrest time, followed
by the subsequent numbers and characters marked as I-arrest time. All other contents in
the provided text, including punctuation marks, are marked with O. Second, the texts are
randomly divided into three sets: training and testing sets. The division ratio is set at 8:2
for training and testing purposes. Lastly, F1-score is utilized as the evaluation criteria for
assessing the performance of our model. In this study, the constructed model achieved an
F1-score of 0.911. With the continuous expansion of our data volume, the efficacy of our
model training will be further enhanced.

The system is a comprehensive automated solution. Once the case profile is entered
into the system, it undergoes automatic analysis of various crime elements. This analysis
primarily encompasses the category of case, the time of arrest, the time of the crime, and
the location of the crime.

4.3. Analysis of Crime Elements
4.3.1. Temporal Characteristics of Excavation-Type Heritage Crimes

To examine the temporal patterns of the crime, this study provides a comprehensive
analysis of the occurrence of excavation-type heritage crimes in XS Province at four temporal
scales: daily, weekly, monthly, and yearly.

Figure 3 shows the number of crimes committed in XS province from 2011 to 2020 on
different scales, with a total of 847 cases over the ten years, including 3010 days without
one crime, 522 days with one crime, 82 days with two crimes, and 39 days with three or
more crimes.

Systems 2023, 11, x FOR PEER REVIEW 10 of 20 
 

 

primarily encompasses the category of case, the time of arrest, the time of the crime, and 

the location of the crime. 

4.3. Analysis of Crime Elements 

4.3.1. Temporal Characteristics of Excavation-Type Heritage Crimes 

To examine the temporal patterns of the crime, this study provides a comprehensive 

analysis of the occurrence of excavation-type heritage crimes in XS Province at four 

temporal scales: daily, weekly, monthly, and yearly. 

Figure 3 shows the number of crimes committed in XS province from 2011 to 2020 on 

different scales, with a total of 847 cases over the ten years, including 3010 days without 

one crime, 522 days with one crime, 82 days with two crimes, and 39 days with three or 

more crimes. 

 

Figure 3. Number of cases in XS province from 2011 to 2020 on different scales. 

The frequency of criminal incidents occurring on non-working days is significantly 

lower than on working days. This can be attributed to the dispersed and unpredictable 

activities of individuals during their leisure time, making it more challenging for criminals 

to target and excavate protected heritage sites that are commonly designated as tourist 

attractions. 

Overall, the number of crimes tends to increase from the beginning to the end of the 

year, with a high incidence in the spring (March–May) and at the turn of autumn and 

winter (November–December). This pattern indicates that the frequent special 

crackdowns on heritage crimes by public security authorities in winter and spring are 

justified. The trend is due to the majority of crimes occurring in protected heritage units 

and remote suburban areas. As security measures in protected heritage units increase, 

tomb raiders are forced to choose crime sites in fields and remote villages where security 

measures are weak. Moreover, perpetrators can exploit the growing or harvested crops to 

conceal their actions during spring and the turn of autumn and winter. 

Figure 3. Number of cases in XS province from 2011 to 2020 on different scales.



Systems 2023, 11, 289 10 of 19

The frequency of criminal incidents occurring on non-working days is significantly
lower than on working days. This can be attributed to the dispersed and unpredictable
activities of individuals during their leisure time, making it more challenging for crim-
inals to target and excavate protected heritage sites that are commonly designated as
tourist attractions.

Overall, the number of crimes tends to increase from the beginning to the end of the
year, with a high incidence in the spring (March–May) and at the turn of autumn and
winter (November–December). This pattern indicates that the frequent special crackdowns
on heritage crimes by public security authorities in winter and spring are justified. The
trend is due to the majority of crimes occurring in protected heritage units and remote
suburban areas. As security measures in protected heritage units increase, tomb raiders are
forced to choose crime sites in fields and remote villages where security measures are weak.
Moreover, perpetrators can exploit the growing or harvested crops to conceal their actions
during spring and the turn of autumn and winter.

After analyzing the yearly scale data, it was found that 2014 had the highest number
of excavation-type heritage crimes. However, since 2017, the number of crimes has been
declining, with a slight rebound in 2020. Generally, heritage crimes are trending downward
and leveling off. This can be attributed to the regular and frequent crackdowns on heritage
crimes by public security authorities and other departments, and the enhancement of
security systems in protected heritage units.

4.3.2. Spatial Characteristics of Excavation-Type Heritage Crimes

The longitude and latitude information of the crime sites is imported into ArcGIS Pro
software to analyze the distribution of excavation-type heritage crimes in XS province from
2011 to 2020.

Figure 4a shows the distribution and direction of excavation-type heritage crimes.
Figure 4b shows the heat map of excavation-type heritage crimes distribution. The study
reveals that excavation-type heritage crimes are concentrated in the central cities of XS
province, particularly in the province’s capital, AX city, and spread to the surrounding
prefecture-level cities, with the city serving as the hot spot center. There were fewer cases
reported in KA city and LS city, located in the southern part of the province. Moreover, the
border areas of prefecture-level cities and the border areas between XS province and other
provinces have also reported high crime rates for heritage crimes.

In the previous section discussing the selection of special dates, it was noted that
excavation-type heritage crimes might be influenced by holidays, as these crimes are of-
ten committed at cultural heritage sites. Unlike typical theft cases, heritage crimes occur in
more limited locations, many of which are designated as cultural preservation units. This
phenomenon can result in fluctuations in the number of visitors during holidays, subsequently
affecting the incidence of heritage crimes. In this study, the latitude and longitude information
of existing artifacts in XS province are extracted by crawling the official website of the XS
Provincial Bureau of Cultural Heritage. The distribution of existing cultural heritage in XS
Province and the heat map are shown in Figures 5a and 5b, respectively.

The distribution of existing cultural relics is compared with the distribution of heritage
crimes, as shown in Figure 6.

Based on the analysis, it was observed that the distribution of surviving artifacts in XS
province is concentrated in the provincial capital and other central cities of XS province,
which is consistent with the distribution of heritage crimes. Both are distributed in a
“northeast-southwest” direction.
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Figure 6. Comparison of the distribution of excavation-type heritage crimes and existing cultural
heritage in XS Province.

4.4. The Model of Crime Prediction: LSTM + SD (Special Day) Model

Long short-term memory (LSTM) was proposed by Sepp Hochreiter and others based
on the recurrent neural network (RNN) [41]. The recurrent neural network (RNN) is a
type of neural network that is particularly effective at handling time series data. However,
when processing long sequences, the traditional RNN is challenged by the need to retain
all of the information from the past. This not only increases the training time but also
causes issues, such as gradient explosion or disappearance, which can result in a loss
of historical information. To overcome these challenges, the long short-term memory
(LSTM) architecture selectively retains relevant historical information by incorporating
input, output, and forget gates, which effectively manage memory information in time
series and address the limitations of traditional RNN [42].

When using LSTM to analyze the time series of excavation-type heritage crimes, the
short-term and long-term characteristics can be better mined, and it is expected that it can
be better used to predict the number of the crime on a daily scale. The structure of LSTM is
shown in Figure 7.
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In contrast to RNN, there is a separate calculation for the hidden state in the LSTM cell.
ht denotes the state of the hidden layer at moment t and Ct denotes the output at moment t,
which are calculated as shown below.

ht = ottanh(Ct) (1)

Ct = ftCt−1 + it
∼
Ct (2)

In the above formulae, it, ft, ot and
∼
Ct represent the gating coefficients of the input,

forget, and output gate, respectively, and the cell state, to be updated by the LSTM cell at
moment t. The formulae are shown below.

it = σ(Wi × [ht−1, xt] + bi) (3)

ft = σ
(

W f × [ht−1, xt] + b f

)
(4)

ot = σ(Wo × [ht−1, xt] + bo) (5)

∼
Ct = tanh(Wc × [ht−1,xt] + bc) (6)

where σ represents the non-linear activation function; xt represents the input at time t; Wi,
W f , Wo, and Wc represent the weight matrix; bi, b f , bo, and bc represent the corresponding
deviation vectors; and ht−1 represents the output at the previous time.

Crime can usually be location-oriented, so different regions have different criminal
risks [43]. Based on the above analysis, it is crucial to examine the crime situation in
AX, which is a notorious crime spot. Due to the limited availability of official weather
information, the study focuses on the crime situation in AX between 2014 and 2020 for
time-series prediction research. Through the theoretical analysis and field research of
excavation-type heritage crimes, it is found that special days may have an impact on the
development of heritage crimes. Therefore, the three variables—Special Day (SD), rain and
snow conditions, holidays, and “daily taboos”, which are named SDR, SDH , and SDY, are
introduced in the temporal prediction of heritage crimes to improve the prediction accuracy.
The structure is shown in Figure 8.

Prior to incorporating the aforementioned factors into the constructed model, it is
necessary to preprocess the data. Since the impact factors we employ are categorical in
nature rather than continuous, there is no requirement for normalization or standardization.
The State Council’s notification of holiday arrangements from 2014 to 2020 is used as the
standard, with holidays marked as 1 and non-holidays as 0. Historical weather conditions
for AX city from 2014 to 2020 are obtained from the official weather website, with rain
and snow marked as 1 and non-rain and snow as 0. These values signify that excavation-
type heritage crimes are less likely to occur during holidays and non-rainy and snowy
weather, while non-holidays and rainy and snowy weather are prone to excavation-type
heritage crimes.

The study utilized web crawler technology to obtain data from the Baidu Lunar
calendar. Based on the “daily taboo” section of the Lunar Calendar, the study selected four
indicators associated with ancient burials: “repairing graves”, “starting a drill”, “breaking
ground”, and “moving coffins” or “moving the bier”. If any of these indicators appeared in
the daily taboo for a particular day, a value of 0 was assigned to that day to indicate that no
crime would occur, while a value of 1 was assigned if the indicator was absent.
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Taking the inclusion of rain and snow as a consideration in a crime prediction model
as an example, the crime prediction model incorporates not only the number of crimes xt
committed but also the rain and snow conditions of the day SDRt as inputs. Within the
LSTM model, the time step parameter t, t ∈ [1, T], performs a crucial role as it enables
the extraction of distinct temporal features for different time steps. Consequently, the
dataset is divided into specific time steps for both crime occurrences and snow conditions.
Subsequently, the data is processed by LSTM layers with n neurons and connected to
the Dense layer, ultimately yielding the prediction results of the number of crimes on
day T + 1. This study employed an operating system of Windows 10, an Intel Xeon
Silver 4112 CPU, an NVIDIA Quadro P2200 GPU, 64 GB of memory, and Python as the
programming environment. In order to mitigate the risk of overfitting, the imported dataset
was partitioned into three subsets: a training set, a validation set, and a test set. These
subsets were allocated in the ratio of 7:1:2, respectively. To avoid complexity and draw
on other research on crime prediction utilizing LSTM, three neural network layers were
constructed in this study: two LSTM layers and a Dense layer. The LSTM layer comprises
100 neurons separately, and the study used an epoch of 300 and a time step of 1 [44].
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Root Mean Squared Error (RMSE) and Mean Absolute Error (MAE) are used as
evaluation metrics to assess the accuracy of prediction models. The formulas for these
metrics are presented below [45].

RMSE =

√√√√ 1
n

n

∑
t=1

(ŷt − yt)
2

(7)

MAE =
1
n

n

∑
t=1
|ŷt − yt| (8)

In the above formulas, yt represents the true value of the test set, ŷt represents the
predicted value of the model, and n represents the number of samples predicted. The
performance of the model is considered better as the values of RMSE and MAE decrease.

This study validates the performance of the LSTM model by comparing it with com-
monly used temporal prediction models, such as ARIMA, and traditional machine learning
regression models, including Random Forest, SVR, and BP neural networks. To ensure
consistency, each model is trained and evaluated based on the same training and test sets.
The specific results are shown in Table 1.

Table 1. Comparison of model prediction results.

Model RMSE MAE

ARIMA 0.544 0.122
Random Forest 0.516 0.114

SVR 0.517 0.166
BP Neural Networks 0.518 0.109

LSTM 0.515 0.113

Based on the experimental results, it can be observed that the temporal prediction of
crime using a single feature remains consistent across the models. This is primarily due
to the even distribution of data and the existence of several dates with zero occurrences,
which makes it difficult to identify a clear crime pattern based solely on past incidents and
therefore predict accurately.

To enhance the accuracy of the model and validate the crime factors that could affect
the occurrence of excavation-type heritage crimes, each type of factor was incorporated
into the LSTM model. The specific results are shown in Table 2.

Table 2. The results of the LSTM + SD model.

Feature Variables RMSE Improvement of RMSE MAE Improvement of MAE

None 0.515 / 0.113 /
Rain and snow 0.482 6.4% 0.06 46.9%

Holiday 0.482 6.4% 0.059 47.8%
Lunar Calendar 0.484 6% 0.064 43.4%

All 0.482 6.4% 0.062 45.1%

After introducing other factors, the accuracy of the model significantly improved with
the largest improvement of 47.8% occurring after incorporating the holiday factor. This
finding suggests that the holiday factor has the greatest influence on excavation-related
heritage crimes, consistent with the characteristic of the crime being more prevalent on
non-working days.

The experimental results above provide further explanations for the correlation be-
tween Special Day (SD) and crime, thus increasing the interpretability of the model devel-
oped in this study. Tomb raiders typically use the “Luoyang shovel”, an excavation tool, to
dig soil from potential locations of ancient tombs and to determine the location and depth
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of the tombs based on the soil removed [46]. The choice of rainy or snowy weather for
excavation is partly due to the ability to conceal one’s crime and the traces of it and partly
because it affects the soil condition, greatly enhancing the efficiency of excavation.

In criminology, environmental factors, such as weather, have been shown to impact
crime rates. However, holidays have also been found to have a significant relationship with
crime. In a study by Sherry Towers et al. on crime in Chicago, it was found that burglary
and assault-type crimes were significantly lower during holidays [47]. On the other hand,
homicides in the UK between 1996 and 2015 increased significantly on Saturdays and
statutory holidays [48]. This can be attributed to the fact that people tend to adopt a
different lifestyle during holidays, leading to changes in the crime situation [49]. According
to the routine activity theory proposed by Cohen and Felson, crime is a result of three
factors: the potential and capable offender, the availability of a suitable target or victim,
and the absence of a protector capable of safeguarding the target or victim [50]. Excavation
crimes mainly target ancient tombs, due to the custom of “generous burial” in ancient
China, which was recorded during the Western Jin Dynasty. This custom involved burying
a large amount of gold, silver, and jewelry with the dead, which has attracted tomb raiders
from ancient times to the present day. With the development of archaeological research and
the need to better protect cultural relics, China has established three levels of cultural relics
protection units at the national, provincial, and county levels. These units are gradually
being established as tourist attractions open to the public, leading to an increase in the
number of visitors. Criminals tend to avoid periods of high tourist traffic, particularly
during holidays, when selecting excavation sites [47].

The Lunar Calendar, also known as the Traditional Chinese Calendar, is the earliest
calendar in Chinese history and is primarily based on celestial observations and agricultural
experience. In ancient China, it was believed that the interaction between the sun, moon,
and stars in the universe contained the laws of the waxing and waning of all things, which
had various positive or negative effects on human activities. Long-term observations and
summaries led to the delineation of the “zodiacal auspicious day” and the “zodiacal black
day” to guide people’s daily activities. China has a long-standing focus on burial culture,
which involves extensive knowledge of geomancy and divination, as reflected in the Lunar
Calendar. Tomb raiders may refer to it when carrying out their excavations. Therefore, it is
essential to consider the Lunar Calendar when combating excavation-type crimes.

5. Conclusions

Based on data obtained from China Judgements Online and relevant institutions, this
study employed NLP technology to process text data on excavation-type heritage crimes
in XS province and conducted a spatio-temporal visual analysis. Additionally, the study
utilized the LSTM model to predict daily occurrence rates of such crimes. In terms of time
regularity, the incidence of excavation-type heritage crimes displays a declining trend, but
tends to remain stable, with higher rates occurring in spring and at the turn of autumn
and winter, and a pattern of occurrence on working days compared to non-working days.
With respect to spatial distribution, these crimes are primarily concentrated within a city
and its surrounding areas, with some also occurring within various administrative regions.
In terms of predicting the time series of these crimes, the accuracy of the LSTM model
was greatly enhanced through the incorporation of other feature variables. Rain and snow,
holidays, and the “daily taboo” in the Lunar Calendar were identified as the main factors
influencing the occurrence of these crimes, with the holiday factor having the greatest
impact on the model’s accuracy.

This paper presents an endeavor to extract crime elements and predict excavation-type
heritage crimes. The system primarily focuses on future conservation efforts, driven by the
constraint of limited available data on cultural heritage crimes. As local police agencies
and cultural protection departments construct databases, the practical implications of our
system will greatly improve with the accumulation of more data in the future. The result
of the current research phase is anticipated to offer decision support for specific tasks,
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including the adjustment of security measures and the deployment of patrol police in
cultural and heritage protection departments. We anticipate that this research will inspire
other scholars to explore the heritage crime field more profoundly. In future research,
we can conduct further analysis and investigations into the spatial scale prediction of
heritage crimes and gang crimes [51]. Additionally, in future research, when forecasting
the time series of excavation-type heritage crimes, we can consider the impact of noise
factors besides the impact of special days on crimes [52]. To further enhance the prediction
model’s accuracy, we can introduce additional factors, such as the economy [53], regional
population [54], and education [55].
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