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Abstract: Given that a consequence of a lack of stability of the water in a distribution system is
increased susceptibility to secondary contamination and, hence, a threat to consumer health, in the
work detailed here we assessed the risk of such a system experiencing quality changes relating
to the biological and chemical stability of water intended for drinking. Utilizing real operational
data from a water treatment station, the presented analysis of the stability was performed based on
the fault tree method. If they are to protect their critical-status water supply infrastructure, water
supply companies should redouble their efforts to distribute stable water free of potentially corrosive
properties. To that end, suggestions are made on the safeguarding of water distribution systems, with
a view to ensuring the safety of operation and the long-term durability of pipes.

Keywords: water supply system; corrosion aggressiveness of water; safety of water system
functioning; biological and chemical water stability; fault tree analysis

1. Introduction

Thanks to the development of treatment technology, the quality of water directed to the supply
network can meet strictly defined standards and recommendations. However, the water supply
intended for customers must be of an adequate quality not only at the place and time of entry into the
network but also at the point of reception [1,2]. This is important as the transfer of water to recipients
may often entail a deterioration in quality, e.g., as harmful substances are released by the material from
which the network is made [3], as biofilms or other deposits first form and then become detached, and
as the release of other compounds take place [4,5]. According to Van der Kooij, to maintain water
stability, pressure of a minimum of 2 bar should be provided [6]. In this regard, it is the impact of
changes in hydraulic conditions, such as flow and velocity, that is key [7]. In general, irregularity of the
water supply may lead to a physicochemical and microbiological destabilization of the pipeline material
and result in a growth of deposits [8,9]. The level of secondary pollution is affected by the amount and
chemical composition of the sludge, the type and number of microorganisms present in the biofilm, and
the degree of corrosive aggressiveness of the water [10,11]. Consequences may then include releases
of sediments, substances, or microorganisms accumulating over decades [12,13], with the result that
aesthetic problems or even health hazards arise, i.e., in connection with turbidity and color changes,
as well as impacts on the tap water taste and smell [14,15]. As has been noted, qualitative changes
in the composition of water during transfer reflect not only the technical condition of the network
itself, but also the aforementioned lack of stability in physical, biological, and/or chemical terms of the
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water leaving a waterworks [16-18]. Even after treatment, water brings into the distribution system a
physical load (of suspended particles in the so-called disperse phase), microorganisms, and organic
and inorganic nutrients [19,20]. Under certain circumstances, such water may be prone to secondary
pollution sufficient to change parameters in a way that may compromise its safety, thus posing a threat
to consumers [21,22].

A water supply system (WSS) is safe when it is able to carry out its functions even in the face of
undesirable events of various kinds [23]. The consumer is the primary entity to which the concept of
safety applies [24,25].

A risk function is in turn defined as the probability of the occurrence of an undesirable event
(the cause) that may result in a real threat to the health or life of water consumers (the effect) [26-28].
Thus, as we seek to analyze the functioning of a water distribution subsystem in terms of the safety of
consumers, in this paper, we first and foremost consider the resistance to such undesirable events of
various types through the fault tree analysis (FTA) method.

The FTA method involves decomposing an event, e.g., object damage, into elements of a
cause-and-effect chain. At the base of the damage-tree are the elementary events that may be the
cause of the event which is at the top of the tree. The FTA method, according to the International
Electrotechnical Commission guidelines, should include a definition of the analysis, the functional
characteristics of the system, the tree structure, and logical analysis of the interaction between the
elements of the tree [29]. It is important to adopt working assumptions regarding the operating
conditions of the system, simplify the description of processes, and adopt indicators to evaluate
individual elements or their specific state in the event of an adverse event, as well as their identification.
There are two main types: the static FTA, which determines the set of causes of the event at the top; and
the probabilistic FTA, which additionally allows us to determine the probability [30]. The advantage of
the FTA method is the ability to analyze any path in the tree. It is also a technique that allows us to
draw conclusions on the basis of the definition of the problem. In the case of an uncertain knowledge
base, it is also possible to use fuzzy FTA analysis. Extensive probabilistic characteristics for FTA, also in
fuzzy form, can be found in other works [31]. FTA analyses in dynamic and fuzzy form, are especially
useful in the case of complex technical systems, in which the analysis of failure scenarios is a difficult
process because it requires the examination of numerous cause—effect relationships. Undoubtedly, a
water supply network is such a complex technical system. With very extensive damage trees, especially
with dynamic gates [32], it is necessary to use specialized software and in some cases, use simulation
techniques, such as the Monte Carlo method [33].

Specifically in this article, we consider factors affecting the biological and chemical stability
of supplied water and discuss how secondary pollution may arise within a supply network. The
operational data forming the basis for such considerations relate to the functioning of a real-world
supply system controlled by a municipal water company. Technical documentation and information
obtained from its managers and services were also referred to. Treated water collected from a clean
water tank prior to final disinfection was analyzed, while statistical processing involved Statsoft
software [34], as supported by the ReliaSoft BlockSim comprehensive platform [35]. Above all, the
research described here has sought to present a methodology that may be utilized in assessing the risk
of changes in water quality in a distribution subsystem.

2. Materials and Methods

2.1. Characteristics of the Research Object

The city selected for study is supplied by a shore-edge water intake of a capacity of 90,000 m3/day.
Water from there is treated at two water treatment plants (WTPs) that are independent, though
operating on the basis of the same technology, with pre-ozonization, coagulation supported by a
synthetic flocculant (at low temperatures), sedimentation in horizontal settling tanks, and filtration
on fast filters. In the case of WTPj, the latter are sand filters, while at WIPy; they are of anthracite
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plus sand, with indirect ozonation and biologically active filtration (BAF). The intermediate ozone
chambers are completely separate for WTP; and WTPy;. Water after ozonization goes to four chambers
with carbon filters, and from there to clean water reservoirs specific to WITP; and WTPy; [36].

The treated water meets the quality requirements set for water intended for human
consumption [37,38], while the quantity produced each day is around 37,000 m3>—enough to meet the
customers’ needs in full. More specifically, the system under consideration consists of the following:

e an emergency downhole shot of a capacity of 240 m%/day;

e local water intake of a capacity of 450 m3/day;

e 36 water pumping stations (hydrophores);

e 11 clean water equalizing tanks of a total capacity of 35,000 m>;
e 190 public wells.

The water supply network of a total length of ca. 900 km comprises 49 km of the main network,
529 km of the distribution network, and 322 km of household connections. The main network is made
of cast iron and steel pipes, while the distribution network is of cast iron, steel, polythene (PE), and
polyvinyl chloride (PVC) pipes. Household connections are mainly made of galvanized steel, PE, PVC,
and cast iron. The analyzed water supply network consists of four main buses transporting water
treated at the second-degree pumping station.

2.2. Methods

2.2.1. The Concept of the Fault Tree Method

Fault Tree Analysis (FTA) presents graphically the relationship between events that affect the
occurrence of a specific undesirable event, called the “peak event” [39,40]. The tree makes reference to
so-called functors (logic gates), defining the logical product of events and the logical sum of events as
shown in Figure 1.

(@) I
AND
|

OR

(b)

Figure 1. Alternative gate designations (a) AND gate (and)—logical product, (b) OR gate (or)—logical
sum according to [29].

The gates for the assessment of fitness are as follows [41]:

e OR gate—an event above the gateway occurs if at least one event below occurs (an exit event
occurs when any of the input events occur).

e AND gate—an event above the gateway occurs if all events below occur (an exit event occurs
when all input events occur).

If wq, wy,..., wy, are the events, the given element is in a state of efficiency or disability and saves
with the zero vector of the ones according to EN 61025 [29]:

1 — when the structure is operational
0 — when the structureis out of order’

)

w1, Wwy,..., Wy inputevents = {
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W input ‘= 1 — whenthe structure is operational 5
HPHECVENE =\ 0 = when the structure s out o f order” @
The logic activities of the gates are presented as follows in accordance with EN 61025 [29]:
a) gate AND:
W= w1 A W, (3)
b) gate OR:
W= w1 V woy, (4)
c) gate AND-OR
W=wi Awy V ws A wy, 5)
d) gate OR-AND
W =wq VwyA w3V wy. 6)

Indicator unreliability goals can be determined by reference to the following dependent

relationships [29]:
a) gate AND:

b) gate OR:

c) gate AND-OR

d) gate OR-AND

u= H u;, )
i=1

M
u:1—H(1—uj), (8)
i=1
n M
u=1-JJa-TJuy. )
i=1 i=1
n M
u=[Ja-TJa-uy, (10)
i=1 j=1

while the states of efficiency of particular gates are as presented in Tables 1 and 2 [29].

Table 1. Individual states of reliability and unreliability of the AND gate.

w1 w2 %%

S O O

Table 2. Individual states of reliability and unreliability of the OR gate.

w1 w2 1%

OO ==
O = O =
O ===
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On the basis of the above-mentioned basic logical formulae, it is also possible to calculate the
reliability of a WSS and its subsystems by referring to the technological scheme and the probability
and intensity of failures.

Logical entry values can be replaced in the form of specific probability values; then, wy, w», ...,
wy, will respond to P(X4), P(X3), ..., P(Xy).

The calculation formulae for the probability and intensity of the output events for the gates are as
follows [29]:

a) gate AND:

P(Xl XXz) =P(X1) XP(Xz), (11)

b) gate OR:
P(Xy + Xp) = P(Xy) + P(Xp) - P(X71) X P(X3), (12)

P(X1+ Xz + X3) = P(Xl) + P(X2)+ P(Xg) —P(Xl) X P(Xz) —P(X]) X P(X3) —P(X3) X

P(X;) + P(X7) x P(X3) X P(X3). (13)

Additionally, it is possible to use the failure rate instead of probability values, the form assumed
in this case is as follows:
a) gate AND:
/\(Xl X Xz) = /\(Xl) X P(Xz) = P(X]) X A (Xz), (14)

b) gate OR:
/\(Xl + Xz) = /\(Xl) + A(Xz) (15)

2.2.2. Parameters Characterizing the Biological and Chemical Stability of Water

The biological stability of water is conditioned by the content of inorganic nutrients, i.e., nitrogen
and phosphorus, which are necessary for the development of all forms of microorganisms, and the
content of organic food substrates, creating conditions for the growth of heterotrophs and pathogenic
microorganisms [42,43].

The intensity of microbial growth in a water supply network is mainly determined by the presence
of organic compounds, particularly biodegradable dissolved organic carbon (BDOC) and assimilable
organic carbon (AOC).

The threshold values for parameters conditioning the biological stability of water are as
follows [19,44,45]:

e BDOC: <0.25 mg C/dm?;

e  AOQOC: for non-chlorinated water 10-20 pg C/dm? and for chlorinated water 50-100 ug C/dm?;
e PO437: <0.03 mg PO,>~/dm?;

e XNinorganic: <0.2 mg N/dm?.

The indices describing the corrosive properties and chemical stability of water (in relation to the
carbonate—calcium balance) that were taken into account were the Langelier Saturation Index (IL),
the Ryznar Index (IR), and the Strohecker Index (JSt). Although this reference to three indices makes
clear the way in which numerous assessments of the corrosiveness of water are possible, due to the
complexity of the processes involved, no one index can offer a full assessment of the rate of corrosion
in an aquatic environment [46].
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Values of the Langelier Index can be calculated using water quality indicators such as pH, dry
residue, temperature, calcium content, and alkalinity from the formula:

IL = pHy - pHs, (16)

where IL is the Saturation Index, pHj is the pH of the tested water sample, and pHs is the saturation
reaction calculated after [47].

When IL is less than 0, the water characterized is able to dissolve calcium compounds and thus,
has its corrosive properties strengthened. In turn, when IL is equal to 0, the water is stable; i.e., there
is no tendency for calcium carbonate to precipitate out or be dissolved, with the consequence that
corrosive properties are weakened. Finally, when IL assumes a value above 0, water may precipitate
lime sediments, and its corrosive properties are again compromised.

The tendency of water to create protective layers is better determined by the Ryznar Index (IR), as
calculated from the formula:

IR = 2pH; - pHy. (17)

When values of IR are in the 6.2-6.8 range, there are no operational difficulties, while in the case
of pH values from 6.0 to 7.0, there are thin accretions or mild corrosion [48].

The corrosiveness of water is also determinable by referring to the Strohecker Index—an indicator
frequently used when treatment plants seek to assess the corrosive properties of the water. The formula
here is:

JSt = pH, — pHy, (18)

where pHj, is the pH of water corresponding to the carbon-calcium balance for water in equilibrium
with constant CaCO3. Water is stable when ]St equals 0, so pH; = pHy.

3. Application Example

Probability values were adopted on the basis of the analysis, expert knowledge, and data presented
by Wolska in a monograph [34] detailing the percentages of raw and treated water samples, in which
limit values for the food substrates adopted for the stability assessment were exceeded. For BDOC, the
probability of the limit value of 0.25 gC/m? not being exceeded is 0.417; for Y- Ninorganic, the probability
of the limit value of <0.2 gN/m3 not being exceeded is 0.841; and for PO43~, (<0.03 gPO43~/m?) the
corresponding value is 0.99.

The water in the supply system under study had Langelier Index values in the —0.5 to 0.24 range.
The Ryznar Index, in turn, had values of 7.2 < IR < 8.2, while the Strohecker Stability Index values
ranged from —0.36 to 0.78. Taking the Ryznar Index into account, the results point to the occurrence of
water tending to dissolve deposits and contribute to the severity of corrosion processes. However, in
the case of the Strohecker Index, the water in 805 of the samples was revealed to be non-aggressive. In
turn, the character of the water specified by the Langelier Index corresponds with the probable lack of
any need for additional water treatment, and in the majority of tested samples, a mild covering of the
pipe surface in case of corrosion. Assessment of the non-exceedance of probabilities regarding the
chemical stability of water was performed using a two-dimensional method, in which the probabilities
of parameters being exceeded for the assessment of aggressive and corrosive water properties were
determined [49], in line with the aforementioned definition in Section 2.2.2.

Figure 2 shows the fault tree analysis prepared for the scenario of events, as a result of which
a change in water quality in the supply network may occur due to the loss of chemical stability or
biological stability, in line with the logic gate symbols from Figure 1 [36,49].
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Figure 2. Fault tree connected with secondary water pollution in the water supply network.

The individual symbols in the fault tree in Figure 2 assume meanings as follows:

A—an event involving secondary water pollution in the water supply network;

B—an event involving the accumulation of sediments (growths) or biofilms;

C—an event whereby unfavorable hydraulic conditions arise;

D—an event involving a sudden change of water quality parameters;

E—an event involving the loss of chemical stability in the water;

F—an event involving the loss of biological stability in the water;

G—an event involving the loss of physical stability in the water given turbidity of >0.8 NTU [50];
H—an event arising in which Langelier Saturation Index values are of —4 to =5 or 3 to 4;

I—an event involving the loss of chemical stability in the water given a Ryznar Index value of
>8.5 or <5.5;

J—an event involving the loss of chemical stability in the water given a Strohecker Index value
of >0.5;

K—an event involving the loss of biological stability in the water given a BDOC of >0.25 gC/m?;
L—an event involving the loss of biological stability in the water given ENinorganic 0f >0.2 gN/m3 ;
M—an event involving the loss of biological stability in the water given PO4>~ of >0.03 gPO,>~/m?.

The probabilities of the occurrence of individual events were determined on the basis of risk

criteria and assumed by referring to information obtained from experts and operational data from
Section 2.2.2 and Figure 2.

The probability of peak event occurrence relating to secondary pollution in a water supply network

was calculated by reference to Equations (11)—(13) in line with the following formulae [49]:

The probability of an event wherein secondary pollution arises in the water supply network:
P(A) = P(B) x P(C) X P(D), (19)

where P(B) is the probability of an event wherein sediments are laid down or biofilms formed,
P(C) is the probability of an event wherein unfavorable hydraulic conditions arise (P(C) = 0.015),
and P(D) is the probability of an event wherein water quality parameters change abruptly
(P(D) = 0.0001).

The probability of an event wherein sediments are laid down or biofilms formed:

P(B) = P(E) + P(F) + P(G) — P(E) X P(F) — P(F) x P(G) — P(E) x P(G) + P(E) x P(F) x P(G), (20)
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where P(E) is the probability of an event involving the loss of chemical stability in the water, P(F)
is the probability of an event involving the loss of biological stability in the water (P(F) = 0.013),
and P(G) is the probability of an event involving the loss of physical stability in the water given
turbidity of >0.8 NTU.

e  The probability of an event involving the loss of chemical stability in the water:
P(E) = P(H) + P(I) + P(]) = P(H) x P(I) — P(I) X P(]) = P(H) x P(]) + P(H) X P(I) X P(]), ~ (21)

where P(H) is the probability of an event involving Langelier Saturation Index values of —4 to -5
or 3 to 4 (P(H) = 0.0001), P(I) is the probability of an event involving the loss of chemical stability
in the water given a Ryznar Index value of >8.5 or <5.5 (P(I) = 0.015), and P(]) is the probability of
an event involving the loss of chemical stability in the water given a Strohecker Index value of
>0.5 (P(]) = 0.0002).

e  The probability of an event involving the loss of biological stability in the water:

P(F) = P(K) x P(L) x P(M), (22)

where P(K) is the probability of an event involving the loss of biological stability in the water
given a BDOC of >0.25 gC/m? (P(K) = 0.583), P(L) is the probability of an event involving the
loss of biological stability in the water given XNjnorganic of >0.2 gN/m3 (P(L) =0.159), and P(M) is
the probability of an event involving the loss of biological stability in the water given PO4>~ of
>0.03 gPO,>~/m3 (P(M) = 0.01).

The probability that secondary water pollution will appear in the water supply network is
4.3496 x 1078, An analysis of the kind performed here will help establish threshold values for the
acceptability of probabilities, in turn determining the categories relevant to acceptability, tolerance,
or control of risk and allowing for comparisons between water distribution systems. Comparing the
probability value obtained with the value regarded as acceptable will help with the effectiveness of
evaluations of given treatment stations.

4. Conclusions and Perspectives

The character of water specified relative to the corrosive properties of water corresponds to the
probable lack of need for additional water treatment, and in the majority of tested samples, a mild
covering of the pipe surface in case of corrosion. The obtained results indicate the occurrence of water
with a tendency to dissolve deposits and contribute to the severity of the corrosion process.

Procedures for the proper design, construction, and operation of water supply systems should be
supplemented by risk analysis related to the possibility of various adverse events occurring. Such
procedures can have a significant impact on the level of water supply security in urban agglomerations,
as well as exerting a direct effect on consumer safety.

Modern treatment technologies allow water to enter the supply network with improved quality
parameters. However, this does not guarantee that the water that reaches recipients will be characterized
by the same quality parameters. While the main reason for deterioration is the condition of water
supply networks and installations, it may often happen that water considered of good quality and
in accordance with regulations in force, is actually aggressive and unstable, and hence, it is capable
of generating major economic losses. Irregularity or change in the quality of water that is supplied
may lead to physicochemical and microbiological destabilization of the pipeline material and to
resulting growths.

The proposals for probability assessment criteria in the presented work were developed on the
basis of the authors’ research and literature studies and can be modified after taking into account the
specifics of a given water distribution system.



Resources 2019, 8, 162 9of 11

Biological stability of water is achieved when threshold values for biogenic substances are not
exceeded, ensuring that microorganisms do not develop, with the result that safety levels remain
adequate from the source through to recipients.

In addition to the water quality status, water pipes are affected by prevailing conditions, hydraulics,
and the material and condition of the pipeline. The quality of tap water intended for human consumption
can be ensured by using appropriate materials for the construction of the water supply network. Due
to the increase in the range of materials used to build water installations, there was a need to create
a system for the correct selection of a material by knowing the corrosive aggressiveness of the tap
water that will power the installation. These materials should not be susceptible to corrosion, should
prevent secondary water pollution, and should ensure adequate stability of the supply to protect water
consumers. Currently, it is necessary to adapt the material of the water supply system and the internal
installation to the water parameters, not vice versa. A lack of connection between the design stage
of the water supply network and the water parameters results in a lack of chemical and biological
stability in the water supply.

Prospects for further research revolve around the estimation of the risk of instability. This will
entail determinations of criteria and of the types of corrosion that may occur in relation to water quality
on the one hand, and the materials used to build a network or installation on the other. This will
involve the adaptation of criteria regarding corrosiveness to the specific circumstances of the given
water distribution system.
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