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Abstract: The emergence of unmanned aerial vehicles (also referred to as drones) has transformed
the digital landscape of surveillance and supply chain logistics, especially in terrains where such was
previously deemed unattainable. Moreover, the adoption of drones has further led to the proliferation
of diverse drone types and drone-related criminality, which has introduced a myriad of security
and forensics-related concerns. As a step towards understanding the state-of-the-art research into
these challenges and potential approaches to mitigation, this study provides a detailed review of
existing digital forensic models using the Design Science Research method. The outcome of this
study generated in-depth knowledge of the research challenges and opportunities through which
an effective investigation can be carried out on drone-related incidents. Furthermore, a potential
generic investigation model has been proposed. The findings presented in this study are essentially
relevant to forensic researchers and practitioners towards a guided methodology for drone-related
event investigation. Ultimately, it is important to mention that this study presents a background for
the development of international standardization for drone forensics.

Keywords: drone forensics; unmanned aerial vehicles (UAV); digital forensics

1. Introduction

Unmanned Aerial Vehicles (UAVs)/Piloted Aircraft Systems (RPAS) or drones are
small pilotless aircraft that can be controlled remotely. Even though the use of drones had
been formerly confined to military purposes and those maintaining enthusiasm for aircraft,
in latest years, their civilian usage has grown significantly from military to private sectors,
industries and the society at large. Their increasing popularity which is partly fueled by
the fact that UAVs are more reasonably priced today is also seen by their applications
within a broad range of settings, ranging from commercial to government to military,
and so on. In 2015, for example, Amazon revealed its plans to launch UAV delivery
systems, Amazon Prime Air [1], a well-known international parcel delivery company,
also reportedly performed test flights (parcelcopter) to Juist, an island in the North Sea.
The prevalence of the digital lifestyle as a ‘new normal’ due to the current COVID-19
global pandemic has further led to the prevailing deployment of UAVs as parcelcopter.
Additionally, UAVs have been explored in law enforcement settings (e.g., to patrol and
police surveillance) [1,2], search and rescue missions [3], agricultural maintenance, filming,
deterring and identification of poaching [1].

A recent study has proposed the deployment of UAVs that have dynamic capabilities
towards the enhancement of policing capabilities in developing nations. These possibilities,
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though still largely unexplored, reveal the potential of drones in enhancing the living aspect
of humans daily. However, with such potentials also comes the tendency for abuse. Similar
to other popular commercial and consumer devices, there are diverse situations that allow
drones to be misused. A solution that can help to discover how and where drone misuse
is carried on is to employ scientific investigation processes. Device-level forensics [4-6],
which mainly focuses on conducting forensic investigations of connected and sensor-based
devices is presented as a more suitable approach that can be used to forensically investigate
UAVs. This is because drones have sensing capabilities and tracking their movements may
require amalgamating the two. Normally, conducting digital forensics in such devices
requires one to locate data that has a possibility of being stored across different locations,
for example, on the network, routers, SD cards, etc. This would, therefore, require proper
incidental planning and preparation [7,8] approach to extract forensic features that can
help create a forensic hypothesis.

The drone forensics (DRF) domain is a significant domain used to identify, collect,
preserve, reconstruct, analyze and document potential UAV incidents. However, it is a
heterogeneous, complex and ambiguous domain due to the variety and multidimensional
nature of UAVs. Numerous specific DRF models and frameworks have been proposed
to solve specific UAV scenarios but there is a lack of a structured and unified model to
facilitate, manage, share and reusing of DRFs tasks and activities.

Thus, this paper reviews from a digital forensic perspective, the existing body of
research carried out formerly in developing DRFs capability and the underlying challenges
attributable to these studies. Furthermore, the paper discusses the issues that may arise
in this context by leveraging the thematic composition of the reviewed studies and then
proposed an integrated forensic investigation model to structure and organize the DRFs
domain. Potential solutions that can be employed to effectively address these issues are
further highlighted.

The rest of the paper is structured as follows: Section 2 provides a synopsis of the
potential sources of digital evidence from a drone device, while Section 3 presents the research
methodology adopted for this study. Findings and limitations of the existing DRFs studies are
also presented in this section. Section 4 provides insight into the potential research directions
for DRFs. Section 5 presents the proposed unified forensic model for UAVs, while Section 6
introduces a comparison of the proposed model with existing DRF models. Discussion and
conclusion of this work are presented in Sections 7 and 8, respectively.

2. Potential Digital Forensic Artifacts Sources for Drones Forensics

Drones’ device categorization can be carried out based on diverse criteria. However,
given the forensic perspective of this study, the drone functionalities are explored from
the evidential impact perspective. Therefore, only components wherein potential digital
artifacts can be identified are discussed in this section. As asserted in [9], drone func-
tionalities can be classified to include the Ground-station controller, (multi)rotor system,
on-board Flight Control Board (FCB), Electronic Speed Controller (ESC), on-board Power
Management System (PMS) as well as the Transceiver Control Unit (TCU). In terms of
potential digital forensic artifacts, the Ground-station controller, FCB, ESC, PMS and the
TCU present a potentially reliable source of evidence. Log and memory information can be
extracted from the ground station controller unit. This could be a software platform, or a
customized base-station design to interact with the FCB.

The FCB is the brain of the drone [10], as it integrates and coordinates information from
every functional unit of the drone. These include the mounted sensors, the flight trajectory
and navigation control, the inertial measurement and controls, power management as well
as interaction with the ground station. Furthermore, the core functionality is the ESC. It
is an electronic circuit house that manages the speed and overall efficiency of the drone
movement. Given that a drone is unmanned, the TCU plays a very important role. It
provides a medium for communication and control between the FCB and the base station.
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In addition, it provides a medium of communication for the diverse sensors mounted on
the drone.

Digital forensic artifacts from drone devices can take the form of data stored in the
memory (a viable application of memory forensics), contents of diverse log files, as well as
electromagnetic (EM) wave data. The FCB and the ESC are potential sources of memory
artifacts, that can be extracted directly from the components of the FCB, ESC and PMS,
respectively. These components include flight record data, flight control data, data from
the mounted transceivers and sensors, as well as information from the internal monitoring
unit of the drone. However, the digital artifacts (in the form of EM signals) from respective
transceivers and mounted sensors could provide further corroborative information for
the investigation. In this regard, the TCU can be leveraged to extract primary EM signals
which can be further processed to extract secondary corroborative digital artifacts. Signal
processing methodologies are often adopted to complement the process of forensic data
identification and extraction. The architecture of UAVs and protocols that support its
communication is shown in Figure 1.
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Figure 1. UAV architecture composition.

Based on the concept of the Spoonbill [11], the UAV architecture mainly can be viewed
from a high-level architecture that relies mainly on a GUI that has a UDP protocol that
can facilitate communication with other applications. As is shown in Figure 1, the UAV
architecture consists of the following: Sensors, COM ports, Encoders, decoders, Global
Positioning System (GPS), Control base station, GUI and Wireless support, receivers,
transmitters, controllers and a camera. In addition, the architecture is positioned with a
camera that can relay ongoing activities in real-time. Basically, the UAV protocols allows
interactions by way of connections via (UDP or TCP) protocols, where the connection is
initiated remotely or in real-time. In this context, the IP address of the specific UAV is
registered to allow identification and attribution during data transmission for purposes of
end-to-end communication.

3. Methodology

To conduct the state of the art of DRFs, a systematic review process was conceptualized.
The method employed with their respective processes is further highlighted in Figure 2. This
method, adapted a design science research approach, as explored in similar studies [12-14].
The topic for the present study was selected using questions concerning the main subject
of the research and considering the background of the topic of focus. The following three
fundamental questions outline the composition of the research:

1. What DRFs models exist currently in literature?
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2. Are there any unified models/frameworks for the DRFs domain?
3. What are the limitations of the currently used DRFs models?
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Figure 2. Conceptualized methodology.

To achieve the solution, this study has been explored in two distinct phases: Selection
of the databases, reviewing current literature and highlighting the findings and limitations
if any, these are explained next.

3.1. Phase 1: Selection of Online Databases and Finding Related Literature

To select an online database, a definite scope was defined for reviewing the literature.
The term “Drone Forensics” was searched (as the searching keywords) in such a way as
to collect the models proposed in the DRFs field. Furthermore, composite search phrases
that integrate frameworks and models were included in the search process. To achieve
this, the keywords [“Drone Forensics” + Model] and [“Drone Forensics” + Frameworks]
were implemented on the selected academic repositories. This is covered in Stages I and
II of the conceptual methodology presented in Figure 2. The output of Stage-1 is used to
identify the appropriate repository for subsequent investigation. The appropriateness of
the repository selection process involves determining the relevance of existing repositories
to the extracted keywords. Based on the preliminary study conducted using the Google
Scholar search engine, some repositories were observed to contain literature that is relevant
to drone forensics in general. The selected repositories include Web of Science, IEEE
Explore, Scopus, Springer Link, ACM, ScienceDirect. These repositories were used to
search for literature that is relevant to the DFRs field. Regarding the time scope, the search
space was confined to the studies published between the years 2000 and 2020. For this
paper, only research articles, conference papers, dissertations, books and book chapters
were considered. Furthermore, the exclusion includes articles that attempt to develop a
framework, a model or a procedure for conducting a forensic investigation on UAVs. To
avoid duplications from multiple sources, a further manual filtration approach using the
title and name of the authors was considered. Table 1 summarizes the details of the result
of the search protocols employed in this study. Finally, 32 out of 102 articles were identified
to align with the topic of DRFs processes and technology.
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Table 1. Systematic Review Protocols.

Database Search Engines DRFs-Related Articles Selected Articles

Web of Science 9 4
Scopus 17 1

IEEE Explore 3 12
Springer Links 4 3
Google Scholar 60 12
ACM 1 0

Science Direct 8 0

Total 102 32

3.2. Phase 2: Reviewing the Current Literature

A review of the literature revealed that scholars and developers have generally ap-
proached the DRFs field through various categories such as (1) forensic analysis, (2) non-
forensic analysis, (3) forensic framework and (4) application in forensic analysis. A total of
29 models were found in the process of literature review as shown in Table 1, which were
centered completely upon the DRFs topic. For example, [1,15] provide a discussion on the
ways to recover the required evidence in case a drone is investigated under digital forensics
circumstances. These studies were mainly focused upon the wireless forensic aspects,
whereas that of [1] was centered upon all parts of a drone. However, both highlighted
the Linux Operating System and its desirable capacities in the collection of evidence on
the Linux file system. Remember that drones require an OS to work. Studies in [16,17]
attempted to design a certain tool with the help of Java-FX to be well applied to the visual-
ization of real-time flight control. This tool cannot be implemented directly in forensics;
though it can establish an effective connection between the controller and the drone for
data transferring procedures, and it can visualize sensor parameters such as IMU, GPS and
altitude for pilots, hence providing a flight with a high level of safety.

Similarly, a study in [1] forensically analyzed the DJI Phantom 2 Vision Plus, to answer
the following critical question: “Can the flight path of a UAV be reconstructed with the use
of positional data collected from a UAV?” In addition, a concise investigation of counter
forensic methods was conducted to ascertain if the flight path record can be detected. In
another research, a preliminary forensic analysis of the Parrot Bebop was accomplished
by [2], where the Parrot Bebop can be named as the only UAV that is comparable with the
Parrot AR Drone 2.0. From the research in [1], the author addressed the key challenges in
UAV forensic analyses and then carried out his investigation on two separate parts: the
UAV and flight controller. The flight-related data were retrieved from the device in the
form of “.pud’ files. Moreover, at each session that happened between the controller and
UAV, a new .pud file was formed. At the opening point of each .pud file, a set of metadata
was explored, which consisted of the serial number of the UAV, the flight date and time,
the model of the flight controller and the flight controlling application. Then, an attempt
was made to identify the videos/images recorded by the UAV’s onboard camera. The
images preserved the EXIF data that contained the latitude/longitude coordinates of the
places from which the images were taken. The ownership can be established only when
the UAV and controller have been seized through the identification of the device serial
number. Research in [16] attempted to generally review DRFs with the use of DJI Phantom
2. They carried out breakdown analyses of the hardware and software components of
the drone and discussed the ways they can be applied to the implementation of DRFs.
Their findings succeeded in the establishment of a belief in the persistence and scope of
DRFs. Furthermore, this research provides a proper opportunity for scrutinizing deeper
into this concept and improving it. In addition, Ref. [18] worked on the integration of
the visualizing data retrieved from drones and a non-forensic approach. This study was
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carried out on the Parrot AR Drone 2.0. With the use of their self-designed application, the
log parameters from flight data were visualized although the evaluation was performed on
only a small number of drones. Furthermore, study in [17] analyzed susceptibilities and
uses of drones as well as their relationship with cybersecurity-related issues. The findings
confirmed that in cases where drones are hacked and misused by opponents, it can lead to
considerable threats or ramifications as a result. This research mainly tests the benefits of
applying drones to an extensive range of situations, from using them as children’s toys to
applying them as weapons for mass destruction.

A forensic framework comprising 12 phases was designed by [19] to introduce a
new approach through which UAVs can be investigated systematically. They conducted
extensive tests on five commercial UAVs, including the Parrot AR Drone 2.0, to identify
and understand the relationships among different components. In addition, an experiment
was carried out for validation of the proposed framework. Each UAV involved in the
testing was modified by the removal and/or addition of some of its components. It was
accomplished mainly for the aim of checking whether the framework encompassed all of
the different components that generally exist in any basic commercial UAV and also to test
its applicability to a comprehensive UAV analysis. The authors concluded that the absence
of law enforcement training processes in the field of UAV is a key issue that hinders the
effective mitigation of attacks. Any of the five UAVs were not subjected to forensic analyses;
though, a valuable framework was finally provided, which can help scholars to examine
and analyze stages. The first wide-ranging analysis of the DJI Phantom 3 Standard was
carried out by [20]. In that study, a forensically sound open-source Drone Open-Source
Parser (DROP) tool was also developed. The under-investigation UAV was flown to two
different sites. Afterward, the data acquired were divided into three parts: controller,
drone and phone/tablet. Ultimately, two files of interest were explored: (1) the ‘.dat’ files
generated by the UAV, and (2) the “.txt’ files generated by the DJI GO application. These
files were decrypted and decoded; then, flight information related to Wi-Fi connections,
GPS locations, flight status, remote control, motors, etc. were taken out. After the analysis
of the acquired data and understanding the proprietary file structures, the DROP tool was
developed to analyze the evidentiary files.

Findings from [20] showed that if a UAV is turned on, the integrity of the data kept
on its internal storage can be impacted. A new .dat file was generated each time the UAV
was turned on. Moreover, it was found out that in case the SD card was at or near its full
capacity, turning on the UAV caused the immediate removal of the oldest data in a way
not to be coverable later. As stated by [20], although their research offered an appropriate
point to start UAV forensic analysis, further research is required to cover the broad range
of UAVs obtainable presently. In addition, the study in [19] provides a comprehensive
discussion regarding the ways the GPS coordinates can be applied as location evidence
when investigating the crimes committed using drones. The above-mentioned authors
attempted to extract the system logs. They also made a visualization of GPS coordinates on
maps, where web-based third-party platforms were employed for the aim of plotting the
flight path. In another project, a forensic model was introduced by [19] to determine and
authenticate different drone components that can be employed in committing unlawful
deeds. They were centered on the analysis of physical evidence gathered by investigators
from the crime scene along with GPS-related data and any multimedia found on board.
Their research was carried out on five commercial drones together with their components
once seized at crime scenes.

A key challenge in lowering drone attacks is the shortage of law enforcement training
processes in this field. A study in [20] also designed an open-source tool called Drone Open
Source Parser (DROP) capable of effectively analyzing the DAT files that are extracted from
the internal storage of drones. This was further compared with the .TXT file stored in the
mobile controller device, which establishes a connection between user and device through
correlating these data. Similarly, a study in [21] examines the impacts of a quadcopter’s
downwash to check whether it can affect the retention of textile evidence in crime scenes.
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The authors recorded the yarn retention upon several various floors after a drone fly-past
at different heights and after taking off at preset distances from the evidence area. This
study was carried out to assist the police forces who aim to employ quadcopter drone
surveillance in the future to uphold the integrity of the scene by adhering to or flying above
any minimum “safe height” and “safe distance” determined. In another study, [22], an
attempt to find out the correlation of the flight data amongst the drone, SD card and mobile
phone, was explored. The establishment of a link between the drone and the suspect
applies to the facilitation of criminal investigations. Native software to personal UAV
devices can provide a plethora of digital artifacts from GPS timestamps and waypoints,
the number of satellites connected, barometer, roll, pitch, distance, azimuth, battery status,
video and photos. [23] analyzed the essential major log parameters of the autonomous
drone and suggested the use of comprehensive software architecture related to DRFs with
preliminary results. The authors expected their proposed software to make available a
user-friendly graphical user interface (GUI) on which users would be capable of extracting
and examining the onboard flight information. They expected to have a contribution to
the forensic science community by proposing a tool applicable to investigations on drone-
related crime cases. According to [24], open-source tools such as CsvView and ExifTool
have been employed by several scholars for the aim of extracting artifacts from mobile
applications of drones with the use of mobile forensic techniques. In that study, Kali (which
is a Linux distribution) and Windows were employed as forensic workstations to carry out
the required forensic analyses on two drones, DJI Phantom 3 and A.R Drone.

The open-source tools, e.g., Geo-Player, were applied mainly to the visualization
of flight path data. Due to the nonexistence of an appropriate build environment that
includes configuration tools, a package manager and a compiler in the UAV system, this
option needs to extensively change the data that exist in the UAV. Therefore, it was stopped
in favor of the logical level acquisition. It was achieved by mounting a forensic mass
storage device onto the UAV; then, files were completely copied from the mounted “/data”
partition with the use of the “cp” command. Digital forensics was also applied by [25] to the
Parrot A.R Drone 2.0. In that study, several general facts and file formats were discussed,
and the flight path was thoroughly visualized with the help of Google Earth. That approach
was found with a high focus upon general technical descriptions of a drone with a forensic
perspective. In another research carried out by [8], in-depth forensic analyses were applied
to the Parrot AR Drone 2.0, its GPS Edition and its outlying components, i.e., the flight
recorder and flight controller. A study in [25] attempted to explore the difficulties that may
appear during forensically analyzing UAV /drone. To this end, they decided to explore
and evaluate currently used forensic guidelines regarding their efficiency when applied to
DRFs analyses. After that, the authors offered their own set of guidelines in this regard,
and to end with, they explained the way their guidelines can be effectively implemented
when analyzing a drone forensically. As a case study, DJI Phantom 3 drone was used. One
of the most important limitations in UAV forensics is the absence of already-confirmed
forensically sound tools, which indeed offers a direction for future research. For instance,
the next logical step would be the creation of various parsing tools with the capability of
analyzing original data and providing legible and dependable information.

Moreover, in the future, UAVs will have the required capacity to be well integrated
with radio communication services. As a result, forensic acquisition and analysis of artifacts
from radio-communication services can be explored, as well as a lack of standardization to-
wards UAV investigation processes. Attempting to address this observation, a study in [26]
proposed an architecture-based approach using the Id-Based Signcryption to guarantee the
authentication process and privacy preservation. Firstly, the important elements on which
the architecture relies were defined. Secondly, the interaction between these elements
was examined to understand how the process works. Then, the proposed authentication
scheme was explained in detail. As a result, they used the RFID tags to track drones and
the temporary identity for purposes of privacy preservation. A simulation was conducted
to calculate the average renewal of temporary identity by varying the time and the drones’
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speed. Using a similar proposition, a study in [27] attempted to analyze a captured UAV
under forensic conditions. A suspected UAV may be captured by security forces with the
use of a shotgun (or any other applicable technique) or it may be a device that has crashed
into private property. When UAVs are to be subjected to forensic investigations, there is a
need for the identification of their software/hardware modules. Then, it is necessary to
collect available evidence, provide the chain of custody and analyze the media/artefact
loaded on the device. On the other hand, the illegitimate use of UAVs, which is increasingly
occurring, shows a legal loophole that exists in the currently applied aviation regulations.
This has, consequently, led to a shortage of adequate information and prevailing standards
on how the UAV incidents can be investigated. Conversely, a study in [28] explored the
potential cyber-physical security threats and attempted to address the existing challenges
that can be attributed to UAV security, before UAVs become the prevailing vehicles in
future smart cities. Furthermore, the authors suggested a method applicable to the investi-
gation of large-scale cyber-security attack vectors of such systems based on four categories
of systems, which are of high importance to UAV operations. Moreover, they explained
their impacts in detail and the effective ways to counter such attacks. In another project,
arbitrary software was designed and applied by [29] to a locked target to gain access to
interior sensors and logs of the device using neutralization and hardening strategies to
predict the effectiveness.

A study in [23] proposed an inclusive-based framework for drone forensic analysis,
involving both physical and digital forensics. The framework had enough proficiency to be
applied to the post-flight investigations of the activities of the drone. In the case of physical
forensics, a model was created with the capability of investigating drone components right
at the crime scene. Moreover, the authors designed a powerful application that could be
implemented in digital drone forensic analysis, centering mainly upon the analysis of the
drones’ critical log parameters through a graphical user interface (GUI) that was developed
with the help of JavaFX 8.0. In another research, Ref. [30] proposed a new Distributed,
Agent-based Secure Mechanism for IoD and Smart grid sensors monitoring (DASMIS)
scheme. It was designed to run over a hybrid of peer-to-peer (P2P) and client-server (C/S)
network architecture with reduced protocol overheads for immediate and bandwidth-
efficient communication. In this system, each node is loaded with an initial status and
equipped with a python-based agent that is capable of scanning and detecting burned in
read-only node- IDs, Node IP Address, node MAC address, system calls made, installed
applications, all running system programs and applications and modifications. In addition,
it performs data encryption and hashing, and reports changes to other peer nodes as well
as to the server sitting in the C&C center. The agent securely authenticates nodes, enciphers
the communication and authorizes inter-node access. It prevents and detects attacks such
as masquerading, modification and DoS attacks.

Furthermore, the study in [31] conducted a study that was aimed at giving help to
whoever is tasked with the generation and analysis, validation and/or optimization of data
to trace evidence recovery. For this purpose, the authors elaborated the approach used to
solve this problem based on the target fiber retrieval context with the use of self-adhesive
tapes. In addition, Ref. [32] attempted to adapt digital forensic processes capable of improv-
ing the drone incident response plan through the implementation of the digital forensic
analysis process. In that study, more detailed information was provided regarding the
developed Drone Forensic and Incident Response Plan (DFIR). The findings showed that
the Federal Aviation Administration (FAA) can update the requirements of its Unmanned
Aerial Systems (UAS) based on two classifications of UAS. They also comprehensively
reviewed the related literature and concluded that it lacked studies focusing upon incident
responses and there could not be found forensic analysis frameworks developed specif-
ically for remotely piloted aerials systems. For that reason, the authors made an effort
to fill the gap. The electromagnetic watermarking concept was introduced by [33] as a
technique that exploits the IEMI impacts for embedding a watermark into civilian UAVs
to perform forensic tracking. A small sample of aircraft accident investigators, digital



Electronics 2021, 10, 1519

9 of 29

forensics investigators and examined the use of a forensics framework to conduct forensics
on a drone [34]. The data analyses that were carried out with the use of the chi-square
test of independence did not reveal any considerable connection between the groups of
respondents’ drone investigations and the methods used to conduct UAS forensics. A
study in [35] discussed drone attacks from a different perspective. Their study was mainly
aimed at identifying where the SDR board is or can be applied to the implementation of
an attack and/or a countermeasure so that current and future risks can be highlighted.
As a result, their analysis was mainly centered on two facets one of which was related to
targets of the attacks, and the other one to the direction of the attacks. There may be more
than one target, which offers multiple possible countermeasures. Targets may include the
sensor (mainly GPS), telemetry, remote tele-control, the embedded software, the physical
signature (optical, audio, infra-red, electromagnetic and radar) and/or cognitive channel
(cognitive scrambling and stealthy communication). The attacks may be directed from
ground to drone or vice versa, or even from a drone to drone. The study further proposed
an innovative method for quickly and accurately detecting whether a drone is flying or
lying on the ground. Such results are obtained without resorting to any active technique;
rather, they are achieved through just eavesdropping on the radio traffic and processing
it through standard machine learning techniques. According to [35], with effective classi-
fying the network traffic, the drones’ status can be properly detected with the help of the
widespread operating system of ArduCopter (e.g., several DJI and Hobbyking vehicles). In
addition, a lower bound was formed upon the detection delay at the time of applying the
above-noted methodology. The proposed solution could discriminate against the drones’
state (steady or moving) with roughly 0.93 SR, in almost 3.71 s. A study in [36] evaluates
the security susceptibility of two drones, namely Eachine E010 and Parrot Mambo FPV. The
former drone was vulnerable to Radio Frequency (RF) replay and custom-made controller
attacks, whereas the latter was found susceptible to de-authentication and FIP service
attacks. The authors provided a full discussion on both the security susceptibilities of the
above-mentioned UAVs and the potential countermeasures that can be taken into action
for the aim of improving the resilience of UAVs against probable attacks. A summary of
the findings and limitations of DRFs illustrates in Table 2.

Table 2. A Summary of Articles Focused on (DRFs).

Limitations/Observations

ID Ref Focus Synthesis of the Study Made
He discovered that DJI Phantom III includes two
types of flight log files, that assist in recover a
plethora of data to trace the aircraft back to the It did not concentrate on
Investigation and analysis of ~ owner. This contained GPS and other EXIF data Phantom IIL A lack of a
1 [37] both the DJI Phantom II and from photos, release points, DJI account generic pI.'OCGSS for
’ DJI Phantom III model information and the owner’s name. In addition, . Hoatine drones related
UAVs. explained that experts can create a Secure Shell fvestigating li
(SSH) link to the drone and dump the root file criminality.
system and seize it in real-time utilizing a tool
called Skyjack.
A drone analysis environment can be developed Forensic soundness
based on the integration of off-the-shelf tools. assurance is largely ignored
2 [17] Testbed model of evidence ailéeligsoésbg;i;ugie, ;?_ ?)ief;?o%rég g;cigé?;t{?ifx in the platform. A method of

acquisition from UAVs.

LEA-6H GPS module, M5 router, A JavaFX
API-based GUI and Parallax MS-5607 altimeter
module.

ensuring the reliability of the
captured remains an open
challenge.
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Table 2. Cont.

ID Ref Focus

Synthesis of the Study

Limitations/Observations
Made

A forensic examination of the
flight path reconstruction
method for DJI Phantom 2
Vision Plus.

3. [16]

Two methods of precise flight data extraction:
Ground Control Station memory running on a
mobile device and one using EXIF data of
recorded media files. Timestamp alteration as a
possible anti-forensic approach.

The result cannot be
generalized as only one
device is presented.
Furthermore, the details of
the result presented are not
given.

Preliminary digital forensic
analysis of Parrot Bebop
UAV (capable of 1080p HD
footage and 14 megapixels
still images, a 2.4 GHz or 5
GHz Wi-Fi band, s, flight
distances can extend beyond
2000 m and to a maximum
altitude of 150 m).

The location of various forensic artifacts such as
flight data (located at the
‘internal_000/Bebop_Drone/academy folder),
date and time format (for example:
0901_2015-07-1T193919 + 0000_724B2C.pud),
serial number (e.g., P1023353423A1L23483), Log
data.

Only one model of the Parrot
Bebop UAV was examined.
An extensive study would be
required to corroborate the
findings for generalization.

Development of
visualization tool for drone
analysis.

5. [38]

A tool was developed which integrates CSV and
XML-based file format as input, for data
visualization. A 3-dimensional view of data
collected from AR drone 2.0 was experimentally
observed.

The result presents a
promising tool that can be
enhanced towards a
forensically sound
visualization and analysis
tool. The use of jNetPcap
and jPcap further present a
platform-independent
analysis.

6. [18] Drones’ vulnerabilities.

His findings confirmed that in cases where
drones are hacked and misused by opponents, it
can lead to considerable threats. It conducted
tests on the benefits of applying drones to an
extensive range of situations, from using them as
children’s toys to applying them as weapons for
mass destruction.

Limited on open access
sources to conclude the
selected topic.

Drone forensic framework:
Sensor and data
identification and
verification- Specifically, this
research analyses the
architecture of drones and
then proposes a generic
model that is aimed at
improving digital
investigation.

7. [19]

A forensic model was introduced to determine
and authenticate a variety of drone components
that are available for committing illegitimate
actions. It was mainly centered upon the analysis
of physical evidence gathered from the crime
scenes along with the GPS locations and any
multimedia file that may be explored onboard.
This research was carried out on five various
commercial drones together with their
components when captured at crime scenes.

Currently, still, drones have
several vulnerabilities. One
major issue that has been
identified in this perspective
is the invasion of privacy
and specifically the lack of
training to the Law
Enforcement Agencies (LEA)
on the procedures for
conducting investigations for
drones.
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Table 2. Cont.

Limitations/Observations

ID Ref Focus Synthesis of the Study Made
The best forensic techniques
that can be used for
acquisition from drones that
In this research, an open-source tool called Drone have been tested 'stand to be
manual extraction of SD
Open-Source Parser (DROP) was developed, cards and disassembling the
DROP (DRone Open-source ~ which was capable of parsing DAT files extracted drone &
8 [20] Parser) your drone: Forensic  from the drone’s internal storage and comparing The main limita ’;ion is that
’ analysis of the DJI Phantom them with the TXT files stored in the mobile .
. the full spectrum of potential
III. device that takes the control of the drone. The
. . . data that could be used as
tool establishes a connection between the device .. .
and the user through the correlation of these data digital evidence cannot be
' extracted from DAT
files-owing to the fact that
DAT files may delete stored
data.
Mainly Forens1c. Anal}{sm of The authors provided a discussion about the way
Unmanned Aerial Vehicle to . . . The percentage amount of
- the GPS coordinates are applicable as location S .
Obtain GPS Log Data as . - . . digital information that was
. . . evidence regarding the crimes committed o
Digital Evidence. This has . extracted stood at 50%, as a
. through drones. In this study, the system logs 1
9. [39] been achieved through . result, it is highly not
. . . . were extracted, and the GPS coordinates were ..
Digital forensic evidence Lo . sufficient enough to create a
. visualized on maps, where web-based third-party )
extraction through the . . . concrete hypothesis for
. : . platforms were applied to plotting the flight e
simulation of a UAV scenario aths litigation purposes.
that explicitly uses drones. p ’
The authors examined the impacts of a
quadcopter’s downwash to understand whether
it can influence the retention of textile evidence in The distance between the
crime scenes. Yarn retention on a range of floor point of taking off of the
An investigation into the ’pres was recorded .after a drone ﬂypa.st at quadcopter and ’Fhe evidence
. various heights and taking off at pre-set distances  affects the quantity (number)
effect of surveillance drones ; . . . .
10. [21] . . . from the evidence region. This study was carried of evidence that can be
on textile evidence at crime . A . .
scenes out to assist the police forces who wish to make explored. There is also
’ use of a quadcopter drone surveillance in the needed to adopt the use of
future to well maintain the integrity of scenes by microscopic fibers for
adhering to or flying above any minimum “safe additional tests.
height” and “safe distance”, which have been
determined in advance.
Analysis of flight logs that
The paper was aimed at comparing and verifying ar?;f z?ssﬁgrggsiiﬁpoglgs
Drone Forensic Investigation: the correlation of the flight data amongst the coorc%,ina tes and nurI;,ber of
11. [22] DJI Spark Drone as A Case drone, SD card and mobile phone. To facilitate . .
R . . files) did not show any
Study. criminal investigations, a connection can be

established between the drone and the suspect.

association to evidence of the
drone, the SD card and the
mobile device.
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Limitations/Observations

ID Ref Focus Synthesis of the Study Made
Several drones do not have
The authors attempted to analyse the key log the capability of logging
parameters of the autonomous drone. They events. In addition, the
proposed an inclusive drone-forensics-related unavailability of drones to
Drone Forensics: Digital software architecture with preliminary results. the investigator due to
12 [24] Flight Log Examination The proposed software was expected to make customization is a challenge
' Framework for Micro available a user-friendly graphical user interface for drone forensics.
Drones. (GUI) that can make users capable of extracting Consequently, it is not easy
and testing the onboard information of flight. to identify the drone user
This paper proposed a new tool applicable to the ~ which is a challenge unless
investigation of criminal cases related to drones. they are registered to the
drone manufacturer.
From the propositions in this
research, forensic analysis of
drones needs a polymathic
The authors made use of open-source tools such approach that can
as ExifTool and CsvView for the aim of extracting simultaneously be able to
artifacts from mobile applications of drones with adapt to the voluminous
Drone Forensic Analysis the help of mobile forensic techniques. They embedded and mobile
13 [15] Using Open-Source Tools in employed Kali, a Linux distribution and environments that can be
’ The Journal of Digital Windows as their forensic workstation to carry encountered. There is also
Forensics, Security and Law. out a forensic analysis upon two drones: A.R needed to integrate other
Drone and DJI Phantom 3. For the visualization =~ mobile platforms such as IOS
of the flight path data, open-source tools such as  and Windows Phones so that
GeoPlayer were employed in this study. the approaches can easily be
integrated into commercial
forensic toolkits to benefit the
digital forensic community.
Based on the challenges that
have been identified in this
paper, reconstructing a
The authors in this paper applied digital forensics  sequence of events from A.R
to the Parrot A.R Drone 2.0. They provide a Drone based on the history
discussion on several general facts and file of the flight path poses a
14 [25] Drone Forensics: Challenges  formats and then attempted to visualize the flight  challenge in instances when
’ ) and New Insights. path with the help of Google Earth. The approach the EXIF data does not
provided in that study was centered further upon possess GPS attributes.
general technical descriptions of a drone froma  In addition, it is a challenge
forensic point of view. when it comes to identifying
the owner of the drone-based
on the controller’s ID based
on memory partitioning.
The authors presented the challenges that may
appear when working with UAV /drone forensics.
Afterward, they made some evaluations on There is a lack of validated
Unmanned aerial vehicle Currently ap}.)l.ied foFensic guidelines, renglrding tool:s, that can Collgc’F
forensic investigation . t.he1r. efficiency in UAV /drone foren51F fprensmally sound dlgltfil
15. [40] investigation. Then, the authors offered their own evidence. To analyze original

process: DJI Phantom 3
drone as a case study.

set of guidelines for UAV /drone investigations

and attempted to show the way their guidelines

can be well applied to guiding a drone forensic

investigation with the use of the DJI Phantom 3
drone as a case study.

data in this context a parsing
tool could be used to provide
results that can be reliable.
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Limitations/Observations

ID Ref Focus Synthesis of the Study Made
During data collection, one
may need to acquire access
to the observable data, and,
The authors in this study designed and run uﬁfm{tuﬂat'elif, Oni ne.(:fll i;o
arbitrary software on a locked target to gain psflf;ita }i]olgeir;lclrizl the ¢
Unlocking the Access to the access to interior sensors and logs. The relevant testin I(p)r relv on locfl logs
16. [26]  Effects Induced by IEMI on a impacts were obtained, which provided the from %he U A}\]/ In addi tioi
Civilian UAV. possibility for both neutralization and hardening the huge acc;ess logs are ’
strategies and also predicting the effectiveness of containgé d in the SI% card
the protection offered by such a solution. . .
which partially many need
decoding, hence not suitable
for real-time analysis
purposes.
This paper was centered on forensically . .
analyzing a captured UAV. The UAV could be i::;;?i;gciegieg Aa\r/lsd
captured by security forces using a shotgun (or & g
. . . there have been several cases
any other anti-UAV technique) or it could be a of illecal usage of these
Unmanned Aerial Vehicle UAV that has crashed into private property. For devicegs As ag;esul t this
17. [26] Digital Forensic the implementation of forensic analysis on a UAV, identi fiés aloo holé that
Investigation Framework. there is a need for identification and investigation shows a lack 01? aviation
of its hardware and software components. reoulations and forensic
Moreover, there is a need to gather required inv%s tication standards of
evidence, provide a chain of custody and analyze gaton sta
media /artifacts. potential incidents.
Given that only four distinct
This study was aimed at the exploration of the p?r:fnéﬁ;i:t?j;:ﬁit:i}s{elstels
potential cyber-physical security threats and the VZC tors from multiple
challenges in this regard before drones are P
. . . sources so that the options of
accepted as ordinary vehicles in future smart widenine such autonomous
cities. The authors introduced a new method for Vs temsgin the wake of an
Autonomous Arial Vehicles investigating on a large scale the cybersecurity a tt}a;ck This consideration is
18. [24] in Smart Cities: Potential attack vectors of such systems based on four ivotf;ll even thoueh it ma
Cyber-Physical Threats. classes of systems that are of high importance to pl d ltiol & K y
AAV operations, and their effects and the way to C eac to multiple a.ttac "
. onsequently, there is a need
take an effective countermeasure to such attacks. for the AAV to recognize
After that, the authors summarized the . &
countermeasures that need to be taken into action ang;ljl};e;nir;i ::)1 ;l;enan
aiming at guaranteeing the systems’ safety. numerous occasions Petit, J.
and (Shladover, 2015).
This paper proposed an architecture using the . ..
Id-Based Signcryption to guarantee the li G.l ven thatht'lzls :S a that
authentication process and privacy preservation. prea;rsriune;rzr?}'% ioeﬁll}z)fes a
First, the authors defined the important elements base dg(?n temporal identit
that the architecture relies on. Second, they took the aleorith rrl? needs to bey
. . into consideration the interaction between these & - .
Privacy preservation and elements to understand how the process works able to give security
19. [27] drone authentication using P ’ communication about the

ID-Based Signcryption.

Then, they presented the proposed scheme of
authentication in detail. For this purpose, the
RFID tags were used to track drones and the
temporary identity for privacy preservation. A
simulation was performed to calculate the
average renewal of temporary identity by
varying the time and the drones’ speed.

effectiveness of the
simulations and to check
whether there exist secure
communication of the
identities between the
drones.
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Limitations/Observations

ID Ref Focus Synthesis of the Study Made
There is a limitation of the
drones used (DJI Phantom 4
and Yuneec Typhoon H) not
An inclusive drone forensic framework was being able to log events. In
introduced in this paper, which involved both addition, the drone needs to
physical and digital forensics. It was found be there physically for the
applicable to the post-flight investigation of forensic investigator.
A comprehensive micro drones’ activities. In the case of physical forensics, Furthermore, it is a challenge
P . - the authors introduced a model with the capacity = for drones that store data in
unmanned aerial vehicle . .
20. [28] (UAV /Drone) forensic of examining the drone components at the crime ~ smartphone apps because of
framework scene. In addition, the authors presented a the difficulty of data
' powerful digital drone forensic application acquisition. Additionally, the
focusing primarily upon the analysis of the lack of standards on drone
critical log parameters of drones through a file formats also analyzes an
graphical user interface (GUI) that was arbitrary drone hard. A final
developed with the help of JavaFX 8.0. limitation is the identification
of the drone user-it is
difficult if not registered
before flying the drone.
In this study, a new Distributed, Agent-based
Secure Mechanism for IoD and Smart grid
sensors monitoring (DASMIS) scheme was
proposed. It is designed to run over a hybrid of
peer-to-peer (P2P) and client-server (C/S) It is imperative to note that
network architecture with reduced protocol in this context, drones and
overheads for immediate and bandwidth-efficient ~ the smart grid are portrayed
An communication. Each node is loaded with an to be prone to attacks against
L initial status and equipped with a python-based availability, integrity and
agent-administrator-based . . . . .
. . agent that is capable of scanning and detecting privacy, given that drones
security mechanism for . . .
21. [41] distributed sensors and burned-in ready-only node-IDs, Node IP can be hijacked, weaponized
. Address, node MAC address, system calls made,  or stolen. Denial of Service
drones for smart grid . L ) . -
monitorin installed applications, all running system (DoS) may be imminent or it
& programs and applications and modifications. In can be perpetuated on
addition, it performs data encryption and drones which may render the
hashing, and reports changes to other peer nodes  information being gathered
as well as to the server sitting in the C&C center. to unauthorized users.
The agent securely authenticates nodes, enciphers
the communication and authorizes inter-node
access. It detects and prevents attacks such as
masquerading, modification and DoS attacks.
Experiments that have been
conducted are mainly
represented based on three
The effect of tape type, clusters. that are focused on
. 1 . . the median and interquartile
taping method and tape The findings of this study were expected to give . .
. . range of fiber retrieval. There
storage temperature on the help to those whose task is producing and 4
. . . e . is, however, a degree
retrieval rate of fibers from analyzing data, aiming to validate and/or o
. . . between conditions overlaps
22. [30] various surfaces: An optimize the trace evidence recovery. The

example of data generation
and analysis to facilitate
trace evidence recovery

validation and optimization.

objective was achieved by adopting a new
approach to this problem in the context of target
fiber retrieval with the use of self-adhesive tapes.

in the apparent data. The
study also used sandpaper to

abrade the surface of the
donor fabric from which the
target fibers were obtained,
this could have damaged the
fibers that were used for the

experiment.
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Limitations/Observations

ID Ref Focus Synthesis of the Study Made
The authors identify the need
The authors in this research were focused on the for mproving the DRZF tool
. . - to incorporate features such
adoption of digital forensic procedures that could .
. . . .. as the automatic
Drone Disrupted Denial of improve the drone incident response plan . ) ,
. . . . S . interpretation of the drone’s
Service Attack (3DOS): through the interpretation of digital forensics
. . . . black-box for purposes of
Towards an Incident analyses. This study provided more detailed . L .
23. [31] . . ) . conducting digital forensic
Response and Forensic discussions about the developed Drone Forensic reporting. In addition. the
Analysis of Remotely Piloted and Incident Response Plan (DFIR). Federal r}:ee d fc%li‘ incorpora ti;‘l
Aerial Systems (RPASs). Aviation Administration (FAA) can update the o P &
. : . incident response plan and
requirements of its Unmanned Aerial Systems re-incident and
(UAS) based on two classifications of UAS. pre .
post-incident measures is of
dire importance for this tool.
Given that watermarking
offers the most effective way
to put the information to the
targets that do not seem to be
cooperating, this opens a
. . new area worth exploring. In
Electromagnetic In this papet, the Conce.pt of electromagnetlc addition, there is a need to
. P watermarking was discussed, which is a . e
Watermarking: exploiting . L . explore the diversification of
24. [32] . technique for the exploitation of the impacts of -
IEMI effects for forensic . s other applications so that
. IEMI to embed a watermark into civilian UAVs to
tracking of UAVs. . . other contexts apart from
perform forensic tracking. - .
forensic tracking can be
explored. Lastly, this
research also shows the need
for generalizing this concept
to various fault injection
vectors.
The quantitative explanatory
correlation research identifies
the lack of standardization
This research surveyed a small sample of digital and lack of quality controls
forensics investigators and aircraft accident as a major issue for the UAVs
investigators and the way they utilize the forensic ~ and that the digital forensic
An Approach to Unmanned framework when applying forensics to a drone.  investigators for the UAVs in
25. [33] Aircraft Systems Forensics Data analysis with the use of the chi-square test most cases will only adopt
Framework. of independence showed no considerable ad hoc processes as opposed

relationship between the drone investigations of
the respondents and the methods applied to UAS
forensics.

to industry best standards.
Scientifically this goes
against the Daubert
Rules/standards on the
admissibility of digital
evidence (Pipoly, 2011).
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Focus

Synthesis of the Study

Limitations/Observations
Made

Detecting Drones Status via
Encrypted Traffic Analysis.

The authors in this paper proposed an innovative
method for detecting quickly and accurately
whether a drone is either flying or lying on the
ground. These outcomes were attained without
resorting to any active technique; rather, the radio
traffic was eavesdropped on and then processed
through standard ML techniques. It was
confirmed that network traffic classification is
effectually applicable to detecting the status of
drones using the prevalent operating system of
ArduCopter (such as some DJI and Hobbyking
vehicles). In addition, the authors offered a lower
bound on the detection delay when
implementing the proposed method. The
solution proposed in this study was proved
capable of discriminating against the drones’
state (whether they are steady or moving) within
approximately 3.71 s and an SR of roughly 0.93.

Results in this context are
achieved through
eavesdropping on the radio
traffic and processing it
through machine learning. It
may be important if many
attacks can be used so that
the machine learning model
can be able to predict the
likelihood or probability of
future attacks either as
targeted or unintentional
attacks.

Assessing and Exploiting
Security Vulnerabilities of

Unmanned Aerial Vehicles.

This study was mainly centered on the evaluation
of the security susceptibilities of two drones,
namely Parrot Mambo FPV and Eachine E010.
The former was found susceptible to
de-authentication and FTP service attacks,
whereas the latter was found susceptible to
radiofrequency (RF) replay and custom-made
controller attacks. The authors not only exploited
the security vulnerabilities of the two UAVs but
also discussed the potential countermeasures for
the aim of enhancing the resilience of UAVs
against the identified attacks.

There is a need for exploring
the drone functionalities and
vulnerabilities for GPS and
jamming attacks. In addition,
there is an emphasis on
identifying different attacks
such as privilege escalation
attacks when the UAVs
Operating System is
modified, coupled with
countermeasures that can
mitigate this process.

Risk assessment of
SDR-based attacks with
UAVs.

The authors discussed drone attacks from a
different perspective. Their research was mainly
aimed at identifying where the SDR board is or
can be employed for the implementation of an
attack and/or a countermeasure; this way, they
attempted to highlight current and future risks.
As a result, the analysis is focused on two facets:
the first facet is related to the targets of attacks,
and the second one is related to the direction of
attacks. The attacks may have more than one
target, thereby having multiple countermeasures.
The attacks may include telemetry, remote
tele-control, the physical signature (optical, audio,
radar, infra-red, electromagnetic, etc.), sensor
(mainly GPS), cognitive channel (cognitive
scrambling, stealthy communication, etc.) or
embedded software. The attacks can be directed
from ground to drone, or vice versa; it can be
even from drone to drone.

The general threats in UAVs
start from the ground to the
drone and the core challenge
is the use of the Software
Defined Radio (SDR) that are
embedded in the UAVs. SDR
is used as a platform for
attacks and for
countermeasures which
should be explored in detail
for possible upcoming
threats that are focused on
improving security.

Forensic analysis of the
Parrot AR Drone 2.0 GPS
Edition and its peripheral

components.

The authors discovered that it is possible to

recover GPS data and media files containing EXIF

data from both the Parrot AR Drone 2.0 and the
flight controller.

In contrast with these results,

only media files containing
EXIF data were retrieved

from the Flight Recorder, and

still difficult to identify the
definitive owner of a UAV.
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Synthesis of the Study

Limitations/Observations
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Provided a comprehensive overview of the
technologies utilized for drone surveillance and
the existing anti-drone systems. The authors
proposed an anti-drone system at Zhejiang
University, named ADS-ZJU, which combines
multiple passive surveillance technologies to
realize drone detection, localization and
radiofrequency jamming.

No forensic model was
developed. However, the
content presents useful
content which can be used to
substantiate some technical
component of drone
forensics.

The authors provided a unified review of the
techniques for detecting, tracking and
interdicting small unauthorized UAVs around
restricted areas.

The review is limited to
some technical components,
which lack a forensic model.

ID Ref Focus
30. [42] Anti-drone system.
Techniques of detecting and
31 431 tracking UAV.
3 [44] Amateur Drone Surveillance

System.

The authors developed an amateur drone
surveillance system based on cognitive IoT.

IoT-based surveillance
systems could provide a
useful hint for forensic
modalities. However, the
study failed to develop any
forensic model.

3.3. Phase 3: Findings and Limitations

The detailed review of the selected articles identified four thematic descriptions as
shown in Figure 3 namely: (1) forensic analysis, (2) non-forensic analysis, (3) forensic
framework, (4) application in forensic analysis, suffice it to note that there seems to be a
growing body of research in DRFs which further highlight the need to draw urgent attention
to areas of potential interest, and potentially detrimental impact if not investigated. In this
section, the four categories are explained in detail.

Forensic framework

Forensic Analysis
Research Findings
and Limitations

Application of forensic

analysis

Figure 3. Thematic Depiction of the Drone Forensics Models.

e Forensic analysis: Has been a subject of disputes among researchers, where re-
searchers have in many instances explored diverse dimensions in the quest of as-
sessing the security measures, attacks and the countermeasures, and to understand
how to prevent such activities [1,27,30,34-37,40]. Notably, relevant research has
focused on the techniques that can be used to analyze the compromised devices
such as [1,2,17,19-21,23,26,28,36-39]. The common approach is to analyze the stored
data in the device from a digital forensic perspective. The use of multi-staged au-
thentication through different processes to increase the security of the drone has also
been explored significantly. Furthermore, studies have applied encryption applied
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and authentication with additional steps of identifying important elements and their
inter coordination [25]. Different tools have also been utilized to develop in the de-
velopment of reliable techniques, which include Drone Open-Source Parser (DROP),
Exifpool, csvView and Geoplayer. The DAT files of the system, operating system logs,
device controller logs and flight status logs are also used to identify the potentials for
improving the results of forensic analysis.

e Non-Forensic Analysis: is directly applied to drone forensic analysis. However, this
type of analysis provides indirect assistance to improve the outcome for the later
phases. These are mainly used to visualize the flight status and improve the commu-
nication channel and the communication between the devices. Such information is
helpful to visualize the status of the drone. These types of analyses use the controller
data and the drone log file for visualization.

e  Application of Drones: As a result of literature exploration, it is imperative to highlight
that there are diverse application areas of drones. Most application areas had a
focus on the following aspects: Toys-drones, surveillance purposes, weapons of mass
destruction, disaster management activities, agriculture, delivery services and criminal
investigation and textile industry as well.

e Digital Forensic Framework: Guidelines and frameworks that can help to improve
the performance of forensic investigations such as [21,42,45,46] have been explored.
In addition, a framework that can deal with both the hardware and software of the
drone have been developed [26]. Those propositions went an extra mile to explore
artifacts, the chain of custody which serves as an important aspect in digital forensic
analysis. Furthermore, the study explored a framework that has a focus on post-flight
analysis as a key aspect that can be of importance during forensic analysis [23].

4. Open Research Problems

Whilst research directions have mainly focused on investigating the functionality and
the physics of UAVs, fewer researchers have investigated the feasibility of developing
models that can be integrated into a standardized approach. This is a major limitation
that requires urgent attention. Models that focus on drone investigation, legal frameworks
for jurisdictional settlement as well as frameworks on legal cooperation fall within the
techno-legal discipline. Such a model would have the potential to develop a mechanism
needed to actualize the defense against drone attacks, given that malicious users tend to
prey on the vulnerabilities based on the respective jurisdiction.

Additionally, models that attempt to offer explicit guidance on technical specification
investigation and device fingerprinting remain a major backbone for effective drone investi-
gation. Given the potential for the proliferation of substandard (as well as brand imitation)
drones, there is an urgent need for studies that can provide a method of device correlation
and fingerprint for the identification of the manufactural of drones. The forensic commu-
nity will greatly benefit from methods that can be used to reliably corroborate a given
assertion on the name, make and model of a given drone without ambiguity. Such studies
would, however, be required to further provide a scientifically proven basis for a given
conclusion. Device fingerprint, for instance, can rely on the specific frequency emitting
by each radio device. The research community can also benefit from studies that attempt
to articulate commonalities among UAVs to provide metrics for the face-identification of
UAVs. This can help to reduce or profile a given UAV during incident response. A certainty,
however, is that crimes that seek to employ the advantage of the drone will continue
to surge, while UAV manufacturers will eventually seek to mass-produce drones with
complex functionalities. These peculiarities among other unexplored areas have opened
the need to explore open and future challenges in UAVs that are discussed further on.

Basing our focus on the popularity that has been realized as a result of the usage of
UAUVs, the existing or ever-rising security issues still show the potential of warranting a
digital forensic investigation. As mentioned previously in this paper, there exist several
challenges, more importantly, analyzing the flight path of drones, timestamp source and
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destination, and the manufacturers-which play an important role at this stage. This requires
one to have efficient and effective tools and techniques that can be used to forensically
identify the anatomy of the drone. Among these requirements, we also take note of the fact
that there may exist legal challenges due to the absence of well-documented or acceptable
investigation approaches and standards that are in a position of providing actionable digital
evidence that can be used to link a suspect with a potential digital crime.

There also exist formidable constraints pertaining to real-time data capturing for
drones based on their mobility aspects, for example, it would pose a challenge for the
UAV to capture geographical data in the 3D aspect even though forensic techniques may
be employed as a post-event response aspect. While it is evident according to existing
studies that using a variety of mobile devices for purposes of collecting data using UAVs in
a controllable environment could be a step towards forensic techniques, it is also important
to note the fact that several constraints exist concerning long-lasting transmissions from
sites/stations. This is owing to the technical complexity of UAVs and how effective the
various devices may collaborate with the presence of obstacles for purposes of getting
optimal real-time data gathering.

That notwithstanding, there is still an open challenge as far as how the drone is
customizable, which in real context brings about complex issues when conducting digital
forensic investigations [1]. While these customizable aspects can tamper with the design of
the drone, it is imperative to note that this is still an open problem that is worth addressing
at the time of writing this paper. In addition, given the quick proliferation of drones, the
Law Enforcement Agencies (LEAs) still lack proper training on the use of drones, which
also presents an open challenge when executing digital forensic investigations.

We stress the fact that a drone may interact with a diverse and complex environment,
such as a smart-connected environment, and the complexity that may be involved may
sometimes pose a challenge for investigation. The dynamically changing environment may;,
in most cases, act as a threat landscape hence complicating the concept of attribution.

5. Proposed Unified Forensic Investigation Model for UAV

Based on the observation presented in the previous section, there seem to exist, diverse
investigation models, processes, tools and frameworks for UAV forensics. These models
are, however, defined within the context of the specific investigation, as summarized
in Table 2. Moreover, for a forensic domain to scale through the legal scrutiny, and
corroborative processes, a generally accepted structure is required. There are only two
proposed investigation models [18,26] for the UAVs in the literature. These proposed
models have a complicated configuration and are greatly developed on a platform-specific
basis. Additionally, both frameworks failed to explicitly define forensic soundness as a
core component for the forensic investigation process. Requirements such as the assurance
of the chain of custody, and the provision of a chain of evidence are core factors that can
impact the admissibility of any investigation. As a step towards addressing this limitation,
this study further provides a generalizable investigative model for UAV forensics. The
proposed model is shown in Figure 4. It consists of three main investigation phases which
are: preparation phase (pre and post-incident); data acquisition phase; and data analysis
phase. Each phase has combined most and common activities and tasks of the existing
UAVs models where each phase is further elaborated:
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Figure 4. Integrated UAV forensic investigation model.

Preparation phase: this phase is further categorized into (pre-incident and post-
incident preparation) phases. The pre-incident phase involves attempts to pre-empt inci-
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dents by extracting a baseline device configuration before any approved operation. Careful
attention is further required in this phase towards the development of an acceptable foren-
sic process. This includes the establishment of the protocol to follow to ensure the chain of
custody. This could include the use of an appropriate cataloging process, procurement of
forensic storage apparatus, as well as the defined protocol for evidence handling. On the
other hand, the post-incident phase involves several tasks and activities to prepare UAVs
for investigation. These are explained thus: Known Sources of Indicator of Compromise
(IoC): these are input sources to the pre-incident phase where a forensic investigator is
required to identify potentially reliable sources where indicators of drone compromise
have been identified and documented. Here, repositories from open-source intelligence
can be leveraged. Potential attack vectors can be identified to instantiate the Readiness
process for investigation.

e Potential Evidence Definition: Defining what could make up evidence for drone
forensics is a nontrivial process that could, however, be difficult when an incident
has occurred. Therefore, the need for an iterative potential evidence definition could
be a core step towards enhancing the time and efficiency of drone forensics. This is
particularly important in DRFs to prevent poor evidence collection. The proposed
integrated UAV investigation model is an extension of the respective frameworks
presented in Figure 4.

e Digital Forensic Readiness (DFR) using Relative baseline: Forensic readiness has been
identified within the digital forensic [40,47-50] domain as a veritable tool for enhanc-
ing evidence reliability and availability. The concept of relative baseline involves the
process of comparing the forensic parameters of one drone to other similar drones
to establish baseline data within the drone, before drone operations. A relative base-
line can, therefore, address contextual discrepancies by identifying the contextual
components of a drone before drone operation. This process receives input from the
known indicators of drones/UAV device compromise (IoC) and the iterative potential
evidence definition process. Based on these inputs and the underlying functionalities,
a DFR can be established.

e  Control and securing the scene: Approaches to preventing the alteration of the pieces
of evidence and protection of the crime scene from illegal access are the main purpose
of this task. During this task, the examiner should take care of any equipment fallen
from the UAV during the occurrence. In addition, preserving evidence from being
modified is important in this task. Thus, examiners are accountable for the control
of the area by identifying the borders of the incident and managing the collected
crowd over there. In addition, the protection of UAV equipment at the scene should
be guaranteed.

e  Survey and Recognition: This task includes a preliminary examination performed by
the examiners for assessing the scene, discovering possible resources of evidence and
preparing a proper search strategy. In a complicated situation, this may not be easy.
In the case of UAV, the most important resources of evidence excluding the device
itself are flight data (log files), sensor parameters (GPS coordinates), root file systems,
ground control techniques, station memory (internal storage), timestamps, OS, file
formats, SDR board and the cognitive channels. Assess the UAV at the scene to verify
whether any specialist help is needed in handling the scene. Recognizing people in the
scene and organizing initial interviews are very valuable. The owners of the UAV can
give useful data such as the aim of the UAYV, security schemes, numerous applications
appear in the UAV, usernames, passwords, encryption details.

e  Documenting the Scene: In this task, the investigators should document the crime
scene, as well as take pictures, drawings and mapping of the crime scene. All the
UAV’s devices at the crime scene should be snapped [51].

Prepare forensic tools: the proper and trusted forensic tools must be prepared.
Establish Preparation Reporting: in this step, the investigators are required to prepare
a report which includes whole preparation phase tasks.
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Presentation: The presentation task is the last stage of a digital forensic investigation.
All tasks produced during the whole investigation stage should be described in detail.
A report should be arranged that introduces all pieces of evidence about the incident.

Data Acquisition Phase: this phase is used to acquire the volatile and non-volatile

data from the UVA. Interest in this section is the concurrent process of a chain of custody;,
and a chain of evidence. It consists of five tasks which are:

Live Acquisition: A live acquisition is a kind of data acquisition that occurs when
the UAV OS is operational [52]. Here, live evidence should be acquired/collected
by investigators as soon as possible to avoid losing data. The emphasis in this pro-
cess will include both volatile and non-volatile data sources. Data, in this case, can
include memory data acquisition, RF signal capture from Wi-Fi and other wireless
communication devices, geolocation data, as well as interactivity events.
Post-Incident Acquisition: This involves a dead acquisition process that involves copy-
ing data from the UAV OS being investigated while the UAV is not operational [14].
Data sources within this process include memory and other event logs within the UAV.
Data in this section is primarily non-volatile.

Data Preservation: It is used to protect the integrity of the evidence acquired from the
UAV, both volatile and non-volatile.

This step aligns closely with the chain of evidence protocol, as well as the use of hash
functions for integrity verification. Data Acquired in this step is further stored in a
forensic repository where the corresponding hash digest is also stored. A read and
write access control mechanism can be integrated into this process, with an appropriate
access log, as complementary content that can be integrated into the chain of custody
and evidence process.

Establish Data Acquisition Report: In this step, the investigators are required to
prepare a report which includes whole acquisition phase tasks.

Data Analysis Phase: This phase is used to analyze the UAV data and reveal the

(cause of the) crime. A further forensic composition of this phase is the chain of analysis.
Here, an investigator would be required to ensure a repeatability, and transparency analysis
process. This is contrasted to a black box analysis process where the methodology and
processes followed in the analysis process are not repeatable by a third party. This phase
comprises six tasks as shown in Figure 4. These tasks are further explained thus:

Data integrity verification: this task is used to check the validity of the collected
data. If the collected data is damaged, the investigators are required to re-acquire the
data. Data from the forensic repository is used as input to this phase. The integrity
verification process can include a bit-by-bit stream copy of the acquired data, and a
corresponding comparison of the new hash digest with the existing hash digest in
the forensic repository. This process can be expanded to also include the event log
verification as well.

Timeline Reconstruction: upon a valid data integrity verification, this task can be
carried out. This task is used to rebuild the timeline of the UAV events and reveal
the evidence of the crime. Special emphasis is expected to be taken in this step as
the accuracy of the entire investigation process hinges on the degree of accuracy of
the event timeline reconstruction. Furthermore, the logic of timeline reconstruction
posits that event sequencing and correlation during an investigation are built on the
integrity of the reconstructed time-of-event occurrence.

Data Analysis: These steps can contain the analysis of the diverse data sources from
the UAV. For simplicity, this study presents the analysis to entail memory analysis,
event reconstruction and radiofrequency analysis. Radiofrequency fingerprinting is
also an example of a potential analysis that can be carried out in this step.

Evidence Identification: in this task, the investigators would be required to identify
the evidence and provide a detailed explanation. This step will answer the question of
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Who, What, When, Where and potentially, why based on the data. who is the criminal?
What time did the crime happen? How did the crime happen?

e Establish Analysis Report: in this step, the investigators are required to prepare a
report which integrates the entire analysis phase. Furthermore, the investigator would
be required to justify the chain of evidence and chain of custody of the data. This
is considered a critical component of this analysis process, as a verifiable process is
necessary during litigation.

e Presentation: The presentation task is the last stage of a digital forensic investigation.
All tasks produced during the whole investigation stage should be described in detail.
A report should be arranged that introduces all pieces of evidence about the incident.

The proposed framework given in Figure 4 depicts a methodical process through
which a digital forensic readiness mechanism [47,53,54], can be implemented for drone
forensics. However, the implementation feasibility would typically depend on the type
of UAV, and the associated technologies, as stated in [55,56]. Characteristics such as UAV
performance, space occupation, payload capacity, computational capabilities, navigation
precision, data transmission reliability, as well as the legal regulatory frameworks in the
cyber ecosystem are key criteria for implementation consideration. The data acquisition
phase, for instance, can be implemented as a standalone (or integrated) platform of inte-
grated tools, while ensuring the chain of evidence, as well as the chain of custody. Tools
that can harness wireless signal, tools that be used to extract memory information and
reconstruct content from a UAV. Such a platform would further require the integration
of an integrity assurance mechanism. For instance, the implementation of SHA-256 hash
algorithm for all acquired data and all stages of acquisition. In addition, automation pro-
cesses can be used to formalize the generation of a forensically sound report. A standalone
acquisition platform can be used as a plugin module to other platforms.

However, when such a platform is developed as an integrated acquisition platform,
graphical interfaces for forensic analysis would be required. Forensic analysis tools typically
contain a self-integrity checker, where a proper chain of analysis can be ensured. Ensuring
the integrity of the data contained in the UAV in a posthumous investigation would require
a validation process that can satisfy the forensic requirement. As highlighted in the data
analysis phase of the proposed investigation model, the content of the memory, as well as
some potential radio frequency data of the UAV are core components of the analysis process.
Processing of radio frequency data could further require spectral analysis, and potentially
the application of machine learning algorithms for pattern identification, extraction and
matching [57,58]. Another aspect of the UAV data is the integration of GPS coordinate
information. Given that such data could lead to a big data problem, the implementation
process could therefore leverage diverse modules of data analytics and visualization.
Data visualization can also be used to generate an intuitive timeline reconstruction and
event correlation. Similar to the acquisition phase, the analysis could also use a hashing
algorithm for the integrity verification process. The developed tool can be designed to
ensure that every human action on the system is documented for report generation. For
example, studies in [59-61] identified core requirements for the development of such an
application. The timeline analysis process was incorporated in the tool developed in [59]
thereby ensuring the admissibility of any analysis carried out on such a tool.

6. Comparison of Proposed Model with Existing DFR Models

Given the observed challenges, it is evident that the potential acceptability of the
collected evidence in existing drone forensic models lacks adequate coverage. Drone foren-
sic investigation must follow a standard of evidence acquisitions for its admissibility in
litigation. Thus, the proposed model, combined with the integration of best procedures
of existing models, will not only provide law enforcement organizations a proactive and
reactive approach against drone-related criminality but will also lead to potentially suc-
cessful prosecution processes. The proposed integrated model consists of three abstract
phases: the preparation phase, data acquisition and data analysis phase. Each phase has
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several activities and tasks used to identify, detect, analyze, document and present drones’
crimes. Comparing to the existing DRF models as shown in Table 3, the proposed model
has several advantages which are:

1.

ISANN LI N

® N

The proposed model offers full processes to perform a digital investigation on the
drone’s devices, where are the existing models specific and concentrate on techni-
cal perspective.

The proposed model provides a preparation phase that consists of two new processes
(pre-incident and post-incident). Furthermore, only the proposed model is the only
model that is providing this step among all existing DRF models.

Provide coherent as well as the fundamental model.

The stream of data in the investigation process is clear.

Tools can be used for the examination of evidence.

The proposed model is the integration of several abstract processes in an intelligi-
ble manner.

Suitable for gathering the evidence from the live and dead drone.

The proposed DRF model integrates the advantages taken by previous models. It has
been defined well in terms of meaning, activities and tasks.

Simplify common communication amongst different DRF domain practitioners through
a common representation layer that includes all the processes, concepts, tasks and
activities that must exist in the DRF field.

Table 3. Comparison of the proposed DRF model with existing DRF models.

Proposed DRF Model Existing Models

Phase Sub-Phase and Tasks

Pre-Incident

v Knowing indicators of compromise
v Potential evidence definition
v Digital forensic readiness

Preparation Uncovered

Post-Incident

v Control and secure crime

v Survey and identification

v Scene documentation

v Prepare forensic tool.

v/ Establish preparation report

Data Acquisition

Live Acquisition

Post-Incident Acquisition

Data Preservation Covered
Forensic Storage

Data Acquisition Report

AN NS

Data Integrity Verification

Timeline Reconstruction

Memory Analysis

Event Correlation

Radio Frequency Analysis Covered
Evidence Identification

Forensic Evidence Storage

Establish Analysis Report

Evidence Presentation

Data Analysis

SSSNSSSANANN

7. Discussion

From a pragmatic perspective, the usage of UAVs has significantly increased in the

recent past, however, it is also important to highlight that there exists illegal use of UAVs
and this has necessitated the exploration of forensic techniques. Relevant and most recent
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literature that has been explored throughout this paper has found that 29 models that have
been identified have shown the need for conducting UAV forensics for the different types
of drones. In addition, research has shown that to achieve effectiveness in drone forensics,
the OS and the hardware of the drone plays a crucial role in the extraction of relevant
forensic data that can be used during digital forensic investigations.

Notably, the fast advancements in the field of digital forensics, particularly drone
forensics, show that there is also a dire need for conducting forensic investigations due
to ever-rising crimes such as privacy invasion and other illegalities /criminalities. These,
among other digital crimes, show the need of incorporating the LEAs and the digital
forensic experts in this process. While this study has concentrated on reviewing existing
drone forensic models, it was also suitable to propose an integrated model that addresses
the challenges from a proactive approach. This study has been able to propose a forensic
model that integrates UAV investigations with phases (Preparation phase, Data acquisition
phase and Data Analysis phase) which upholds the chain of custody concurrently with the
investigation process [57,62]. Important to note, is the fact that this proposed integrated
UAYV model is not specific to any manufacturer or type of drone, however, it could still
be adopted and utilized from a generic standpoint for purposes of investigations. This
is considered essential for drone forensics given the inexistence of the unacceptable or
standardized UAV Forensic model at the time of writing this paper.

Consequently, from this study, an investigation of drone forensic models has been con-
ducted and it has mainly been inclined on the focus of the drones, the existing propositions,
limitations and observations from the selected studies (see Tables 1 and 2). The following
aspects have been unmasked as important when conducting drone forensics: Flight data
(log files), sensor parameters (GPS coordinates), root file systems, ground control tech-
niques, station memory (internal storage), timestamps, OS, file formats, SDR board and the
cognitive channels. From this study, it is evident that sensor parameters in drone forensics
can allow forensic activities to be conducted as part of device-level forensics as is mentioned
by [63] given that UAVs still suffer from standardization issues. Nevertheless, most of the
findings broadly open the UAV area to further exploration. Research has shown that the
area is currently witnessing the rise of anti-forensic techniques. In addition, drones are
resource-constrained devices, and for the lesser duration that they move from the origin to
the destination and back, it would be important to include an automated forensic readiness
component to aid in incident planning and preparation as is articulated in [54,64—66] This is
vital, as it can be used to accumulate necessary investigative data that can be used to build
a forensic-rich hypothesis that can be used for a UAV investigation. Furthermore, based on
a mapping of the commonalities that may exist between drone forensics and other digital
forensic investigation processes, it is the author’s opinion that more research on applicable
standards on drone investigations needs to be explored given that the field suffers from the
lack of generally accepted investigation processes at the time of writing this paper. A recent
study that explored the deployment of UAVs as a dynamic approach towards enhanced
policing in developing nations also highlighted this observation, albeit from a security
application standpoint [2]. Thus, a standardized investigative process could present a
fundamental baseline for establishing the drone forensic investigation subdomain of digital
investigation. Understanding this urgency is essential in the current COVID-19 enhanced
digital transcendence. Whilst the potential deployment approach of UAVs and other such
related “sensor with wings” devices are being explored for diverse economic possibilities,
the potential for crime increase remains an issue of concern to the forensic community.

Future works will therefore focus on implementing the proposed integrated UAV
forensic model. Practical steps will be followed to observe the implementation feasibility
of the model towards drone forensics, irrespective of the context. Arguably, the internal
structure of diverse drones could vary from one type to another. However, within the
context of a generic UAV investigation model, the abstract representation of extraction,
and analysis would remain the same irrespective of the type and make of the UAV. This
could, nonetheless, further introduce the need for an extraction and analysis model which
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are specific to a certain type of UAVs. Techniques that can be leveraged for investigating
wireless communication are potential components that will be explored. Such an approach
could utilize signal processing techniques, band channel analysis, as well as spectral
analysis. This idea is particularly essential when developing the pre-incident preparatory
phase defined in the proposed DRF model. As outlined in the proposed model, this
information can be used to develop a formative baseline during the investigation phases.
This can include answers to questions such as what and how to identify UAV-specific RF
emission, how to distinguish UAV RF emission, as well as how to extract such RF signals.

8. Conclusions

Drone forensics has gained tremendous attention from researchers working in this
field. Several frameworks and techniques have been developed, providing a deep insight
into the drone application to forensic analysis. These techniques use the internal logs of
devices and their controller to identify any malicious activity. They can reproduce the flight
trajectories that can be used by analysts during forensic analyses. The authentication and
security of drones have been also enhanced to prevent intrusion. Similarly, the communica-
tions between drones, drones to ground and ground to drone have been also improved.
However, there are still challenges in the digital forensic analysis regarding UAVs. Even
though there are highly secure communication channels, they have their limitation when
they are applied to any IoT environment. To retrieve data from drones, digital forensic
techniques are not enough for investigations. With advanced drone models hitting the
market, digital forensic software/tools and techniques must undergo extensive upgrades.
A comprehensive review of the existing drone forensics framework and models have been
presented in this manuscript. Furthermore, an integrated forensic model was developed to
provide a generic baseline for investigating a drone-related incident. The proposed model
integrates components of proactive and reactive procedures towards an effective investiga-
tion. This proposition can provide a baseline towards the development of a standardized
forensic investigation approach in DRF. Furthermore, the proposed investigation model
can be used to achieve a digital forensic readiness system, which can be used to develop a
proactive mechanism for DRFs.
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